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ABSTRACT

Web logs are a set of recorded events between clients and web servers. Information provided by
these events is valuable to computer system administrators, digital forensic investigators and
system security personnel during digital investigations. It is important for these entities to
understand when certain system events were initiated and by whom. To achieve this, it is
fundamental to gather related evidence to the crime from log files. These forensic procedures
however pose a major challenge due to large sizes of the web log files, difficulty in understanding
and correlating to attack patterns associated to digital crimes. The connections of events that are

remotely positioned in the large log files require extensive computational manpower.

This dissertation proposes the design, implementation and evaluation of a web log analysis system
based on temporal logic and reconstruction. The case study will be on web server misuse.
Temporal Logic operators represent system changes over time. The reconstruction of records in
web server log files as streams will enable the implementation of temporal logic on the streaming
data. The web server attack patterns established will be described by a special subset of temporal
logic known as MSFOMTL (Many Sorted First Order Metric Temporal Logic). The attack patterns
will be written in a special EPL (Event Processing Language) as queries and be parsed through
Esper, a Complex Event Processing (CEP) engine. To ensure the proposed system increases the
quality of log analysis process, log analysis will be performed based on a time window mechanism

on sorted log files.

Keywords: web server log, log analysis, web server misuse, misuse patterns, complex event

processing, Esper
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APPENDICES

Appendix A: Apache2 Web Server Installation

Pre- requisites- Ubuntu 16.04 operating system with 512 MB RAM and Hard disk size of 9 GB

The local package index has to be updated to reflect the latest upstream changes. Afterward

Apache was installed using Ubuntu’s package manager, apt, as shown in figure below.

peris@peris-VirtualBox:~$ sudo apt-get install apache2]]

To confirm Apache installation, start the Apache service and direct web browser in use to
http://192.168.56.101, 10.0.3.15, and the local host, to view Apache2 default web page.

Fisscezumuncs oot

€ 192.168.56.101 C 0+

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

é/etc/apacheQ/
. | -- apache2.conf
o -~ porfs.conf
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Appendix B: Esper Configuration in Eclipse IDE

To add Esper to the project, right click on the project name select Build path -> Add External

Archives. Browse to the esper- 6.0.1.jar file.

Run As >

' [2 Package Explorer 2 &|le Y= 08

| L [Er—

M IN

. = New >
E ’ Go Into

L v Open in New Window

: Open Type Hierarchy F4

: Show In Alt+Shift+W »
E v i e Copy Ctrl+C

! 5= Copy Qualified Name

E [ Paste Ctrl+V

E ® Delete Delete

E I_h Remove from Context Ctrl+Alt+5Shift+Down

- YE  BuildPath 5
E Source Alt+Shift+5 >
: Refactor Alt+Shift+T >
E g Import..

i i Export.

: <" Refresh F5

:: = Close Project

E El Assign Working Sets...

£ JAR Selection

« v P > This PC > Desktop * Dissertation > esper-6.0.1
Organize ¥ New folder
ITGCs ~  Name
esperio-stax
% This PC
examples
m Desktop || esper-6.0.1jar
Documents || esper-avro-6.0.1,jar
3 Downloads |+ esperio-amqgp-6.0.1jar
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£
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e}
1]

o

(21 K

»

*

g a

BMEE O & 06 o & w e

Link Source...

' loginjava

A1 INF5100,java

} catch(Exception e) {
System.err.println(

}

// Generate ticks

try {

File file = new Fil
BufferedReader read
String line = null;
StringTokenizer st

while((line

reade

Tick tick = new

Mew Source Folder...

Remove from Build Path
Add External Archives...

Add Libraries...

Configure Inclusion / Exclusion Filters...

Configure Output Folder...
Configure Build Path...

g

an

T

(%]

o

} catch(Excepti

Svetem_err.

~ {0 | Search esper-6.0.1

Date modified
02/11/2017 14:12

02/11/2017 14:11
16/03/2017 14:22
16/03/2017 14:23
16/03/2017 14:23

f= ~
Type
File folder
File folder
Executable Jar File
Executable Jar File

Executable Jar File

X

o
™ @

Size

L)




[2 Package Explorer &2
v 12 INF5100

i login_Sys

i Logs

# Logs.copy

B JRE System Library [jre1.68.0_152]
~ B Referenced Libraries

I ws esper-6.0.1jar - C\Users\GW946DC\Desktop\Dissertatio

N

SESEENE

log4j-1.2.17 jar - C\Users\GW

sifdj-api-1.7.21 jar - C\Users\GWS46D
sifdj-log4j12-1.7.21 jar - C\Users\GWS

Q\D

o

antlr-runtime-4.5.3jar - C\Users\GW946DC\Desktop\Dis
cglib-nodep-3.2.4,jar - C\Users\GW946D(C\Desktop\Diss
46D\ Desktoph\Dissertatic

esktop\Dissert
\Desktop\Di:

In order to run the project, add the following external archives

e Antlr- runtime- 4.5.3.jar
e Cglib-nodep-3.2.4.jar
e Log4j-1.2.7.jar

Appendix C: Log.java class

This is the event class. The events consist of the following attributes,

e Host

o Time

e 7Zone

e Method
o Url

e Response
e Bytes

e Referer
e User

Package Logs;

public class Log {

Private String symbol;
Private String host;
Private String time;
Private String zone;
Private String method;
Private String url;
Private String response;
Private String bytes;
Private String referer;
Private String user;

//Host
//DateTime
//TimeZone
//Method
//URL
ResponseCode
//Bytes Sent
//Referer
//UserAgent
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Public Log (String symbol) {
this.symbol = symbol;
}

public Log(String symbol, String host, String time, String zone, String

method, String url, String response, String bytes, String referer, String user) {

this.symbol = symbol;

this.host = host;

this.time= time;

this.zone = zone;

this.method = method;

this.url = url;

this.response = response;

this.bytes = bytes;

this.referer = referer;

this.user =user;

}

Public String getSymbol() {
return symbol;

}

public void setSymbol(String symbol) {
this.symbol = symbol;

public String getHost() {
return host;
}

public void setHost(String host) {
this.host = host;

}

public String getTime() {
return time;

public void setTime(String time) {
this.time = time;
}

public String getZone() {
return zone;
}

public void setZone(String zone) {
this.zone = zone;
}

public String getMethod() {
return method;
}

public void setMethod(String method) {
this.method = method;
}

public String getUrl() {
return url;
}

public void setUrl(String url) {
this.url = url;
}

public String getResponse() {
return response;
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}

public void setResponse(String response) {
this.response = response;
)

public String getBytes() {
return bytes;
}

public void setBytes(String bytes) {
this.bytes = bytes;
}

public String getReferer() {
return referer;
¥

public void setReferer(String referer) {
this.referer =referer;
}

public String getUser() {
return user;
}

public void setUser(String user) {
this.user = user;

}

@Override
public String toString() {
//DateFormat dateFormat = new SimpleDateFormat("yyyy-MM-dd");

return
"Symbol: " + symbol + " " +
"Host: " + host.toString() + " \ 1 "+
"Time: " + time.toString() + " \t "o+
"Zone: " + zone.toString() + " it "o+
"Method: " + method.toString() + " \t "+
"Url: " 4 url.toString() + " \t "o+
"Response: " + response.toString() + " \t "o+
"Bytes: " + bytes.toString() + " \t "ot
"Referer: " + referer.toString() + " \t "t
"User: " + user.toString();

}
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Appendix D: Apache Log Input Adapter Configuration

The code is used to generate the log events and read through the EPL queries.

Package Logs;

import com.espertech.esper.client.*;
import java.util.StringTokenizer;
import java.text.*;

import java.io.File;

import java.io.FileReader;

import java.io.FileNotFoundException;
import java.io.BufferedReader;

import java.util.Scanner;

public class ApachelLogInputAdapter {
public static class CEPListener implements UpdatelListener {

public void update(EventBean[] newData, EventBean[] oldData) {
System.out.println("EVENT! " + newData[@].getUnderlying());

}
}

public static void main(String[] args) {
// how the adapter is set up to retrieve log metadata from the log.java class

Configuration cepConfig = new Configuration();
cepConfig.addEventType("Apachecsv", Log.class.getName());

// Configuration instance is then passed to EPServiceProviderManager to obtain a
configured Esper engine.

//getProvider () method returns Instance of Esper Engine
// code snippet shows how to send events to the engine

EPServiceProvider cep =EPServiceProviderManager.getProvider("ApacheLogInputAdapter
", cepConfig);

EPRuntime cepRT = cep.getEPRuntime();

EPAdministrator cepAdm = cep.getEPAdministrator();

// the adapter loops over all EPL queries, this depends on the number of queries

for(int queryCounter = 1; queryCounter <= 10; queryCounter++) {

System.out.println("------------------ ");
System.out.println("PERFORMING QUERY " + queryCounter);
System.out.println("------------------ ");

try {

String query = new Scanner(new File("query +
gqueryCounter + ".epl")).useDelimiter("\\Z").next();
cepAdm.destroyAllStatements();
EPStatement cepStatement = cepAdm.createEPL(query);
cepStatement.addListener(new CEPListener());
} catch(Exception e) {
System.err.println("Error:

+ e.getMessage());
}
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//The adapter reads through the Apache logs in the CSV form and generates EPL
responses based on the EPL queries

try {
File file = new File("Apacheaccesslogs.CSV");

BufferedReader reader = new BufferedReader(new
FileReader(file));

String line = null;

StringTokenizer st = null;

while((line = reader.readLine()) != null) {
Log log = new Log("Apacheaccesslogs");

st = new StringTokenizer(line, ",");
while(st.hasMoreTokens()) {

//DateFormat dateFormat = new
SimpleDateFormat("yyyy-MM-dd");
try {

//log.setTimestamp(dateFormat.parse(tokenizer.nextToken()));
} catch(Exception e) {
System.err.println("Error: " +
e.getMessage());

log.setHost(st.nextToken());
log.setTime(st.nextToken());
log.setZone(st.nextToken());
log.setMethod(st.nextToken());
log.setUrl(st.nextToken());
log.setResponse(st.nextToken());
log.setBytes(st.nextToken());
log.setReferer(st.nextToken());
log.setUser(st.nextToken());

//System.out.println("LOG! " + log);
cepRT.sendEvent(log);

}

//reader.close();

}

catch(Exception e) {
System.err.println("Error:

+ e.getMessage());
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