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ABSTRACT 

Web logs are a set of recorded events between clients and web servers. Information provided by 

these events is valuable to computer system administrators, digital forensic investigators and 

system security personnel during digital investigations. It is important for these entities to 

understand when certain system events were initiated and by whom. To achieve this, it is 

fundamental to gather related evidence to the crime from log files. These forensic procedures 

however pose a major challenge due to large sizes of the web log files, difficulty in understanding 

and correlating to attack patterns associated to digital crimes. The connections of events that are 

remotely positioned in the large log files require extensive computational manpower. 

This dissertation proposes the design, implementation and evaluation of a web log analysis system 

based on temporal logic and reconstruction. The case study will be on web server misuse. 

Temporal Logic operators represent system changes over time. The reconstruction of records in 

web server log files as streams will enable the implementation of temporal logic on the streaming 

data. The web server attack patterns established will be described by a special subset of temporal 

logic known as MSFOMTL (Many Sorted First Order Metric Temporal Logic). The attack patterns 

will be written in a special EPL (Event Processing Language) as queries and be parsed through 

Esper, a Complex Event Processing (CEP) engine. To ensure the proposed system increases the 

quality of log analysis process, log analysis will be performed based on a time window mechanism 

on sorted log files. 

Keywords: web server log, log analysis, web server misuse, misuse patterns, complex event 

processing, Esper 

 

 

 

 

 

 





















https://w3techs.com/technologies/overview/web_server/all
https://w3techs.com/technologies/overview/web_server/all










https://geekflare.com/apache-web-server-hardening-security/


https://www.owasp.org/index.php/Brute_force_attack


https://www.owasp.org/index.php/Command_Injection


http://www.awstats.org/


https://www.weblogexpert.com/
https://www.sawmill.net/
http://pyflag.sourceforge.net/Downloads/


http://www.webalizer.org/




















































http://github.com/woonsan/accesslog2csv/blob/master.accesslog2csv.pl








































  

57 
 

Kothari, C. (2004). Research Methodology. New Age International. 

Koymans, R. (1990). Specifying real-time properties with metric temporal logic. Real-time 

systems. 

Kumar, C. (2016). Apache Web Server Hardening & Security Guide. Retrieved February 2, 

2017, from https://geekflare.com/apache-web-server-hardening-security/ 

Levy, Y., & Ellis, T. J. (n.d.). 2011.  

Levy, Y., & Ellis, T. J. (2011). A guide for novice researchers on experimental and quasi-

experimental studies in information systems research. Interdisciplinary Journal of 

information, knowledge, and management. 

Makanju, A., Nur Zincir-Heywood, A., & Milios, E. E. (2009). Clustering event logs using 

iterative partitioning. In Proceedings of the 15th ACM SIGKDD international 

conference on Knowledge discovery and data mining. 

Mishra, J., & Mohanty, A. (2012). Software Engineering. New Delhi, India: Dorling 

Kindersley. 

Mohapatra, S., & Joseph, P. (2014). Management Information Systems in the Knowledge 

Economy. PHI Learning. 

Oliver, B. (2010). Teaching Fellowship: Benchmarking Partnerships for Graduate 

Employability. Cutin University. 

OWASP. (2016). Retrieved February 2, 2017, from Comman Injection: 

https://www.owasp.org/index.php/Command_Injection 

OWASP Application Security Community. (n.d.). Retrieved December 15, 2016, from 

Welcome to OWASP: https://www.owasp.org/index.php/Main_Page 

PyFlag. (n.d.). Retrieved January 7, 2017, from PyFlag Tutorial: 

http://pyflag.sourceforge.net/Documentation/tutorials/ 

Ristic, I. (2005). Apache Security. Retrieved December 14, 2016, from The complete guide to 

securing your Apache Server: https://www.feistyduck.com/library/apache-

security/online/index.html 

Roll- Hansen, N. (2009). Why the distinction between basic (theoretical) and applied 

(practical) reserch is important in the politics of science. London: Centre of Philosophy 

of Natural and Socila Science Contigency and Dissent in Science. 

Sawmill. (2010). Retrieved January 7, 2017, from Analyze, Monitor, Alert. Sawmill, Universal 

Log File Analysis and Reporting: https://www.sawmill.net/index.html 



  

58 
 

Sharma, A. K., & Gupta, P. C. (2013). Analysis of Web Server Log Files to Increase the 

Effectiveness of the Website Using Web Mining Tool. International Journal of Advanced 

Computer and Mathematical Sciences. 

Singer, A., & Bird, T. (2004). Building a Logging Infrastructure. The Usenix Association. 

Sowmya, G., & Kumar, A. N. (2013). Brute Force Attack - Blocking Techniques.  

Srivastava, J., Cooley, R., Deshpande, M., & Tan, P.-N. (2000). Web Usage Mining: Discovery 

and Applications of Usage Patterns from Web Data. ACM Sigkdd Explorations 

Newsletter. 

Stockley, M. (2016, June 15). Naked Security. Retrieved February 8, 2017, from The web 

attacks that refuse to die: https://nakedsecurity.sophos.com/2016/06/15/the-web-

attacks-that-refuse-to-die/ 

Suneetha, K. R., & Krishnamoorthi, D. R. (2009). Identifying user behavior by analyzing web 

server access log file. IJCSNS International Journal of Computer Science and Network 

Security. 

Szalvay, V. (2004). An Introduction to SAgile Software Development. Danube Technologies. 

Tutorials Point. (2006). Retrieved from SDLC Agile Model: 

https://www.tutorialspoint.com//sdlc/sdlc_agile_model.htm 

Tyagi, A., & Choudhary, S. (2015). Web Usage Mining Using Web Log Expert Tool. 

International Journal of Advanced Research in Computer Science and Software 

Engineering. 

Vernekar, S. S., & Buchade, A. (2013). Map-Reduce based log file analysis for system threats 

and problem identification. In Advance Computing Conference (IACC), 2013 IEEE 

3rd International. 

Vianello, V., Gulisano, V., Jimenez-Peris, R., Patiño-Martínez, M., Torres, R., Díaz, R., & 

Prieto, E. (2013). A Scalable SIEM correlation engine and its application to the 

Olympic games IT infrastructure. Availability, Reliability and Security International 

Conference. 

Wainwright, P. (2008). Pro Apache (Third ed.). Appres. 

Web Technologies. (2016). Retrieved February 2, 2017, from Usage of web servers for 

websites: https://w3techs.com/technologies/overview/web_server/all 

Web Technology Survey. (2016). Retrieved January 2, 2017, from Usage of content 

management systems for websites: 

https://w3techs.com/technologies/overview/content_management/all 



  

59 
 

WebLog Expert. (n.d.). Retrieved January 7, 2017, from Powerful log analyzer: 

http://www.weblogexpert.com/ 

 (2014, May 28). Retrieved January 7, 2017, from Home of the Webalizer: 

http://www.webalizer.org/ 

 

 

APPENDICES 

Appendix A: Apache2 Web Server Installation 

Pre- requisites- Ubuntu 16.04 operating system with 512 MB RAM and Hard disk size of 9 GB  

The local package index has to be updated to reflect the latest upstream changes. Afterward 

Apache was installed using Ubuntu’s package manager, apt, as shown in figure below. 

 

To confirm Apache installation, start the Apache service and direct web browser in use to 

http://192.168.56.101, 10.0.3.15, and the local host, to view Apache2 default web page. 

 

http://192.168.56.101/
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Appendix B: Esper Configuration in Eclipse IDE 

To add Esper to the project, right click on the project name select Build path -> Add External 

Archives. Browse to the esper- 6.0.1.jar file. 
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In order to run the project, add the following external archives 

 Antlr- runtime- 4.5.3.jar 

 Cglib-nodep-3.2.4.jar 

 Log4j-1.2.7.jar 

 

Appendix C: Log.java class 

This is the event class. The events consist of the following attributes, 

 Host 

 Time  

 Zone 

 Method 

 Url 

 Response 

 Bytes 

 Referer 

 User 

 
Package Logs; 
 
public class Log { 
 Private String symbol; 
 
 Private String host;      //Host 
 Private String      time;      //DateTime 
 Private String zone;      //TimeZone 
 Private String method;    //Method 
 Private String url;       //URL 
 Private String response;   ResponseCode 
 Private String bytes;     //Bytes Sent 
 Private String      referer;    //Referer 
 Private String      user;       //UserAgent 
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 Public Log (String symbol) { 
     this.symbol = symbol; 
 } 
 
 public Log(String symbol, String host, String time, String zone, String 
method, String url, String response, String bytes, String referer, String user) { 
             this.symbol = symbol; 
  this.host = host; 
  this.time= time; 
  this.zone = zone; 
  this.method = method; 
  this.url = url; 
  this.response = response; 
  this.bytes = bytes; 
  this.referer = referer; 
  this.user =user; 
 } 
 
 Public String getSymbol() {  
  return symbol;  
  } 
  
 public void setSymbol(String symbol) { 
  this.symbol = symbol; 
 } 
  
 public String getHost() {  
  return host;  
  } 
 public void setHost(String host) { 
  this.host = host;  
  } 
  
 public String getTime() {  
  return time;  
  } 
 public void setTime(String time) { 
  this.time = time;  
  } 
 public String getZone() {  
  return zone;  
  } 
 public void setZone(String zone) { 
  this.zone = zone;  
  } 
 public String getMethod() {  
  return method;  
  } 
 public void setMethod(String method) {  
  this.method = method;  
  } 
 public String getUrl() {  
  return url; 
  } 
 public void setUrl(String url) {  
  this.url = url;  
  } 
 public String getResponse() { 
  return response;  
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  } 
 public void setResponse(String response) {  
  this.response = response;  
  } 
 public String getBytes() { 
  return bytes;  
  } 
 public void setBytes(String bytes) {  
  this.bytes = bytes;  
  } 
 public String getReferer() { 
  return referer;  
  } 
 public void setReferer(String referer) { 
  this.referer =referer; 
  } 
 public String getUser() {  
  return user; 
  } 
 public void setUser(String user) {  
  this.user = user; 
  } 
 
 @Override 
 public String toString() { 
  //DateFormat dateFormat = new SimpleDateFormat("yyyy-MM-dd"); 
 
    return 
   "Symbol: " + symbol + "  " + 
   "Host: " + host.toString() + "   \t   " + 
   "Time: " + time.toString() + "   \t   " + 
   "Zone: " + zone.toString() + "   \t   " + 
   "Method: " + method.toString() + "    \t    " + 
   "Url: " + url.toString() + "    \t    " + 
   "Response: " + response.toString() + "   \t   " + 
   "Bytes: " + bytes.toString() + "   \t   " + 
   "Referer: " + referer.toString() + "   \t   " + 
   "User: " + user.toString(); 
 } 
} 
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Appendix D: Apache Log Input Adapter Configuration 

The code is used to generate the log events and read through the EPL queries. 

Package Logs; 
import com.espertech.esper.client.*; 
import java.util.StringTokenizer; 
import java.text.*; 
import java.io.File; 
import java.io.FileReader; 
import java.io.FileNotFoundException; 
import java.io.BufferedReader; 
import java.util.Scanner; 
 
public class ApacheLogInputAdapter { 
 
 public static class CEPListener implements UpdateListener { 
  public void update(EventBean[] newData, EventBean[] oldData) { 
   System.out.println("EVENT! " + newData[0].getUnderlying()); 
  } 
 } 
 
 public static void main(String[] args) { 
 
// how the adapter is set up to retrieve log metadata from the log.java class 
 
  Configuration cepConfig = new Configuration(); 
  cepConfig.addEventType("Apachecsv", Log.class.getName()); 
 
// Configuration instance is then passed to EPServiceProviderManager to obtain a 
configured Esper engine. 
 
//getProvider () method returns Instance of Esper Engine 
// code snippet shows how to send events to the engine 
 
EPServiceProvider cep =EPServiceProviderManager.getProvider("ApacheLogInputAdapter 
", cepConfig); 
  EPRuntime cepRT = cep.getEPRuntime(); 
 
  EPAdministrator cepAdm = cep.getEPAdministrator(); 
 
// the adapter loops over all EPL queries, this depends on the number of queries 
 
  for(int queryCounter = 1; queryCounter <= 10; queryCounter++) { 
   System.out.println("------------------"); 
   System.out.println("PERFORMING QUERY " + queryCounter); 
   System.out.println("------------------"); 
 
   try { 
    String query = new Scanner(new File("query_" + 
queryCounter + ".epl")).useDelimiter("\\Z").next(); 
    cepAdm.destroyAllStatements(); 
    EPStatement cepStatement = cepAdm.createEPL(query); 
    cepStatement.addListener(new CEPListener()); 
   } catch(Exception e) { 
    System.err.println("Error: " + e.getMessage()); 
   } 
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//The adapter reads through the Apache logs in the CSV form and generates EPL 
responses based on the EPL queries 
 
   try { 
    File file = new File("Apacheaccesslogs.CSV"); 
    BufferedReader reader  = new BufferedReader(new 
FileReader(file)); 
    String line = null; 
    StringTokenizer st = null; 
 
    while((line = reader.readLine()) != null) { 
     Log log = new Log("Apacheaccesslogs"); 
      
     st = new StringTokenizer(line, ","); 
                     
                   
                    while(st.hasMoreTokens()) { 
     
                     
     //DateFormat dateFormat = new 
SimpleDateFormat("yyyy-MM-dd"); 
     try { 
     
 //log.setTimestamp(dateFormat.parse(tokenizer.nextToken())); 
     } catch(Exception e) { 
      System.err.println("Error: " + 
e.getMessage()); 
       
     } 
      
      
     log.setHost(st.nextToken()); 
     log.setTime(st.nextToken()); 
     log.setZone(st.nextToken()); 
     log.setMethod(st.nextToken()); 
     log.setUrl(st.nextToken()); 
     log.setResponse(st.nextToken()); 
     log.setBytes(st.nextToken()); 
     log.setReferer(st.nextToken()); 
     log.setUser(st.nextToken()); 
     
     //System.out.println("LOG!  " + log); 
     cepRT.sendEvent(log); 
    } 
 
    //reader.close(); 
    } 
   } 
    catch(Exception e) { 
    System.err.println("Error: " + e.getMessage()); 
   } 
  } 
 } 
} 
 

 

 


