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Abstract

Identifying a legitimate subscriber is important for the Mobile Network Operators during the
SIM card registration and verification process. Over the years, the use of Mobile devices has
grown steadily, increasing the numbers of subscribers to the different MNOS significantly. The
MNOs are the owners of the SIM cards which they issue to their subscribers. The SIM card
stores critical information belonging to the user, and information such as the IMSI number is
unique to identifying the module. Different governments have approached the issue of SIM
card registration differently. In some countries, SIM card registration is mandatory, and there
is a requirement to provide identification during the registration process, while this is not a
requirement for other countries. The Mobile Network Operators must have the Know Your
Customer policies to validate the users as they activate the SIM modules. The research
objective was to design, develop and test a prototype used by the mobile network operators and
the users for self-registration of SIM cards. This objective was achieved by creating a
verification platform for the users to activate their SIM modules after purchasing them from
MNOs. Activating the SIM would be done after a user has been issued with a signed public
key by a certificate Authority. The prototype used the functionalities of the PKI that ensured
the integrity and authentication of the legitimate users. Unit and usability tests were conducted
to validate if the prototype achieved its main objective. Different users involved in the data
collection phase gave their recommendations, which formed the requirements for developing
the prototype and furthering this research work. Each of the specific objectives was also

discussed to show how each was achieved.
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Chapter One: Introduction
1.1. Background to the study

Globally, according to GSMA, there exist five billion unique mobile subscribers, and the
growth per year has been estimated to be 3.72%. At the end of 2019, 477 million people in Sub-
Saharan Africa subscribed to mobile services, with this number accounting for 45% of the
population. This growth rate, especially in Africa, has improved methods of sharing
information and also the methods for conducting business (Baker, 2012). In Kenya, Mobile use
penetration has grown by 11% from 2014, at 16%, to the year 2019, which was at 27%
(GSMA, 2020). 76% worldwide subscriptions and 95% across Africa are based on prepaid SIM
cards, and 92% of all prepaid SIM cards are active (GSMA, 2018).

For a mobile phone to connect, it requires a SIM card. A Subscriber Identity Module (SIM) is
a computer chip used in mobile phones containing memory for storing data, a processor, and
applications that allow users to interact with the SIM. Memory is used to store phone numbers,
messages, and emails (Silvester, 2015). Initially, when a Mobile phone is used for the first time,
it sends an International Mobile Subscriber Identity (IMSI) present in the SIM card to the
network. The network then looks it up in a database to ensure the card is registered. If the IMSI
is recognized, the network creates another number called a Temporary Mobile Subscriber
Identity (TMSI), which is encrypted and sent back to the phone. The phone identifies itself in
all subsequent calls by broadcasting the TMSI (Electrochemist, 2010).

Mobile Network Operators are tasked with registering SIM cards before they are issued to
subscribers in countries where Sim card registration is a necessity. Registration of SIM cards is
the process of recording and verifying mobile phone numbers and personal information of a
subscriber by a communication service provider(Oyediran et al., 2019). Beyond the ability to
communicate, a mobile subscription can enable access to many life-enhancing services such

mHealth, Medication, and in Kenya financial services such as Mpesa(GSMA, 2018).

Different governments that implement sim card registration policies differ due to specific
concerns the government tries to address. The recently mandatory SIM card registration
existing in most governments has increased concerns on national security(Oyediran et al.,
2019). Mandatory SIM card registration eradicates the potential for anonymity of
communications, enables location-tracking, and simplifies communications surveillance and
interception(GSMA, 2018).



According to GSMA 2018, Governments take different approaches to mandatory SIM

registration and are grouped the approaches into three categories:

* Capture and Store: Operators capture personal information upon purchasing a prepaid SIM
card and keep the records, sharing information with government agencies on demand. 81% of

countries with mandatory SIM registration laws use this approach.

 Capture and Share: Operators capture personal information and proactively share it with
government agencies or regulators. 6% of countries with mandatory SIM registration laws use

this approach.

* Capture, Validate and store: Operators capture personal information and validate it against a
central government database. 12% of countries with mandatory SIM registration laws use this

approach, including Kenya.

Before storing their customer's identification credentials, MNOs are required to validate the
document presented or the customer's biometric details, which is usually done by querying a
central government database. The validation process leads to either a successful or rejected
registration. In Kenya, the telecommunication companies are tasked by the Communication

Authority(CA) to capture, validate and store(Legal notice, 2015).

1.1.2. Fraudulent Simcard Registration

The increased penetration of Mobile Subscribers has also brought the increased challenges of
fraudulent use Of SIM Cards. With the current registration schemes carried out by MNOs and
the rise of activities such as SIM cards, Hawking has created loopholes in the registration
process contributing to this problem. Crimes such as Identity theft, SMS Scams, and SIM swap
are on the rise (Faroog Rind, 2019), with many subscribers falling as victims. Many
governments are experiencing these challenges at different levels; for example, the Taiwan
government has equated the Potential loss due to the problem to be up to several million US
Dollars per year(YiBing Lin 2012). Safaricom, Airtel, and Telkom Kenya are the main MNOs
operating in the country. Their agents have turned to SIM card Hawking to grow their
subscribers and, in turn, fuelled the fraudulent registrations that aid criminal activity(Mutualieli,
2019). The CA also has banned SIM card hawking which is referred to as selling Simcard by
unlicensed agents. The authority has also placed sanctions such. Subscribers found guilty of

these crimes risk six months imprisonment or a fine of Ksh100,000.



Technology has been used to support the identification of fraud during Simcard Registration
that has been used is. The implementation of radio communication to detect the presence of
fraudulent subscriber modules(Santoro & Claps, 2012).In Kenya, Safaricom has implemented
SMS notifications whenever a subscriber’s national Identity numbers are used to register a
SIMcard Line without their consent(Gadgets Africa, 2020). Another method where technology
has been used is implementing an algorithm developed and used for encrypting data stored in
or exchanged by the SIMs and the network to curb further cloning, which in turn jeopardizes
the secrecy of such data (Santoro & Claps, 2012).

Other Scholars have proposed the adoption of technology in combating the fight against
fraudulent SIM card registration. Some of the previous research work includes; the use of radio
communication network for detecting the presence of Subscriber identity modules in a network
for cellular communications (Santoro & Claps, 2012), and the use of algorithms that encrypt
data stored in the SIM modules, and this is to curb SIM cloning (Larsen, 2011).

1.1.3. Public-key Infrastructure

Public Key Infrastructure refers to a system of policies, procedures, people, hardware, software,
and services that support the use of public-key cryptography to obtain secure communication
from one party to another. PKI was developed to support asymmetric cryptography where the
message is usually encrypted by the sender using the public key of the receiver of the message
is the only one who can decrypt the message using their corresponding. This type of
cryptography solved the key management problem by sharing the signed key in a public file
with the sender's name and public key(Albargi, 2015). The PKI has previously supported pretty
good privacy (PGP), an encryption system used to send encrypted emails and to encrypt
sensitive files(Updated, 2019). The internet X.509 public key infrastructure(PKIX) is also a
well-known infrastructure used to bind the identity of the key holder to the holder’s public key.

The public key infrastructure has been used in different use cases recently to assist in the
authentication of communication and achieve nonrepudiation, which means we can verify
beyond doubt that an individual performed a particular task. Its ability to provide authentication
can then be utilized by the MNOs as a method of identifying prepaid customers during SIM
card Registration. The signed public-key certificate issued by a certificate authority would be
presented to the MNO by a prepaid customer



1.2. Problem Statement

According to the communication Authority, in the effort to identify the fraudulent SIM
registration due to its security concerns, it has directed the MNOs to ensure validation of user
credentials is done properly on the Integrated Population Registration System (IPRS). This

directive was issued to assist the MNOs to avoid inconsistencies and fake subscriber identity.

The current way of identifying fraud in SIM Card registration is that most governments,
especially those in the developing world that require mandatory SIM registration, have weak
National Identity schemes (Donovan & Martin, 2014). World Bank has estimated 1.1bn people
across the globe lack official documentation. Most of them are in developing countries across
Africa and Asia, where proof-of-identity is required during SIM card registration. In Kenya,
proof of identity has been through submitting your National 1D during SIM card Registration.
This is then validated on the IPRS, which was intended to serve as the single source of truth
(Atellah, 2019). However, the IPRS is limited in capacity. It only contains consolidated data
from primary population registration agencies, these being the Civil Registration Department
(CRD), National Registration Bureau (NRB), and Department of Immigration Services (DIS),
which are established by different legal regimes. The challenges with the Kenyan verification
approach are that there are existing gaps that create loopholes for criminals to create fake
National Identity cards and use them during SIM card registration without the Knowledge of
the MNOs. This research will focus on implementing Public Key Infrastructure as a method to
identify fraudulent SIM card registration. PKI will provide a method to identify a legitimate
prepaid customer for the MNO during the SIM card registration process and give a method to

later verify the valid user.

1.3. Obijective
1.3.1. General Objective

The purpose of this study is to provide the Mobile Network Operators (MNOs) with a way to
curb fraudulent SIM card Registration by using a prototype that implements the PKI verification

approach.



1.3.2. Specific Objectives

i.  Toanalyse SIM card registration in Kenya.
Ii.  Toreview approaches used to identify the legitimate SIM card owner during SIM card
registration.
iii.  To design, develop and test a prototype to identify fraudulent SIM card registration
using PKI algorithm-based technique.
iv.  To validate the performance of the developed prototype in identifying fraudulent SIM
card registration cases

1.4. Research Questions

I.  How is SIM card registration carried out in Kenya?
ii.  What approaches are used to identify the legitimate SIM card owner during SIM card
registration?
iili.  What techniques can be used to design and develop a prototype to identify fraudulent
SIM card registration using the PKI algorithm-based technique?

iv. Isthe PKI approach an effective technique to curb fraudulent SIM card registration?

1.5. Justification

This research is useful because it provides a method to validate the identity of a user intending
to register for a SIM card. Identifying prepaid customers is important to the Mobile Network
Operators since it facilitates the Know Your Customer policy, thus enforcing transparency and
accountability on its subscribers. Solving the problem of fraudulent registration of SIM cards

will be important to the subscribers who may be the victims of mobile-related crime.

1.6. Scope and limitation

The focus of this research will be on developing a framework to identify fraudulent SIM card
registration. This research will not cover the larger verification and validation of identity
schemes, including the civil registration and Nation Registration Bureau. This research is
geographically limited to SIM card registration in Kenya. The tool will work as a web-based
application to be used by the telecommunication companies during the registration process of
the SIM card.



Chapter 2: Literature Review

2.1. Introduction

This chapter begins with an overview of how the SIM card works; it shows its structure and its
unique features used by MNOs for user registration; it then analyses the current cases of fraud
during SIM registration and how these fraud cases have affected the users. The review further
seeks to check previous work done in curbing SIM card fraud, how the different countries have
deployed these solutions, and to what extent the solutions have been able to resolve the

challenge of fraud during SIM registration.

2.2. SIM card structure overview

The subscriber in Second-generation, Global System for Mobile Communications ( GSM) and
third-generation Universal Mobile Telecommunications System (UMTS) networks are usually
identified by an International Subscriber Identity (IMSI). The IMSI comprises a three-digit
Mobile Network Code (MNC), which determines the GSM network within a particular country,
and a Mobile Station Identification Number(MSIN)of up to ten digits. The MSIN identifies the
subscriber within a network, while the MNC and MSIN identify the subscriber within a
country(Santoro & Claps, 2012).

The subscriber identity module is a smart card that stores the subscriber identification codes
such as the IMSI. According to Sheng ( 2007), This smart card has a microprocessor, and it
contains the following modules: a Control Processing Unit (CPU), Program
memory(ROM)working memory (RAM), Data memory (EPROM or E2PROM), and a serial
communications Module. All the five modules are bundled together in an Integrated Circuit(IC)
to avoid illegal access and ensure the card's security. There are two different forms of SIM
cards with the same functions: one is the full-Size SIM Card either the IC cards of ISO 7816
and size 25mm by 15mm and the Embedded SIM card, which is a Semipermanent packed to
the cards in the mobile station equipment(Sheng, 2007). In all the two cards, they have installed

waterproof, wear-resistant, anti-static contact with high accuracy and reliability characteristics.

Initially, the SIM was part of a European telecommunications standard that separated the
mobile phones from the connected network by moving all the necessary security and
identification data onto a chip embedded into a removable piece of plastic (prokaza, 2018).
With the recent evolution of GSM technology, the SIM currently also stores a password that

acts as a key to decrypt data. In the design of a SIM, it contains subscriber-related information,



including its identity, authentication key, and encryption key(Yi-Bing Lin et al., 2002). The
SIM has limited memory, so it only stores information needed to connect to a mobile phone
network. It sores the IMSI, whose function is to communicate the subscriber's call to a caller
rather than someone else(prokaza, 2018). Before the innovation of cloud backup was made
accessible to a mobile user, the SIM was also used to store contact names and their telephone

numbers.

In its structure, the SIM card has features that are meant to retain its authenticity and security.
One SIM is intended for one subscriber, although a particular subscriber can hold different SIM
cards. The registration Process by the MNOs who are mandated to ensure this should be

equivalently secure to cover any loopholes for fraudsters registration.

2.3. SIM card registration

According to (GSMA, 2018) Globally and in Africa, most Mobile subscriptions are usually
based on prepaid SIM cards, and 92% of all prepaid SIMs are active in countries where SIM
registration is Mandatory. Governments currently require mobile Network Operators to capture
store and validate customers’ identification credentials before registering their SIM Card in
these countries. Other governments are now also requiring MNOs to Implement biometric

authentication before writing a customer’s SIM Card.

Currently, there is no requirement by either the federal or state level to register end-users of
prepaid SIM cards in the USA. However, Senate Bill 3427 proposes using social security
numbers, credit/debit card numbers, or driver’s license numbers as a way for the seller to verify
the customer’s identification information. The Information to be retained by a wireless carrier

include technical Information to identify the mobile device or the IMSI to identify a SIM card.

In Kenya, SIM card Registration has been tasked by the communication Authority to the
MNOs.The majority, Safaricom Airtel and Telkom require capturing the owner’s identification
details before issuing a SIM Card. The regulation for SIM card registration by the
Communications Authority of Kenya (2019) states that upon identifying documents, the
telecommunications operators and licensed agents shall validate the said document as shown
in Table 2.1.



Table 2.1. Identification and validation registry in Kenya (Emrys Schoemaker et al., 2019)

Type of Validation Registry

identification

National IDs Integrated Population Registration System (IPRS)

Kenyan Passport Personal Identification Secure Comparison and Evaluation System
(PISCES). The telecommunication operator shall maintain a copy of
the ID.

Other Passports Integrated population Registration System (IPRS) and /or Personal
Identification Secure Comparison and Evaluation System (PISCES).

The telecommunication operator shall maintain a copy of the ID.

Alien Integrated Population Registration System (IPRS). The
telecommunication operator shall maintain a copy of the ID

Military IDs The telecommunications operator shall maintain a copy of this ID

The Communications Authority requires an annual report from the telecommunication
operators that includes the list of all SIM cards issued to their agents and the number sold by
each during the telecommunications operations, the number of verification requests against
IPRS and PISCES, and the mechanisms put in place to ensure customer information and
personal data is secured.

2.4. Fraudulent SIM card registration cases

According to CNA ( 2020), recently, there has been a rise in fraud relating to prepaid SIM cards
in Singapore. One of the cases involves eight individuals engaged in fraudulently registering
prepaid SIM Cards using the particulars of unsuspecting customers or foreigners who have not
entered Singapore. From the Singapore police force statements, the culprits had abused the
computer systems holding registration information for prepaid SIM cards. They would then
pre-register SIM cards using particulars of others and sell them to any other subscriber who
wished to remain anonymous. This SIM card fraud case has led to the rise of other crimes such
as unlicensed moneylending and scams. The culprits also took advantage of the anonymity
provided by the Sim cards to continue contacting the victims untraceable and to also evade
possible detection amongst themselves. Singapore is one of the countries in Asia that requires
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proof of Identity during registration. The National Registration Regulations stipulate the
sanctions in place intended to curb fraudulent SIM card registration and usage. For this case,
the culprits risk a jail sentence for up to three years or a fine of up to ten thousand US
dollars(CNA, 2020).

In Uganda, the Daily Monitor reported a SIM card syndicate charging fifty thousand Ugandan
shillings to get a functional SIM card duly registered with mobile money services using a forged
identity card in thirty minutes upon payment. The syndicate included telecom agents and
security guards who operate the MTN and airtel SIM card registration centers. During the
processing of the SIM card, they require a photo, ask for the customer’'s name and date of birth.
They then use a fake name and a fake date of birth to create a refugee identity card. With a fake
identification, the process of registering a SIM is initiated. The clients choose their wished
telephone number from the printed list, and in thirty minutes, they have a newly registered fake
SIM card. The Uganda Communications Commission (UCC) states that one can only acquire
a new SIM upon presentation of a valid ID from the National Identification and Registration
Authority, a foreigner can only acquire a SIM card Upon presentation of a valid passport, and
a refugee needs an identity card or any other authorization letter from the Office of the Prime
Minister (OPM) (Ngwomoya, 2019).In such a scenario, the fraudulent registration of SIM cards
is treated as a threat to the country's national security. The anonymity presented using forged

documents made it difficult for any criminal to be traced, even using the telecoms database.

Kenya has already surpassed the 100 percent mark of mobile penetration, and according to the
Communications Authority, this has been marked by the fact that most users own more than
one SIM card either from the same or different service providers. The rise of penetration rates
has also increased the number of fraudulent registration cases and rampant SMS scams. In one
case, a doctor recently sued one of the telecoms for over three hundred thousand Kenya
Shillings SIM card fraud. In this case, the fraudsters used the Doctor's details to register new
SIM cards, and later the criminals used the acquired fake SIM cards to sell their land to an
unsuspecting buyer without his knowledge. The fraudsters initiated a sale transaction involving
his land, and the piece was sold for 300,000 Kenyan shilling's. Buyers then paid for the ground
using a Mobile money service and later approached the Doctor to transfer the land documents,
which the Doctor was unaware of. The investigators then revealed that two SIM cards had been
registered using the Doctor's credentials, and the fraudsters masqueraded as the Landowners
(Joseph Penda, 2020).



There is a challenge to verify or identify the legitimate subscriber during the SIM registration
process in all the above cases. The difficulty levels rise even higher when the fraudsters liaise
with government officials, who make prosecuting the criminals harder. The issues have also
revealed that the telecoms database could be holding wrong information regarding their
customers due to the inability to have a process that prevents unlawful registrations of SIM

cards.

2.5.Approaches of identifying SIM card Owners

2.5.1. SIM card identity validation approaches

Different governments implement different policies to foster Know Your Customer policies for
the MNOs.The categories are capture and store, capture and share, capture, and
validate(GSMA, 2018). For those MNOs in the regions where their governments require
capture and validation, they are required to validate their customer's identification credentials
against a central government database, usually maintained by a government
regulator(Waddington & Wilson, 2019). Eleven countries requiring capture and validation
require MNOs to use biometric-authentication processes when registering their prepaid SIM
customers(GSMA, 2018).GSMA has indicated that the capture and validate method gives the

highest assurance that the registered individual is who they claim to be.

Validation methods require the presence of the subscriber during the registration process. This
can be done through a collection of biometrics, that is, fingerprints, or a capturing a photo for
facial recognition. It could also be done by querying an existing government database with the
subscriber's original details to ensure they are who they say they are. However, the success of
these validation schemes is highly dependent on the extensiveness of the national identity

schemes.

SIM card on its own has the IMSI, which is a unique code to identify the module. The IMSI is
made up of a three-digit Mobile Network Code(MNC), which determines the GSM network
within a particular country, and a Mobile Station Identification Number(MSIN)of up to ten
digits. The MSIN identifies the subscriber within a network, while the MNC and MSIN identify
the subscriber within a country(Santoro & Claps, 2012).

2.6. Methods of implementing Owner identity.

2.6.1. Coupling a SIM Module to a wireless Communicating device
This method adopts a phone profile in a wireless device to a subscriber identity module.
According to Burgan & Basharat, (2008) involves the following steps:
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Extract the subscriber identity information from a SIM card when it is coupled to the wireless
communication device. The next step involves associating at least a portion of the subscriber
identity information from the SIM card with at least a predetermined profile stored on the
wireless communication device and enabling access to the predetermined profile only when the
portion of the Subscriber identity information is associated with the predetermined profile

stored on the wireless communication device.

2.6.2. Electronic Know Your Customer (eKYC)
Singtel, a telecommunication company based in Singapore, has recently launched a digital self-
registration service known as the electronic Know Your Customer(eKYC) that will enable

prepaid customers to purchase a SIM card and do the registrations online (BIS, 2019).

eKYC involves using a systematic method to capture a person's biometric data for Customer
Identification and Verification (CIV). The procedure starts with enrolment which involves in-
person capture; this could be done through third parties that act as enrolment centers established
for document authentication and capturing of biometric data. This data is then put together in a
national registry where the telecommunication companies can query and be used to verify the
identity of their customers, as in the case of Singapore(GSMA, 2016). When a user requests a
new SIM card, the service provider uses a card reader authorized by a regulator or the ID agency
to authenticate the information with the central database to fulfill CIV requirements. (Perlman
& Gurung, 2019)

2.6.3. Use of radio communication network to detect a fraudulent subscriber module

This solution provides an automatic mechanism that can determine whether a legitimate and
illegitimate Sim are used at the same time(Santoro & Claps, 2012). The implementation of this
solution provides a method of detecting a fraudulent Sim regardless of the physical service
location of the legitimate SIM and without making unnecessary network resources. Once the
illegitimate SIM is detected it allows the network operator to intervene.

According to Santoro and Claps (2012), this deployment is done in the following steps: First,
a service node, receiving a registration request by first user equipment compromising a SIM
for defining the identity of a subscriber; initiating a checking to establish whether the subscriber
is already registered with the same identifying at least one service node of over the network
including the first service node. If the subscriber is already registered with the same identity in
at least one service node over the network, retrieving status information on at least a second

user equipment associated with the already registered subscription for checking whether the
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second user equipment is not the first user equipment and then disabling any subscription of
the subscriber associated with the identity if the second user Equipment results not to be the

first user equipment.

2.7. Public Key Infrastructure

From the introduction on the background of the study, Public key infrastructure is the
framework of encryption that protects communicating entities (Heinonen,2018). It is used to
govern the issuance of digital certificates to protect sensitive data, provide unique digital
identities for users, devices, and applications, and secure end-to-end communication(Sandberg
& Rodberg-Larsen, 2006).PKI provides security through encryption, and this is achieved
through the use of a public key which anyone can use to encrypt a message, and a secret/private
key, which only one person should be able to use and decrypt the sent messages. People's
devices and applications can use these keys. The common application for PKI is, for example,
the use of SSL certificates on websites and the use of digital signatures. PKI model is used
since it enforces integrity confidentiality authentication and non-repudiation. It can achieve this

by combining both symmetric and asymmetric and hashing to ensure efficiency.

In symmetric cryptography, the same key is used for the encryption and decryption of messages.
This structure is risky because if the distribution channel used to share the key gets
compromised, the whole system for secure messages is broken(Heinonen et al., 2008).
Asymmetric encryption solves the exchange problem in symmetric cryptography. A message
goes through mathematical permutations to become encrypted but requires a private key to

decrypt and a public key to encrypt.

Both symmetric and asymmetric are used together since asymmetric encryption is slower.
Asymmetric encryption alone has the security risk of the man in the middle. PKI resolves the
man's challenge in the middle by issuing and governing digital certificates that confirm and
verify the identity of people, devices, and applications that own private keys and the individual
public keys, which ensures confidentiality between the parties involved(Key factor, 2018). PKI
provides that a certificate signed using an individual's private key, the corresponding public
key pair can be used to; Authenticate that the individual presenting the signed certificate owns
the corresponding private key and ensure integrity in that what is contained in the certificate
has not been changed from its initial form("PKI and Digital Certificates for Government,”
2018)
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Authenticating, providing integrity, and encrypting a message that can only be decrypted with
its associated private key allows the PKI infrastructure and digital certificates to verify
individuals over a secure communication channel. The management of the digital certificates,
which includes their issuance and revocation, is done by an entity known as the Certificate
Authority.

Table 2. 2 Basic PKI Components (Al-Khouri, 2011)

Components Description

Digital certificate They act as the foundation of the Public Key Infrastructure, which
includes electronic credentials consisting of public keys used for

signing and encrypting data.

Certification These are the trusted entities involved in managing the digital

Authorities (CA) certificates, which include their issuance and revocation.

Certificate policy and These are policies that outline the degree to which the digital
practice statements certificates and certification authorities are to be trusted and the

legal channels to be followed in case this trust is broken.

Certificate This is the location where the Certificates are stored and published.

repositories

Certificate revocation | This is a list of certificates that have been revoked before their actual

list expiration date.
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PKI resolves the challenge of the man in the middle scenario in both Symmetric and
asymmetric cryptography. It can do so by issuing digital certificates to confirm the identity of
people, devices, or applications that own private and corresponding public keys(Heinonen et

al., 2008).

Certificate authorities are responsible for creating digital certificates and own the policies for

vetting recipients and issuing the certificates themselves.
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Figure 2. 2 Public Key Infrastructure (Sandberg & Rodberg-Larsen, 2006)
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2.7.1. PKI authentication on the internet

For entities on the internet to communicate there need to exist trust and one of the way,s this is
achieved is by having these entities verify their identity. For secure communication, for
example between a web server and a web application, this is enabled by the secure sockets layer
which is a security protocol that creates an encrypted link between a web server and a web
browser(DigiCert, 2019).In SSL communications, the server’s SSL certificate contains an
asymmetric public and private key pair while a symmetric session key is used between the

server and the private key during the SSL handshake.

y 1 -
Web browser .l

\ Web server /

Figure 2. 3 The ssl handshake (Rodberg-Larsen, 2016)

The SSL handshake

Initially, the server sends a copy of its asymmetric public key, then the browser creates a
symmetric session key and encrypts it with the server’s asymmetric public key then sends it to
the server. The server decrypts the encrypted session key using its asymmetric private key to
get the symmetric session key. Finally, the server and browser now encrypt and decrypt all

transmitted data with the symmetric session key( DigiCert, 2019).

2.8 Public Key Algorithms

2.8.1 RSA Algorithm

RSA is a public-key algorithm that is named after Ron Rivest, Adi Shamir, and Leonard
Adleman the individuals who invented it. It works by ensuring that the key pairs are
secured(Educative, 2020). One individual can send an encrypted message to another individual

without any prior exchange of secret keys. The first one uses the second’s public key to encrypt
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the message and then decrypts using the private key which is only known to them.RSA can also

be used to sign messages in digital signatures(Barker, 2016).
How RSA works(Barker, 2016).

1. Generate two large random primes, p and, g of approximately equal size such that their
product n = pq is of the required bit length.

Computen=pgando = (p-1)(q-1).

Choose an integer e, 1 <e <0, such that gcd (e,0) = 1.

Compute the secret exponent d, 1 < d< o such thated =1 mod o

o > N

The public key is ( n, e) and the private key is (d,p,q). Keep all the values d,p,q, and o

secret.
n is known as the modulus.
e is known as the public exponent.
d is known as the secret exponent.

2.8.2. Elliptic Curve Digital Signature Algorithm

ECDSA is a Digital Signature Algorithm that uses the keys derived from Elliptic Curve
Cryptography (ECC) (HYPR, 2021). ECDSA is popular because of its smaller key size and
ability to maintain security. This trend continues to grow as the demand for devices to remain
secure increases due to the size of the keys growing, drawing to the scarcity of mobile
resources. ECDSA bases its approach to public-key cryptographic systems on how elliptic
curves are structured algebraically over finite fields. Another advantage of using ECDSA it
assists to maintain high levels of both performance and security. Due to its security and
performance features, ECDSA is used in the implementation of digital signatures in

cryptocurrencies such as bitcoin and Ethereum (AVI networks, 2019).
The ECDSA Key-pair consist of :

The private key (integer): privKey

Public Key (EC point): pubKey = privKey * G

The private key is generated as a random integer in the range [0...n-1]. The public key pub
key is a point on the elliptic curve, calculated by the EC point multiplication: pubkey =
privKey * G which is the private key, multiplied by the generator point G.
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The public key EC point {x,y} can be compressed to just one of the coordinates + 1
bit(svetlin Nakov, 2018).

ECDSA Signing Algorithm
The ECDSA signing algorithm takes as input a msg a private key privy and produces as output
a signature which consists of pair of integers pairs of integers {r,s}. The ECDSA signing

algorithm works as follows:

1. Calculate the message hash, using a cryptographic hash function like SHA — 256: h =
hash(msg)

Generate securely a random number k in the range [1..n - 1]

Calculate the random point R = k * G and take its x — coordinate: r = R.x

Calculate the signature proof: s = k 1 * (h + r * privKey) (mod n)

o > N

Return the signature {r,s}.
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Chapter 3: Research Methodology

3.1 Introduction

This chapter explains in detail how each of the research questions listed in chapter one was
handled. The research methodology chapter shows how the proposed solution was designed,
how the research planning was carried out, and how the development and testing were done.
The methodology that was adopted for this research was the object-oriented analysis and
design. This was preferred since it gave a technical approach for analysing and designing the
prototype. It also allowed the researcher to use visual modeling throughout the software

development process, which helped communicate the product design and ensured its quality.

3.2 Research Approach for Objectives 1 and 2

The first objective was to discuss how SIM card registration was carried out in the country by
the different MNOs.The literature review analysed the procedures and steps involved in
registering the prepaid customers to be issued with the SIM cards. From the results of these
analyses, the review sought to show the gaps in the current methods of identifying fraud during
SIM card registration since the method used for identifying the customer was inadequate. The
querying of customer details that would be used for identification was done n the IPRS system,
which was a combination of different government databases and lacked the aspect of primary
data collection from the citizens. This covered the second objective, which was to review

approaches used to identify the legitimate SIM card owner during SIM card registration.

3.3. Research Approach for Objectives 3 and 4
To achieve objectives three and four, a public key infrastructure prototype was modelled to
achieve authentication of the customer who is registering for their SIM card at an MNO and
bring about the security capabilities of the PKI, which are the integrity of the data and
nonrepudiation. This process of modelling the prototype was achieved by implementing the
agile software methodology process, which breaks down a given task into smaller iterations.
This methodology was chosen since it allowed the process of prototyping. This methodology
would allow the prototype to be built, test it, and reworked the model until the acceptable

outcome was achieved.
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3.3.1. Requirements gathering and planning.

The process of requirements gathering, and planning was the initial stage that assisted in
building the concept of the model. The activities included in the planning stage involved
concept ideation, which was the process of consultation from the subject expert. This was done
to give the researcher an overview of what the development lifecycle would look like. The
planning stage was divided into project initiation risk analysis and final reviews. From the
planning stage, the requirements gathering process followed. They were gathered through
document and Journal review and by analysing the gaps of the current system, which was
covered in the literature review. The research also included conducting questionnaires to users
to understand the challenges they face regarding fraud in SIM card registration. The outcome
of this phase will be to define the technical approaches that would be followed to prototype the

model successfully.
3.3.2 Design

3.3.2.1 Research Design

In this phase, the experimental research design was used because it allowed more than one
independent variable to be applied to more than one dependent variable and thus showed the
effect of these results(Mitchell, 2015). Different models had been developed before in the
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prototype to curb fraud in the SIM card registration process. Checking the effect of how each
stage of the prototype was applied against the ability to solve the problem allowed the design

to be effective for this study.

Location and Target Population

The study was conducted from the Strathmore university premises, which was convenient since
it is in the capital city of Nairobi, where most of the telecommunication companies had
headquarter offices. This location was also unique since the city's population is quite dynamic
and high, and it had the most increased cases of SIM card fraud compared to the rest of the
cities in the country. The scope also of the research was limited to cases of fraud in Kenya.
Thus, the location of this research offered a prime opportunity to reach the target population of

prepaid customers.

Sampling Techniques and sample size

The sample size was collected through randomization of the collected samples to ensure equal
chances of selection for every sample used in the study. The users from the telecommunication
companies and the prepaid customers were part of the selected sample. The study then utilized
the stratified sampling technique, which involved dividing the elements of the target population
into subgroups. The estimated people who were part of the survey were sixty, obtained through

referrals and online research panels.
Data Collection

Both primary and secondary data were collected for the study, and this process was done for
three months. The primary data collection included both the quantitative and the qualitative
research methods. The use of questionnaires was the major method employed in the primary
data collection phase. The questions for the questionnaire are attached to the appendix, and this
process was conducted through online platforms such as Google forms. The advantage of the
online questionnaires is that they were efficient in reaching the required targets and consumed
less time than physical contact with each customer. The secondary data sources included

gathering from published journals, books, and websites through document review.
Data Analysis

This involved analysing data collected during the data collection phase. This was done using

Microsoft office excel sheets. The results were tabulated using charts for interpretation of

results. The steps involved in this phase included gathering data requirements, collecting data,

analysis of data, interpretation, and visualization of data. The purpose was to find the meaning
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of the data collected in the previous phase from the different customers and use these results to
develop the research design. For example, the feedback from the customers regarding how
effective other models used to curb fraud had worked would give guidance on what the PKI
prototype needed to cover so that it can be an effective tool to solve the research problem.

3.2.2.2.System Design
The design phase involved interpreting the requirements that have been identified in the

requirement analysis stage.
The tools that were used for the analysis of the data and process will include the following.

» Use Case diagrams — was used to show how the different users will interact with the
prototype.

» Database schema — this was being used to show the relationships between the entities
during database design and development.

» A sequence Diagram- was used to show the thlogicalic interaction between the objects

in the platform in the order that they follow.

3.2.2. System Development
This phase involved converting the design into an actual prototype by writing code. The
development process will be iterative to allow better performance of the detection model. The

tools used were.

« Php and Bootstrap — they were used to develop the front end of the platform to allow
efficient user interactivity for both the administrator at the MNO and the customer who
would also be a user of the system

» Python was used to develop the elliptic curve algorithm that was able to generate the
key pairs to be issued to the users

3.2.3. Testing and Deployment
After the development of the proposed model underwent different testing phases to ensure that

the desired functionalities are in place. The proposed testing methods were :

« Unit testing involved testing individual modules of the proposed solution to confirm

they are performing as they should.

» Integration testing was used to check if the different modules are working efficiently

when combined to work together.

21



3.4. Validation

To ensure accuracy, reliability, and consistent performance of the proposed model, it was
validated by performing the outlined functionality execution, and results of each iteration of
the testing phase were reviewed and measured for accuracy and reliability. This was done to
check if the system can perform identification of SIM cards as indicated in the research
objectives. The outcome of the different solutions that were implemented earlier was also
compared with the outcomes of the prototype that was model to check if the model was able to
correctly identify a customer and in return curb fraud during registration of the customers.

3.5. Research quality aspects

In ensuring the quality of this study two factors which are reliability and validity were assessed.
The validity included checking the accuracy of the proposed prototype in meeting the study
objectives and he targeted functionality for the prototype while reliability ensured that the
proposed methodology which was agile, that was used for the modelling of the public key
infrastructure prototype had been applied appropriately.

3.6. Ethical Considerations and Approval

To meet the research standards there was a necessity to obtain ethical approval that would
ensure that the research was done under all the required guidelines. This approval was a uired
from the institution's Ethical Committee at Strathmore University which is mandated to ensure
that quality research is carried out and particularly regarding the subject of fraudulent SIM card
registration the data collection process from the prepaid customers was done ethically and give
assurance that the research followed all the stipulated research guidelines. The ethical code
oonconducts adhered to in this research and this was achieved through acquiring consent before

conduction the online surveys.
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Chapter 4: System Design and Architecture
4.1. Introduction
This chapter describes the designing process of the prototype that will be used to identify
fraudulent SIM card registration. The process starts from system analysis and requirements
gathering system architecture which has the UML diagrams.

4.2 System analysis

A survey was conducted to understand the current processes used in the identification and
verification of SIM cards in Kenya. The survey questions were drawn from the research
questions that were initially formulated to guide the research. The recommendations and the

challenges drawn from the survey would help in designing the proposed prototype.

4.2.1. Requirements gathering

The methods used for requirements gathering were conducting a survey and document review
for previous work done by other researchers. The survey was issued to users to understand how
SIM card registration is currently carried out in Kenya, and the challenges the current SIM card
registration has in identifying fraudsters. Document review was important in giving insights to
the researcher regarding the different solutions that have been used to identify a legitimate SIM
card user during registration. Document review also was used to show the techniques for

designing a PKI-based algorithm that would be used to verify a legitimate SIM card user.

4.2.2. Research Findings
The study targeted SIM card owners, and out of the sample collected 11 % owned one SIM
card,60 % owned two SIM cards, 27% three Sim cards, and 3 % owned four and More Sim

cards.

® One
® Two
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et
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Figure 4. 1 Research Findings Pie Chart.
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The majority of those that owned more than one SIM card was not all from the same
telecommunication companies. Some of the Telecommunication companies from which most
users had were: Safaricom, Airtel, and Telkom, which are the main MNOs in Kenya. Out of all
the purchases done, 74% were made from a telecommunication Customer care desk. In
comparison, the rest, 26%, were made from a SIM card Hawker who is an unauthorized seller
according to the Communication's authority guidelines for SIM cards. Some of the concerns
experienced by either having multiple SIM cards or having purchased the SIM card from an
unauthorized seller were double allocation of numbers causing a lot of strange calls, having
someone else's number registered with legitimate user details, or even having a loan issued to
a different user using a legitimate person's details. In addition, some were concerned that
through purchasing the SIM card from a SIM card, hawkers were giving out a lot of personally
identifiable information like the details f their National Identity cards to an entity that was not
guaranteeing any security for this information. Other concerns were getting a lot of spam

messages and calls from con artists.

From the survey conducted, some of the recommendations to the problem were; providing a
method to assure the customer's data privacy at the point of purchase and beyond, to have only
verified outlets as the resellers of the SIM cards from the different MNOs, Encrypting the
personal data to curb attacks such as the man in the middle attacks and also to ensure the
confidentiality and integrity of the customer's data, including different methods of

authentication such as Biometric registrations and issuance of smart cards with electronic chips.

4.3. System Requirements

This section shows the system view, describes what the system needs to do, and outlines
operation limitations and assumptions for the prototype. These requirements are drawn from
the review of previous studies used in solving the problem applied in different use cases and

from the recommendations provided by the users through the survey conducted.

4.3.1. Functional Requirements

Functional requirements are used to define what a system can do by explaining the basic system
behavior and its constraints .these features allow a system to function as it was intended, and if
they are not met, the system will not work. The functional requirements for this prototype are

as follows:

I The prototype should allow the user to log in and log out of the platform at their

convenience.
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ii. The prototype should allow the user to view stored customer details for verification
when needed. iii. The prototype should allow the process of verification of a user
through querying the existing registry.

iv. The prototype should be able to generate keys and associate them with the
individual users of the system.

V. The prototype sold be able to revoke or suspend compromised certificates for
individual keys.

4.3.2. Non-Functional Requirements
Non-functional requirements are used to define the system behaviors, features, and
characteristics that affect the system's usability. When the non-functional requirements are well

defined, they bring about a good user experience through meeting the user expectations.
The non-functional requirements are as follows:

i The prototype should be available to ensure verification and identification of the
user is done.

ii. The prototype should be reliable and recoverable to ensure no user data is lost, and
if it does, it could be recovered.

iii. The prototype should be easy to use by providing a uniform way to obtain and issue
certificates. iv. The prototype should be able to respond to the verification queries

in a fast and efficient way.

4.4. System architecture
The system architecture shows the overall outline of the proposed prototype. It is used to
abstract the relationships, constraints, and boundaries between the different components of the

prototype and provides a view of the physical deployment.

The prototype has a user(Prepaid customer) who sends a request first to the Certificate
Authority (CA) to get issued with a signed public key certificate. The RA verifies the user's
request for a digital certificate and tells the CA to issue the public key certificate if the users'
credentials are valid.

The user can now purchase a SIM card from the telco company and use the e-hakisha
application to activate the SIM card. The activation process is initiated by request from the
prepaid customer to the telecommunication sharing the IMSI number of the SIM card and the

customers. Signed Public keys. The telecommunication sends the user an encrypted response
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which when they decrypt the message using their public key gets their key to activate the SIM

card.
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Figure 4. 2 e-hakikisha System Architecture

4.4.1 Key Management

Key Management refers to the process of standardizing the security of the cryptographic keys in an
infrastructure setup. This is from the creation, exchange, storage, and deletion. Key Management is
crucial since it forms the basis for data security where sensitive data is encrypted and decrypted via
the encryption keys(Puneet, 2020). On the e-hakikisha application, both symmetric and asymmetric
keys are used in the process of user authentication. Keys ensure the safe transmission of data from
the user to the telecommunication company. The key generation algorithm for the e — hakisha is the
ECDSA, a secure and high-performance algorithm. The distribution of keys is done through the use
of signed public key certificates. Each certificate containing a public key and other information is
created by a certificate authority and is given to the user with the matching private key(Delphia
weaver, 2016). The registration authority on the e- hakikisha application acts as an interface between
the user and the CA for PKC registration. The CA trusts the RA to verify the identity of the user and
the certificate content. The signed public-key certificate issued to a prepaid customer has a date of
issue, which is used to show the period within which the certificate will be valid. In the

communication between the Telco and the prepaid customer, the customer conveys the signed their
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key information by transmitting their signed certificate. The Telco can verify that the authority
created the certificate.

4.5. System diagrams

4.5.1.Use case Modelling

Use cases are used to outline the primary actors and show the inputs and outputs from the
system. These scenarios also explain how the system responds to requests from the primary
actor and show what a successful transaction looks like.

Use case diagram

The main actor in this use case is the telecommunications company administrator, who can log
in to the system and update the login credentials. The administrator can register a SIM card
holder and generate a private-public key pair for the same.

Login =<Extend==

Update log in details

=<Include=> ) )
--------------------- View registered users

alidate User Identity from the
Huduma Database

Request For a new
SIM Card
Issue SIM card
<<Extend=>
view Valid SIM cards ==~~~ Validate User

Figure 4. 3 e-hakikisha Use Case

Register User

Sysiem Adminisirator
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Table 4. 1 e-hakikisha Use Case

Use case User registration

Actor System Administrator.

Purpose To register new SIM car users to the telecommunications company
database.

overview This is the initial stage of identifying the legitimate users. after

registration, the users are issued with a SIM card that is PKI enabled.

Cross Reference

Verification use case.

Pre-Conditions

The administrator must be logged in to the platform

Postconditions

A SIM card user is successfully registered to the system and issued
with a PKI-based SIM card.

4.5.2. The System sequence diagram

The system sequence diagram shows the processes between all the system users or actors and

the system itself. The main entities that interact with the system are the system administrator

and the telecommunications clerk.

< ......

9.User Decrypts with their private Key 5

:Telecom compony -Certificate Authority :Registration Authority.
Prepaid Customer (User)
l 1.Request For a signed PKC 2 validates user details
<Z----4issue a signed PKC to the User {----=-===============zzccmuv <<-3 Responds with a PKC---
5.Presents Signed PKC for SIM aclivation_
" | &.Checks the validity of signed PKC
<----------T'send response=-

--8.Sends encrypted message -
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Figure 4. 4 The System Sequence Diagram

4.5.3. Entity-relationship Diagram

It refers to the skeleton structure that is used to represent the logical view of the entire database.
It is used to define the organization of data and show the association of the relationships among
the different entities.

Customers Validation_Request
PK | customer_id int NOT NULL *—\Q< PK | PK _NOT NULL —
customer_name char(50) NOT NULL FK1 | customer_id int NOT NULL

Requesi_date date NOT NULL

PK NOT NULL

IMSI-No int NULL

PKC_Certificates

PK | PKC NOT NULI

FK1| Signed Key int NOT NULL 00—
customer_name char(50) NOT NULL

ID_no int NOT NULL

Figure 4. 5 Entity relationship diagram

4.5.4. WWireframediagrams
Wireframerame is used in the design process to show the architectural blueprint. It works as a

reference point for showing the functional specifications of the prototype.

29



System Administrator Login/Logout Interface

Login/Logout
System Administror

Username

Password

Forgot Password

Figure 4. 6 System Administrator Login/Logout
User National ID validation Interface

Home About Us Validation portal

NIMS Database

Enter National Identity Number

Figure 4. 7 User validation on NIIMS

User Registration Interface

Login/Logout

User Registration
PKI SIM Card

Enter First Name

,:> Enter IMSI NO
Generate PK

Enter Last Name

Enter National ID Number

Figure 4. 8 User registration process
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Chapter 5:System Implementation and Testing
5.1 Introduction
From the designs created in the previous chapter, the system design was developed, and the
prototype was tested to check whether the system is usable and if the functionalities are met.

This chapter seeks to discuss the process of system implementation and the tools used.

5.2 System Implementation

5.2.1 Development Environment

The e-hakikisha verification prototype was developed using the Python programming language
on the backend and PHP Laravel on the user interfaces. The prototype was expected to have
many SIM card verification requests, which necessitated robustness. Python Language allowed
the implementation of the ECDSA algorithm to generate public keys, private keys, and digital
signatures. The database used was MySQL to store the requests of SIM activation from the user
to the telecommunication company. The application also modelled let’s encrypt as its

Certificate Authority used to the user’s public key certificates.

5.2.2. Hardware requirements

The minimum system requirements of the SIM card verification prototype were.

1. Laptop computer with Windows 10 operating system

2. The computers’ processor speed was 3.4 GHz, a minimum RAM of 4GB, and A
minimum hard disk space of 60GB.

5.2.3 System Functionality

This section looks at the functionalities of the critical interfaces of the prototype.

The administrator Login
The prototype was designed to have an easy-to-use login interface. Upon filing the user details,

the system would internally verify the credentials and determine the access level the user has.
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Admin Sign-up
First Name
John
Last Name
John
Username
example@domain.com
Password
Input your password here
Confirm Pasword

Input your password here

Sign-up

Already have an account?

Figure 5. 1 Registration form

32



Admin Login
Username
example@domain.com
Password
Input your password here

() Remember me

Login

Not registered?

Figure 5.2 Login form

User Registration Portal
In this portal, the system administrator after a successful login will enter the user details for the

registration of a new SIM card.
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Admin Dashboard

Register Here
First Name
John
Last Name
John
ID
12345678
IMSI
IMS| Code

Submit

Figure 5. 3 User Registration

Validation of user Identity

Admin Dashboard

RegisterUserll]

Verify publicKeye=

Admin

&

€] Logout

Verify ID/PassPort No.
Type Id Number Here

Figure 5. 4 User Validation
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Generation of PKI SIM card Number

After successful registration of a new user, the system administrator then requests a SIM Card

number. This SIM card is a combination of both the National Identity numbered the SIM card’s
IMSI

Admin Dashboard

RegisterUserfl) Verify publicKeye= Admin o] Logout
Type public Key here to verify
4
Admin Dashboard RegisterUserl} Verify publicKeye= Admin & <] Logout

50k8mV3ayS1tpsRpmPdcen =

4NugvTazaQYDj25c31Y1laPgXuZEzLhj/nzwvsQ41Qk2Q)

wvWfwVs1bG5/fB8auB

Verify Public Keys. KnZSA4i8mKfdSv1veTDstiFP2ayzTzce

Figure 5. 6 PKI SIM Card Generation

Validation of the SIMcard

This process will be done when a telecommunication company needs to verify that the issued

SIMcard or the SIMcard presented by the user is valid. This will be done by sending a query
and getting a response as either valid or invalid.

SIM Verification

Enter SIM NO

16 Check valid hash
ID No

@ Check Valid IMSI hash

@ SIMNO Is valid
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Figure 5. 4 SIM Verification

5.3. Prototype testing
The section describes the functionality tests that were performed to verify if the system met its objectives

5.3.1. Unit testing
Unit testing was performed on each module to ensure that it was developed correctly. In

addition, test cases were created to test different modules to check whether they met the user

requirements and performed as expected.

Table 5. 1 Unit Testing Steps

Segment Test description Results
Account Users are required Test
Registration to create an account passed

by providing and

confirming their

credentials

(username and

password)
Account Users are required Test
Login and login and log out of passed
Logout the system using

their credentials
Key Both symmetric and Test
generation asymmetric  keys Passed

used for encryption

and decryption are

generated
Signing The public key Test
certificates certificate IS Passed

generated and

signed by the CA
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5.3.2 Integration testing

Once each module had successfully gone through unit testing, the modules were combined to
test how they would work together and deliver on their functionalities. In addition, their
efficiency, and their ability to securely exchange data were tested to ensure the prototype
performance was as designed. Finally, once the integration testing was successful, the

prototype was introduced to respondents for usability testing.

5.4 System Validation
This section seeks to check the alignment of the system to the real business environment where
it was deployed. For the SIM card, verification prototype user acceptance testing was done by

conducting a survey.

Users were given access to the prototype and were required to answer a questionnaire that
would test how usable the prototype was. The questioned checked the user proficiency level
against the prototype's ease of use levels.

Below were the recommendations made by the respondents.

1. Improve the verification module to automate the entry of the private key to the system.

2. To have the system deployed on a mobile application for ease of use by MNO’s

authorized retailers.
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Chapter 6:Discussion
6.1 Introduction
This chapter discusses the outcomes of the study by analysing each specific objective and how
it was realized through the research. It also seeks to show how the research findings contributed
to achieving the set objectives.

6.2.Analysis of SIM card registration in Kenya.

This was done through the literature review chapter by discussing in-depth the process of SIM
card registration in Kenya. From the review, the telecommunication companies in Kenya who
are majorly Safaricom Airtel and Telkom registered their users by using their national identity
card as the verification document. After the verification process, the customers are then issued

with a SIM card from their respective telecommunication company.

There was a survey conducted during the requirements gathering stage to assess how the current
process of registration affected the user. The challenge they faced with the current registration
process was the use of their credentials, which is the national Identity card for illegitimate
registration. The illegitimate user would then use the falsely registered SIM card for fraudulent
purposes and the telecommunication company would not have a way to verify the legitimate

user.

The fraudulent SIM card registration often happened when the registration was done without
correct verification of the National identity card(GSMA, 2016). Fraud also would occur if the
methods in place for identification of the customers by the MNOs are not done

effectively(Communications Authority of Kenya, 2019).
6.3.Review of the approaches used to identify the legitimate SIM card owner during SIM card registration.

As discussed in the Literature review, different use cases have been developed to identify a
legitimate SIM card user. One of the use cases involves coupling a SIM module to a wireless
communicating device. Extracting the subscriber identity information from a SIM card then it
is coupled to the wireless communication device. The next step involves associating at least a
portion of the subscriber identity information from the SIM card with at least a predetermined
profile stored on the wireless communication device and enabling access to the predetermined
profile only when the portion of the Subscriber identity information is associated with the

predetermined profile stored on the wireless communication device.
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From the research findings, the researcher sought to find out how PKI was implemented and if
it was an applicable use case in identifying a SIM card. PKI has been implemented in an
identity management system where the users were issued with a digital identity card that carried

their private key which could then be used for verification of the user.

6.4.Designing, develop, and testing of the prototype

From the document review, a prototype of the PKI-based SIM card was designed. The
prototype had a user portal that the prepaid customers would use to request a signed public key
certificate from a verified Certificate Authority. The CA after receiving validation from the RA
would then issue the signed public key to uniquely identify the customer. The customer uses
this signed certificate to request SIM activation from the telecommunication company. The
telecommunications company then checks from the CA if the presented PKC is valid. If the
certificate is valid, it means the customer has been authenticated and the process of activating

the SIM card can be done by the telco through the exchange of keys and messages.

This was implemented using the python programming language which used the elliptic curve
algorithm to generate the key pairs and a signature. Currently, the prototype works as a web
client to be used by the telecommunications companies who have their system administrator

with the rights to issue and verify a SIM card user.
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Chapter 7: Conclusion and Recommendation

7.1 conclusion

Fraudulent Sim card registration is a problem for both the user who might be the victims after
their details are used by the illegitimate users and a problem for the telecommunications
companies as they implement the Know Your Customer policies. The current method of
validating a SIM card use is limited to using the national identity card number and biometrics
which are the face image. This is a challenge because the national Identity card is not fully
comprehensive and there are still existing SIM card Hawkers who sell the SIM cards to users

without any validation.

This research focused on studying this problem to develop a prototype that would be used to
verify fraudulent SIM card registration. The prototype uses the security features and the
concepts of a public key infrastructure model to ensure that data for the user is confidential and
has integrity. The strengths of the PKI make it suitable to solve the problem of fraudulent SIM
card usage. The analysis of the data collected revealed that the developed prototype answered
most of the research questions and the specific objectives of the study were met.

7.2 Recommendations

Below are the recommendations made to improve the study:

i The user could also be issued with a digital certificate which can be verified by a
Certificate Authority that will then provide an added security layer.
ii. To use different encryption techniques for example the Elliptic curve cryptography

which reduces the processing overhead.

7.3 Future works

From this study the researcher has captured gaps that are in the SIM card registration process,
however, the proposed prototype has areas for further research works to be conducted. This
prototype could also work for the larger national identification System where the users are

issued with a digital national Identity card that has PKI capabilities.
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Appendices

Appendix 1: Survey questions
The following feedback will be used to gather insights that will be solely used for research

work.

1. AreyouaSIM Card Owner *

Mark only one oval.

Yes
No

2. If yes, How many? *

Mark only one oval.

One
Two
Three

Four and above

3. If you have more than one are they all from the same Telecommunication

Company? If no please list the different Companies

4. Where was the place of purchase? *
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Check all that apply.

Telecommunication's Customer care desk
SIM Card Hawker
Other:

5.  If other please fill below

6. Have you experienced any security concern that is associated with your

SIM card purchase and/or registration. If yes please explain *

7. Please provide any suggestions or comments you would like us to consider with

regards to fraudulent SIM registration in Kenya
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