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charges and transactions to their issuing bank, which investigates with the merchant and acquirer 

and then proceeds to process chargeback for the amount disputed (Bhattacharya & West, 2016). 

2.8.2 Impact on Merchants 

These are the party most affected by credit card fraud, especially in card-not-present transactions 

since they accept full liability for the losses. A credit card charge dispute by a legitimate card 

holder leads to a chargeback by the issuing bank to the merchant through the acquirer for the 

transaction reversal. Lack of physical evidence such as delivery signature challenging the customer 

dispute places the cost of the fraudulent transaction on the merchant. Thus, credit card frauds are 

costs the merchants the cost of goods sold, shipping costs, merchant bank fees, loss of or tarnishing 

of reputation, administrative costs and card association fees (Kosemani, Aghili, & Zavar, 2016). 

2.8.3 Impact on Banks (Issuers and Acquirers) 

Sometimes it is possible that the card issuers or acquirers bear the cost of the fraud depending on 

scheme rules. Indirect costs such as chargeback costs also befall the issuer/acquirer. Manpower 

and administrative costs are also incurred by the issuers and acquirers. Huge investments in form 

of sophisticated IT systems have to be made by the banks to detect and possibly prevent fraudulent 

activities (Bhattacharya & West, 2016). 

2.9 Techniques Used to Prevent and Manage Financial Card Fraud 

As the technological advancement has enabled sophisticated methods for accessing credit card 

information for fraudsters, it has also enabled means for detection and prevention of fraudulent 

transactions by merchants and banks (West & Bhattacharya, 2015). These fraud detection 

techniques allow the performance of highly sophisticated and automated screenings of transactions 

and flagging any suspicious transactions. These techniques are not sufficient to eliminate fraud by 

themselves but provide incremental values when it comes to fraud detection. The best practice for 

fraud prevention implementations utilise several combinations if not all of these techniques (West 

& Bhattacharya, 2015).This sub section will discuss fraud prevention and management techniques 

and tools. 
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Table 5.6: Query Detailed Data Test Case 

Test Case Name: Query Detailed Data  Test Case Number 6 

Brief Description: The API should be able to query the detailed card report about incidents and 

logged alerts. 

Pre-condition: The systems is running properly and all its components communicate well. 

                        Have set a HTTP POST request to the server in postman 

Step Action Expected results Pass/Fail 

1. Key in the correct parameters as 

specified input parameters as specified 

by QueryDetails API input in Appendix 

Figure C.4 

User should be able to key in 

inputs 

Pass 

2. User hits the send request Receive a response with 

output parameters as 

specified by QueryDetails 

API output in Figure 5.5 

Pass 

 Post condition: The reports the status, incidents and alerts logged. 

 

Figure 5.5: Shows the Web Service Result 
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5.3.2 Usability Testing 

Usability testing was carried out to ensure that the system met the aesthetic requirements to 

enhance the user adopt the system easily. It checks the user friendliness of the system. Table 5.7 

Shows the tests carried out to ensure that the usability of the system was satisfactory. 

Table 5.7: System Usability Test Cases 

Test Case Name: System Usability  Test Case Number 7 

Brief Description: Test user experience in the application  

Pre-condition: The systems is running properly and all its components communicate well. 

Step Action Expected results Pass/Fail 

1. User can access menus easily The menus are visible, font is 

appealing and readable.  

Pass 

2. User can select clickable items in the 

system  

Floating icons accessible to 

users, clickable GUI 

components can be identified 

and accessed 

Pass 

 

Table 5.8: Web Browser Test Cases 

Test Case Name: Web Browser Testing 
 Test Case Number 8 

Brief Description: Test done to access system via different web browsers 

Pre-condition: The systems is running properly and all its components communicate well. 

Step Action Expected results Pass/Fail 

1. Internet Explorer – Version 4 and 

above 
Access the system 

Pass 

2. Mozilla Firefox – Version 4 and above Access the system Pass 

3. Chrome – all versions Access the system  
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5.4 Summary 

As part of system testing, it was noted that some of our research objectives and research questions 

set were achieved.  We were able to implement and test an effective system that will help to prevent 

fraudulent usage of financial cards thus reducing losses incurred by the card industry.  
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Chapter 6: Discussion of Results 
6.1 Introduction 

Findings got during this research formed part of the basis on which the proposed card blacklist 

system was implemented. The implementation was tested to confirm that all the functionalities 

were working. This chapter analyses the findings in relation to the objectives as stated in Chapter 

one of this dissertation and the extent to which the findings match with the literature review. 

6.2 The Aspects of Digital Identity Theft in Financial Technology 

The first objective in section 1.3 was to analyse aspects of digital identity theft in financial 

technology. From the study findings, it was found that technology uptake has rampantly increased 

in the financial sector thus driving the use of digital identity, specifically increased ecommerce 

checkouts using payment cards to complete transactions. The increased use of the digital identities 

has given rise to digital identity theft. The research in literature review section 2.2 shows that the 

digital identity fraud crimes have become more common, easier and safer to perform with little 

risk of getting caught. The literature further shows that in this era identity thieves keep up to date 

with technology, their driving purpose been the enlarging e-commerce space. Reports cited in the 

subsection indicate that over the past years card payment fraud has recorded numerous amounts of 

losses. According to these findings we can conclude that there is dire need to develop schemes that 

counter this theft.  

6.3 Methods Used to Prevent Fraudulent Usage of Financial Cards 

The second objective was to review the methods used to prevent fraudulent usage of financial 

cards. From the study’s findings, due to the rampant and gradually increasing card identity theft, 

methods to detect and identify fraud in credit card are deemed necessary. It shows that the 

fraudsters are also changing their techniques with time in order to penetrate any new credit card 

fraud detection system thus creating need for mower schemes to prevent fraud. The literature 

review discusses the various methods used to prevent credit card fraud and their challenges. 

6.4 The Proposed System 

The third objective was to develop a system that will reduce and help in investigating fraudulent 

usage of financial cards. The research findings shows the existing gaps and finds it necessary to 

have a collaborative card fraud blacklist system in order to reduce card payment fraud. The 
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researcher developed the blacklist system which creates a centralised blacklist database which is 

accessible to all stakeholder. Card association stakeholders query the database as a check in 

transaction processing. This centralised database check reduces the chances of processing a 

fraudulent card transaction as demonstrated in testing.  The system further collect financial cards 

alerts from the stakeholders which yields rich information which deduce statistical and 

investigative about a card. This is in line with the objective of our proposed system. The literature 

review chapter 2.12 discusses the schematic design of the proposed system which is in harmony 

with the developed system. 

6.5 The Proposed System Testing 

The last objective was to carry out a test and validate the proposed system. The research 

methodology chapter discusses two testing approaches which include functional testing and 

usability testing. The functional testing was to test whether the functional requirements were met 

as discussed in the literature.  

The main functional tests for the solution were to ensure proper collaboration and exchange of 

information to build up the blacklist database, accept alert which will enrich the database with 

more information that can be used to deduce informative statistical and investigative data. Tests in 

chapter five demonstrate successful build of the blacklist database, querying of the blacklist, 

posting of alerts and clear reporting which is in line with the objective. Usability test cases were 

also run whose main objective was to quantify the user friendliness of the system. Execution results 

are shown in Table 6.1. 

Table 6.1: Test Functions Results 

 Test Function Execution % Rating 

1. Enrol stakeholders in the system 100%  

2. Stakeholders ability to send 

information to blacklist database 

by reporting an incident 

100% 

 

3. Stakeholders ability to query the 

blacklist database both in API and 

GUI interface 
100% 
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4. Ability to report on incidents and 

alerts collected 
100% 

 

5. Usability of the system 100%  

 Overall execution 100%  

 

Below are the resultant screenshots of the executed tests; Figure 6.1 shows the registered users 

showing satisfaction of test no 1. Figure 6.2 shows how to report an incident satisfying test no 2. 

Figure 6.1 and Figure 6.4 shows querying of a card blacklist using GUI and API interface 

respectively, this satisfies test no 3. Figure 6.2 shows the reporting of incidents and alerts collected 

by the system satisfying test case no 4. Figure 6.3 shows a granular report of incidents reported by 

the system, also satisfying test no 4. 

 

 

Figure 6.1: Shows the Registered Users 
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Figure 6.2: Shows how to Report an Incident 

 

 

Figure 6.3: Shows Querying of a Card Blacklist Using GUI 
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Figure 6.4: Shows Querying of a Card Blacklist Using API Web Service 

 

 

Figure 6.5: Shows the Reporting of Incidents and Alerts 
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Figure 6.6: Shows a Granular Report of Incidents Reported 

6.6 Advantages of the Proposed System 

6.6.1 Advantages to Cardholders 

They will be able to report incidents about their financial cards immediately without reaching out 

to the issuer bank as the first level of incident report. This will blacklist his or her card from 

carrying more transactions, thus reducing the window of manual reporting to the issuer bank.  

6.6.2 Advantages to Merchants and Banking 

Merchants are the most affected by card fraud, since mostly they are forced to accept full liability 

of losses when protecting their businesses reputation. A credit card charge dispute by a legitimate 

card holder leads to a charge back initiated by the issuer bank to the merchant through the 

acquirer’s bank. Having a blacklist checklist will prevent the no of fraudulent cards accepted by 

merchants thus reducing loses. The chargeback, administrative costs and disputes filed to banks 

will also reduce. 

6.7 Limitations of the Proposed System 

The proposed system learning is fully dependent on the collaboration of all the card network 

association stakeholders. All stakeholders need to share genuine information to the system. 
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Chapter 7: Conclusions, Recommendations and Future Work 

7.1 Introduction 

This chapter will look at the conclusion, recommendations and future work that the researcher 

identified during the research. 

7.2 Conclusion 

This dissertation analyses aspects of digital identity theft in financial technology. It focuses on 

payment card fraud, reviewing the methods used to prevent and investigate fraudulent usage of 

compromised financial cards. It further proposes a system to prevent fraudulent usage of stolen 

financial digital identity through lost, stolen or compromised payment cards. As the technology 

advances financial digital identity has risen, thus continuing to record huge amount of losses. Case 

scenarios of big losses are discussed in the literature. The proposed solution was based on 

providing a collaborative platform among the card network stakeholders. This platform allows the 

stakeholders to securely share compromised and fraudulent payment cards and other financial 

digital identities, thus providing a centralised pool of rogue digital identities called a blacklist. All 

stakeholders are able to consult the blacklist before finalising a transaction thus ensuring he is not 

dealing with a rogue digital identity. The research developed the card fraud blacklist prototype to 

demonstrate a collaboration that reduces financial digital identity fraud. The proposed card fraud 

system was tested using sample data, demonstrating various scenarios and activities of financial 

card usage. The collaborative nature of the system ensured when one stakeholder learns of a 

fraudulent financial digital identity all the other stakeholders are aware of the rogue identity, thus 

lesser surface of fraud. APIs to all stakeholders were tested and resulted to a simple collaborative 

tool to reduce losses made by digital financial identity theft. 

7.3 Recommendation 

The proposed system demonstrated a collaborative way to reduce financial digital identity theft 

fraud using information technology. Financial digital identity theft especially in card payment 

process has recorded huge losses as reviewed in the literature. The literature further show that all 

the stakeholders; card owners, merchants and banks (acquirers and issuers) are largely impacted 

by this kind of theft. The research recommends all the stakeholders to integrate with this 
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collaborative tool so as to eliminate unnecessary losses from digital identity theft in financial 

technology.  

7.4 Future Work 

The researcher intends to develop a market version of the system. Due to numerous number of 

financial transactions we will fully implement PCI Standards and incorporate usage of more 

scalable tools such as NoSQL databases to provide superior performance. 
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Appendices 

Appendix A: Wireframes  

 

Appendix Figure A.1: Wireframe for User Registration 
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Appendix Figure A.2: Wireframe for Login Page 
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Appendix Figure A.3: Wireframe for Card Registration 
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Appendix Figure A.4: Wireframe for Reporting Incidents 
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Appendix B: Screenshots  

 

Appendix Figure B.1: Shows the User Registration Form 

 

 

Appendix Figure B.2: Shows the Login Form 
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Appendix Figure B.3: Shows the System Home Page 

 

 

Appendix Figure B.4: Shows the Incident Reporting Form 
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Appendix Figure B.5: Shows Query of a Blacklist Card 

 

 

Appendix Figure B.6: Shows Query of a Healthy Card 
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Appendix C: Application Interfaces  

 

Appendix Figure C.1: Shows the Inputs of QueryBlacklist API 

 

 

Appendix Figure C.2: Shows the Input parameters for SendAlert Webservice 
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Appendix Figure C.3: Shows the Output for SendAlert Web service 

 

 

Appendix Figure C.4: Shows the Input Parameters for QueryDetails Web service 

 



  

 

75 

 

Appendix D: Turn it-in Report   

 

Appendix Figure D.1: Turnitin Report 

 


