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Figure 3.1: The Stages of the Agile Software Development Life Cycle

Agile Software
Development Life Cycle H_J;

Concept Inception Construction/ Release Production
Iteration
Select and Initiate the Test and Operate and
prioritize project Deliver working deploy release support release
projects product into production

Made in
Lucidchart

Source: The Stages of the Agile Software Development Life Cycle.

Retrieved from https://www.lucidchart.com/blog/agile-software-development-life-cycle

3.7.1 Concept
It is the first stage of Agile SDLC. With close observation, it was identified that there were
problems in the hate speech detection process, from detection to response of an incidence. The
main problem identified was that manual detection was employed. With this in mind, consultations
were made and it was agreed upon that there was a great need for a tool to automate the detection
process. This research focused on the development of automated hate speech detection tool, which
would facilitate hate speech detection process in Kenya in a more suitable manner guaranteeing

timely response.

3.7.2 Inception
The researcher worked closely with NCIC hate speech monitoring analysts during the

tool’s development to determine the requirements that were needed during the development of this
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APPENDIX A: Interview Guide

STRATHMORE UNIVERSITY
FACULTY OF INFORMATION TECHNOLOGY
MASTER OF SCIENCE IN INFORMATION SYSTEMS SECURITY

Research Questionnaire

| am a graduate student at the Strathmore University, Faculty of Information Technology.
| am conducting a research in partial fulfilment of a Masters in Information System Security
(MISS). My research aims at developing an Open Source Intelligence Gathering tool for Hate
Speech in Kenya.

I am therefore kindly requesting you to fill this questionnaire. This survey is strictly for
academic purposes and will NOT be shared. Responding to the questionnaire is voluntary and the
responses will be kept strictly confidential. To further protect your opinions and enhance
anonymity, you will not be required to fill your name on the questionnaire.

Your co-operation will be highly appreciated.

Yours Faithfully:

Date...............oo.il. Questionnaire NO.......................
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The following interview guide was used to in a personal interview with staff members of

the NCIC to find out the challenges faced in monitoring hate speech on social media.

Questions

1. Do you have any systems in place to help monitor hate speech on social media?

2. Do you currently monitor hate speech on social media? ............

a. If yes, how do you monitor hate speech on social media?
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O TS . et

3. How often do you monitor the social media sites for hate speech?

6. Have you identified any gaps in the tools you use for hate speech detection, analysis and
MONIEOTING? .\ttt et e e eeeeeaeans

a. Ifyes, which are they?



7. How do you analyse collected data from social media?

9. How do you deal with the multilingual nature of hate speech in Kenya on social media?

11. Which organisation(s) do you collaborate with in the detection, analysis and monitoring of

hate speech on social media?
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APPENDIX B: Python Program

a) General Python Source Code followed by the four processes as shown in the GUI

99 function main(){

100

101 OPTIONS=$(whiptail --title "OSINT GATHERING FOR HATE SPEECH" --menu "Select Option.. " 20 60 8 \
102 "1" "Configure Twitter API Keys" \

103 "2" "Collect Tweets" \

104 "3" "Clean Tweets" \

105 "4" "Analyse Tweets" \

106 "5" "Exit" 3>&1 1>&2 2>&3)

107

108 exitstatus=$?

109 exception_handler $exitstatus "[!] Failed To Start Menu"
110

111 if [ $OPTIONS = 1 ]; then

112 API_CONFIG

113

114 exitstatus=$?

115 exception handler $exitstatus "[!] Failed To Configure KEYS"
116

117 elif [ $OPTIONS = 4 ]; then
118 ANALYZE TWEETS

119

120 exitstatus=$?

121 exception handler $exitstatus "[!] Failed To Analyze Tweets"
122

123 elif [ $OPTIONS = 2 ]; then
124 COLLECT_TWEETS

125

126 exitstatus=$?

127 exception handler $exitstatus "[!] Failed To Collect Tweets"
128

amn

b) Source Code of Twitter Credentials

1## Twitter credentials

2

3 consumer key = 'PsnaQDBsgjBGF9eLR3LsCxhm2'

4 consumer_secret = 'uJwtkFHhDOKyybRIWiOr0zZ1tYRxHOQIBfbnbZ3RSOFSKdeRELT'
5access token = '263544909-tWlOh6AE9YGDTxb18IHmgumRKU2xJUsEIaReiWHn'

6 access token secret = 'T52ZojWaTlYrd4w9azHRIVA89BT7dRumTd47dj8WGVNTnd'
7

8
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c) Twitter Authetification and Twitter Streaming APl Connection Source Code

#This handles Twitter authetification and the connection to Twitter Streaming API
auth = OAuthHandler(consumer_key, consumer_secret)
auth.set_access_token(access_token, access_token_secret)

d) Tweets Collection Source Code

—

5 tweepy.streaming StreamListener

] tweepy.streaming

7 tweepy DAuthHandler

8 tweepy Stream

9

10 apl config ¥

11 sglite3

12

13 class CustomStreamListener(StreamListener):

14

15 def on status(self, status):

16 db file = 'Database/tweets.db’

17 con = sglite3.connect(db file)

18 #con.text factory = str

19 con.text factory = lambda x: unicode(x, 'utf-8', 'ignore')
28 cur = con.cursor()

21

22 tweet date = status.created at

23 try:

24 text = status.extended tweet["full text"]

25 except AttributeError:

26 text = status.text

27 tweet text = text.encode('utf-8°).translate(None, *!.,7')
28

29 print "%s\t%s" % (tweet date, tweet text)

30 cur.execute("INSERT INTO raw tweetsidate, tweets) WALUES (7, ?)", (tweet date, tweet text))
31 con.commit()

32 con.close()

33

34 #This handles Twitter authetification and the connection to Twitter Streaming API

35 auth = QAuthHandler(consumer key, consumer secret)

36 auth.set access token(access token, access token secret)

37

38 #This line filter Twitter Streams to capture data by the keywords

39 streaming api = tweepy.streaming.Stream{auth, CustomStreamListener(]},

48 timeout=60, tweet mode="extended')
41 streaming api.filter(track=['alshabab’, 'mjinga','jeuri','kikuyu', 'jaluc’,
42 "handcheaue®. 'raila'. 'therealraila'. 'uhuru'l.asvnc=True)
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e) Tweets Cleaning Code

1 re
2 sglite3 lite

3

4 db file = 'Database/tweets.db’

5 con = lite.connect(db file)

6 con.text factory = lambda x: unicode(x, 'utf-8', 'ignore')
7 cur = con.cursor()

8

9 def export(filename, data, p):

10 with open(filename, p) output:

11 for line in data:

12 output.write(line)

13

14 def cleanTweets(tweet):

15 cleantweet = re.sub (" ( (wwwh.["Ns]+) | (https?://["\s]+)) ", "URL" ,cleantweet)
16 cleantweet = re.sub('@["™\s]+', AT USER',cleantweet)
17 cleantweet = re.sub{'[\s]+', ' ', cleantweet)

18 cleantweet = re.sub({r'#([™\s]+)', r'\1', cleantweet)
19 cleantweet = cleantweet.strip("\'"")

20 cleantweet = cleantweet. lower()

21 return cleantweet

22

23 all cleaned tweets = []

24

25 for row in cur.execute('SELECT # FROM raw tweets;'):
26 twit = row[?]

27 clean tweet = cleanTweets(twit)

28

29 printirow[0], row[1], clean tweet)

30

31 tweet = (row[8], row[l], clean tweet)
32 all cleaned tweets.append(tweet)

33

34 for item in all cleaned tweets:

35 cur.execute("INSERT INTO cleaned tweets(id, date, clean tweet) VALUES (7,7,7)", (item[8], item[1], item[2]))
36 con.commiti)

37

38 con.close()
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f) Tweets Preprocessing Source Code

1 classifier *
2 sglite3 lite
3

4 posDB = 'test data/positive test.txt'
5 negDB = 'test data/negative test.txt'
6 posScore = []
7 negScore = []
8 neuScore = []

9

10 def plolarityCount(ourscore):

11 if ourscore > 0O:

12 print "positive tweet : " + str(ourscore)
13 posScore.append(ourscore)

14 elif ourscore < 0:

15 print "Negative tweet : " + str(score)
16 negScore.append(ourscore)

17 else:

18 print "Neautral : " + str(score)

19 neuScore.append(ourscore)

20

21 def processTweet(tweet):

22 tweet = re.sub (' ((www\.[™\s]+)|(https?://["\s]+))"', 'URL', tweet)
23 tweet = re.sub('@[™\s]+', 'AT_USER', tweet)

24 tweet = re.sub('[\s]+', ' ', tweet)

25 tweet = re.sub(r'#([™\s]+)"', r'\1', tweet)
26 tweet = tweet.strip('\'"")

27 tweet = tweet.lower()

28 return tweet

29
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g) Tweets Classification Code
1 classfier *
2 sqlite3 lite
3
4 db_file = 'Database/tweets.db’
5 con = lite.connect(db file)
6 con.text factory = lambda x: unicode(x, 'utf-8', 'ignore')
7 cur = con.cursor()
8
9
10 def classify tweet(tweet):
11 return classifier.classify(extract features(tweet.split()))
12
13 all analysed tweets = []
14
15 for row in cur.execute('SELECT * FROM cleaned tweets;'):
16 twit = row[2]
17 sentiment = classify tweet(twit)
18
19 if (sentiment != "neg") and (sentiment '= "pos"):
20 sentiment = "neutral”
21
22 polarised tweet = (row[0], row[l], row[Z], sentiment)
23 all _analysed tweets.appendffpolarised tweet]]
24
25
26 for item in all analysed tweets:
27 print item
28 cur.execute("INSERT INTO analysed tweets(id, date, anlysed tweet, polarity) VALUES (?7,?,7,7)",
20 (item[@], item[1l], item[2], item[3]))
30 con.commit()
31
32
33 con.close()

h) Training Data

1# coding=utf-8
2 # Authour - B. Gufu
3 # @ilabafrica, Strathmore University

4
S
6

s

7 def getTrainData():

8

9
10
11
12
13
14
13
16
17
18
19
20
21
22

positives, negatives, traindata = [], [], []
for filename in os.listdir("training set"):

if filename == "positive tweets.txt":
with open('training set/'+filename) f:
positives = [(tweet, 'pos') for tweet in f.readlines()]
if filename == "negative tweets.txt":
with open('training set/'+filename) f:

negatives = [(tweet, 'neg') for tweet in f.readlines()]
for (words, sentiment) in negatives + positives:
words filtered = [e for e in words.split() if len(e) > 2]
traindata.append((words filtered, sentiment))

return traindata
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i) Analyses Source Code

i. Partl

1 classifier *
2 sqlite3 lite
3

4 posDB = 'test_data/positive_test.txt'®
5 negDB = 'test_data/negative_ test.txt’
6 posScore [1
7 negScore [1
8 neuScore [1

9

10 def plolarityCount{ourscore):

11 if ourscore = 0:

12 print "positiwve tweet " + str({ourscore)
13 posScore.append{ourscore)

14 elif ourscore < 0O:

15 print "Negative tweet : " + str(score)
16 negScore.append{ourscore)

17 else:

18 print "Neautral : " + str(score)

19 neuScore.append(ourscore)

20

21 def processTweet(tweet):

22 tweet = re.sub(' { (wwwh.[™\s]l+) | (https?://[™\s]l+))"', "URL", tweet)
23 tweet = re.sub({'@["\s]+"', AT USER', tweet)
24 tweet = re.sub('[\s]+', ' ', tweet)

25 tweet = re.sub(r'#([™\sl+)', r'\1', tweet)
26 tweet = tweet.strip('s'"")

27 tweet = tweet.lower()

28 return tweet

29

ii. Part?2

21 def processTweet(tweet):

22 tweet = re.sub(’ ( (www\.[™\s]+) | (https?://[™\s]+))"', 'URL", tweet)
23 tweet = re.sub('@[™\s]+"','AT USER', tweet)

24 tweet = re.sub('[\s]+', ' ', tweet)

25 tweet = re.sub(r'#([™\s]+)', r'\1', tweet)

26 tweet = tweet.strip('\'"")

27 tweet = tweet.lower()

28 return tweet

29

30 def classify tweet(tweet):

31 return classifier.classify(extract features(tweet.split()))
32

33 pos = open(posDB, 'r'}
34 pos = pos.read()
35 negs = open(posDB, 'r')
36 negs = pos.read()

37

38 for line in pos:

39 ans = classify tweet(line)
40 plolarityCount(ans)

41

42 for line in pos:

43 ans = classify tweet(line)

44 plolarityCount(ans)
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