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Abstract 

Public Key Infrastructure (PKI) provides confidentiality and integrity to an enterprise and its 

customers. Applications accessed through corporate network needs to be protected when in transit 

and hence the need for a Certificate Authority (CA). Most enterprises currently purchase digital 

certificates from other Certificate Authorities, for instance Comodo, Symantec, Digicert, Thwate, 

GoDadddy, etc. Others purchase through third parties for instance Cloud Productivity Solutions in 

Kenya who then get their digital certificates from GeoTrust. These certificates are used to 

guarantee secure communication when accessing services on servers within an organisation. The 

main challenge of buying of the certificates is the high purchase cost of single or Subject 

Alternative Name (SAN) certificates. By having their own Certificate Authority, digital certificates 

would cost less and give an enterprise the means to control large numbers of Digital Certificates 

for SSL, authentication, document signing, S/MIME (Secure/Multipurpose Internet Mail 

Extensions) and other usages of digital signatures. This implies that costs would be reduced by 

generation of enterprise-owned digital certificates instead of purchasing them. 

By understanding the current infrastructure in place, a CA was created for generation distribution 

and revocation of SSL certificates. This would replace purchasing of certificates signed by other 

public Certificate Authorities.  

This dissertation sought to design, develop and implement a comprehensive CA as per the X.509 

standard for the purpose of generation of certificates for internal use for corporates and selling of 

the same to generate revenue so as to cut on costs incurred on purchase of digital certificates. Also 

a proof of concept of a private CA was used to validate the certificate authority with security of 

the Certificate Authority being considered.   

KEYWORDS: Public Key Infrastructure, Certificate Authority, SSL, Digital Signature 
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5.5 Prototype Testing 

The prototype testing included unit testing, integration testing with different browsers, functional 

testing to ensure the specified functionalities were fulfilled, usability testing.  

Test Case Name:      System Test 

 Date Tested:            5th April 2018 

 

Preconditions 

Post Conditions 

Steps Action Expected Response Result Comment 

1 Check if certificate 

is shown on 

different browsers. 

Certificate should show on 

the browser certificate 

store 

Pass Installation Successful 

after pushing through 

group policy via active 

directory. However 

https runs only on 

Explorer and Edge 

browsers 

2 Check if 

application runs 

correctly. 

Both the root CA and 

subordinate CA should 

show active after setup 

Pass Functions worked and 

the appropriate layouts 

are displayed with the 

trust chain displayed 

within the certificate. 

3 Ease of Usability Show Pending requests, 

revoked certificates, 

issued certificates, failed 

requests.  

Pass This is shown as a list 

and easy to use since its 

GUI for both root and 

subordinate CA 

Table 5.2 Test Cases 

5.5.1 User Tests 

A system usability survey was conducted and results obtained are shown in Table 5.3  

 Agree Disagree Other 
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Is the system user friendly 95% 5% 0% 

Ease of use of the system  94% 5% 1% 

Was the system responding fast enough? 98% 1% 1% 

I am willing to use this system for certificate 

management 

89% 3% 8% 

Table 5.3 Test Cases 

 

i) Ease of Use 

The study sought to find out the ease of use of the prototype which was analyzed by different users. 

A questionnaire was sent to the users and the response was analyzed. After the application was set 

up, the first impression of users on the application design, looks and color combinations was shown 

in Figure 5.9. 93% agreed that the system was user friendly and appealing, 2% disagreed and 5% 

were neutral 

 

Figure 5.9 User Friendliness 

 

 

 

93%

2%5%

Agree

Disagree

Neutral
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ii) Core Functionalities 

The core functionalities were then checked by the users on how easy it was to find them and 

navigate through as shown in Figure 5.8. 94% agreed that it was easy to use, 5% were neutral and 

1% disagreed since in their day to day they mainly use Linux systems.  

 

Figure 5.10 Ease of Use  

 

iii) System Responsiveness 

During performance of different transactions, users tested how responsive the system was in terms 

of giving feedback during various transactions which were mainly, issuance, revocation and 

request of digital certificates. The results are depicted in Figure 5.9 

94%

5%1%

Agree

Neutral

Disagree
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Figure 5.11 System Responsiveness 

iii) System Usage 

93% of the users interviewed agreed that the prototype was effective since it gave them control 

over the digital certificates that are required. Also, in the event of compromise, the digital 

certificate can be immediately revoked and another one issued. 5% were neutral and 2% disagreed. 

 

Figure 5.12 System Usage 

98%

1%1%

Agree

Neutral

Disagree

93%

2%5%

Agree

Disagree

Neutral
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5.6 Cost of Setting Up and Running a Private CA  

The cost that was looked at in this study was CA initial costs, operational costs and maintenance 

costs over a period of two years since SSL/TLS certificates are required to be valid for a maximum 

of two years. For the purposes of this research, validity of a certificate was one year. This therefore 

was used across board for both code signing certificates and client certificates. 

Only one wildcard certificate was used since it can be used to secure 99 domains. Also, Entrust 

public CA was used since a quotation was available for other services such as managed PKI 

services.  

The researcher considered 50 multi-domain certificates; these have one common name and three 

alternative names at a cost of $278 and any extra name comes at an extra cost of $54 up to 250 

domains. However, for this case, we used the option of having only four domains per certificate 

so as to minimize exposure of the number of domains put to risk in the event that the private key 

of the certificate is compromised. This therefore meant a total of 299 domains would be 

considered.  Table 5.3 shows the cost of having a private CA versus buying digital certificates.  

This is only for certificates that would be used internally since the certificate would not be trusted 

in the public domain. Also it is with the assumption that the infrastructure is in place.  

 

   Private CA Cost Public CA Cost 

Cost 

Category Product/Process Unit Cost Quantity 

Total 

Cost 

Unit 

Cost Quantity 

Total 

Cost 

Licenses 

Microsoft 

Windows 

Licenses $1,000 2 $2000 0 0 0 

Operational 

Salaries for CA 

admin (monthly) $3,000 12 $36,000 0 0 0 

Maintenance 

Disaster Recovery 

Test $120 1 $120 0 0 0 

 

Preventive 

Maintenance $120 4 $480 0 0 0 

Compliance Yearly Audits  1  0 0  

Certificate 

Production 

Cost Single Certificate 0 50 0 $278 50 $13, 000 
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Wildcard 

Certificate 0 1 0 $5350 1 $535 

Total 
  1 $36,800 $535 1 $13, 535 

 

Table 5.4 Cost Comparison 

 

Also so as to make economic sense the researcher used a maximum value of 100 digital certificates 

for each category; SSL certificate, S/MIME certificates, Client Certificates. 

Another scenario was having the certificate authority issue certificates to non-domain users. The 

case study was manly done for Telkom Kenya Limited who at the time of this research had 2,000 

web hosted enterprise customers. This therefore implied that other than the approximated 299 

certificates, an extra 2,000 certificates would be issued but at a cost. The cost would not be 

prohibitive so as to allow customers to choose the company’s CA certificates instead of buying 

from another public CA. This however introduced a challenge where users would get disclaimers 

that the site is not trusted. The viable solution to this would be to have a trusted root certificate 

sign the subordinate CA. For a public CA to sign another subordinate, the controls have to be 

checked and a thorough audit done so as to ensure that the subordinate CA complies with best 

practice and also the policies and standards set by the signing root CA. However, the researcher 

considered the option of having the root certificate included in browsers which would cost an 

initial $75,000 and subsequent annual fee of $10,000. The selling price for each certificate would 

be $50 for single certificates. The cost for wildcard certificates would be $100. However, since the 

customers are different this was not relevant to the research. If the certificates would not be sold, 

the running cost would be $36, 800 versus $535 for purchasing certificates.  

The internal certificates were not charged therefore only 2,050 single certificates and one wildcard 

would be produced but only 2,000 single certificates sold. Preventive maintenance is mainly for 

patching of the enterprise CA which would require restarts of the server and hence has to be done 

during a scheduled change window. The only cost would be overtime dues payed to the CA admin. 

The cost implication would be as in Table 5.4. 
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  Private CA Cost (Year 1) 2nd year 

Cost 

Category 

Product/Process Unit 

Cost 

Quantity Total 

Cost 

Unit 

Cost 

Quantity Total 

Cost  

Licenses Microsoft 

Windows 

Licenses 

$1,000 2 $2,000 $1,000 2 $2,000 

Operational Salaries for CA 

admin (monthly) 

$3,000 12 $36,000 $3,000 12 $36,000 

Maintenance Disaster 

Recovery Tests 

$120 1 $120 $120 1 $120 

Preventive 

Maintenance 

$120 4 $480 $120 4 $480 

Compliance Annual Security 

Audits 

$75,000 1 $75,000 $10,000 1 $10,000 

Certificate 

production 

cost 

Single 

Certificates 

0 2,050 0 0 2,051 0 

Wildcard 

Certificates 

0 1 0 0 1 0 

Total Cost    $113,600   $48,600 

Certificate 

issuing price 

Single 

Certificates 

$35 2,000 $70,000 $35 2,000 $70,000 

Wildcard 

Certificates 

$100 0 0 $100 0 0 

Total cost 

Difference 

   -$43,600   $21,400 

Table 5.5 Cost Comparison over Two Years 

 

Year one: $113,600 to run the CA and sell certificates worth $70,000. Loss made would be 

$43,600  
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Year two: $48,600 to run the CA and sell certificates worth 70,000. Profit made would be $21,400. 

This is also inclusive of the subsequent years since the initial audit cost is expensive. After the 

initial, the subsequent cost is a constant $10,000. 

The costs not included are backup costs, load balancing, virtualization software licenses and 

hardware, firewalls, and archival. This is because in the enterprise, these are already in place for 

both primary site and disaster recovery site.   

5.7 Cost Analysis 

i) When Setting up CA without Selling CA without Selling Certificates 

Table 5.5 indicates the cost that will be incurred yearly for running a CA without selling digital 

certificates. From this, purchasing certificates would be cheaper than building a CA. The cost 

incurred if a CA is set up would be $23,265 more than if digital certificates were bought.  

 Private CA Purchasing Certificates  Cost Difference 

Running Costs $36,800 $0  

Purchase Costs $0 $13,535  

Price Difference   $23,265 

Table 5.6 Cost Analysis I 

 

i) When Setting Up CA and Selling Solely Enterprise Customers  

Table 5.7 shows the costs over a period of six years with the cumulative profit made over that 

period. The assumption made is that the customer base will be constant and neither diminish or 

grow.  

Also, the researcher user different selling prices ranges; $20, $30 and $40. 

When certificates are sold at $20, a continuous loss would be experience if the number of 

certificates sold is 1,000 or 2,000. When selling 3,000 certificates, the breakeven point is 

experienced in the 6th year and in the 3rd year if selling 4000 or 5000 digital certificates. This is 

shown in Table 5.7 
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Selling Price @$20   

  Year1 Year2 Year3 Year4 Year5 Year6    
 Certificate 
Number 
 Running Cost 113,600 48,600 48,600 48,600 48,600 48,600 

Revenue 20,000 20,000 20,000 20,000 20,000 20,000 

1,000 
Certificates Cumulative Profit Made -93,600 -122,200 -150,800 

-
179,400 -208,000 -236,600 

Revenue 40,000 40,000 40,000 40,000 40,000 40,000 2,000 
Certificates  Cumulative Profit Made -73,600 -82,200 -90,800 -99,400 -108,000 -116,600 

Revenue 60,000 60,000 60,000 60,000 60,000 60,000 3,0000 
certificates Cumulative Profit Made -53,600 -42,200 -30,800 -19,400 -8,000 3,400 

Revenue 80,000 80,000 80,000 80,000 80,000 80,000 4,000 
Certificates Cumulative Profit Made -33,600 -2,200 29,200 60,600 92,000 123,400 

Revenue 100,000 100,000 100,000 100,000 100,000 100,000 5,000 
Certificates Cumulative Profit Made -13,600 -37,800 89,200 140,600 192,000 243,400 

Table 5.7 Cost Analysis II 

 

Figure 5.13 indicates when the breakeven point will be achieved when selling different number 

of certificates at $20.  

 

Figure 5.13 Breakeven Point when Selling at $20 

When digital certificates are sold at $30, continuous losses are made when selling 1,000 

certificates or less. The breakeven point is achieved during year six and second year when selling 
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2,000 and 3,000 certificates respectively. When selling 5,000 certificates, the breakeven point is 

achieved in the first year as in Table 5.8 

Selling Price @$30 

  Year1 Year2 Year3 Year4 Year5 Year6  Certificate 
Number 
  Running Cost 113,600 48,600 48,600 48,600 48,600 48,600 

Revenue 30,000 30,000 30,000 30,000 30,000 30,000 1,000 
Certificates Cumulative Profit Made -83,600 -102,200 -120,800 -139,400 -158,000 -176,600 

Revenue 60,000 60,000 60,000 60,000 60,000 60,000 2,000 
Certificates  Cumulative Profit Made -53,600 -42,200 -30,800 -19,400 -8,000 3,400 

Revenue 90,000 90,000 90,000 90,000 90,000 90,000 3,0000 
Certificates Cumulative Profit Made -23,600 17,800 59,200 100,600 142,000 183,400 

Revenue 120,000 120,000 120,000 120,000 120,000 120,000 4,000 
Certificates Cumulative Profit Made 6,400 77,800 149,200 220,600 292,000 363,400 

Revenue 150,000 150,000 150,000 150,000 150,000 150,000 5,000 
Certificates Cumulative Profit Made 36,400 137,800 239,200 340,600 442,000 543,400 

Table 5.8 Cost Analysis III 

 

Figure 5.14 indicates when the breakeven point will be achieved when selling different number 

of certificates at $30.  

 

Figure 5.14 Breakeven Point when Selling at $30 
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When digital certificates are sold at $40, continuous losses are made when selling 1,000 

certificates. When Selling 3,000, 4,000 and 5,000 certificates the breakeven point is achieved in 

the first year as in Table 5.8 

Selling Price @$40 

  Year1 Year2 Year3 Year4 Year5 Year6   

Running Cost 113,600 48,600 48,600 48,600 48,600 48,600   

Revenue 40,000 40,000 40,000 40,000 40,000 40,000 1,000 
Certificates Cumulative Profit Made -73,600 -82,200 -90,800 -99,400 -108,000 -116,600 

Revenue 80,000 80,000 80,000 80,000 80,000 80,000 2,000 
Certificates  Cumulative Profit Made -33,600 -2,200 29,200 60,600 92,000 123,400 

Revenue 120,000 120,000 120,000 120,000 120,000 120,000 3,0000 
Certificates Cumulative Profit Made 6,400 77,800 149,200 220,600 292,000 363,400 

Revenue 160,000 160,000 160,000 160,000 160,000 160,000 4,000 
Certificates Cumulative Profit Made 46,400 157,800 269,200 380,600 492,000 603,400 

Revenue 200,000 200,000 200,000 200,000 200,000 200,000 5,000 
certificates Cumulative Profit Made 86,400 237,800 389,200 540,600 692,000 843,400 

Table 5.9 Cost Analysis IV 

 

Figure 5.15 indicates when the breakeven point will be achieved when selling different number 

of certificates at $40.  

 

Figure 5.15 Breakeven Point when Selling at $40 
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From the cost analysis above, it would cheaper if certificates were sold solely to enterprise 

customers. To break even, at $20, the certificates need to be over 3,000 certificates; at $30 and 

$40, equal to or greater than 2,000 certificates;  

5.8 Prototype Validation 

The prototype built did address the problem statement of cost saving whereby the enterprise will 

need to sell digital certificates to its enterprise customers so as to save costs. However, there needed 

to be a threshold to be reached. From the cost analysis done in section 5.7, the certificates to be 

sold to enterprise customers each at $20 need to be 3,000 yearly so as to reach the breakeven point 

in the sixth year; at $30, customer need to be over 2,000 or more. If customers are 2,000 the 

breakeven point will be reached in the sixth year. If sold at $40, the minimum customers need to 

be 2,000 so as to have a breakeven point at the third year. This therefore implies that the breakeven 

point is dependent on the price of the digital certificate.   

5.9 Conclusions 

The architecture of choice made it possible for an efficient implementation of the Certificate 

Authority. Waterfall methodology gave an opportunity for the implementation to be done in a 

systematic manner, from feasibility study through to conclusion and recommendation.  
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Chapter. 6: Discussions of Results  

6.1 Introduction 

After the design, implementation and testing process, the study pursued to find out if the set 

objectives for the research were accomplished and how the developed solution relates with current 

systems so as to identify the strengths that would make it preferred option based against the current 

existing systems.  

6.2 Explanation of Findings  

The researcher worked together with IT personnel and also extracted information from already 

documented work to identify how to minimize costs of SSL Certificates. From the mentioned 

source, the researcher concluded that a different approach can be used other than the one already 

in place. The data collected was tailored to assist in answering and meeting the objectives of the 

research. The discussion below explains how the research objectives were met. 

6.3 Discussions 

The first objective in Section 1.3 was to identify challenges in the SSL Certificate Management. 

The study identified that most Enterprises spend a great deal of money on purchasing of SSL 

Certificates. Also some of the Certificate Authorities have been breached in the past due to lack of 

validation of the requestors information of who they claim to be. This has hence led to the actual 

Certificates being distrusted until they follow due process set by regulators. The second objective 

was to review the gap in the current Certificate Authority in terms of cost optimisation. The main 

challenge identified in the research was the relatively high cost of Certificates when bought from 

a public Certificate Authority service provider. This is dependent on the type of Certificate to be 

purchased and the validity period.  

The third objective was to design and implement a private Certificate Authority Infrastructure by 

use of a prototype. Section 4.3 System Design and Architecture describe how the design of the 

Certificate Authority was done in accordance to the system requirements. Chapter 5 describes the 

development process of the Certificate Authority as per the designs that had been developed. When 

building a Certificate Authority, the main cost would be the initial cost which includes hardware 

costs and periodic costs which includes purchase of software licenses and internal staffing cost for 

managing of the CA. The Researcher performed different tests and documented the results for the 
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test in section 5.5. After successful testing, it was concluded that the Certificate Authority met the 

required functionalities. The final objective was to validate the built prototype and it was 

concluded that for costs to be saved, the CA would need to sell certificates to its enterprise 

customers at yearly. The certificate price and the amount of certificates determined the different 

breakeven points as depicted in Table 6.1. 

 Certificate Number 

1,000 2,000 3,000 4,000 5,000 

Price      

$20 - - Year6 Year3 Year3 

$30 - Year6 Year2 Year1 Year1 

$40 - Year3 Year1 Year1 Year1 

Table 6.1 Breakeven Points for Different Scenarios 

 

6.4 Advantages of the Private Certificate Authority versus Purchasing of Certificates. 

The developed Certificate Authority has the following advantages over purchased Digital 

Certificates. 

i) The process of issuing Certificates is faster since for internal requests, verifications are 

not required 

ii) The certificate can be trusted within a private network and loaded in the trusted root 

folders and intermediate CA and hence still usable even with the ‘untrusted disclaimer’ 

on browsers.  

iii) It is easy to revoke an issued certificate and the certificates can be given short validity 

period which reduces the scope of data compromised if server vulnerability is 

uncovered. 

6.5 Disadvantages of the Private Certificate Authority Prototype  

Certificates from a private CA will not be trusted unless it is added to the browser’s root list. This 

requires rigorous auditing and there is no single definition of what it means to be trusted, since 

each application is free to define their trust and use their own root certificates. The cost is not 
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necessarily cheaper since this is dependent of the amount of certificate being issued. This also does 

not make economic sense if the enterprise is a small one.  

6.6 Conclusions 

From the feedback received during the user test, the developed prototype received positive 

feedback. A private CA would be advantageous if the enterprise already has an equipped primary 

site and a disaster recovery site. For those that offer managed services like web service hosting, it 

would still require that the certificates are included in web browsers and this is done at an extra 

cost.  

To break even if selling at $20 the breakeven would be during the sixth year for 1,000 certificates 

and third year for both 4,000 and 5,000 certificates. If selling at $30 the breakeven would be during 

the sixth year if selling 2,000 certificates, second year if selling 3,000 and first year if selling 4,000 

and 5,000 certificates. If selling at $40, the breakeven would be during the third year if selling 

2,000 certificates during the first year is selling 3,000 certificate or more. It is therefore 

recommended that for enterprises who need to have services accessed by non-domain users, it is 

cheaper to purchase digital certificates and they are already publicly trusted if they do not have 

any potential enterprise customers.  
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Chapter 7: Conclusions, Recommendations and Future Work 

7.1 Conclusions 

From the research, it was concluded that the feasibility of running a cost effective private certificate 

authority depends on the type of business. It is cost effective for enterprises that already have 

infrastructure in place for their core business so that the CA services can ride on this infrastructure. 

These include backup costs, load balancing, virtualisation software licenses and hardware, 

firewalls, and archival. 

The users survey conducted users found the Microsoft based CA appealing and easy to use with 

minimal latency.  

From Chapter 6, it was evidently clear that there is a point below which a private CA would cost 

more to run than purchasing of digital certificates.  

7.2 Recommendations 

From the feedback received during the user test, the developed prototype received positive 

feedback. A private CA would be advantageous if the enterprise already has infrastructure set up 

on both the primary and disaster recovery sites.  

The breakeven points for different prices and different number of customers is given in Table 7.1 

 Certificate Number 

1,000 2,000 3,000 4,000 5,000 

Price      

$20 - - Year6 Year3 Year3 

$30 - Year6 Year2 Year1 Year1 

$40 - Year3 Year1 Year1 Year1 

Table 7.1 Breakeven Points for Different Scenarios Summary 

 

Also for those that offer managed services like web service hosting, it would still require that the 

digital certificates are included in web browsers and this is done at an extra cost after a satisfactory 

audit process.  
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The cost of the certificates needs to be considerably affordable so as to be attractive to the customer 

who is being on boarded. Also it should be included in the contract and service level agreement 

document so that it is viewed as a value addition rather than an extra cost as much as it could be 

negligible.   

7.3 Future Work 

The researcher focused this study on a single case study which is a telecommunication company 

and offers managed services to its clients.  The researcher recommended that a cost comparison 

be done using other trusted root certificate authorities for cross signing so as to have the CA issue 

trusted certificates.  
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APPENDIX I: Digital Certificates Interview Questions 

Pre-Prototyping  

This Interview was designed to get feedback on the cost implication of purchasing of digital 

certificates so to help to in finding out whether running a private certificate authority would be a 

cheaper option.  

1. Do you run a private certificate authority? 

() Yes   

() No   

2.  What do you use digital certificates for? 

() E-mail signing  

() Securing Web Servers  

() Code Signing  

() Client Authentication 

3.  If any other is used, kindly list them. 

   _________________________________________________________________________ 

4.  How much on average do you spend on purchasing the digital certificates yearly?  

 

----------------------------------------------------------------------------------------------------------------------------- 
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APPENDIX II: User Experience Feedback 

Post-Prototyping 

This questionnaire was designed to get feedback on the CA prototype and help improve or address 

any features of concern. Please ascertain if you are able to view load a certificate signing request, 

issue a certificate, revoke it and push certificates to endpoints using group policy. 

1.  The prototype was appealing  

() Agree  

 () Disagree 

2. If you disagree, kindly give your reason 

   _________________________________________________________________________ 

3.  Core functionalities were easy to find.  

() Agree  

() Neutral  

() Disagree 

4.  The application was responsive when interacting with and performing background tasks.  

() Agree  

() Neutral  

() Disagree 

5. Would you consider the application more effective as compared to the current system? 

() Yes   

() No 
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