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ABSTRACT  

Banks and other financial institutions increasingly leverage emerging and innovative digital 

solutions to fight fraud. While this trend is common, the impact of some of these solutions in 

enhancing financial fraud detection and prevention remains unexplored in the scientific research 

community. This study explored the effect of emerging digital security solutions on fraud risk 

management in Kenya's banking sector. The independent variable, emerging digital security 

solutions, was depicted by biometrics technology, artificial intelligence, and data analytics, with 

fraud risk management being the dependent variable. The fraud triangle theory and fraud diamond 

theory made for the theoretical framework. The research study followed a positivism research 

paradigm and adopted descriptive research for research design. The units of analysis constituted 

42 commercial banks in Kenya, from which a sample of 126 IT, compliance and risk management 

professionals were selected using a stratified sampling technique. Primary data was collected using 

structured questionnaires and analyzed using descriptive statistics, correlational and multiple 

regression analysis. Findings show that biometrics do not have a significant effect on fraud 

management. AI and data analytics were found to significantly affect fraud risk management in 

the banking sector. Therefore, this research advises banking institutions to invest more in and 

integrate these two emerging digital security solutions into their anti-fraud frameworks. This 

research also recommends expanding research to study the effect of other emerging digital 

solutions.  
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CHAPTER ONE  

INTRODUCTION  

1.1 Background of the Study  

Fraud refers to “the deliberate misrepresentation of the truth to deceive a particular entity or person 

for unfair, wrongful gain at their own expense” (Kingsley, 2015). It is a serious concern that 

continues “to ravage the global economy as a whole and the banking industry in particular” (Xin 

et al., 2021). Banking fraud can take many forms, with the most common being “scams, debit and 

credit card theft, online fraud, identity theft, data theft, digital payment fraud, digital wallet fraud, 

money laundering, insider fraud, loan scams, forged documents, and social engineering” (Enofe et 

al., 2017; Malik, 2018). “It negatively affects the profitability, economic growth, and social 

welfare of the firms” (Simbolon et al., 2018). Its severe effects may be felt by declining bank 

profitability, reputation, competitive advantage, and economic downturn.  

A 2022 report by KMPG shows that banking fraud is rampant and shows no signs of slowing. For 

instance, fraud cases against financial institutions in the United Kingdom were the highest in 2022 

at £305.2m, a 4,333% jump from the same period in the previous year. Another report cited by 

Hasham et al. (2019) of McKinsey & Company demonstrates that “fraud and financial crime are 

trillion-dollar industries, with private companies spending in the region of $8.2 billion in anti-

money laundering controls alone in 2017.”   

Technology remains a tremendous ally in fostering innovation, growth and improving 

competitiveness across all sectors, including the banking industry (Winasis et al., 2020). 

Technology is fast-evolving, and recent information and communication technology (ICT) 

advancements have seen commercial banks and other financial institutions embrace digital 

transformation (Filotto et al., 2021). Winasis et al. (2020) and Yanagawa (2018) point out that the 

integration of digital technologies and innovative solutions into banking services is driven by the 

need for operational efficiency, superior customer experience, and adaptation to the ever-evolving 

market landscape. The proliferation of “big data, 5G, blockchain, artificial intelligence (AI), and 

other digital technologies have seen new financial services such as online loan issuance, online 



13 

 

account managers, intelligent wealth management, and more become a reality” (Li et al., 2020; 

Zhu & Jin, 2023; Tang & Yang, 2022).  

The unprecedented shift to digital banking platforms is revolutionizing fraud in the banking sector. 

As Aschi et al. (2022) claim, fraudulent activities have evolved from small-scale criminals 

attempting to steal modest amounts of money to major and internationally connected networks of 

criminal groups using sophisticated tools and colluding with corrupt bank staff to steal substantial 

amounts of money. The digitization of the banking industry has grown tremendously over the 

decades, and so have the opportunities for fraudsters to exploit. Zabala Aguayo and Ślusarczyk 

(2020), whose views are consistent with those of Revathi (2019), contend that the increasing 

concerns surrounding banking fraud, among other financial crimes, “align closely with the 

escalating adoption of digital solutions in the sector.”  

In response to the growing prevalence of digital banking fraud, banks and other financial 

institutions are turning to cybersecurity solutions as a pivotal safeguard against clever, innovative, 

and opportunistic digital fraudsters (Ghelani et al., 2022). A significant number of banks are 

adopting tools such as “AI, machine learning (ML) big data analytics, blockchain technology, data 

loss prevention solutions, e-crime intelligence tools,” and network insight products (Manoj, 2021; 

Ghelani et al., 2022; Camillo, 2017; Maharjan & Chatterjee, 2019).  The traditional approaches to 

fraud management, such as internal and external audits, whistle-blower programs, law 

enforcement investigations, know-your-customer (KYC) policies, and fraud awareness training, 

are becoming incapable of producing meaningful results by the day. This study was done to 

determine the effect of these emerging digital security solutions on fraud risk management in 

Kenya’s banking sector. 

1.1.1 Emerging Digital Security Solutions  

The complexities of fraud management in the banking sector have seen new technologies valued 

more and integrated deeply into the overall risk management and compliance framework to 

identify, prevent, and mitigate fraudulent activities (Ghelani et al., 2022). These emerging 

technologies complement existing fraud management practices such as KYC, fraud risk 

governance policies, employee training and education, anti-money laundering (AML) procedures, 

and ensuring compliance (Bhasin, 2016; Halbouni et al., 2016). The commitment to and 
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investment in data security solutions goes beyond streamlining fraud management; it also 

demonstrates an organization's stance on integrity (Bhasin, 2016). The common examples of these 

technologies include AI, data analytics, ML, digital forensic systems, privileged access 

management (PAM), zero trust architecture, multifactor authentication (MFA), centralized identity 

and access management (IAM), blockchain technology, data loss prevention solutions, e-crime 

intelligence tools, and network insight, and biometrics.  

Recent technological trends demonstrate that AI tools are proving to be a formidable force in the 

fight against digital bank fraud. AI technology, particularly ML and deep learning has become 

instrumental in detecting and preventing fraudulent activities through pattern and anomaly 

recognition, behavioural analysis, predictive analytics, and eliminating false positives (Bao et al., 

2022). As Bao et al. (2022), Psychoula et al. (2021), and Raman et al. (2023) explain, fusing AI, 

ML, and data analytics tools into fraud detection systems goes a long way in automating and 

scaling fraud management processes and making them more accurate, efficient, consistent, faster, 

and effective.  

Digital forensics focuses on identifying, collecting, processing, analyzing, and reporting digital 

evidence to investigate or prevent crime, making it an essential element of fraud management in 

digital banking (Dzomira, 2014). The common digital forensic systems “include media 

management analysis, media analysis, operating system analysis, executable analysis, image and 

video analysis, and memory analysis” (Dzomira, 2014). In their investigation, Mir et al. (2016) 

found that adopting seamless digital forensic solutions is instrumental in determining the extent of 

fraud, identifying perpetrators, and providing crucial evidence for legal proceedings. On the other 

hand, biometric technology has proven its capability in fraud management but remains 

underwhelmingly adopted in the banking sector (Hill, 2018). Biometric technologies such as facial 

recognition or voice verification are crucial in verifying customers'' identities. They are becoming 

a must-have for fraud prevention in banking (Hill, 2018).  

1.1.2 Fraud Risk Management  

A fraud risk is a potential incident or event that, when it occurs, could have an adverse effect on 

the viability and sustainability of any organization (Sinha, 2021). The “damage caused by fraud 

can extend beyond financial losses and regulatory implications; it can also lead to significant 
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adverse business impact, undermining the relationships, reputation, and brands essential for an 

organization's growth and success” (Sinha, 2021; Adebayo et al., 2022). The purpose of “fraud 

risk management is to prevent such outcomes from happening. Fraud risk management is the 

practice of continuously identifying, analyzing, evaluating, and prioritizing fraud risk 

accompanied” by a coordinated application of measures to prevent, minimize, and mitigate the 

impact of unfortunate fraudulent incidents (Rosliana et al., 2022; Sinha, 2021; Mwangi & Ndegwa, 

2020). As a highly targeted sector by digital fraudsters, banking is in dire need of a robust fraud 

risk management framework.  

The concept of fraud risk management is broad and complex, meaning no "one-size-fits-all" 

strategy can be implemented to mitigate fraud. Specific strategies vary between organizations. 

However, all the strategies fall into the following phases of “fraud risk management: fraud risk 

assessment, fraud risk governance, fraud risk prevention, fraud risk detection, and monitoring and 

reporting” (Rosliana et al., 2022; Sinha, 2021). Fraud can happen internally or externally, which 

is why organizations must have all the necessary tools and a strong governance structure. In Kenya, 

measures adopted by financial institutions to combat fraud include involving law enforcement 

agencies such as the Banking Fraud Investigation Unit (BFIU), internal controls, KYC policies, 

deterrence security controls such as AML regulations, staff training, employee screening, internal 

and external audits, becoming compliant, and investigations (Lokadio, 2018; Mwangi & Ndegwa, 

2020).  

1.1.3 Banking Sector in Kenya  

The Kenyan banking industry remains resilient despite the prevailing macroeconomic conditions 

in the country and across the globe (Agusto & Co., 2023). It plays a crucial role in the country's 

economy, which remains the largest in the East African region, with an estimated GDP of Ksh. 9.9 

trillion in the 2022 fiscal year (Abuga et al., 2023). The total assets of the sector in 2022 was Ksh. 

6.5 trillion, translating to 66% of the GDP in the same period (Abuga et al., 2023). Kenya's banking 

sector “comprises 46 commercial banks with branches, agencies, and other outlets throughout the 

country; one mortgage finance company; nine representative offices of foreign banks; 14 

microfinance institutions; 79 foreign exchange (forex) bureaus; and 200 licensed deposit-taking 

savings and credit cooperative organizations (SACCOs)” (Langat et al., 2021; Muriithi, 2022).  
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The primary classification of these banks is by ownership, nature, and assets. As pointed out above, 

most of the banks belong to local individuals/companies, while the rest are foreigners. The 

classification, by nature, includes “commercial banks and non-bank institutions” (Muriithi, 2022). 

The third classification is recognized by “the Central Bank of Kenya (CBK) and includes Tier 1 

(large banks with at least a hundred billion assets), Tier 2 (medium-sized banks), and Tier 3, 

consisting of small banks” (Muriithi, 2022). Kenya's banking sector is “dominated by a few 

commercial banks: Equity Bank, Absa Bank, Diamond Trust Bank, Kenya Commercial Bank 

(KCB), Standard Chartered Bank, Cooperative Bank, and NCBA” (Muriithi, 2022). At least ten 

banks in Kenya, including KCB, Equity, and NCBA, have subsidiaries in the East African 

Community.  

Tier 1, 2 & 3 are terms used to describe the financial strength of commercial banks in the context 

of capital adequacy. The classifications are based on their books, profits and savings, assets and 

liabilities, market size, and the number of branches. “The Kenyan banking industry is governed by 

the Banking Act, the Companies Act, the Central Bank of Kenya Act, and prudential guidelines 

issued by CBK” (Langat et al., 2021). “The banks have come together under the Kenya Bankers 

Association (KBA), which serves as a lobby for the banking sector's interests. The KBA serves as 

a forum to address issues affecting members” (Langat et al., 2021).  

Kenya’s banking sector is experiencing an unprecedented pace of digital transformation driven by 

the need for convenience and contactless banking. For instance, a survey by KBA shows that 

58.4% of customers preferred mobile banking as a transaction in 2022, up from 52% in 2020. At 

the same time, the preference for ATM channels was only 9.7% in 2022 compared to 12% in 2020. 

The “preference for digital banking options is also driven by the increased internet penetration and 

access to internet-enabled devices” (KBA, 2022). The growth of digital banking has been 

accompanied by a sudden increase in financial fraud cases. A report on the East African suggests 

that “Kenya’s financial services sector players top the global list of institutions that have become 

a prime target of tech-savvy fraudsters preying on unsuspecting customers” (Anyanzwa, 2021). 

Kenyan banks lose up to Ksh13 billion ($121.49 million) to fraudsters every year.  
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1.2 Statement of the Problem 

Banking systems in Kenya are rapidly moving online, and so is fraud, making the financial services 

sector a global prime target for tech-savvy fraudsters. As demonstrated by Anyanzwa (2021), 

“With the advent of digitization and automation of financial systems, financial crimes have 

become more electronically sophisticated and impersonal,” with Kenyan banks losing up to 

$121.49 million a year.  

Rohali et al. (2022) and Harun (2023) found that security and fraud protection are crucial 

determinants for customers when choosing a bank today. The number of institutions that have 

adopted and derived meaningful value from emerging anti-fraud technologies is low. Only 61% of 

organizations have implemented enhanced internal control by leveraging advanced solutions, with 

the majority of them being “communications monitoring (57%), transaction testing/monitoring 

(55%), anomaly detection (41%), contract review (35%), data visualization (35%), pattern 

recognition (29%), predictive analytics (23%), and AI (14%)” (PwC, 2021). As shown above, 

innovative solutions such as biometrics, AI and ML, and data analytics remain underexploited 

(PwC, 2021).  

Empirical data is important in making critical decisions, such as implementing new digital security 

solutions to combat fraud. A framework for quality information helps guide decisions about what 

new technologies to adopt, when and how, their roles and effectiveness, and more, especially 

considering that combatting banking fraud is a continuous process that requires organizations to 

adapt and be steps ahead of the innovative nature of fraudsters. Whereas the current body of 

empirical literature suggests emerging security solutions have a positive impact on fraud 

management, the difference in opinions regarding specific technologies is apparent among 

researchers.  

A multitude of studies demonstrate the positive effect of emerging technologies on fraud risk 

management (Bhasin & Rajesh, 2022; Ngava, 2015; Bhasin, 2016; Aschi et al., 2022; Hussaini et 

al., 2021; Victory et al., 2022; Kiragu, 2013; Fatoki, 2023; Okoye & Ndah, 2019; Chukwuma et 

al., 2022). Another set of empirical studies argues otherwise, suggesting that emerging digital 
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security solutions translate negatively on fraud management (Josyula et al., 2023; Rad, 2021; 

Tropina, 2016; Khailtash & Lindqvist, 2022).  

Another set of empirical studies argue otherwise. For instance, Tropina (2016) noted that while 

technology continues to be embraced in identifying, assessing, and responding to fraud, it is also 

emerging as a powerful tool for perpetuating financial fraud. For example, “blockchain, AI, robotic 

process automation (RPA), and data analytics may provide new opportunities for fraudsters to take 

advantage of companies or consumers” (Rad, 2021). Also, Rad (2021) warns of technology being 

a double-edged sword for financial fraud risk management, citing that the adoption of digital 

solutions continues to attract new sets of fraudsters.  

In another study, Josyula et al. (2021) found that “AI has not yet attained the efficiency regarding 

financial fraud risk management. It is still reliant on human intervention, making it prone to bias 

and unable to handle non-routine risk environments. ”Khailtash and Lindqvist (2022) found that 

adopting AI resulted in new technological and regulatory risks for companies.  

Researchers have varying opinions on the effect of emerging security solutions on fraud risk 

management. As a result, there is a lack of consensus on the impact of emerging technologies such 

as AI, data analytics, and biometrics on fraud risk management. In addition, there is insufficient                                              

empirical evidence contextualizing the phenomenon in Kenya’s banking sector. This study 

addresses the gap.   

1.3 Objective of the Study  

The study was guided by one general objective and three specific objectives as outlined below:  

1.3.1 General Objective  

To investigate the effect of emerging digital security solutions on fraud risk management in 

Kenya's banking sector. 

1.3.2 Specific Objectives  

i. To examine the effect biometrics have on fraud risk management in Kenya’s banking sector 
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ii. To determine the effect AI solutions have on fraud risk management in Kenya’s banking 

sector 

iii. To examine the effect data analytics have on fraud risk management in Kenya’s banking 

sector 

1.4 Research Questions  

i. How does biometric technology affect fraud risk management in Kenya’s banking sector? 

ii. What effect does the AI solutions have on fraud risk management in Kenya’s banking 

sector? 

iii. How do data analytics affect fraud risk management in Kenya’s banking sector? 

1.5 Scope of the Study  

The study aimed to determine the effect of emerging digital security solutions on fraud risk 

management in Kenya’s banking sector. Biometrics technology, AI technology and data analytics 

served as the independent variables and fraud risk management as the dependent variable. The 

scope of the study was limited to the banking sector in Kenya. More specifically, the study 

surveyed commercial banks in Kenya. These banks formed the unit of analysis for the study from 

whom the respondents were drawn.  

1.6 Significance of the Study  

The outcome of this study, as well as its recommendations, are valuable in various ways. For 

instance, the key stakeholders in Kenya’s banking sector will benefit tremendously from the study. 

In particular, commercial banks will find this research valuable as the findings and 

recommendations will help the banks integrate ultramodern technologies into their risk 

management frameworks as part of their strategies to combat fraud more effectively.  

The outcome of the study, as well as its recommendations, provides valuable insights to inform 

the policymaking process in the country around the creation and adoption of innovative 

technologies to fight incidences of fraud. The information from the study would help regulators 
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understand the role of emerging technologies in confronting fraudulent crimes. As a result, it 

serves to inform the formulation of industry-wide policies for fighting financial fraud.  

This research also benefits the scientific research community. It achieves this by addressing the 

existing knowledge gap on the effect of emerging technologies on fraud risk management in the 

banking sector. Researchers, scholars, and academicians interested in the topic would gain quality 

and up-to-date information on the phenomenon. In addition, it would help future researchers 

develop literature, formulate research hypotheses, and guide the entire research process.  

The general public, including consumers, can benefit from the knowledge created by this research. 

The information provided can help them understand the role and impact of emerging technologies 

in combatting fraud. Such information can help them make wise decisions on what banks to engage 

with when it comes to fraud risk management.  

Therefore, this research study has a diverse range of target audiences and multiple uses depending 

on the audience, as described above. Effective dissemination of the findings is ensured to enhance 

the intended uses of the study. Write-ups and publications in the correct format, language and tone 

are maintained.  

1.7 Chapter Summary  

Banks and other financial institutions are increasingly leveraging emerging and innovative 

solutions in the digital space to fight fraud. While this trend is common, the effect of some of these 

solutions in enhancing financial fraud detection and prevention remains unexplored in the 

scientific research community.  

The study aimed to determine the effect of emerging digital security solutions on fraud risk 

management in Kenya's banking sector. Following an extensive review of existing studies on this 

topic, research gaps were identified, which led to the formulation of the problem statement. 

Researchers have varying opinions on the effect of emerging security solutions on fraud risk 

management. Several studies demonstrate the positive effect of emerging technologies on fraud 

risk management. On the other hand, other studies argue that emerging technologies are a powerful 

tool for perpetuating financial fraud, and other studies cite that some technologies still have a high 
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reliance on human intervention, hence making then none effective when it comes to fraud risk 

management. As a result, there was a lack of consensus on the effect of emerging technologies 

such as AI, data analytics, and biometrics on fraud risk management. The study aimed to address 

this gap.   
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CHAPTER TWO 

LITERATURE REVIEW  

2.1 Introduction  

In this chapter, the theoretical underpinning of the study will be provided and an in-depth review 

of literature relevant to the topic. More specifically, the section covers theories that were made for 

the theoretical framework, empirical literature review, literature gap, conceptual framework and 

how variables were operationalized.  

2.2 Theoretical Framework  

The “theoretical framework plays a fundamental role in providing a foundational structure that can 

hold or support the theory of a research study” (Kivunja, 2018). It is necessary “to explain a 

phenomenon, draw conclusions, and make predictions in research studies” (Kivunja, 2018). The 

theories that underpinned the study are discussed in detail below.  

2.2.1 The Fraud Triangle Theory  

The “fraud triangle theory was developed in 1953 by an American criminologist, sociologist, and 

penologist, Donald R. Cressey” (Mansor & Abdullahi, 2015). It proposes that “individuals are 

motivated to commit fraud when three conditions are fulfilled: some kind of pressure, perceived 

opportunity and rationalization for fraud” Mansor and Abdullahi (2015). For instance, according 

to Cressey, pressure is “the incentive that could motivate an individual to commit fraud”, and it 

can range from personal financial issues to the work environment (Sujeewa et al., 2018). The 

perceived opportunity, as Cressey illustrated, “constitutes two components: general information 

and technical skill” (Sujeewa et al., 2018). On the final piece of the fraud triangle, rationalization, 

according to Sujeewa et al. (2018), the majority of people will not choose to engage in fraud unless 

they can justify why the illegal behaviour is intelligible.  

Cressey’s fraud triangle theory is a popular framework in fraud literature and serves as the basis 

for most discussions of broader white-collar crimes. Puspasari (2015) found that the theory was 

relevant and useful in the prevention of fraud in Indonesia’s government. It helps map out “who 
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could be the perpetrators of fraud, why they commit fraud, and how to prevent fraud” Puspasari 

(2015). Similarly, Rahman and Jie (2024) found the fraud triangle model instrumental in detecting 

fraud in China. A major critique of the theory is that it reduces the “complex nature of fraud to just 

three factors: pressure, opportunity, and rationalization, ignoring the diversity of criminogenic 

influences” inherent in fraudulent activities (Lokanan, 2015). Nonetheless, since the focus area for 

this research is fraud risk management, the theory was relevant to this study.  

2.2.2 Fraud Diamond Theory  

The “fraud diamond theory was presented by David Wolfe and Dana Hermanson in 2004, and it 

is considered an expanded version of the fraud triangle theory” (Sujeewa et al., 2018). The theory 

proposes that “while pressure, perceived opportunity, and rationalization influence may exist for 

one to commit fraud, fraud is unlikely unless the element of capability (capacity) exists” (Sujeewa 

et al., 2018). In other words, as Wolfe and Hermanson emphasized, pressure, opportunity, and 

rationalization are not enough unless an individual has the skills and abilities to commit fraud. As 

Sujeewa et al. (2018) write, “Wolfe and Hermanson believe that the fraud triangle could be 

enhanced to improve both fraud prevention and detection by considering a fourth element.” 

The theory is also popular in fraud literature, and it has extensive applications in formulating 

frameworks for detecting and preventing fraud. Gbegi and Adebisi's (2013) research is a classic 

example of its application in the corporate environment. According to the researchers, the theory 

can provide a sufficient framework for forensic accounts to investigate fraud. The model can help 

determine motivations for fraud, map out the opportunities for fraud, such as lack of proper 

controls, and identify fraudsters based on capabilities. However, although “an extension of the 

fraud triangle theory, the four diamonds theory also limits fraud to just four elements, which may 

not always be the case” (Sorunke, 2016). Nevertheless, it was useful in determining the effect of 

emerging digital security solutions in fraud risk management.  

2.3 Empirical Review  

An empirical review of literature is the systematic analysis and evaluation of previous research 

studies on the topic under investigation. It aims to provide an overview of current knowledge on 

the phenomenon and identify relevant theories, research methods, and gaps in the existing research 
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that can be applied to the study. This section reviews previous studies on the effect of emerging 

digital security solutions on fraud risk management in the banking sector to identify knowledge 

gaps in the current body of empirical work.  

2.3.1 Biometrics and Fraud Risk Management  

A study that looks into the relationship between biometrics and fraud management was conducted 

by Gisairo (2016), who sought to determine “the effectiveness of biometrics technology in curbing 

fraud in medical insurance firms in Kenya”. Adopting a cross-sectional descriptive design, this 

study was also based on primary data gathered from the representatives of the selected 18 medical 

insurance firms using questionnaires and secondary data from the Insurance Fraud Investigation 

Unit (IFIU) database. Correlational and regression analyses were used to analyze data. Gisairo 

(2016) found that “the value of reported fraud cases significantly increased with the value of claims 

authenticated via biometric technology”. In other words, biometrics technology was effective in 

fighting fraud. However, the context of this study was the medical insurance sector, meaning its 

conclusion cannot be accurately inferred from Kenya’s banking system. It is a limitation that the 

current study sought to address.  

In a similar investigation but in the banking sector, Banga and Pillai (2021) sought to examine “the 

impact of behavioural biometrics on mobile banking systems”. The “technology acceptance model 

(TAM) and theory of reasoned action (TRA) models were made for the study's theoretical 

framework, and a qualitative research design was adopted where data was collected from previous 

literature and analyzed using a systematic review of the literature technique” (Banga & Pillai, 

2021). The study found that behavioural biometrics significantly impacted mobile banking 

systems. However, the degree of significance varied with specific techniques of behavioural 

biometrics. Fingerprint, retina scan, and DNA scans had the highest impact, with face recognition 

and voice recognition having the lowest impact. The limitation of the study is that it was based on 

secondary data, which is why the present study was based on primary data.  

Adopting a similar approach as Banga and Pillai (2021), Singh et al. (2019) investigated the effect 

of using biometrics on the prevention of payment card fraud. To achieve this objective, the study 

was an SRL with a qualitative research design where data was obtained from scholarly materials 

from reputable online databases. Thematic analysis technique was used to analyze data. It was 
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observed that biometric technology was effective in preventing payment card fraud. Singh et al. 

(2019) further proposed a novel approach to preventing card fraud using biometrics. The approach 

involves integrating physiological and behavioural biometrics on existing card security systems to 

ensure the presence of cardholders at the time of processing transactions to mitigate fraud. The 

study was, however, limited to secondary data, a limitation the current study sought to address by 

collecting primary data.  

In Russia, Bakunova et al. (2019) sought to examine “the effectiveness of biometrics as a method 

of information security in the banking sector digitization.” The principles of the qualitative 

research design were applied, and the researcher analyzed reports from the Central Bank, 

researched financial technology development, and researched biometric technology in the financial 

market. The study employed mathematical, statistical, and synthesis and analysis methods for data 

collection and analysis. The study's outcome suggests that the application of biometrics in 

information systems narrows the scope of activity from criminal actors, thereby positively 

affecting the fight against fraud in the banking sector. The study was limited to Russia's banking 

sector and based on secondary data. The current study was based on primary data collected in 

Kenya's banking sector.  

Elsewhere in Nigeria, Talabi et al. (2021) sought to analyze the “cybersecurity and related risk 

management challenges in identity systems by undertaking a comparative analysis of different 

biometric traits.” The study followed the principles of general deterrence, TAM, planned 

behaviour theory, and protection motivation theories for the theoretical framework. The 

methodology employed to complete the study were descriptive, analytical, and empirical 

techniques. Primary data was collected from a sample recruited from various organizations using 

biometrics in their information security. The study found that a multimodal identification and 

authentication system combining different elements of biometrics significantly impacted the 

effectiveness of the cybersecurity risk management framework. The gap identified in the study is 

that it was limited to Nigeria and covered cybersecurity risk management as the outcome variable. 

The present study was conducted in Kenya's banking sector, covering fraud risk management as 

the outcome variable.  
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2.3.2 AI and Fraud Risk Management 

In their investigation, Josyula et al. (2023) sought to “determine whether AI is an efficient financial 

fraud risk management technology”. The study employed “an integrative literature review 

approach, exploring previous empirical and theoretical literature on the topic” (Josyula et al., 

2023). Data was comprehensively gathered from peer-reviewed materials from Google Scholar, 

Research Gate, Proquest, PubMed, Springer, Emerald, Science Direct, and other reputable online 

databases. It was discovered that “AI had not yet attained efficiency for financial fraud risk 

management; the findings further illustrated that the technology was still overly reliant on human 

intervention, thus prone to bias and unable to handle non-routine emergency risk environments” 

(Josyula et al., 2023). The limitation identified in the study is that it was based on secondary data 

and adopted a qualitative design. The present study followed a quantitative design based on 

primary data.  

Unlike Josyula et al.’s (2023) research, Khailtash and Lindqvist (2022) adopted a quantitative 

study approach to “investigate the impact of AI on risk management approaches in the banking 

sector.” Dynamic risk management and multi-level perspectives were used for the study's 

theoretical framework, and descriptive research was followed for the research design. Data was 

collected from 12 respondents recruited through a purposive sampling technique, and semi-

structured questionnaires were used to collect data. A thematic model was used for data analysis, 

where themes in the research instrument were identified and categorized. The study found that 

adopting AI led to a set of new organizational and regulatory risks, prompting users to revise how 

they classified risks. The study was limited to the banking sector in Stockholm, Sweden, meaning 

its results cannot be inferred from Kenya's banks, a limitation the present study sought to address 

by studying Commercial banks in Kenya.  

Also, using a quantitative approach in the United Arab Emirates (UAE), Abdulrahman (2019) 

“conducted a study to examine the impact of AI” in detecting fraud. “A descriptive research design 

was adopted to complete the study based on both qualitative and quantitative data from a sample 

of 200 respondents recruited from the UAE banking sector” (Abdulrahman, 2019). These 

respondents represented professionals working in the fraud detection department and were selected 

using “simple random sampling and 10 data scientists from the same sector; the data collected was 



27 

 

analyzed using the deductive data analysis approach” (Abdulrahman, 2019). The study found that 

AI-based tools had a significant impact on fraud detection. The outcome of the study is 

instrumental in understanding the topic. However, it was geographically limited to UAE's banking 

sector, meaning its conclusion cannot be inferred from Kenya's banking sector, the area the present 

study sought to cover.  

Adopting a meta-analysis approach similar to Josyula et al. (2023), Sood et al. (2023) conducted 

an elaborate study to analyze “the role of AI in detecting and preventing financial fraud using 

natural language processing (NLP)”. 241 peer-reviewed materials sourced from the Scopus 

database and published within the last two decades at the time of the study were systematically 

reviewed and analyzed. The VOS viewer tool and K-means clustering were used for author-

coauthor network collaboration and to identify the critical research domain, respectively. The 

outcome of the study suggests that NLP was instrumental in identifying unusual or out-of-the-

ordinary transactions that may indicate fraud. The study focused solely on NLP as an element of 

AI, a limitation the present study sought to address by exploring AI as a whole.  

Elsewhere in India, a study more similar to Sood et al. (2023) but focused on ML, a subset of AI, 

was conducted by Shah (2022), who sought to “examine the extent to which it is efficient in 

detecting financial fraud using mobile transaction metadata”. The analysis adopted the Naïve 

Bayes model, a mathematical formula for determining conditional probability. “The Paysim 

Synthetic dataset of mobile money transactions was also employed, and data was analyzed using 

the Confusion Matrix” (Shah, 2022). The study found that with a success rate of 99.6%, ML was 

extremely efficient at detecting financial fraud in mobile transactions. However, the study was 

based in India, and its context was not the banking sector; it focused on mobile transactions. The 

present study was based in Kenya and will cover the banking sector.  

In a separate investigation, Tiwari (2023) sought to determine “the application of AI and ML in 

the financial industry and its effects on risk management and fraud detection”. The study adopted 

a meta-analysis research design as the methodology to fulfil the objective. Ten peer-reviewed 

articles were identified and selected from JSTOR, ProQuest, and Google Scholar. These articles 

were analyzed using a thematic analysis model. The researcher made four observations: AI-based 

systems improved the efficiency and effectiveness of fraud detection, AI-based systems improved 
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risk management, AI and ML improved the performance of financial institutions, and AI and ML 

significantly improved fraud detection and risk management. The study provided useful insights 

into the topic but was limited in that it was based on secondary data. The present study was based 

on primary data.  

2.3.3 Data Analytics and Fraud Risk Management  

Tang and Karim (2019) aimed to examine “the application of big data analytics to the 

brainstorming session in the current auditing standards.” In particular, the researchers determined 

the role of data analytics in financial fraud detection for auditors. The study adopted the systematic 

literature review (SLR) approach, where scholarly articles were selected and analyzed. Tang and 

Karim (2019) found that “integrating big data analytics into brainstorming sessions can broaden 

the information size, strengthen the results from analytical procedures, and facilitate auditors'' 

communication.” The study was limited to auditing practice, implying that it cannot be inferred 

from Kenya’s banking. A study that focuses on the banking sector is warranted, and the present 

study sought to address this limitation.  

Still in the auditing sector as Tang and Karim (2019), but from a government’s perspective, in 

another study, Koreff et al. (2021) explored “how government-related audit data analytic tools 

promote the abuse of power by auditors, enabling politically sensitive processes that encourage 

industry-wise normalization of behaviour.” The study adopted a positivist cross-sectional case 

study design. A sample of 40 individuals representing C-level executives, high-ranking clinical 

personnel, directors, and consultants in America's healthcare sector. The interviews were pilot-

coded and assigned descriptive labels to ensure the themes focused on the use of audit data 

analytics. The outcome of the study showed that “people raised several concerns about the use of 

data analytics by government auditors” (Koreff et al., 2021). The evidence of the use of rule-based, 

anomaly, and network models is shown, and even those models yield false positives. The study 

shows the potentiality of data analytics being exploited for the wrong reasons.  

Deviating from the direction of Tang and Karim (2019) and Koreff et al.’s (2021) studies, Novita 

and Anissa (2022) examined “the role of data analytics in detecting fraud in the public sector in 

Indonesia. The study followed the principles of fraud triangle theory for the theoretical framework 

and adopted a descriptive research design.” The study employed non-probability sampling to 
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recruit a sample of 33 examiners and auditors in the State Finance Auditor I to VII and the Main 

Investigation Auditor for the study. Questionnaires were used as research instruments, and data 

was analyzed using quantitative statistical techniques (correlation and inferential analyses) via 

STATA version 14. Novita and Anissa (2022) found that “data analytics has a positive and 

significant effect on the indications of fraud for public sector examiners and auditors.” The 

limitation of the study is that it was based in Indonesia and contextualized to the government 

sector. The conclusions made cannot be generalized to the banking sector, which the present study 

sought to cover.  

Handoko and Rosita (2022) embarked on a study examining “the effect of scepticism and big data 

analytics on financial fraud detection as moderated by forensic accounting”. This was a 

“quantitative study in which the hypothesis between the independent (scepticism and big data 

analytics), moderating (forensic accounting), and dependent (financial fraud detection) variables 

was tested” (Handoko & Rosita, 2022). Questionnaires were the instrument of data collection and 

correlational and inferential statistics adopted for data analysis. The results of the study showed 

that “professional scepticism and big data analytics have a significant impact on financial fraud 

detection; forensic accounting moderate both professional scepticism and big data analytics” 

(Handoko & Rosita, 2022). The study was limited in conceptual framework, area of coverage, and 

context. The proposed study will address these limitations by focusing on the effect of data 

analytics on fraud risk management in the banking sector.  

Elsewhere in Germany, Trierweiler (2019) conducted a study to “evaluate the use of big data 

analytics and its role in facilitating compliance and fraud prevention.” The study adopted a multi-

step empirical design with a mixed methods approach. Directors, fraud managers, and compliance 

managers were recruited from IT-related departments among companies in the German-speaking 

areas. Interviews and questionnaires were employed as data collection methods from the recruited 

subjects, and they were analyzed using qualitative content and quantitative content analysis 

techniques. The researcher observed a smaller distribution of IT and analytical tools for fraud 

detection and prevention in the surveyed organizations. However, the few that adopted these 

solutions benefited significantly in becoming compliant and curbing fraud.  
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2.4 Literature Review Summary and Knowledge Gap  

Table 2.1 summarizes the reviewed empirical literature and knowledge gaps identified from the 

analyzed studies. Also provided is a brief description of how the study proposes to fill these 

knowledge gaps. 

Table 2. 1: Summary of Literature and Knowledge Gaps  

Author  Objective  Findings  Knowledge 

gap 

Type of Gap Focus of 

this study  

Gisairo 

(2016) 

To determine 

the 

effectiveness 

of biometrics 

in curbing 

fraud in 

Kenya’s 

medical 

insurance 

firms.  

The results show 

that increasing 

use of the 

authentication 

capabilities of 

the biometrics 

technology saw 

a significant rise 

in the value of 

reported fraud 

cases.  

The study was 

limited to 

medical 

insurance 

firms 

Contextual  The study 

was based 

on data 

collected 

from 

commercial 

banks 

Tang & 

Karim 

(2019) 

To analyze the 

role and 

implications of 

big data 

analytics on 

the detection 

of financial 

fraud from an 

auditor’s 

perspective.  

It was 

discovered that 

when big data 

analytics is 

integrated into 

auditors’ 

brainstorming 

sessions, 

information size 

is broadened, 

communication 

is facilitated, 

and results of 

analytical 

procedures are 

strengthened.  

This was an 

SRL study 

limited to 

auditing 

practice, 

implying that 

the findings 

cannot be 

inferred to the 

banking 

sector. 

Scope, 

Methodology 

The present 

study 

focused on 

the banking 

sector. 
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Author  Objective  Findings  Knowledge 

gap 

Type of Gap Focus of 

this study  

Bakunova 

et al. 

(2019) 

To evaluate the 

role of 

biometric 

technology as 

an information 

security 

solution for the 

digitization of 

the banking 

sector.  

The technology 

was found to 

help curb fraud 

in banking when 

used as an 

information 

security 

solution.  

This is a 

qualitative 

study limited 

to Russia's 

banking sector 

and based on 

secondary 

data. 

Scope, 

Methodology 

The current 

study was 

based on 

primary data 

collected in 

Kenya's 

banking 

sector. 

 

Trierweiler 

(2019) 

To analyze 

how using big 

data analytics 

helps facilitate 

fraud 

prevention and 

compliance.  

The researcher 

found that 

increased use of 

big data 

analytics 

facilitates fraud 

prevention and 

compliance 

significantly. 

The study was 

conducted in 

Germany and 

did not focus 

on the banking 

sector 

Scope  The study 

was 

conducted in 

Kenya and 

focused on 

the banking 

sector. 

Talabi et 

al. (2021) 

To examine the 

effect of using 

authentication 

based on 

biometric 

multimodal in 

cybersecurity 

risk 

management in 

identity 

systems.  

A multimodal 

identification 

and 

authentication 

system that 

combines 

different 

elements of 

biometrics had a 

significant 

impact on the 

effectiveness of 

the 

cybersecurity 

risk 

The gap 

identified in 

the study is 

that it was 

limited to 

Nigeria and 

covered 

cybersecurity 

risk 

management 

as the 

outcome 

variable. 

Scope, 

conceptual  

The present 

study was 

conducted in 

Kenya's 

banking 

sector and 

covered 

fraud risk 

management 

as the 

outcome 

variable. 
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Author  Objective  Findings  Knowledge 

gap 

Type of Gap Focus of 

this study  

management 

framework. 

Banga & 

Pillai 

(2021) 

To analyze 

how 

behavioural 

biometrics 

influences 

mobile 

banking 

systems.  

Behavioural 

biometrics was a 

significant 

factor in the 

mobile banking 

system. 

The study was 

based on 

secondary 

data. 

Scope, 

Methodology 

The study 

utilized 

primary 

data. 

Koreff et 

al. (2021) 

To assess the 

use and 

influence of 

data analytics 

in auditing 

healthcare 

fraud. 

The study 

observed that 

government 

auditors raised 

multiple 

concerns over 

the use of data 

analytics. 

Models used 

yielded false 

positives. 

The study was 

conducted in 

the healthcare 

sector. Failed 

to highlight 

the 

relationship 

between data 

analytics and 

fraud risk 

management 

Contextual  The study 

focused on 

data 

analytics 

and fraud 

risk 

management 

in Kenya's 

banking 

sector. 

Novita & 

Anissa 

(2022) 

To explore 

data analytics 

and its role in 

indicating 

fraud in the 

government 

sector. 

A positive and 

significant 

correlation was 

observed 

between data 

analytics and the 

indications of 

fraud.  

The limitation 

of the study is 

that it was 

based in 

Indonesia and 

contextualized 

to the 

government 

sector. The 

conclusions 

made cannot 

be generalized 

to the banking 

sector. 

Scope, 

contextual  

The present 

study 

focused on 

the banking 

sector in 

Kenya. 
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Author  Objective  Findings  Knowledge 

gap 

Type of Gap Focus of 

this study  

Handoko 

& Rosita 

(2022) 

To analyze 

scepticism and 

data analytics 

and determine 

their influence 

on the 

detection of 

financial fraud, 

forensic 

accounting 

serves as the 

moderating 

variable.  

Financial fraud 

detection was 

found to be 

strongly and 

positively 

impacted by big 

data analytics 

and professional 

scepticism. 

Also, it was 

observed that 

data analytics 

and professional 

scepticism were 

moderated by 

forensic 

accounting.  

The study was 

limited in 

conceptual 

framework, 

area of 

coverage, and 

context. 

Conceptual, 

scope, 

contextual  

The 

proposed 

study 

focused on 

the effect of 

data 

analytics on 

fraud risk 

management 

in the 

banking 

sector. 

Sood et al. 

(2023) 

To test how AI 

helps detect 

and prevent 

financial fraud 

using NLP. 

NLP was 

instrumental in 

identifying 

unusual or out-

of-the-ordinary 

transactions that 

may indicate 

fraud 

The study 

focused solely 

on NLP as an 

element of AI 

and used a 

meta-analysis 

design. 

Conceptual, 

methodology  

The present 

study 

addressed 

this by 

exploring AI 

as a whole 

Josyula et 

al. (2023) 

To determine 

the efficiency 

of AI in 

financial fraud 

risk 

management. 

It was 

discovered that 

AI has yet to 

attain efficiency 

in applications 

in financial 

fraud risk 

management.  

It was based 

on secondary 

data and 

adopted a 

qualitative 

design 

Methodology  The 

proposed 

study 

followed a 

quantitative 

design and 

was based 

on primary 

data. 
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Author  Objective  Findings  Knowledge 

gap 

Type of Gap Focus of 

this study  

Tiwari 

(2023) 

To analyze 

how the use of 

AI and ML 

influences 

fraud detection 

and risk 

management in 

the financial 

industry.  

AI improved the 

efficiency and 

effectiveness of 

fraud detection, 

improved risk 

management, 

improved the 

performance of 

financial 

institutions, and 

significantly 

improved fraud 

detection and 

risk 

management. 

The study was 

limited in that 

it was based 

on secondary 

data 

Methodology  The present 

study was 

based on 

primary data 

2.5 Conceptual Framework  

A “conceptual framework, or conceptual model, is a visual representation of the expected 

relationship between variables in a study” (Varpio et al., 2020). By highlighting the relationship 

between variables, the conceptual framework “defines the relevant research objectives for the 

research process and maps out how they come together to draw coherent conclusions” (Varpio et 

al., 2020). In this survey, emerging digital security solutions were the independent variable and 

were represented by biometrics, AI, and data analytics, whereas fraud risk management was the 

dependent variable, as shown in Figure 2.1. 
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Figure 2. 1: Conceptual Framework  

Independent Variable                 Dependent Variable  

 

 

 

 

 

 

 

 

 

 

 

 

2.6 Operationalization of Variables  

Whereas “the conceptual framework illustrates the relationship between variables in a study, the 

operationalization of variables describes how the variables will be defined and measured” 

(Edmonds & Gudmestad, 2018). It involves turning abstract concepts of the variables into 

measurable or quantifiable indicators. According to Edmonds and Gudmestad (2018), variables 

need to be operationalized in a way that permits their accurate measurement. The variables, 

indicators, and scale of measurements are illustrated in Table 2.2. 

Biometrics Technology  

• Face recognition  

• Voice recognition  

• Fingerprint  

• Retinal scan  

• Hand geometry recognition   

AI Technology  

• Strategic application of AI 

• Accuracy of risk assessment  

• AI and its effectiveness  

• AI algorithms  

• Automation of fraud 

management  

Data analytics  

• Effectiveness of analytics.  

• Analysis and prediction of 

fraud risk.  

• Diagnosis and discovery of 

hidden patterns of fraud.  

• Assess and determine impact 

of fraud risk.  

• Data integration. 

Fraud Risk Management  

• Risk identification  

• Risk Assessment 

• Risk mitigation     

• Risk monitoring & reporting 

• Risk governance     
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Table 2. 2: Operationalization of Variables  

Variables  Indicators  Measurement 

(scale) 

Source  

Dependent Variable  

Fraud Risk 

Management  

• Risk identification  

• Risk Assessment 

• Risk mitigation     

• Risk monitoring & reporting 

• Risk governance     

5-Point Likert 

Scale 

(Mwangi & Ndegwa, 

2020; Sinha, 2021; 

Chen et al., 2015) 

Independent Variables  

Biometrics 

Technology  

• Face recognition  

• Voice recognition  

• Fingerprint  

• Retinal scan  

• Hand geometry recognition   

5-Point Likert 

Scale 

(Goode, 2018; Gupta 

& Varma, 2019) 

AI Technology  • Strategic application of AI 

• Accuracy of risk assessment  

• AI and its effectiveness  

• AI algorithms  

• Automation of fraud 

management  

5-Point Likert 

Scale 

(Choi & Lee, 2018; 

Bao et al., 2022) 

Data Analytics  • Effectiveness of analytics.  

• Analysis & prediction of 

fraud risk.  

• Diagnosis & discovery of 

hidden patterns of fraud.  

• Assess & determine the 

impact of fraud risk.  

• Data integration. 

5-Point Likert 

Scale 

(Kambatla et al., 

2014; Moreira et al., 

2018; Runkler, 2020) 
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2.7 Chapter Summary  

In this section of the study, peer-reviewed articles on the effect of emerging digital security 

solutions on fraud risk management were identified, reviewed, and analyzed. The review was 

broken down into the established objectives of the study: the effect of biometrics technology, AI, 

and data analytics on fraud risk management. These empirical studies were reviewed through the 

lenses of the fraud triangle and fraud diamond theories, which will make for this study’s theoretical 

framework. Emerging digital security solutions and fraud risk management remain inconsistent in 

the reviewed literature, with conceptual, research design, and scope limitations evident in some of 

these studies.  
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CHAPTER THREE  

RESEARCH METHODOLOGY  

3.1 Introduction  

This chapter details the specific procedures and techniques for collecting, processing, and 

analyzing data on the topic. The chapter focuses on the "how" the study was carried out. This 

section discusses the philosophy and design of the study adopted, how data was collected and 

analyzed, and the target population and sampling methods. Also discussed are the enhanced 

research quality and ethical standards.  

3.2 Research Philosophy  

Edson et al. (2016) define “a research philosophy as a set of beliefs, assumptions, and principles 

that guide the design and execution of a research study.” This research study adopted the positivism 

paradigm of research. Park et al. (2020) indicate that “positivism is rooted in the belief that 

knowledge can be obtained through objective observations and measurements”. In simpler terms, 

the philosophy assumes that “answers to the research questions can be obtained by systematically 

measuring and analyzing data, particularly statistical or numerical data” (Park et al., 2020). 

Therefore, according to the principles of the positivist worldview, as Park et al. (2020) further 

demonstrate, “only the factual knowledge gained through objective observation, including 

measurement, is trustworthy”.  

The positivist research paradigm stresses the importance of conducting quantitative research in a 

setting where variables can be controlled and measured (Edson et al., 2016). So, it typically 

manifests in research methodologies that utilize quantitative data. Since positivism emphasizes 

objective measurement and reason, a research study that adheres to this school of thought produces 

objective findings since it is free from human misinterpretation or prejudice (Edson et al., 2016; 

Park et al., 2020). In this case, positivism, as a research philosophy, was instrumental in collecting 

and analyzing quantitative data in an objective manner which was instrumental in quantifying the 

extent to which emerging technologies' affect fraud risk management in Kenya's banking sector.  
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3.3 Research Design  

A “research design is the blueprint of a scientific study that outlines the methodologies, tools, and 

techniques for conducting the study” (Abbott & McKinney, 2013). In simpler terms, it is the 

strategy employed to answer the research questions using empirical data. There are “several 

research designs, including quantitative, qualitative, experimental, correlational, explanatory, 

diagnostic, and descriptive” (Abbott & McKinney, 2013). A cross-sectional descriptive research 

design was adopted in this study. This design aims to observe and measure a phenomenon without 

attempting to infer the causal or other hypothesis. The design was suitable for exploring the effect 

of emerging digital security tools on fraud risk management in the banking sector.  

3.4 Population and Sampling  

3.4.1 Population  

In scientific research, “a population is a group of individuals, items, entities, or objects that have 

similar characteristics. Population is the entire group a researcher intends to draw conclusions 

about” (Ishak & Abu Bakar, 2014). The population for the study constituted the cohort of the “42 

registered commercial banks in Kenya” (Appendix). More specifically, the study targeted 

management-level employees with knowledge of, interaction with, and experience with emerging 

digital security solutions.  

3.4.2 Sampling  

3.4.2.1 Sampling Frame 

According to Ishak and Abu Bakar (2014), “a sampling frame is the source material or device from 

which a sample is drawn”. Put simply, it is the population of interest for a research study. In this 

case, the subset of the target population where the sample for the study was selected includes the 

risk management, IT, and compliance departments of the 42 commercial banks in Kenya.  

3.4.2.2 Sampling Technique  

The study utilized a stratified sampling technique to select and recruit respondents. Acharya et al. 

(2013) define stratified sampling as “a probability sampling method in which a population is 
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divided into different strata and randomly selected”. In this case, a stratum is a mini-representation 

of the population. As such, the population was divided into three strata per commercial bank, with 

each stratum representing the risk management, IT, and compliance departments. One respondent 

was selected randomly from each of the 126 strata. Therefore, the sample size for the study was 

126 risk management, IT, and compliance professionals from 42 commercial banks in Kenya.  

3.5 Data Collection  

Data should be “collected and measured systematically, enabling a researcher to sufficiently 

respond to research questions, test hypotheses, and evaluate the study's outcome. Appropriate and 

accurate data collection methods and processes are essential to achieve the above” (Mazhar et al., 

2021). For this reason, the study adopted a survey method for data collection in which structured 

questionnaires were employed as a data collection instrument. These questionnaires were 

distributed online using Google Forms. Links to the pre-populated online questionnaires were sent 

to the target respondents via email and text.  

As a data collection tool, “a structured questionnaire comprises a set of standardized and close-

ended questions with a specific scheme and sequencing, allowing for limited, quick, and 

quantitative responses” (Roopa & Rani, 2012). The questionnaire design constituted sections with 

sets of questions that aim to answer the research objectives/questions. Variables were measured 

using a Likert five-point scale “where 1=strongly disagree, 2 = disagree, 3 = neither agree nor 

disagree, 4 = agree, and 5 = strongly agree” (Appendix 1). The filled questionnaires were collected 

and prepared for analysis.  

3.6 Data Analysis  

Data analysis is “the systematic processing of applying statistical tools and techniques to process 

raw data and turn it into meaningful information” (George & Mallery, 2018). The completed 

questionnaires were collected, sorted, and checked for accuracy and consistency. They were then 

cleaned for errors and omissions to ensure data eligibility for analysis. Once the eligibility of data 

was ascertained, the data was coded, categorized, and input into computer software, Microsoft 
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Excel and SPSS for analysis. Descriptive, correlational, and multiple regression statistics were 

adopted for analysis.  

3.6.1 Descriptive Statistics  

Descriptive statistics seeks to summarize the characteristics of a given data set. It summarizes, 

organizes, and presents data logically, meaningfully, and efficiently. The measures of central 

tendency, frequency, variability, and distribution, as well as statistical techniques of descriptive 

statistics, were instrumental in summarizing respondents’ demographic profiles. Besides 

summarizing the sample, descriptive statistics were useful in summarizing responses from the 

research participants in which “mean, mode, and standard deviation” were used (George & 

Mallery, 2018).  

3.6.2 Correlation Analysis  

Correlation analysis, “also bivariate analysis, is used to determine whether a relationship exists 

between variables and determine the magnitude of the relationship” (Sheard, 2018). This statistical 

method was used for Objectives 1, 2, and 3. Here, correlation statistics were used to test how each 

independent variable correlates with the dependent variable. The presence of linear regression is 

denoted by correlation coefficient values that fall within the -1 to +1 range (Sheard, 2018). As 

Sheard (2018) further points out, “a negative coefficient shows the presence of a negative 

correlation, a positive coefficient shows a positive correlation and 0 means there is no correlation 

between the variables”.  

3.6.3 Regression Analysis  

Correlation analysis analyzes the presence of correlation between two variables, and “regression 

analysis analyzes the relationship between a single dependent variable and several independent 

variables” (Mertens, 2017; Sheard, 2018). It was used to determine the functional relationship 

between the predictor variables (biometrics, AI, and data analytics) and the dependent variables 

(fraud risk management).  

However, before performing the regression analysis, the study performed diagnostic tests to check 

for the appropriateness of the regression model. These tests included the test for normality, 
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heteroscedasticity, autocorrelation, and multicollinearity. They were performed to check for 

assumptions of normal distribution, presence of homoskedasticity, lack of autocorrelation between 

the independent variables, and absence of multicollinearity, respectively.  

The regression equation used includes: 

𝑌 =  𝛼 +  𝛽₁𝑋₁ +  𝛽₂𝑋₂ +  𝛽₃𝑋₃ + 𝜀  

Where;  

𝑌 = Fraud risk management  

𝛼 = Constant  

𝛽= Beta coefficients  

𝑋₁= Biometrics technology 

𝑋₂= Artificial intelligence (AI) 

𝑋₃= Data analytics  

𝜀 = error term  

3.7 Research Quality  

Aksnes et al. (2019) mention that “the whole point of research is to produce reliable data that yields 

rigorous and reproducible research results”. Therefore, researchers have the responsibility of 

delivering good quality research conducted with a rigorous scientific approach that is trustworthy 

and credible. To achieve this, certain standards must be followed.  

3.7.1 Reliability  

Reliability “refers to the ability of a research study to be consistent or produce the same results 

over and over. For the purpose of ensuring the reliability of the current research, a pilot study was 

conducted” on individuals with similar characteristics as the target population to ascertain the 

reliability of the research instrument (Roberts & Priest, 2006). The pilot study was done at NCBA 

bank and targeted ten individuals who fit the profile of the target population. The data was then 
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subjected to Cronbach's Alpha scale to check for internal consistency and modified accordingly to 

ensure an acceptable level of internal consistency. The value falls within the accepted 0.7 and 0.90 

range of Cronbach's Alpha values.  

3.7.2 Validity  

Validity refers to “the appropriateness of measures used, the accuracy of the analysis, and the 

ability to generalize the findings of a research study” (Roberts & Priest, 2006). A valid research 

study conveys data that accurately reflects the genuine feedback of the respondents. The validity 

of the study was enhanced by verifying the research instrument to ensure it collected data that 

represents the true views of the participants. Validity is either internal or external. Internal validity 

was ascertained by designing the questionnaires around the research questions. The design of the 

questionnaires was also aided with the support of assigned supervisor to ensure internal validity 

was enhanced. External validity was reinforced by informing participants of the anonymity of their 

participation in the survey to minimize response bias.  

3.8 Ethical Considerations  

Besides quality standards, a research study must adhere to the established ethical principles for 

scientific inquiry. Before embarking on data collection, ethical approval was obtained from the 

“Strathmore University Institutional Scientific and Ethical Review Committee” (SU-ISERC). 

Once secured, a license for scientific research was obtained from “the National Commission for 

Science, Technology, and Innovation” (NACOSTI) to maintain the study's credibility. The study 

also adhered to the principles of informed consent, privacy and confidentiality. Prospective 

respondents were provided consent forms before agreeing to participate in the study and were 

assured of their voluntary participation. They were free to withdraw from the study at any point if 

they felt so. They remained anonymous as the study did not collect personally identifiable data.  

3.9 Chapter Summary  

This section of the study describes the methodologies that were employed to fulfil the purpose of 

the study. As described in this chapter, the study followed a positivist research paradigm and 

adopted a descriptive cross-sectional research design. The target population of the study 
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constituted employees of the 42 registered commercial banks in Kenya, from whom a sample of 

126 was recruited using a cluster sampling technique. Primary data was collected from the sample 

using structured questionnaires. Descriptive, correlational, and multiple regression statistics were 

employed for data analysis, and findings were presented using tables and figures. Quality and 

ethical standards were observed in completing the study.  
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CHAPTER FOUR  

PRESENTATION OF FINDINGS  

4.1 Introduction  

This research aimed to determine the effect of emerging digital security solutions on fraud risk 

management in Kenya's banking sector. This chapter presents and interprets data collected by 

means of questionnaires and analyzes them using quantitative statistical techniques. Findings are 

presented using tables and figures.  

4.2 Response Rate  

A sample of 126 respondents was selected and furnished with the survey questionnaires to fill out. 

Out of the 126 questionnaires distributed, 97 were completed and returned on time for the analysis, 

translating to a 76.98% response rate. According to Fosnacht et al.’s (2017) standards for a 

sufficient response rate for academic research, with a 76.98%, this research met the threshold. The 

questionnaires were sorted, organized, and checked for errors and missing responses. All the 

questionnaires were eligible for analysis.  

Table 4. 1: Response Rate  

Category  Frequency Percentage 

Responded  97 76.98% 

Non-response  29 23.02% 

Total  126 100.0% 

4.3 Background Information  

The survey sought to gather background information on the target respondents. According to the 

findings, the majority of the respondents were male (66.0%), implying that most people working 

in the risk management, IT, and compliance departments were male; most were aged 31-40 years 

(37.1%); were undergraduates (62.9%), and had 5-10 years of experience in their organizations 
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(41.2%), suggesting that they had sufficient experience to participate in the survey. Also, most of 

them (55.7%) stated that their organizations performed fraud risk management reviews monthly.  

Table 4. 2: Background Information of the Respondents (n=97) 

Characteristics  Distribution Frequency Percentage 

Gender  Male 64 66.0% 

 Female 33 34.0% 

Age (years) <30 22 22.7% 

 31-40 36 37.1% 

 41-50 31 32.0% 

 50> 8 8.2% 

Level of education Diploma 4 4.1% 

 Undergraduate 61 62.9% 

 Postgraduate 32 33.0% 

Experience (years) <5 35 36.1% 

 5-10 40 41.2% 

 10-15 14 14.4% 

 15> 8 8.2% 

Frequency of fraud risk management  Monthly  54 55.7% 

 Quarterly  43 44.3% 

4.4 Reliability Tests  

The research performed the Cronbach’s Alpha test to determine the reliability of the research 

study. It is a standard requirement that a reliable research study should attain a minimum 

Cronbach’s Alpha coefficient value of 0.7. All the constructs have a relatively high internal 
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consistency, as shown in Table 4.3. Therefore, the reliability of this research is substantiated by 

the derived Cronbach’s Alpha value.  

Table 4. 3: Reliability Tests  

Constructs  Cronbach’s Alpha N of Items 

Fraud risk management  .749 5 

Biometric technology  .841 5 

Artificial intelligence  .812 5 

Data analytics  .913 5 

4.5 Descriptive Statistics  

The study performed descriptive statistics – measures of central tendency, frequency, and 

distribution – to summarize, organize, and describe the main qualities of data. The findings are 

presented below:  

4.5.1 Fraud Risk Management  

The survey sought to gather data on fraud risk management practices among commercial banks in 

Kenya. Respondents were required to indicate the extent to which they agreed or disagreed with 

the statements about fraud risk management practices in their respective banks on a five-point 

Likert scale where 1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree. Table 

4.4 shows the summary of the main characteristics of the responses.  

Table 4. 4: Fraud Risk Management  

 1 

f (%) 

2 

f (%) 

3 

f (%) 

4 

f (%) 

5 

f (%) 
Mean SD 

In my view, this bank uses ultramodern 

fraud risk detection mechanisms to 

1 

(1.0) 

2 

(2.1) 

12 

(12.4) 

20 

(20.6) 

62 

(63.9) 
4.443 .8657 
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monitor transactions and root out 

fraudulent activities. 

I am of the opinion that this bank 

leverages innovative tools to assess fraud 

exposure and its associated risks.  

0 

(0.0) 

7 

(7.2)  

8 

(8.2) 

16 

(16.5) 

66 

(68.0) 
4.454 .9244 

I believe that this bank reviews and 

updates its internal fraud risk controls 

regularly to adapt to the changing threat 

landscape. 

1 

(1.0) 

1 

(1.0) 

5 

(5.2) 

30 

(30.9) 

59 

(60.8) 
4.464 1.922 

I can say that this bank employs a robust 

and streamlined anti-fraud technology that 

detects, flags, and reports anomalies in 

real time. 

4 

(4.1) 

0 

(0.0) 

11 

(11.3) 

56 

(57.7) 

26 

(26.8) 
4.031 .8715 

In addition to anti-fraud technology, I 

think this bank has a solid structure of 

rules, practices, and processes for 

effective fraud risk management. 

0 

(0.0) 

4 

(4.1) 

4 

(4.1) 

44 

(45.4) 

45 

(46.4) 
4.340 .7484 

Overall Mean      4.346 1.066 

Findings presented above show a mean value of 4.346 at a 1.066 standard deviation, showing that 

data points were somewhat dispersed from the mean. This implies that respondents generally 

agreed that banks in Kenya practice fraud risk management. They were in agreement with the 

notions that commercial banks in Kenya use ultramodern fraud risk detection mechanisms 

(M=4.443, SD=.8657), leverage innovative tools to assess fraud exposure (M=4.454, SD=.9244), 

review and update their internal fraud risk controls regularly to adapt to the changing fraud risk 

landscape (M=4.464, SD=1.922), employ robust and streamlined anti-fraud technology (M=4.031, 

SD=.8715), and have solid structures of rules, practices, and procedures for effective risk 

management (M=4.340, SD=.7484).  
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4.5.2 Biometric Technology  

The survey sought to gather data on the usage of biometric technologies to control fraud in banks. 

Respondents were required to indicate the extent to which they agreed or disagreed with the 

statements about the usage of biometric technologies in their respective banks on a five-point 

Likert scale where 1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree. Table 

4.5 shows the summary of the main characteristics of the responses.  

Table 4. 5: Biometric Technology  

 1 

f (%) 

2 

f (%) 

3 

f (%) 

4 

f (%) 

5 

f (%) 
Mean SD 

I believe that this bank utilizes facial 

recognition systems to authenticate users 

and customers. 

30 

(30.9) 

2 

(2.1) 

40 

(41.2) 

8 

(8.2) 

17 

(17.5) 
2.794 1.421 

In my view, this bank incorporates 

fingerprint scanning tools to supplement 

or replace traditional authentication 

methods such as PINs. 

14 

(14.4) 

4 

(4.1) 

22 

(22.7) 

52 

(53.6) 

5 

(5.2) 
3.309 1.131 

I think that voice recognition is a critical 

part of this bank’s biometric 

authentication technology for fraud 

management. 

14 

(14.4) 

10 

(10.3) 

13 

(13.4) 

56 

(57.7) 

4 

(4.1) 
3.268 1.168 

It is my opinion that this bank makes use 

of digital signatures to verify the identity 

of a customer and maintain the integrity of 

transactions. 

18 

(18.6) 

22 

(22.7) 

44 

(45.4) 

4 

(4.1) 

9 

(9.3) 
2.693 1.121 

I am of the view that this bank utilizes 

hand geometry recognition to enhance 

security and prevent fraud.   

27 

(27.8) 

18 

(18.6) 

10 

(10.3) 

42 

(43.3) 

0 

(0.0) 
2.691 1.286 



50 

 

Overall Mean      2.938 1.225 

The mean score for the biometric variable was 2.938 at a 1.225 standard deviation, implying that 

data points were dispersed from the mean value. This means that the respondents were in 

disagreement with the view regarding the usage of biometric technology in banks to control fraud. 

This is confirmed by the disagreements about using facial recognition for authentication 

(M=2.794, SD=1.421), use of digital signatures (M=2.693, SD=1.121), and usage of hand 

geometry (M=2.691, SD=1.286). However, they remained neutral on the use of fingerprint 

scanning tools to supplement traditional authentication methods (M=3.309, SD=1.131) and the use 

of voice recognition for authentication (M=3.268, SD=1.168).  

4.5.3 Artificial Intelligence (AI) 

The survey sought to gather data on the usage of AI to control fraud in banks. Respondents were 

required to indicate the extent to which they agreed or disagreed with the statements about the 

usage of AI in their respective banks on a five-point Likert scale where 1=strongly disagree; 

2=disagree; 3=neutral; 4=agree; 5=strongly agree. Table 4.6 shows the summary of the main 

characteristics of the responses.  

Table 4. 6: Artificial Intelligence  

 1 

f (%) 

2 

f (%) 

3 

f (%) 

4 

f (%) 

5 

f (%) 
Mean SD 

I am of the view that the application of AI 

technology in this bank is important to the 

fight against financial fraud. 

8 

(8.2) 

2 

(2.1) 

8 

(8.2) 

26 

(26.8) 

53 

(54.6) 
4.175 1.199 

I think that the use of AI in this bank 

provides a more accurate assessment of 

fraud risks and accelerates the response to 

fraud. 

8 

(8.2) 

2 

(2.1) 

20 

(20.6) 

56 

(57.7) 

11 

(11.3) 
3.619 1.005 
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In my opinion, the overall effectiveness of 

this bank’s fraud management improves 

with the increased investment in AI. 

0 

(0.0) 

14 

(14.4) 

4 

(4.1) 

65 

(67.0) 

14 

(14.4) 
3.814 .8579 

I believe the AI-based fraud detection 

system, which relies on powerful 

algorithms, enables better fraud 

management in this bank. 

0 

(0.0) 

10 

(10.3) 

7 

(7.2) 

58 

(59.8) 

22 

(22.7) 
3.948 .8462 

It is my view that AI has helped automate 

processes for predicting, detecting, and 

preventing fraud in transactions. 

2 

(2.1) 

4 

(4.1) 

16 

(16.5) 

59 

(60.8) 

16 

(16.5) 
3.856 .8164 

Overall Mean      3.882 .9448 

The overall mean for the AI variable was 3.882 at a .9448 standard deviation, which indicates that 

data points were close to the mean value. Therefore, respondents were, in general, neutral on the 

usage of AI for fraud control among banks in Kenya. This is proven by their neutrality on the usage 

of AI providing a more accurate assessment of fraud risk (M=3.619, SD=1.005), the effectiveness 

of fraud management improving with increased investment in AI (M=3.814, SD=.8579), AI-based 

fraud detection system enabling better fraud management (M=3.948, SD=.8462), and AI helping 

automate fraud management processes (M=3.856, SD=.8164). However, they agreed with the idea 

that the application of AI is important to the fight against financial fraud (M=4.175, SD=1.199).  

4.5.4 Data Analytics  

The survey sought to gather data on the usage of data analytics to control fraud in banks. 

Respondents were required to indicate the extent to which they agreed or disagreed with the 

statements about the usage of data analytics in their respective banks on a five-point Likert scale 

where 1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree. Table 4.7 shows the 

summary of the main characteristics of the responses.  

Table 4. 7: Data Analytics  
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 1 

f (%) 

2 

f (%) 

3 

f (%) 

4 

f (%) 

5 

f (%) 
Mean SD 

From my observation, integrating data 

analytics into fraud management increases 

the effectiveness of fraud control. 

4 

(4.1) 

0 

(0.0) 

4 

(4.1) 

52 

(53.6) 

37 

(38.1) 
4.216 .8687 

I believe that the predictive capability of 

data analytics makes it possible to foresee 

fraudulent activities and take appropriate 

actions. 

3 

(3.1) 

0 

(0.0) 

14 

(14.4) 

49 

(50.5) 

31 

(32.0) 
4.082 .8620 

The idea that data analytics tools can help 

assess fraud risks and determine their 

effect is great for this bank and its mission 

to combat fraud. 

3 

(3.1) 

0 

(0.0) 

13 

(13.4) 

51 

(52.6) 

30 

(30.9) 
4.082 .8499 

I would say that without data analytics, it 

would be difficult to uncover and act on 

the hidden patterns of financial fraud on 

digital platforms. 

2 

(2.1) 

0 

(0.0) 

31 

(32.0) 

40 

(41.2) 

24 

(24.7) 
3.866 .8615 

I believe data analytics enables the anti-

fraud team to integrate data into a single 

platform for a more efficient fraud 

management process.  

0 

(0.0) 

4 

(4.1) 

30 

(30.9) 

40 

(41.2) 

23 

(23.7) 
3.845 .8334 

Overall Mean      4.019 .8551 

The overall mean score for the data analytics variable was 4.019 at a .8551 standard deviation, 

suggesting that data points were close to the mean. The finding implies that respondents were, in 

general, in agreement with the usage of data analytic solutions for fraud control in Kenyan banks. 

They agreed that integrating data analytics into fraud management increases the effectiveness of 

fraud control (M=4.216, SD=.8687), the predictive capability of data analytics makes it possible 

to foresee fraudulent activities and take appropriate actions (M=4.082, SD=.8620), and data 

analytics tools can help assess fraud risks and determine their effect which is great for banks to 
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combat fraud (M=4.082, SD=.8499). However, they remained neutral on the idea that the absence 

of data analytics would make it difficult to uncover and act on the hidden patterns of financial 

fraud on digital platforms (M=3.866, SD=.8615) and data analytics enabling the anti-fraud team 

to integrate data into a single platform for a more efficient fraud management process (M=3.845, 

SD=.8334).  

4.6 Inferential Statistics  

The analysis advanced to inferential statistics after understanding the main qualities of data as 

described above. The purpose of inferential statistics was to use the sample data to draw 

conclusions, and make estimations, generalizations, or inferences about the target population. A 

normality test was first performed to determine whether to proceed with parametric or 

nonparametric for the inferential statistics.  

4.6.1 Normality Test  

The study performed Shapiro-Wilk (S-W), an appropriate normality test for the sample size (i.e., 

<100), to check whether data followed a normal distribution. This is because parametric tests are 

applied when data is normally distributed; otherwise, nonparametric tests apply. All the constructs 

were not normally distributed (sig.<.05), as shown in Table 4.8. Instead, the constructs were 

skewed, as proven by the tailedness of the distribution (skewness and kurtosis). As such, the 

analysis proceeded with nonparametric tests.  

Table 4. 8: One-Sample Shapiro-Wilk Test  

 N Mean 

Std. 

Deviation Skewness Kurtosis K-S 

Asmp. 

Sig. 

Fraud risk management   97 4.3912 .66264 -2.125 6.256 .774 .000 

Biometric technology  97 2.9381 .96193 -.794 -.691 .840 .000 

Artificial intelligence  97 3.8825 .72154 -1.551 1.572 .757 .000 

Data analytics  97 4.0186 .73659 -1.164 3.680 .808 .000 
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4.6.2 Correlational Analysis  

The research conducted Spearman’s rank correlation to determine the direction and strength of 

correlation between the individual independent variables (biometric technology, AI, and data 

analytics) and the dependent variable (fraud risk management). In other words, the analysis sought 

to determine if the association is positive or negative and very strong, strong, moderate, weak, or 

no correlation at all.  

4.6.2.1 Biometric Technology and Fraud Risk Management  

The study performed Spearman’s rank correlation to determine the association between biometric 

technology and fraud risk management in commercial banks in Kenya. Table 4.9 illustrates the 

direction and strength of the correlation and whether the correlation is significant.  

Table 4. 9: Biometric Technology and Fraud Risk Management  

 

Fraud risk 

management 

Biometric 

technology 

Spearman's rho Fraud risk 

management 

Correlation Coefficient 1.000 .110 

Sig. (2-tailed) . .282 

N 97 97 

Biometric 

technology 

Correlation Coefficient .110 1.000 

Sig. (2-tailed) .282 . 

N 97 97 

A weak, nonsignificant correlation between risk management and biometric technology (r=.110, 

p>.05) was discovered. This means that an increase in the use of biometric technology by a unit 

would increase fraud risk control by 11.0% as a result. However, since the correlation is not 

significant, this research failed to reject the null hypothesis at a 95% level of confidence and a 5% 

level of significance.  
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4.6.2.2 Artificial Intelligence and Fraud Risk Management  

The study performed Spearman’s rank correlation to determine the association between AI and 

fraud risk management in commercial banks in Kenya. Table 4.10 illustrates the direction and 

strength of the correlation and whether the correlation is significant.  

 

Table 4. 10: Artificial Intelligence and Fraud Risk Management  

 

Fraud risk 

management 

Artificial 

intelligence 

Spearman's rho Fraud risk 

management 

Correlation Coefficient 1.000 .456** 

Sig. (2-tailed) . .000 

N 97 97 

Artificial 

intelligence 

Correlation Coefficient .456** 1.000 

Sig. (2-tailed) .000 . 

N 97 97 

**. Correlation is significant at the 0.05 level (2-tailed). 

 

The study found a moderate, significant positive correlation between AI and fraud risk 

management (r=.456, p<.05). This means that an increase in the investment and use of AI by a 

unit would improve fraud risk control by 45.6%. Since the correlation is significant, this research 

rejected the null hypothesis at a 95% confidence level and 5% level of significance.  

4.6.2.3 Data Analytics and Fraud Risk Management  

The study performed Spearman’s rank correlation to determine the association between data 

analytics and fraud risk management in commercial banks in Kenya. Table 4.11 illustrates the 

direction and strength of the correlation and whether the correlation is significant.  

Table 4. 11: Data Analytics and Fraud Risk Management 
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Fraud risk 

management 

Data 

analytics 

Spearman's rho Fraud risk 

management 

Correlation Coefficient 1.000 .207** 

Sig. (2-tailed) . .003 

N 97 97 

Data analytics  Correlation Coefficient .207** 1.000 

Sig. (2-tailed) .003 . 

N 97 97 

**. Correlation is significant at the 0.05 level (2-tailed). 

A weak, significant positive correlation between data analytics and fraud risk management 

(r=.207, p<.05) was discovered. This means that increasing the investment and use of data 

analytics by 1% would increase fraud control by 20.7%. Therefore, since the association is 

significant, this research rejected the null hypothesis at a 95% confidence level and 5% level of 

significance.  

4.6.3 Diagnostic Tests  

The study carried out some diagnostic tests to determine the appropriateness of the regression 

analysis. In other words, before proceeding to regression analysis, diagnostic tests were crucial to 

test whether the underlying assumptions of the regression model were satisfied (Bollen et al., 

2016). This is because when any of these assumptions are violated, the validity of the regression 

estimates is violated (Bollen et al., 2016; Darlington & Hayes, 2016). The tests performed were 

test for heteroscedasticity, test for normality, test for autocorrelation, and test for multicollinearity, 

as shown below:  

4.6.3.1 Test for Heteroscedasticity 

The first assumption of the regression model is that the variance of the residuals or error terms is 

constant along the values of the dependent variable, a state known as homoscedasticity or 

homogeneity of variances. To check whether this assumption was held, scatter plots of the 

residuals were generated, and the results are shown in Figure 4.1.  
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Figure 4. 1: Residual Plots for Fraud Risk Management  

 

The probability-probability (p-p) plot in the top left shows a perfect straight line, confirming that 

the distribution is a perfect match. In other words, heteroscedasticity was not a concern. This is 

further confirmed by a flatter line in the top-right plot, evenly distributed residuals in the bottom-

left plot, and variance being normally distributed in the histogram.  

4.6.3.2 Test for Normality  

The second assumption of regression analysis maintains that the residuals or errors follow a normal 

distribution. A P-P plot was generated to examine the normality of the residuals, as shown in Figure 

4.1. The visual representation of the normality shows that the residuals are slightly skewed. 

Fortunately, they do not significantly deviate from normal distribution. Therefore, this distribution 

satisfies the normality assumption. 
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Figure 4. 2: Test for Normality  

 

 

4.6.3.3 Test for Autocorrelation  

Another assumption of the regression model is that error terms or disturbances are identical and 

independently distributed in a way that the correlation between the successive error components 

is zero. Durbin-Watson (D-W) statistics were performed to detect the autocorrelation. Usually, the 

test produces a value ranging from 0 to 4. A value ranging from 1.5 to 2.5 denotes the absence of 

autocorrelation; a value below 1.5 indicates positive autocorrelation, and a value above 2.5 

indicates negative autocorrelation. In this case, this assumption was not violated since as shown in 

Table 4.12.  

Table 4. 12: Durbin-Watson Test  

D-stat  2.015 

p-value  .000 

Alpha  .05 
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From the table above, the DW statistic was 2.015, which confirms that the autocorrelation 

assumption was not violated. This is further confirmed by the level of significance being less than 

the alpha level (p<.05).  

4.6.3.4 Test for Multicollinearity 

The final assumption of the regression model is that the independent variables are not correlated. 

The variance inflation factor (VIF) test was performed to detect multicollinearity and its statistical 

significance. The rule of thumb is that the presence of multicollinearity is not statistically 

significant if the VIF value is less than 10. As illustrated in Table 4.13, the independent variables 

were not correlated. Therefore, this assumption was not violated.  

Table 4. 13: Test for Multicollinearity 

Model  

Collinearity Statistics 

Tolerance VIF 

1 (Constance)   

 Biometric technology  .433 2.309 

 Artificial intelligence  .483 2.069 

 Data analytics  .523 1.911 

a. Dependent Variable: Fraud risk management   

4.6.4 Regression Analysis  

The analysis proceeded to regression analysis once it was ascertained that the assumptions 

underlying the regression model were satisfied. Regression analysis was necessitated by the need 

to determine the functional relationship between a single dependent variable (in this case, fraud 

risk management) and several independent variables (i.e., biometric technology, AI, and data 

analytics. The findings are presented below:  

A model summary of the regression was generated to test the degree to which the variation of the 

independent variables affects the dependent variable. The model summary confirms that a portion 
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of the variance (R Square = .281) of fraud risk control is attributed to the three emerging digital 

security solutions. In other words, biometric technologies, AI, and data analytics collectively 

explain 28.1% of fraud risk control among commercial banks in Kenya.  

Table 4. 14: Model Summaryb 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .530a .281 .258 .41284 

a. Predictors: (Constant), Biometric technology, artificial intelligence, data analytics  

b. Dependent Variable: Fraud risk management  

The Analysis of Variance (ANOVA) was performed to determine the level of variability within 

the regression model and also the significance of the model. The results of the analysis are shown 

in Table 4.15. The results confirm that the relationship between the dependent variable and the 

dependent variables is proven by (F (3,96) = 12.103, P<0.05). Therefore, this research concludes 

that emerging digital security solutions are reliable predictors of fraud risk control among 

commercial banks in Kenya.  

Table 4. 15: ANOVAa 

Model Sum of Squares df Mean Square F Sig. 

1 Regression 11.836 3 3.945 12.103 .000b 

Residual 30.317 93 .326   

Total 42.153 96    

a. Dependent Variable: fraud risk management 

b. Predictors: (Constant), Biometric technology, Artificial intelligence, Data analytics 

The standardized or beta coefficients (the β parameters) were generated to determine the strength 

and direction of each of the independent variables in the regression model. This was done to 

determine the quantitative effect of each of the independent variables on the dependent variable. 
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In other words, the extent to which the change in each independent variable must be multiplied to 

give a corresponding change in the dependent variable. The findings are shown in Table 4.16.  

Table 4. 16: Coefficientsa 

Model 

Unstandardized Coefficients 

t Sig. β Std. Error 

1 (Constant) 1.964 .470 4.179 .000 

Biometric technology   .035 .092 .375 .709 

Artificial intelligence  .340 .116 2.926 .004 

Data analytics  .250 .109 2.289 .024 

a. Dependent Variable: Fraud risk management  

Biometric technology, AI, and data analytics all have positive effects on fraud risk control. 

However, the effect of biometric technology is nonsignificant (β = .035, t = .375, p>.05) whereas 

the effect of AI (β = .340, t = 2.926, p<.05) and data analytics (β = .250, t = 2.289, p<.05) are 

statistically significant. Therefore, the final equation for the regression equation is as follows:  

𝐹𝑟𝑎𝑢𝑑 𝑟𝑖𝑠𝑘 𝑚𝑎𝑛𝑎𝑔𝑒𝑚𝑒𝑛𝑡 =  1.964 +  .340𝑋1+ . 250𝑋2 +  𝜀  

Where;  

𝑋₁= AI 

𝑋₂= Data analytics 

𝜀= error term  

From the regression equation above, when the values of AI and data analytics are all equal to 0 

(zero), fraud risk control is only 1.964. This means that in the absence of biometric technologies, 

AI solutions, and data analytic tools, commercial banks would only be able to control financial 

fraud risk up to 1.964.  
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4.7 Chapter Summary  

The findings of the study have been presented using tables and figures in this chapter. It has been 

observed that respondents were in agreement regarding the adoption of fraud risk management 

practices and, the use of data analytics, remained neutral on the use of AI but disagreed on the use 

of biometrics for fraud control. Inferential statistics confirm that both AI and data analytics are 

significant predictors of the effectiveness of fraud control in the banking sector, whereas biometric 

technology is not a significant predictor.  
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CHAPTER FIVE  

SUMMARY, DISCUSSION, CONCLUSION, AND RECOMMENDATIONS  

5.1 Introduction  

This section of the paper provides a summary of the study accompanied by an in-depth discussion 

of the findings. The chapter also offers the conclusion of the research study, presents its theoretical 

and practical implications, brings up the limitations encountered, and proposes areas for further 

research.  

5.2 Summary of the Study  

This research aimed to determine the effect of emerging digital security solutions on fraud risk 

management in Kenya’s banking sector. Digital emerging solutions constituted the independent 

variable and were represented by biometric technology, AI, and data analytics, while fraud risk 

management was the dependent variable. The study was underpinned by the fraud triangle theory 

and fraud diamond theory and adopted a positivist research paradigm. The study targeted a cohort 

of 42 commercial banks in Kenya. A stratified sampling technique was used to select a sample of 

126 IT, risk management, and compliance professionals from these institutions. Data was collected 

from the respondents using structured questionnaires.  

A sum of 126 questionnaires were distributed, but 97 of them were filled out and returned on time 

for analysis. Therefore, this research attained a sufficient response rate of 76.98%. The analysis of 

the demographic data of the participants revealed that most of them were male, aged 31-40 years 

and 41-45 years, had a bachelor’s degree, and had experience of 5-10 years in their respective 

banking institutions. Most of them also mentioned that their banks perform fraud risk management 

reviews quarterly. Descriptive statistics revealed that respondents were in agreement that banks in 

Kenya practice fraud risk management (M=4.346, SD=1.066) and the usage of data analytics for 

fraud control (M=4.019, SD=.8551), remained neutral on the usage of AI (M=3.882, SD=.9448), 

and disputed the use of biometric technology for fraud control (M=2.938, SD=1.225).  

Findings from correlation analysis confirm that biometric technology has a weak, nonsignificant 

positive correlation with fraud management (r=.110, p>.05), AI has a strong, significant positive 
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correlation with fraud management (r=.456, p<.05), and data analytics has a weak, significant 

positive correlation with fraud risk management (r=.207, p<.05). Findings from regression 

analysis show that biometric technology, AI, and data analytics explain 28.1% of fraud risk 

management and that the three emerging digital security solutions are reliable predictors of fraud 

risk control in Kenya’s banking sector (F (3,96) =12.103, P<0.05). Regression analysis also 

suggests that the effect of biometric technology on fraud risk management is positive but 

nonsignificant (β=.035, t=.375, p>.05), while the effect of AI (β=.340, t=2.926, p<.05) and data 

analytics (β=.250, t=2.289, p<.05) are statistically significant. 

5.3 Discussion  

This section of the paper describes, analyzes, and interprets the findings, accompanied by an 

explanation of their significance and how they relate to the research questions. The discussion is 

broken down into the specific objectives of the study.  

5.3.1 Biometric Technology and Fraud Risk Management  

The first specific objective of this research study was to determine the effect of biometric 

technology on fraud risk management in Kenya’s banking sector. Descriptive statistics show that 

the use of biometric technology for fraud management in Kenya’s banking sector is 

underwhelming. According to the respondents, the adoption and use of facial recognition, digital 

signatures, and hand geometry is below expectations. There is also plenty of room for 

improvement regarding the use of fingerprint scanning and voice recognition for fraud control. In 

support of this observation, Cirera et al. (2022) outline the following as possible reasons for the 

slow adoption of biometric technology: lack of demand, lack of capabilities, poor infrastructure, 

financial constraints, and government regulations.  

Inferential statistics show that biometric technology has a positive, nonsignificant impact on fraud 

risk control. Therefore, this research failed to reject the null hypothesis. As far as biometric 

technology is concerned, this research is in support of the fraud triangle and fraud diamond 

theories. This is in the sense that the nonsignificant effect of biometric technology creates the 

necessary conditions for people to commit fraud – some kind of pressure, perceived opportunity, 

rationalization for fraud, and capability – as proposed by the fraud triangle and fraud diamond 
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theories. More specifically, the underwhelming ability of biometric technologies to effect fraud 

risk control creates opportunities for users and customers to engage in fraudulent activities.  

The finding also corroborates findings from previous literature, including Tang and Karim's (2019) 

and Koreff et al.’s (2021) research that discovered issues with the use of biometric technology. 

According to Koreff et al. (2021), the integration of data analytics into government-related audits 

promotes the abuse of power by auditors, resulting in industry-wide unethical behaviours. Trawnih 

et al. (2023) provide evidence suggesting that the perceived risks of biometric technology could 

be the hindrance behind their perceived value. According to scholars, the vast majority of users 

believe the use of certain biometric systems, such as eye recognition, hand geometry, DNA 

matching, etc., is invasive and associated with physical risks.  

5.3.2 Artificial Intelligence and Fraud Risk Management  

The second objective of the study was to determine the effect of AI on fraud risk management in 

Kenya’s banking sector. Descriptive statistics show that the investment in and application of AI is 

crucial in the fight against financial fraud in the banking sector. This observation is proven true by 

Theuri and Olukuru (2022), who point out that, led by KBA, commercial banks in Kenya have an 

aggressive agenda against fraud and money laundering that involves increased spending on new 

tech solutions such as AI. Descriptive statistics further reveal it is not well known whether AI 

solutions provide a more accurate assessment of and faster response to fraud, the effectiveness of 

fraud control improves with increased AI usage, and whether AI automating processes for 

detecting and responding to fraud.  

Inferential statistics confirm that AI has a significant positive effect on fraud risk control in 

Kenya’s banking sector. Put simply, the adoption and use of AI tools improve the fight against 

financial fraud in Kenya’s banking industry. Therefore, this research rejected the null hypothesis. 

It also does not support the fraud triangle theory and fraud diamond theory. This is because the 

effectiveness of AI in curbing financial fraud eliminates the necessary conditions for fraud, such 

as pressure, perceived opportunity, rationalization for fraud, and capability, as suggested by the 

theoretical models. In particular, AI’s ability to identify and respond to fraud risks automatically 

and in real time deters fraudsters from engaging in financial fraud.  
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The findings are also consistent with those of Abdulrahman (2019), Sood et al. (2023), Shah 

(2022), and Tiwari (2023), who found that AI significantly improved fraud detection and risk 

management. AI is a powerful, innovative solution that offers unmatched capabilities to banks and 

other financial institutions looking to protect their assets and customers (Sood et al., 2023; Tiwari, 

2023). AI solutions can analyze a vast amounts of data in real-time, detect anomalous patterns, 

adapt to changing threats, identify unusual or out-of-the-ordinary transactions, etc., all of which 

are geared towards improving fraud detection and prevention strategies (Sood et al., 2023; Hassan 

et al., 2023; Soviany, 2018). In support of this research’s findings, Muhammad and Abbas (2023) 

contend that AI and its recent breakthroughs make it the most powerful tool for fighting financial 

fraud.  

5.3.3 Data Analytics and Fraud Risk Management  

The final objective of the study was to examine the effect of data analytics on fraud risk 

management in Kenya’s banking sector. The general sentiment among respondents is that data 

analytics use is widespread in the fight against financial fraud in the banking sector. For instance, 

commercial banks are known to integrate data analytics into fraud control systems, use data 

analytics tools to foresee unusual transactions, and use data analytic tools to assess fraud risks and 

determine their effect. However, it is still unsure whether data analytics makes it easier to uncover 

and respond to hidden patterns of fraud on digital platforms and its ability to integrate data into a 

single platform for efficient fraud control.  

Findings from inferential statistics demonstrate that data analytics has a significant positive effect 

on fraud risk management. In other words, the use of data analytics improves financial fraud 

control in Kenyan banks. Therefore, this research rejected the null hypothesis. It also failed to 

support the fraud triangle and fraud diamond theories. Since the use of data analytics strengthens 

fraud risk management, it eliminates the necessary conditions for people to commit fraud. These 

conditions, as proposed by the fraud triangle and fraud diamond theories, include pressure, 

perceived opportunity, rationalization for fraud, and capability. More specifically, data analytics 

solutions get rid of the opportunity to engage in fraud and quash people’s ability to commit fraud.  

Findings also align with previous literature (Trierweiler, 2019; Handoko & Rosita, 2022; Novita 

& Anissa; Tang & Karim, 2019). The effectiveness of data analytics in the fight against fraud is 
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realized in its role in anti-fraud systems. According to Handoko and Rosita (2022) and Tang and 

Karim (2019), data analytics leverages vast amounts of data generated by day-to-day operations 

and explores patterns and trends of fraudulent behaviour to enable anti-fraud teams to strengthen 

their security measures. Handoko and Rosita (2022) add that when integrated with other advanced 

tools, such as AI and ML, data analytics can monitor transactions and identify anomalies, identify 

coordinated fraud rings, and automate fraud control processes.  

5.4 Conclusion  

This research aimed to examine the effect of emerging digital security solutions on fraud 

management in Kenya’s banking sector. The need for this research was warranted by the 

observation that many banks and other financial institutions are undergoing digital transformation 

in response to the pressure of becoming more efficient and competitive. This means heavy reliance 

on IT systems to support business processes. Therefore, as banks continue to embrace digitization, 

the relevance and importance of emerging digital security solutions grows. This research sought 

to assess how these solutions effect fraud management. The results of the study show that biometric 

technology has a positive nonsignificant effect, while AI and data analytics have a significant 

positive effect on fraud risk management. Therefore, this research concludes that AI and data 

analytics significantly improve fraud risk management in Kenya’s banking industry.  

5.5 Recommendations  

This study extends the financial fraud research by highlighting the effect of emerging digital 

security solutions on fraud management in the banking sector. As such, the theoretical implication 

of this research is that it suggests that emerging digital security solutions, in particular, AI and data 

analytics, help improve the fight against financial fraud in Kenya’s banking sector. Based on this 

finding, it is recommended that investing in, adopting, and integrating digital security solutions 

into anti-fraud security measures helps curb fraud. This research confirms that these solutions, 

more specifically AI and data analytics, play a crucial role in improving the effectiveness of fraud 

risk control in Kenya’s banking sector.  
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Based on the findings, this research also recommends that banking institutions should prioritize 

investing in both AI and data analytics solutions. This research demonstrates that AI and analytics 

have strong effect on fraud risk management. This implies that they are the most important digital 

security solution for fraud control in banking, an observation that has been supported by multiple 

other studies. Therefore, as banks advance to become more digitized, AI and data analytics can be 

a powerful ally in the fight against financial fraud, which is increasingly becoming more 

widespread.  

At the policy level, this research recommends formulating government policies aimed at 

encouraging banks to embrace digital security solutions. Government regulations and the lack of 

capabilities have been identified as major barriers to the adoption of the use of innovative solutions. 

Some of these solutions, such as biometrics and AI, are highly regulated, which limits their 

adoption. The policy response should involve easing the regulatory framework to facilitate the 

adoption of these solutions. Also, many banking institutions find it a challenge to adopt emerging 

innovations because of inadequate expertise. It is time for the government to transform the 

education sector by introducing programs geared towards creating a skilled workforce for these 

technologies.  

5.6 Limitations of the Study  

The study focused on employees at managerial levels within critical banking departments, 

including compliance, risk management, and IT. Due to their demanding roles and busy schedules, 

engaging them in the study was a challenge. Achieving a sufficient response rate involved a 

repetitive and meticulous process of scheduling, rescheduling, and canceling meetings. 

5.7 Areas for Further Research  

Findings from this research suggest that biometric technology, AI, and data analytics explain 

28.1% of fraud risk management, implying that the rest of the percentage is attributed to digital 

security solutions not covered in this research. Digital security is a broad field, encompassing 

different types of solutions—for example, blockchain technology, centralized identity and access 

management (IAM), zero trust architecture, digital forensic systems, ML, multifactor 
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authentication (MFA), e-crime intelligence tools, etc. Future researchers should focus on these 

technologies and determine how they influence fraud risk management in banking institutions in 

Kenya.   

In addition, the focus of this research was to report the effect of digital security solutions on fraud 

management. It has achieved this goal by demonstrating that AI and data analytics significantly 

improve the effectiveness of anti-fraud systems. However, it fails to describe the innerworkings of 

these technologies on fraud risk management. Therefore, future researchers should aim to analyze 

the exact ways these solutions work to achieve better anti-fraud campaigns. In other words, provide 

explanations for the significant effect of AI and data analytics. Lastly, future research studies 

should incorporate a larger sample size for increased generalizability of the findings.  
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APPENDICES  

Appendix 1: Letter of Invitation to Participants 

Judy Njeri Matheri  

MBA Student  

Strathmore University Business School  

 

To whom it may concern, 

RE: REQUEST FOR PARTICIPATION IN AN ACADEMIC RESEARCH 

I am pursuing a Master’s Degree in Business Administration at the Strathmore University Business 

School. I am conducting a study on the effect of emerging digital security solutions on fraud risk 

management in Kenya's banking sector.  

You have been selected as one of the potential respondents to this study. Therefore, I request your 

kind participation by completing the attached questionnaire. The information you will provide will 

be treated with strict confidence and will only be used for this research and academic purposes. 

Your anonymity is also assured. 

Thank you in advance. 

 

Best regards, 

Judy Njeri Matheri  
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Appendix 2: Participants Information Sheet and Consent Form 

TITLE OF THE PROPOSED STUDY 

The effect of emerging digital security solutions on fraud risk management in the banking sector 

in Kenya.  

SECTION 1: INFORMATION SHEET 

Principal Investigator: Judy Njeri Matheri  

Institutional Affiliation: Strathmore Business School (SBS) 

Mobile: +254 722968607 

Email:  judymatheri@yahoo.com   

 

Supervisor: Benjamin Mutuku Kyalo 

Email: bkyalo@strathmore.edu 

Institutional Affiliation: Strathmore Business School (SBS) 

 

SECTION 2: INFORMATION SHEET – THE STUDY 

2.1. Why is this study being carried out? 

This study is being carried out in fulfilment of the requirement for the award of a Master in 

Business Administration at Strathmore Business School. 

It aims to determine the effect of emerging digital security solutions on fraud risk management in 

the banking sector in Kenya.  

2.2. Do I have to take part? 

No. Taking part in this study is entirely optional, and the decision rests only with you. If you decide 

to take part, you will be asked to complete a questionnaire to get information on the influence of 

job satisfaction factors among nurses on patient safety in Nairobi County. The questionnaire will 

be well-structured and simple to understand and complete. Further explanation will be provided 

where necessary.  

Please note you are free to decline to take part in the study from this study at any time without 

giving any reasons. 

2.3. Who is eligible to take part in this study? 

Practitioners in Kenya’s 42 registered commercial banks. In particular, information technology 

(IT), compliance and risk management professionals of these banks are eligible to participate in 

the study.  

mailto:judymatheri@yahoo.com
mailto:bkyalo@strathmore.edu
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2.4. Who is not eligible to take part in this study? 

• Practitioners not in the IT, compliance, and risk management departments of the 42 registered 

commercial banks in Kenya.  

• Practitioners who have not consented to the study 

• Incapacitated persons. 

• Any person who is under 18 years of age (Minors). 

2.5. What will taking part in this study involve for me? 

You will be approached and requested to take part in the study. If you are satisfied that you fully 

understand the goals behind this study, you will be asked to sign the informed consent form (this 

form), which will then be taken through a questionnaire to complete. 

2.6. Are there any risks or dangers in taking part in this study? 

There are no risks in taking part in this study. All the information you provide will be treated as 

confidential and will not be used in any way without your express permission. 

2.7. Are there any benefits of taking part in this study? 

The information will be used to improve the knowledge of fraud risk management in the banking 

sector. The completion of the study will be instrumental in confronting financial fraud.  

2.8. What will happen to me if I refuse to take part in this study? 

Participation in this study is entirely voluntary. Even if you decide to take part at first but later 

change your mind, you are free to withdraw at any time without explanation. 

2.9. Who will have access to my information during this research? 

Access to all the information obtained during this research will be restricted. All research records 

will be stored in securely locked cabinets. That information may be transcribed into our database, 

but this will be sufficiently encrypted and password-protected. Only the people who are closely 

concerned with this study will have access to your information. All your information will be treated 

as private and confidential. 

2.10. Who can I contact in case I have further questions? 

You can contact me, the Principal Investigator, Judy Njeri Matheri, at Strathmore Business School 

by email at judymatheri@yahoo.com or by calling +2547 22968607, and a summary report of the 

findings will be shared via email. 

You can also contact my supervisor, Benjamin Mutuku Kyalo, at the Strathmore Business 

School, Nairobi, or by e-mail (bkyalo@strathmore.edu). 

If you want to ask someone independent anything about this research, please contact: 

The Secretary 

Strathmore University Institutional Ethics Review Board, 

mailto:judymatheri@yahoo.com
mailto:bkyalo@strathmore.edu
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P. O. BOX 59857, 00200, 

Nairobi. 

Email: ethicsreview@strathmore.edu  

I, ___________________________________________, confirm that all the issues confirm that 

all the issues about this study have been clarified. I further affirm that I have asked all the questions 

that I needed to ask, and all of them have been answered to my satisfaction. I have read and 

understood the questions. I have been provided with the contacts of the person and institution that 

I need to contact in case issues arise and I need further clarification. 

Please tick the boxes that apply to you; 

Participation in the research study 

☐     I AGREE to take part in this research 

☐     I DON’T AGREE to take part in this research 

Storage of information on the completed questionnaire 

☐     I AGREE to have my completed questionnaire stored for future data analysis 

☐     I DON’T AGREE to have my completed questionnaire stored for future data analysis 

Participant’s signature: ___________________ Date: ____/ _____/ _____ (DD/MM/YY) 

Participant’s name: ______________________ Time: ____: ______ (HH/Mins) 

   (please print name) 

I, JUDY NJERI MATHERI, certify that I have followed the SOP for this study, have explained 

the study information to the study participant named above, and that s/he has understood the nature 

and the purpose of the study and consented to the participation in the study. S/he has been given 

the opportunity to ask questions which have been answered satisfactorily. 

Investigator’s signature:  Date: __12__/ __03___/ __2024___  

Investigator’s name:     Judy Njeri Matheri    Time: ____: ______ (HH/Mins) 

  

mailto:ethicsreview@strathmore.edu
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Appendix 3: Commercial Banks in Kenya  

1 African Banking Corporation Limited 

2 Bank of Africa Kenya Limited 

3 Bank of Baroda (K) Limited 

4 Bank of India  

5 Barclays Bank of Kenya Limited 

6 Stanbic Bank Kenya Limited 

7 Charterhouse Bank Limited 

8 Chase Bank (K) Limited 

9 Citibank N.A. Kenya  

10 Commercial Bank of Africa Limited 

11 Consolidated Bank of Kenya Limited 

12 Co-operative Bank of Kenya Limited 

13 Credit Bank Limited 

14 Development Bank of Kenya Limited 

15 Diamond Trust Bank Kenya Limited 

16 Ecobank Kenya Limited 

17 Spire Bank Ltd  

18 Equity Bank Kenya Limited 

19 Family Bank Limited 

20 Fidelity Bank Limited 

21 First Community Bank Limited 

22 Guaranty Trust Bank (K) Ltd  

23 Giro Commercial Bank Limited 

24 Guardian Bank Limited 

25 Gulf African Bank Limited 
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26 Habib Bank A.G Zurich  

27 Habib Bank Limited 

28 Imperial Bank Limited 

29 I&M Bank Limited 

30 Jamii Bora Bank Limited 

31 KCB Bank Kenya Limited 

32 Middle East Bank (K) Limited 

33 National Bank of Kenya Limited 

34 NIC Bank Limited 

35 M-Oriental Bank Limited 

36 Paramount Bank Limited 

37 Prime Bank Limited 

38 Sidian Bank Limited 

39 Standard Chartered Bank Kenya Limited 

40 Trans-National Bank Limited 

41 UBA Kenya Bank Limited 

42 Victoria Commercial Bank Limited 

(CBK, 2016) 
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Appendix 4: Research Instrument  

This questionnaire aims to collect data on the effect of emerging digital security solutions on fraud 

risk management in the banking sector in Kenya. I am conducting this survey as part of the 

fulfilment of the degree of Masters of Business Administration (MBA) at Strathmore University. 

Therefore, it is purely for academic purposes. Your participation is voluntary, and the responses 

you provide will remain confidential. The survey shall not collect any personally identifiable 

information.  

Please read each question carefully and answer by ticking against the most appropriate answer. 

SECTION A: BACKGROUND INFORMATION  

1. Please indicate your gender.  

☐ Male        ☐ Female  

2. Which of the following age groups do you fall into?  

☐ Less than 30 years       ☐ 31-40 years 

☐ 41-50 years       ☐ Above 50 years  

3. What is the highest degree or level of school you have completed?  

☐ Diploma        ☐ Undergraduate  

☐ Postgraduate       ☐ Other  

4. How long have you worked in this organization? 

☐ Less than 5 years       ☐ 5-10 years  

☐ 11-15 years       ☐ More than 15 years  

5. How regularly are the fraud risk management reviews held by the Board or management in your 

organization? 

☐ Monthly        ☐ Quarterly  
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☐ Semi-annually      ☐ Annually  

6. Name of the commercial bank (optional) __________________________________________ 

 

SECTION B: RISK MANAGEMENT PRACTICES  

This section relates to your response regarding fraud risk management practices in your 

organization. Please indicate the extent to which you agree or disagree with each statement by 

placing an “X” on the column that best matches your response.  

 1 2 3 4 5 

In my view, our organization uses ultramodern fraud risk 

detection mechanisms to monitor transactions and root out 

fraudulent activities on an ongoing basis.  

     

I am of the strong opinion that our organization leverages 

innovative tools to assess fraud exposure and its associated 

risks to strengthen existing controls.   

     

I believe my organization reviews and updates its internal 

fraud risk controls regularly to adapt to changing business 

needs, threat landscape, and emerging technologies.  

     

Our organization employs a robust and streamlined anti-

fraud technology that detects anomalies and flags, and 

reports them in real time.  

     

Besides investing in anti-fraud technology, our organization 

has a solid structure of rules, practices, and processes for 

effective fraud risk management.  

     

Note: 1=Strongly Disagree; 2=Disagree; 3=Neither Agree nor Disagree; 4=Agree; and 5=Strongly Agree. 

SECTION C: BIOMETRICS TECHNOLOGY  
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This section relates to your response regarding the usage of biometrics technology to control fraud 

risk in your organization. Please indicate the extent to which you agree or disagree with each 

statement by placing an “X” on the column that best matches your response. 

 1 2 3 4 5 

I have seen and tested this organization’s application of face 

recognition technology for financial fraud, and I think it is a 

great solution for fraud risk prevention.   

     

Having been exposed to voice recognition, I think it is a 

more convenient and efficient solution for authenticating 

users and combating fraud.  

     

I would encourage the organization to expand the use of 

fingerprints for user identification because I believe it is 

effective in fraud prevention.  

     

Retinal scanning is a useful biometric technique for 

organizations that helps with countering financial fraud 

more effectively.  

     

I think it is a great idea to use hand geometry recognition to 

control financial fraud in the organization.  

     

Note: 1=Strongly Disagree; 2=Disagree; 3=Neither Agree nor Disagree; 4=Agree; and 5=Strongly Agree. 

SECTION D: ARTIFICIAL INTELLIGENCE  

This section relates to your response regarding the use of artificial intelligence (AI) to control fraud 

risk in your organization. Please indicate the extent to which you agree or disagree with each 

statement by placing an “X” on the column that best matches your response. 

 1 2 3 4 5 

I am of the view that the application of artificial intelligence 

technology in the organization is important to the fight 

against financial fraud.  
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I think that the artificial intelligence solution the 

organization uses provides a more accurate assessment of 

fraud risks and accelerates the response to fraudulent 

activities.  

     

In my opinion, the overall effectiveness of the organization’s 

fraud risk management improves with the increased use of 

artificial intelligence.  

     

I believe the AI-based fraud detection system, which relies 

on powerful algorithms, enables better fraud risk 

management in the organization.  

     

It is my view that artificial intelligence has been a major part 

of automating processes for predicting potential risks and 

detecting, and preventing fraud in banking transactions, app 

usage, payment methods, and other financial activities.  

     

Note: 1=Strongly Disagree; 2=Disagree; 3=Neither Agree nor Disagree; 4=Agree; and 5=Strongly Agree. 

SECTION E: DATA ANALYTICS   

This section relates to your response regarding the use of data analytics to control fraud risk in 

your organization. Please indicate the extent to which you agree or disagree with each statement 

by placing an “X” on the column that best matches your response. 

 1 2 3 4 5 

From my observation, integrating data analytics into fraud 

management mechanisms ensures a satisfactory level of 

effectiveness in controlling fraud.  

     

I believe that data analytics and its predictive modelling 

capability make it easier to predict possible fraudulent 

activities and take appropriate responsive actions.  
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The idea that data analytics tools can help assess fraud risks 

and determine their impact is great for the organization and 

its mission to combat fraud.  

     

I have seen the application of data analytics, and I would say 

that without it, it would be difficult to uncover and act on the 

hidden patterns of financial fraud on digital platforms.  

     

Data analytics enables risk management personnel to 

integrate data from various sources into a single platform 

that simplifies the fraud risk management process.   

     

Note: 1=Strongly Disagree; 2=Disagree; 3=Neither Agree nor Disagree; 4=Agree; and 5=Strongly Agree. 

Thank You for Your Participation 
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Appendix 5: Research Budget  

BUDGET SUMMARY  

Research Topic: The Effect of Emerging Digital Security Solutions on Fraud Risk Management 

in the Banking Sector in Kenya.  

Project Duration: 8th April – 12th April 2024.  

Cost  Total cost 

(KES)  

Fees  1,000 

Project personnel expenses  60,000  

Data collection and analysis  61,000 121,000 

Miscellaneous   10,000 

 Total 132,000 

 

BUDGET BREAKDOWN  

Fees  

 Role  Total Cost 

(KES)   

Research license National Commission for Science, Technology, and 

Innovation (NACOSTI) research license.  

1,000 

Project Personnel Expenses   

 Role  Days  Rate  Total Cost 

(KES) 

Principal 

Investigator 

Project planning and workshops, 

seminars, tours, etc.   

  25,000 

Report preparation and manuscript 

publication 

  15,000 
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Meetings and evaluations 10 2,000 20,000 

   Subtotal  60,000 

Data Collection and Analysis  

 Role  Days  Rate  Total Cost 

(KES) 

Travelling 

expenses  

Research instrument distribution  2 6,500 13,000 

Collection of completed research 

instruments  

2 6,500 13,000 

Travel to and from the university.   10,000 

Cost of 

materials, 

services, and 

expendables 

Telephone and Internet services    5,500 

Consultancy services    8,000 

Stationery    5,000 

Printing and photocopying    6,500 

   Subtotal  61,000 

Miscellaneous  

 Role  Total Cost 

(KES) 

Other costs  Unplanned costs and provision for cost variance  10,000 

 

 

 


