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Abstract— IMS charging can be performed at various planes of The CDF is used for offline charging processes, and involves
the IMS architecture. Different charging schemes may be utized. exchange of Diameter accounting messages with the CTF
The optimal charging scheme would be service dependent, but jross an Rf reference point. The OCF is required for online

may also be influenced by user expectations. The 3GPP has harging: th h f Di di |
standardized charging mechanisms, protocols and interfags for Ccarging; the exchange of Diameter credit control messages

IMS charging control; online and offline charging have been With the CTF occurs across an Ro interface.
standardized. However, the design and development of chairgg In IMS communications QoS provisioning and charging
systems is operator dependent. This paper presents an IMS control are achieved according to the 3GPP TS 23.203 [1].

charging prototype developed and implemented in C, inline Wh o qing control may be implemented at the service level, or

Open IMS research. The testbed supports flow level, subsyste . .
level and content level charging for IPTV and VoIP. The testted the IP _ﬂOW level (_)r at both levels. The Cho'c_e of the Imp_le_-
supports online and offline charging; it has been tested witithe ~Mentation scenario can depend on the traffic charactevistic

UCT IMS client and the Fokus Open IMS system. Testbed proof of different applications, and the enforced level of networ

of concept and performance results are presented. performance guarantee. It may also depend on the media path
Index Terms— Charging, IMS, IPTV, QoS, VolP. used by the traffic. To achieve end-to-end communications
between source and destination nodes, media traffic may
. INTRODUCTION traverse several intermediate networks. Accounting afusse

Development work on the IP Multimedia Subsystem (IMS)sage in each network is necessary for charging and planning
has been on going for a couple of years. Initial deploymergsirposes. The accounting process consumes system regource
by mobile and fixed line operators have been rolled out asd network bandwidth is required to transport the accognti
well. IMS has experienced slower acceptance by operatodsta to billing and processing systems.
who cite lack of business models that are needed to sustairsimpler charging schemes will consume less system re-
and improve income margins and Average Revenue Per Usedrces, and are easy to understand. Moreover, they are
(ARPU). Charging is a function in the operator's networknore attractive to users. Volume and QoS based charging is
that facilitates the collection of revenue for resourcegesa more effective for multimedia communication networks. IMS
Thus processes involving charging, billing and accountimmmmunications involve the establishment of sessionsgusin
are the most critical operation and support processes #r thvite messages. The session description protocol (sdp) body
telecommunications network. of Session Initiation Protocol (SIP) invite messages can be

A typical IMS session, e.g., VoIP session involves sendingsed to carry QoS information, e.g., media codecs. The QoS
of an invite message by the caller’s user agent (UA). Theformation may influence charging decisions in the billing
message traverses IMS core entities, i.e., the P-CSCHZFCSdomain.

S-CSCF in the caller's domain and also the callee’s domain.The provision of services like VoIP and IPTV utilizes media
An exchange of SIP messages between the caller and calledecs that state bandwidth requirements; thus the media
UAs may occur to fulfil pre-conditions for session establistquality. Operators may enforce higher charging rates fonéi
ment. A normal termination of a VoIP session will involvequality media. Duration based charging may be used for VoIP
sending of abye message by one of the UAs. Interceptiomnd IPTV services. Strict identification of the start and end
of session establishment and termination messages by IdfScharging sessions is required. Capturing of IMS charging
entities may be done for the purpose of charging and billintzigger events, e.ginvite, re-invite and bye messages is key
When IMS Application Servers (AS) are deployed in th& the operation of the charging system. If volume of data
network, rediretion of SIP messages to the AS is done lgcounting is required to give a measure of bandwidth usage
the S-CSCF according to filter criterion defined at the HI$/ different sessions the PCEF in the media path would be
and downloaded to the S-CSCF upon user registration. IM®olved in the charging process.

charging may be achieved by deploying a charging AS, whichThis paper presents a functional IMS charging prototype.
receives session messages re-directed by the S-CSCF.  The work presented includes the development of an Rf and Ro

As standardized by 3GPP, IMS charging involves the foteference point for offline and online charging. The chaggin
lowing main entities: a Charging Trigger Function (CTF), aystem utilizes a generic charging AS, a service specific AS
Charging Data Function (CDF), and Online Charging Functiomith an intergral CTF; it also supports flow level charging
(OCF). The CTF will be deployed as an intergral part of evegt the PCEF. IPTV and VoIP are used as example services
AS or entity where charging information should be collectedo illustrate charging features of the prototype. The rdst o



the paper is structured as follows: section Il reviews cimarg function performs supervision of credit usage in order ¢gmal
in the IMS as standardized by 3GPP; section lll preserteyrmination of service delivery if credits get exhauste [5
the design and operation of the IMS charging prototype; . :
section IV presents the implementation architecture;imct%' Session Based Charging

V presents testing and results of the prototype in a researctp€SSion based charging is used when the expected resource
lab: section VI concludes the paper. usage cannot be determined upfront. It involves the geperat

of multiple charging events that are sent to the CDF or OCS.
Il. CHARGING STANDARDIZATION The start of a user session is detected at the CTF as a

IMS charging standards have been released by the 3G(I‘:q§rgea_ble event t_hat_ is mapped to a charging_event. L_Jnit
and IETF. When neccessary 3GPP creates extensions to rﬁ1s_ervat|on (?f credits is always per_formed for online sBssi
ternet protocols created by IETF to meet IMS requiremen{%f.is’(EOI _chargmg. The rese_rved credits would cor_responcb_to_ th
3GPP has defined a common charging framework for all | thorized number of minutes or bytes. Credit supervision

services and applications [2]. To cover all aspects of dhgrg |shthe_n perfort[ned_”dgrlr_lg th% Itlfetlme Oft the seSS|do_rt1. flr"(?;]”t
at different planes of IMS, there are additional specifaadi charging events wi be I1ssued fo request more credits

: . OCS, and a final charging event issued at session termination
for flow level, sub-system level and service level charging. ging

IMS supports online and offline charging. In online Chargingny unused quota will be credited to the user’s account. For
there is a real-time interaction between charging contextim filine charging, charging events will be forwarded to thefCD

anisms and resource consumption. On the other hand in oﬁl%t?ltle startt gf t_he fﬁss'on; mterlrcr; int(:] fmaldch?rtgr]]mg evgnt
charging there is no real-time interaction between chargi 'l be sent during the course and at the end of the session

. respectively.
control and resource consumption. . . . .
P Duration Charging: Duration based charging has been used
A. Offline Charging for circuit switched voice telephony for many years. Users

The entities involved in offline charging include: a cTehave gotten accustomed to this scheme; the network basicall

CDF, charging gateway function (CGF) and a billing domaifinarges for the use of a Circui_t of fixed capacity. The disﬂanq
[2]. The CDF and CGF may often be integrated into one enti mponent tha_lt |s.conS|der_ed in voice telephpny does nest exi
in the billing domain. The Rf reference point inter-conrsect P communlcfat.lons. Unlike flat-rate charging, the peed fo
the CTF and CDF. The CTF generates and sends Diaméetgf9€ ba_sed_ pricing schemes f?'ates to the popularity bf rea
Accounting Requests (ACR) to the CDF upon detection e appllcatmns that require stricter QoS guarantees tie
chargeable events. A CTF may be integrated in the followirjrtf]derlylng network_ [6]. .

IMS entities: I-CSCF, S-CSCF, P-CSCF, SIP AS etc. The Flow level Charging:Flow level charging caters for volume

ACR is sent in Diameter Attribute Value Pairs (AVP) o ased gharging [Il]. Ithmz_iy be used in conjuctions with
Diameter messages [3]. When the start of a charging sessfgigestion control mechanisms.

is detected, the CTF starts collecting charging events apd Event Based Charging
transfers the collected information interim ACR messages.  Eyent based charging is used for single end-user-to-nktwor
At the termination of a charging session a final ACR will bgansactions e.g., MMS or VoD request. For each transaetion
sent to the CDF. Accounting Answer (ACA) messages woulthargeable event is detected at the CTF and a charging event
be sent by the CDF to the CTF in response to received AGR transfered to the relevant entity in the billing domain. |
messages. online charging, charging events are sent to the Event Based
Charging Function in the OCS. Event based charging may be
] ) ) ) . accomplished with unit reservation or immediate charging.
The Diameter Credit Control protocol is used in online ~gntent Charging: Content based charging is required
charging [4]. Credit control is required to pre-authori®s-s ,y service and application providers. In IMS services and
sions prior to commencement of resource consumption. Sifyjications can be provided by deploying an application
ilar to offline charging, online charging requires a CTF. IRerer Application and content providers often outsoties
addition an OCF is required; the OCF is part of the Onling,qcess of charging these services to the network opefter.
Charging System (OCS). For online charging the CTF may Bgerators may thus provide a unified and converged billing
integrated in the following IMS entities: MRCF, SIP AS anq)|aiform to meet user needs. In addition to a single bill for

S-CSCF; an IMS gateway function is required to support érediymmunication services, users also require advice of eharg
control at the S-CSCF. Communication between the CTF agfq the ability to set service usage preferences.

the OCF occurs across an Ro interface. The Ro interface

supports Diameter credit control. When a chargeable evént IMS Session Description

is detected a Credit Control Request (CCR) message is senthe session description protocol (SDP) is used to convey
to the OCS. The tariffing function in the OCS will determinémportant information in SIP messages used for session es-
the value of the requested resources to enable allocationtaiflishment and control. SDP is an information representa-
credits for a specific amount of resources, e.g., duration tdn format for describing multimedia sessions. Among the
usage etc. The allocated credits will be sent to the CTifmportant lines in an SDP body are 'm=', '’b="and 'a=’ lines.

in a Diameter Credit Control Answer (CCA). In the caus@he 'm=’ lines carry information about the media type, e.g.,
of resource consumption the account balance managemamdio or video and the codecs used; the 'b=’ lines convey the

B. Online Charging



bandwidth information; the 'a=" lines are optional linesath will result in finer granularity but more Diameter messages
provide more information about the media stream. will be exchanged between the charging AS and the billing
domain.
. i _ In addition to the AVPs mentioned above, interim and final
This section presents the design and development 0fagp 4nq CCR messages contain credit values of resources
charging prototype for IMS services. The de5|_gn is based @fsymed by a session in the elapsed period. Upon receiving
the Fokus Open IMS framework. The charglng frar,newori'ﬁitial and interim CCR messages the OCF performs credit
supports flow level, subsystem level and service level ¢hgrg o) 1o allocate a limited amount of credits to authorise
The charging functions are deployed as a generic charging, rce usage. The amount of authorised credits depends on
server for VoIP charging, and a CTF integrated in an IPTy o oot of service as determined by the rating function. The
apphcz_itlon SErver. Another CTF is mtegr_ated into the PCElyncated credits are sent to the charging AS in Diameter CCA
o achle\(e flow level chargmg. The charging system has beﬁl@ssages; CCA messages that are in response to interim re-
tested with the UCT IMS client and the UCT advanced IPT uests will update unused credits at the AS. Credit sugervis

application server, which have been enhanced with funetioQ jnyoked whenever interim requests are received; credés
ality to achieve various charging aspects. Fig. 1 illussahe 5 5cated from the user's balance. Figure 2 illustratepaot

layout of the charging system. the balance management processes. If the user credit balanc
is exhausted the charging AS terminates the session byrggndi

Ill. IMS CHARGING PROTOTYPE
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Fig. 2. Credit control functions
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B. Flow Level Charging

The following entities are involved in flow level chargingt a
) o application server, the S-CSCF, the PCRF and the PCEF. The
A. Charging Application Server PCEF will perform traffic metering for charging purposessit
The charging application server uses a SIP proxy server|igated on the media plane; thus all media traffic will traeer
which all IMS sessions are re-directed. A CTF in the charging communication between the PCEF and PCRF occurs across
server captures all Slknvite, re-invite and BYE messages; the Gx interface. The PCRF creates policy and charging rules
these are the main chargeable events. Each of these messgg@sinstalls them at the PCEF. Chargeable events e.g., the
is processed in order to extract details of the caller; &, start of a VoIP session will be detected by the CTF in the
URI and realm. A charging ID is assigned to new sessiongpplication server. The application server communicatiés w
the ID is used for all subsequent charging processes for {ig PCRF across the Rx interface. The information required
session. Each session is either subjected to offline or@nligy identify flows belonging to IMS sessions includes the
charging. media port numbers and IP addresses of the user agents; a
Every new session is added to a list of active sessions to &garging ID assigned by the application server is also used.
processed sequentially once every pre-set time perioges$ap This information is contained in the SDP bodies of SIP invite
Shorter processing intervals achieve finer charging geaityl messages.
but will result in a higher processing overhead. For offline The PCEF uses firewall rules to inspect packets and in-
charging an accounting request message is sent to the Gidintify packets belonging to target flows. Mechanisms for
across the Rf interface. The ACR contains information thﬁbhieving packet inspection are platform dependent. On the
is packaged in Diameter AVPs; the information includes thgnyx platform packages like IP-tables may be used to aghiev
charging ID, subscriber identity, the nature of the chalba packet inspection and metering (IP accounting). The chgrgi
event (initial, interim or final) and the identity of the ciarg  process at the PCEF involves counting bytes of data belgngin
application server. A Diameter credit control message i S§o a flow and sending the charging information to the OCS

to the OCF in the case of online charging. ~ across the Gy interface or the offline charging system (OFCS)
Interim chargeable events are invoked at the expiry @tross the Gz interface [7].

interim charging periods. The charging AS maps these events

to interim charging events and sends them to the CDF or OGF. VoIP Charging

The duration of the interim period is a configuration paramet At the S-CSCF VolP invite messages are re-directed to the
that can be set globally for all sessions. Shorter interinope charging application server. This is done according theaini

Fig. 1. The charging prototype
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filter criteria (iFC) rules that are downloaded from the HS. @ & — Dt -
whenever a user registers with the IMS domain. The iFC rul oo ety ity oo lahe &
would be created at the HSS by an administrator. SIP messa e e
defined to correspond to chargeable events are processe
retrieve information like VolP codecs from SDP bodies.
Both online and offline charging are performed for VolF
For online charging, the charging server acts as an IM
GW connected to the S-CSCF via the ISC interface at
implementing credit control towards the OCS. Duration blast
charging is performed at the charging server; timing wou
start at the reception of a 2000k for thevite message. Fig 3 ¢
illustrates the message flow for VoIP charging in the testbe....:
To enforce volume charging for VoIP, session descriptic.. s >
information would be extracted at the charging AS and useg. 5. IMS testbed layout with charging functions
to create a charging rule to be installed at the PCEF. The PCEF

will forward rovy level charging information to the OCS and;ggy. Alternatively the user’s billing account type would b
the OFCS as discussed above. retrieved from the user profile in the billing domain. Mysgl C
D. IPTV Charging libraries are used to access the Mysql database.

The IPTV platform used in this work was developed by the Thre] SiP Eerv.?)r invorlfes chz{ging with pﬁranjeters thatdidehn-
Communications Research Group at the University of Caﬂ@' the subscriber, chargeable event, charging ID and the

Town. The IPTV AS is embedded with a CTF to detec(é'alog ID. The Dialog ID would be used for charging related

chargeable events and send charging events to the CDF aﬁuj control procedures, e.g., network initiated call tevation

OCS. Event based, duration based and flow level chargi ﬁf to credit exhaustion. To support multiple charging AE pe

may be invoked for IPTV services. In this design event basg i_ng_ domain,_a CTF ID is assigned to each AS. The CTF
charging is used for VoD services. Both offline and onlin is included in ACR and CCR messages sent to the CDF

charging are supported. Flow level charging can be usedit?df,ocs' For both cr>]fflin.e".and onlin_e che;rging the AS sends
account for the volume of IPTV traffic. Fig 4 illustrates thél® first request to the billing domain before resource usage

message flow for IPTV VoD charging. Duration charging igommences. This message reports a credit usage of zero for
also supported by the IPTV AS event based, duration based and flow level charging.

E. Balance Enquiry and Advice of Charge A. Flow Level Charging

The UCT IMS client was enhanced to enable users toFlow level charging is achieved through interactions be-
view their credit and debit balances; Advice of Charge (Aodyveen the charging AS and the PCEF. In this scenario the
for services delivered to the user is also supported. Belarf1arging AS combines the roles of an AS and the PCRF. It
enquiry is handled as an event based chargeable event thgekes flow level charging by sending a Resource Authoriza-
causes the charging server to send an ACR or a CCR to i Request (RAR) to the PCEF containing attributes that
billing domain. The received ACA or CCA will contain theidentify the subscriber, charging ID, chargeable everte tyf
user’s debit or credit balance. charging (online or offline), an interim period and media flow

AoC is accomplished through piggy backing credit usadgentification information. Once the attributes are paekhg
information on SIP BYE or 2000k messages at the end ¥ Diameter AVPs the Diameter request is sent to the PCEF,
a session. During the parsing of received SIP messages, Were flow control and metering rules are installed.

client identifies message bodies that contain credit infgiom [N our initial implementation we use IPtables on Linux
and displays to the user. to create a filter for packets belonging to the flow for each

session. Using Linux IP accounting, the byte counts for each
IV. IMPLEMENTATION AND TESTING filter are read in intervals specified by the interim period
The charging prototype utilizes open source software ralue received in the RAR from the PCRF (charging AS). The
leased by the Fraunhofer Fokus institute in Germany as paharging data is sent to the OCS or OFCS via the charging
of the Open Source IMS (OSIMS) project [8]. The testbedS. For online charging the AS will perform credit control
is implemented using the Linux (Ubuntu) operating systerand quota supervision, and terminate flow level charging and
Implementation of the Gx, Rx, Ro and Rf Diameter interfaceservice delivery if the user’s credit balance is exhaudtéen
is based on the C Diameter Peer (cdp), also released by Fokhi happens or when a user terminates the session themdargi

Fig 5 illustrates the layout of the testbed. AS sends a request to the PCEF to close the media flow gate
The charging AS uses an oSIP library that implements a SiiRd terminate charging.

server. When processing all IMS messages that are re-glirect

to it by the S-CSCF, the charging AS identifies SIP invite®. Enhancements to the UCT IMS Client

re-invites and BYE messages. It derives a charging ID from To support user interaction with the charging system, the
the IMS call ID number and parses the message to extract th€T IMS client was modified to convey and receive additional
billing account type (pre-paid or post-paid) as selectedhgy information. To enable selection of pre-paid or post-paid
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Fig. 4. Message flows for IPTV charging

billing, a charging profile page was added. Balance enguiriperformance tests highlighting session setup delay iedurr
are also accessible via this page. Payment required emndren charging functionality is added are also presented.
message (SIP code 402) has been added to support pre-paid

billing operations. A. Proof of concept tests
The operation of online charging was observed and the
C. Pre-paid and Post-paid Billing credit control trend established. The interim report peri@s

A users account may be configured for pre-paid or pos\fgirried from 5 sec_onds to 30 seconds for duration charging.
paid billing. The account status is stored in the user profi-llg]e number of Diameter C_CR messages sent to the OCS
in the billing domain. In the implementation we mappedl@S recorded and the credit allocation pattern by the OCS
pre-paid billing to online charging and post-paid billing te_stabllsh.ed. Flg. 6_dep|cts the credit control behaviohwit
offline charging. Users may select usage of a pre-paid Sfferentinterim periods.

post-paid billing account through an interface on the tlien

The selection is transported as optional information in the ) ] ] ) ]

optional fields of SDP bodies of invite and BYE messages. TheShOrter interim periods result in more Diameter messages
user's billing account selection will be conveyed as 'agasr  With smaller credit quotas. Flow level charging was perfedm
‘a=ct:1’, which corresponds to post-paid and pre-paidrg| for IPTV VoD services. Using an |nt_er|m reporting period of _
respectively. This information passes transparently ugho 5 seconds the charging system depicted the pattern shown in

IMS entities that do not support or use it. Fig. 7. It is evident from the results that the charging syste
captures the data exchange between the VoD server. The video
V. TESTS ANDRESULTS stream is a variable bit-rate data stream.

This section presents proof of concept tests conductedeon h Performance Tests
charging system. The tests illustrate the operation of thie® To determine the effect of charging processes on session
charging system and flow level charging for VoIP. Systemstablishment delay several tests were performed for VtP a
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