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functionalities, TLS ciphers and transport layer protection. Table 5.1 shows in detail the manual

test plan.

5.6.1 TestPlan

Table 5.1 Test Plan

Item

Value

Objectives

To define the tools to be used throughout the testing process.

To communicate to the responsible parties the items to be tested, set
expectations around schedule.

To define environmental needs.

To define how the tests will be conducted.

Test Items

Functional Testing

Structural Testing

The Transport Layer Security Algorithms.
The GitHub server connection security.

Features to

Data encryption.

be Tested SSL/TLS ciphers.
SSL/TLS certificates.
Source code.
Approach Manual tests will be carried out on all the modules of the application by different

users.
Test Cases were the developed with step by step procedures for testing the
features.

The sample target application to be updated by the system will be availed to the
testers via a public GitHub account.

Users participating in the testing will fill in prepared manual test cases with the
results of the testing.

Each user is required to repeat testing each module at least three times using the
same datasets to ensure the results are repeatable.

Item Pass/Fail

All core functionality of the systems should function as expected and outlined in

Environment

Criteria the individual test cases.
There must be no critical defects found and an end user must be able to
complete a purchase cycle successfully and initiate a refund without any errors.
95% of all test cases should pass and no failed cases should be crucial to the end-
user’s ability to use the application.
Suspension Testing should be paused immediately if either part of the system is found
Criteria vulnerable to a security breach.
Test Test Plan (this document itself)
Deliverables Test Cases
Test Scripts
Defect/Enhancement Logs
Test Reports
Test Raspberry Pi 3 device with Raspbian Stretch version 4.14 operating system

Internet access
Testing tools include Nmap, cURL, ShellCheck
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Appendix B Setup and Configuration

E# pi@raspberrypi: ~/AutoUpdatePlugin — O >

{ AUTOMATED SOFIWARE UPDATE PLUGIN

Welcome to this secure plugin for automated software
update. Choose 0Ok to continue.

Figure B.1 Configuration Welcome Message

E# pi@raspberrypi: ~/AutoUpdatePlugin — O >

{ SET LOCAL REPO HAME |
Name/path of directory with files/scripts to update

<Cancel>

Figure B.2 Set Path to Local Repository
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2# pi@raspberrypi: ~/AutoUpdatePlugin — O *

SET FREQUENCY OF UPDATES
Choose your option

Ewvery hour
a day

<Cancel>

Figure B.3 Set Frequency of Update

EP pi@raspberrypi: ~/AutoUpdatePlugin — O x

{ SET YOUR REMOTE REPO GIT URL |
Enter Git URL to the git remote repository from which
updates will be fetched from

<Cancel>

Figure B.4 Remote Repo URL

54




~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 +
pifraspberrypi:~/AutoUpdatePlugin $ ./installation.sh
Script name: AutoUpdatePlugin
Your chosen option: 2
Git URL to remote git repo: https://github.com/vmalombe/Pi_LED_Blinking.git
Cloning into 'Pi_LED_Blinking'...
remote: Counting objects: 43, done.
remote: Compressing objects: 100% (39/39), done.
remote: Total 43 (delta 21), reused 11 (delta 4), pack-reused 90
Unpacking objects: 100% (43/43), done.
pi@raspberrypi:~/AutoUpdatePlugin $

Figure B.5 Installation Summary
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Appendix C Server Connection

=] o N

oo

10

12

#1/bin/bash

URL=S (whiptail —-title "SET YOUR REMOTE REPO GIT URL" ——-inputbox
"Enter Git URL to the git remote repository from which updates
will be fetched from" 10 60
https://github.com/vmalombe/Pi LED Blinking.git 3>&1 1>&2 2>&3)

exitstatus=57

if [ Sexitstatus = 0 ]; then
echo "Git URL to remote git repo:" SURL
| echo | openssl s_client -connect www.github.com:443 2>&1 | sed
——quiet '/-BEGIN CERTIFICATE-/,/—-END CERTIFICATE-/p' >
github.crt
git clone SURL
else

"er

echo "You chose Cancel.™
fi

Figure C.1 Code Connect to Server

n  Certificate >

General Details  Certification Path

z ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
*2,16,840,1,114412,2.1

#2,23,140.1.1

* Refer to the certification authority's statement for details.

Issued to:  github.com

Issued by: DigiCert SHAZ Extended Validation Server CA

Valid from 3/10/2015 to 5/17/2018

Install Certificate. . I Issuer Statement

QK

Figure C.2 Server Certificate Details
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~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 | =+

pi@raspberrypi:~/AutoUpdatePlugin $ 1ls /etc/ssl/certs/ | grep DigiCert
DigiCert_Assured_ID_Root_CA.pem

DigiCert_Assured_ID_Root_G2.pem

DigiCert_Assured_ID_Root_G3.pem

DigiCert_Global_Root_CA.pem

DigiCert_Global_Root_G2.pem

DigiCert_Global_Root_G3.pem

DigiCert_High_Assurance_EV_Root_CA.pem

DigiCert_Trusted_Root_G4.pem

pi@raspberrypi:~/AutoUpdatePlugin $ I

Figure C.3 Raspbian Operating System Trusted Certificates
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Appendix D Packet Captures & Update Checking

& 10.9.41.47:1 (raspberrypi:1 (pi)) - VNC Viewer - O Pad

\. ) C;;E [1 g '* @ ‘autnUpdate.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ ORNRE PED P KAS & =
M [ip.addr==10.9.41.47 && ip.addr==192.30.253.113 B30 -| Expression.. +

Source Destination Protocol  Length Info
192.30.253.113 10.9.41.47 TLSv1.2 100 Application Data
10.9.41.47 192.36.253.113 TCP 66 57624 . 443 [ACK] Seg=1579 Ack=6995 Win

10.9.41.47 192.30.253.113 TLSv1.2 97 Encrypted Alert
Rich . z = YL RCR

=5

autoUpdate pcapng

-

10.9.41.47 192.30.253.113 TCP 66 57624 - 443 [ACK] Seq=1611 Ack=6996 Win s
4 »
Frame 301: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface 0
Ethernet II, Src: Raspberr_09:4e:bl (b8:27:eb:09:4e:bl), Dst: HewlettP_bs:bb:9a (44:31:92:bs:bb:9a)
Internet Protocol Version 4, Src: 10.9.41.47, Dst: 192.36.253.113
Transmission Control Protocol, Src Port: 57624, Dst Port: 443, Seq: 1579, Ack: 6995, Len: 31
Secure Sockets Layer
Content Type: Alert (21)
Version: TLS 1.2 (0x0383)
Length: 26
| Alert Message: Encrypted Alert |

-

— - -

Figure D.1 Encrypted Application & Alert Packets

1 #!/bin/sh

2

3 #Go into directory

- cd Pi LED Blinking

€ #Then fetch and merge remote git to clone
7 |git pull https://github.com/vmalombe/Pi ILED Blinking.git |
o

9 #And then run it afresh

10 sudo python PiFreg-Auto.py

11

1z #End

I |

Figure D.2 Updates Fetching and Merging Code



T2 10.9.41.47:1 (raspberrypi:1 (pi)) - VNC Viewer - a X

Y '\;;} = - % @ l‘autoUpdate,pcapng | . > SR o %| 2116

autoUpdate pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdEJ© | ‘ RPED 2 RIS & = @
[ ilp addr==10.9.41.47 && ip.addr==192.30.253.113 B2 -| Expression..  +

Source Destination otocol length Info

192.30.253.113 10.9.41.47 TLSv1.2 440 Application Data

192.30.253.113 10.9.41.47 TLSv1.2 140 Application Data

10.9.41.47 192.30.253.113 TCP 66 57624 . 443 [ACK] Seq=637 Ack=4109 Win=
192.30.253.113 10.9.41.47 TLSv1. 100 Application Data

192.30.253.113 10.9.41.47 TLSv1. 361 Application Data

192.30.253.113 10.9.41.47 TLSv1. 99 Application Data

10.9.41.47 192.30.253.113 TCP 66 57624 —. 443 [ACK] Seq=637 Ack=4471 Win=

»

Frame 252: 440 bytes on wire (3520 bits), 440 bytes captured (3520 bits) on interface 0
Ethernet II, Src: HewlettP_b8:bb:9a (44:31:92:b8:bb:9a), Dst: Raspberr_09:4e:bl (b8:27:eb:09:4e:b1)
Internet Protocol Version 4, Src: 192.30.253.113, Dst: 10.9.41.47
Transmission Control Protocol, Src Port: 443, Dst Port: 57624, Seq: 3661, Ack: 637, Len: 374
Secure Sockets Layer

TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: TLS 1.2 (6x0303)

g 9

|Encrypted Application Data: 1af0a68dfdeof11de7ffc2e83d4e3b879950543f04033816. .. |

Figure D.3 Encrypted Update Packet

~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60
piPfraspberrypi:~/AutoUpdatePlugin $ ./update.sh
[remote: Counting objects: 6, done. |
remote: Compressing objects: 100% (6/6), done.
remote: Total 6 (delta 4), reused @ (delta @), pack-reused @
Unpacking objects: 100% (6/6), done.
From https://github.com/vmalombe/Pi_LED_Blinking

* branch HEAD -> FETCH_HEAD
[Updating 4486238..d5823a4 |
Fast-forward

LICENSE | 2 +-

PiFreg-Manual.py | 2 +-

2 files changed, 2 insertions(+), 2 deletions(-)
pilCraspberrypi:~/AutoUpdatePlugin $ ./update.sh
From https://github.com/vmalombe/Pi_LED_Blinking

* branch HEAD -> FETCH_HEAD
|Already up-to-date. |
piPraspberrypi:~/AutoUpdatePlugin $ I

Figure D.4 Encrypted Update Packet
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Appendix E Manual Testing

~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 |
pi@raspberrypi:~/AutoUpdatePlugin $ curl -kis http://github.com
HTTP/1.1 301 Moved Permanently
Date: Fri, 27 Apr 2018 15:04:39 GMT
Content-length: @
Location: https://github.com/

piPraspberrypi:~/AutoUpdatePlugin $

Figure E.1 Testing for Sensitive Data Transmitted in Clear-Text

~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 | +
piPraspberrypi:~/AutoUpdatePlugin $ nmap -sV —--reason -PN -n ——top-ports 1
00 www.github.com

Starting Nmap 7.40 ( https://nmap.org ) at 2018-04-16 20:32 UTC
Nmap scan report for www.github.com (192.360.253.113)

Host is up, received user-set (0.80074s latency).

Other addresses for www.github.com (not scanned): 192.30.253.112
Not shown: 93 filtered ports

Reason: 93 no-responses

PORT STATE SERVICE REASON VERSION

21/tcp open ftp? syn-ack

80/tcp open http syn-ack

110/tcp open pop3? syn—-ack

113/tcp closed ident conn-refused

143/tcp open imap? syn-ack

443/tcp open ssl/https syn-ack

8008/tcp open http syn-ack Fortinet FortiGuard block page

Figure E.2 Nmap Port Scanning
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~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 l e
piRraspberrypi:~/AutoUpdatePlugin $ nmap —--script ssl-cert,ssl-enum-ciphers
-p 443 www.github.com

Starting Nmap 7.40 ( https://nmap.org ) at 2018-04-16 20:28 UTC
Nmap scan report for www.github.com (192.30.253.112)

Host is up (0.00086s latency).

Other addresses for www.github.com (not scanned): 192.30.253.113
rDNS record for 192.30.253.112: 1b-192-30-253-112-iad.github.com
PORT STATE SERVICE

443/tcp open https

| ssl-cert: Subject: commonName=github.com/organizationName=GitHub, Inc./sta
teOrProvinceName=California/countryName=US

| Subject Alternative Name: DNS:github.com, DNS:www.github.com

| Issuer: commonName=DigiCert SHA2 Extended Validation Server CA/organizatio
nName=DigiCert Inc/countryName=US

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2016-03-10T00:00:00

| Not valid after: 2018-05-17T12:00:00

| MD5: b890 fabe 8bb6 3625 899e 1e00 4981 4797

| _SHA-1: d79f @761 10b3 9293 e349 ac89 845b 0380 cl9e 2f8b

| ssl-enum-ciphers:

|  TLSv1.2:

| ciphers:

| TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256rl) — A

| TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256rl) — A

| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (secp256rl) - A

| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl) - A

| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256rl) - A

| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A

| TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

| compressors:

| NULL

| cipher preference: server

|_ least strength: A

Nmap done: 1 IP address (1 host up) scanned in 22.73 seconds
pi@raspberrypi:~/AutoUpdatePlugin $ [

Figure E.3 Nmap Check Certificate Information, Weak Ciphers and SSL/TLS
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~ — pi@raspberrypi: ~/AutoUpdatePlugin — ssh pi@10.9.45.60 ‘ +
pi@raspberrypi:~/AutoUpdatePlugin $ curl --insecure -v https://www.github.
com 2>&1 | awk 'BEGIN { cert=0 } /*\* Server certificate:/ { cert=1 } /*\x
/ { if (cert) print }'

* Server certificate:

* subject: businessCategory=Private Organization; jurisdictionC=US; juris
dictionST=Delaware; serialNumber=5157550; street=88 Colin P Kelly, Jr Stre
‘et; postalCode=94107; C=US; ST=California; L=San Francisco; 0=GitHub, Inc.
CN=github.com

start date: Mar 10 ©0:00:00 2016 GMT

expire date: May 17 12:00:00 2018 GMT

issuer: C=US; O=DigiCert Inc; OU=www.digicert.com; CN=DigiCert SHA2 Ext
ended Validation Server CA

* SSL certificate verify ok.

* Curl_http_done: called premature ==
|* Connection #@ to host www.github.com left intact
|pi@raspberrypi:~lAutoUpdatePlugin $ I

* %X %

Figure E.4 Testing SSL/TLS Certificate Validity - Server
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