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functionalities, TLS ciphers and transport layer protection. Table 5.1 shows in detail the manual 

test plan. 

5.6.1 Test Plan 

Table 5.1 Test Plan 

Item Value 

Objectives To define the tools to be used throughout the testing process. 
To communicate to the responsible parties the items to be tested, set 
expectations around schedule. 
To define environmental needs. 
To define how the tests will be conducted. 

Test Items Functional Testing 
Structural Testing 
The Transport Layer Security Algorithms. 
The GitHub server connection security. 

Features to 
be Tested 

Data encryption. 
SSL/TLS ciphers. 
SSL/TLS certificates. 
Source code. 

Approach Manual tests will be carried out on all the modules of the application by different 
users.  
Test Cases were the developed with step by step procedures for testing the 
features.  
The sample target application to be updated by the system will be availed to the 
testers via a public GitHub account. 
Users participating in the testing will fill in prepared manual test cases with the 
results of the testing.  
Each user is required to repeat testing each module at least three times using the 
same datasets to ensure the results are repeatable.  

Item Pass/Fail 
Criteria 

All core functionality of the systems should function as expected and outlined in 
the individual test cases.  
There must be no critical defects found and an end user must be able to 
complete a purchase cycle successfully and initiate a refund without any errors.  
95% of all test cases should pass and no failed cases should be crucial to the end-
user’s ability to use the application. 

Suspension 
Criteria 

Testing should be paused immediately if either part of the system is found 
vulnerable to a security breach. 

Test 
Deliverables 

Test Plan (this document itself) 
Test Cases 
Test Scripts 
Defect/Enhancement Logs 
Test Reports 

Test 
Environment 

Raspberry Pi 3 device with Raspbian Stretch version 4.14 operating system 
Internet access 
Testing tools include Nmap, cURL, ShellCheck 
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Appendix B Setup and Configuration 

 

Figure B.1 Configuration Welcome Message 

 

Figure B.2 Set Path to Local Repository 



54 
 

 

Figure B.3 Set Frequency of Update 

 

Figure B.4 Remote Repo URL 
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Figure B.5 Installation Summary 
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Appendix C Server Connection 

 

Figure C.1 Code Connect to Server 

 

Figure C.2 Server Certificate Details 
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Figure C.3 Raspbian Operating System Trusted Certificates 
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Appendix D Packet Captures & Update Checking 

 

 

Figure D.1 Encrypted Application & Alert Packets 

 

Figure D.2 Updates Fetching and Merging Code 
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Figure D.3 Encrypted Update Packet 

 

Figure D.4 Encrypted Update Packet 
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Appendix E Manual Testing 

 

Figure E.1 Testing for Sensitive Data Transmitted in Clear-Text 

 

Figure E.2 Nmap Port Scanning 
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Figure E.3 Nmap Check Certificate Information, Weak Ciphers and SSL/TLS 



62 
 

 

Figure E.4 Testing SSL/TLS Certificate Validity - Server 

 


