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Abstract 

In the recent past, radical acts such as terrorist attacks on highly populated areas have 

become a major security issue in Kenya hence there is a constant fear of becoming a victim of 

violent acts perpetrated by individuals who are radicalized before carrying out such harmful 

acts. Current efforts by the security organs used to detect radicalization involve monitoring 

public communications channels, relying on information gathered from community policing, 

random suspect searches, and other intelligence services. However, these approaches have a 

set of drawbacks first being the manual human intervention needed in decision making even in 

cases where technology has been used to such as the use of web crawlers. In addition to this, 

automated text classification techniques rely on feature generation techniques that don't take 

into account the context of the text and that are also subjected to sparsity when classifying long 

texts. On the other hand, to grow membership numbers, radical groups use the public platforms 

offered by social media such as Twitter to disseminate radical ideologies and facilitate the 

recruitment of those who support such ideologies. 

In this study, I propose the use of sentiment analysis model to detect online 

radicalization. The model uses text classification using artificial neural networks to learn word 

relations within a corpus and generate corresponding features represented as lower-

dimensional vectors.  By using Continuous Bag of Words (CBOW) encoding and Word2Vec 

methods, tokens were represented as integers and an embedding of all corpus words was 

generated i.e trained to be used in one of the layers of the classifier’s neural network. Using 

the embeddings, labeled data instances, a four-layered recurrent neural network classifier was 

developed for text classification of radical and non-radical statements. The classifier then uses 

the pre-trained embeddings to refer corresponding vector values for tokens within the input 

padded sequence hence classify the new instance and return a rounded float value of 1 or 0 

indicating a class. To train the model, I used pre-existing data of tweets collected from Twitter 

using keyword guides and also tested using data from the Kenyan setting. The model developed 

had an accuracy score of 95% after varying iterations of training, testing, and validation. 

 

Keywords: Radicalisation, Social Networking; Natural Language Processing  
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Chapter 1 Introduction 

1.1 Background of Study     

Militant groups such as ISIS, Taliban, Al-Shabaab, Boko-Haram have long used the 

internet and social media for communication, information gathering, recruitment, and social 

network engagement (Almagor, 2012). Much of this content is propaganda, meant to inspire 

recruits, demonstrate to investors that their money is being well spent, and shore up morale 

among existing followers. Social media also is a way to involve part-time supporters who can 

modify Islamic State images or generate their content and disseminate it. Such propaganda also 

is used by face-to-face recruiters who reinforce their in-person sessions with video or teaching 

distributed through the internet. 

Social media is defined as a collection of online applications that provide its users with 

a platform to create and share content (Zarella, 2009). Twitter is one of the free popular 

microblogging services where users create status messages posts (called “tweets”) of up to 280 

characters in length (Go, Bhayani, & Huang, 2009). These tweets express opinions about 

different topics in given geo-locations. 

Over the past decade, there has been increased growth of penetration of mobile devices 

leading to easier access to the internet (Almagor, 2012). Radical groups have taken advantage 

of micro-blogging sites and social media networks to facilitate their communications as it is an 

easier means to reach the masses and impact people's opinions. It is crucial to identify this type 

of communication and have thus keep track of various online activities performed by radical 

groups such as radicalization and recruitment (Archetti, 2015). 

Sentiment Analysis is a technique that uses Natural Language Processing and Machine 

Learning techniques to extract, identify, and characterize the sentiment of a text set (Gupta, 

2018). It is also defined as the process of computationally identifying and categorizing opinions 

expressed in a set of texts to determine whether the writer's attitude towards a particular topic 

is positive, negative, or neutral. It is not to be confused with Sentiment Mining which focuses 

on calculating` the general opinion of a particular group of people, extracting predefined 

keywords to check their frequency and perform statistical algorithms. When teamed up with 

Machine Learning, it can train itself to identify meanings from the text along with newly 

discovered words and patterns. Thus, the results of sentiment analysis get better with the 

amount of text it processes. 
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1.2 Problem Statement 

Existing methods employed in the detection of online radicalization suffer from a 

variety of limitations, thus prove inefficient as a means of detecting radicalization. These 

limitations can be grouped into two broad categories first being the reliance on human 

interpretation in the detection processes when classifying instances which makes the overall 

detection process time consuming given the enormous amount of unstructured data obtained 

from social media sites. The second limitation of the existing system originates from using 

word count for corpus feature generation hence a document may be wrongly classified as the 

technique doesn't take into consideration how the wording in a document relates with other 

words in the same document; additionally, this leads to a high dimensional feature vector when 

working with long texts. 

This research demonstrates the effectiveness of context consideration in text 

classification by introducing artificial neural networks to learn word relations within a corpus 

and generate corresponding features represented as lower-dimensional vectors i.e. an 

embedding where words that have the same meaning have a similar representation. Using these 

features and labeled data, a machine learning classifier is then developed using a Long Short-

Term Memory recurrent neural networks alongside natural language processing techniques.  

The use of embedding as features for machine learning is aimed at improving classification 

accuracy by addressing the TF-IDF drawback of only considering word count for classification 

and ignoring the semantic similarities between words in a statement (Chawla, 2017). 

This automatic classification will help in detecting radical groups specifically when they 

use the online platform to carry out radicalization. Overall this is a faster and proactive solution 

towards addressing the security threat posed as a result of radicalization.  

1.3 Aim  

This research aimed to develop a text classifier model that can be used for detecting 

radical texts and thus help identify radicalization on social media network Twitter caused as a 

result of interaction with radical individuals and groups on the online platform. The model can 

be integrated into the various system as per the end-user architecture. 
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1.4 Research Objectives 

i. To investigate problems associated with the existing methods used in detecting 

radicalization.    

ii. To review existing data mining and machine learning approaches available for use 

in detecting radicalization on social media networks. 

iii. To propose a machine learning model that can be used to detect radicalization on 

social media. 

iv. To test and validate the proposed model.  

1.5 Research Questions 

i. What are the existing techniques used in the detection of radicalization on social 

media? 

ii. What are the current machine learning techniques applied in the detection of 

radicalization on social media? 

iii. What is the best way to design the proposed model? 

iv. How will the developed model be tested and validated? 

1.6 Justification 

The objective of this research was to come up with a model that will help in the 

identification of radicalization messages expressed on the social media network, Twitter in the 

form of publicly visible tweets. Given the growing amounts and availability of social media 

data, this research took into account how words relate to each other in a document by using the 

embedding approach for feature representation which takes advantage of large amounts of data. 

The developed model would thus provide a foundation for detecting radical groups with 

minimum human involvement in the detection process. This is aimed to benefit security organs 

by having an accurate and fast means for detection as compared to pre-existing methods. 

1.7 Scope and Limitation 

This study limited its analysis to detecting radicalization on the social media platform 

Twitter. The use of memes, audio, and video within tweets was not considered.  Techniques of 

offline communicative behaviors by measuring levels of stress or anxiety, or detecting patterns 

associated with deceit will not be benefited directly by this research.  
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Chapter 2 Literature Review 

2.1 Introduction 

As described in the previous chapter, the goal is to propose a model for detecting 

radicalization on the social media network: Twitter. The first part covers the methods of 

detecting online radicalization as well as an overview of the processes involved in 

radicalization. The second section covers machine learning methods for sentiment analysis and 

the process of text classification. The section reviews additional works in the field of sentiment 

analysis. Finally, the last section highlights the proposed approach based on the literature 

reviewed. 

2.2 Methods of Detecting Radicalization in Kenya 

This section describes identified local techniques used by security organs detecting 

radical groups locally as well as detecting online radicalization. Since the Al-Qaeda 1998 

bombing of the U.S. embassy in Nairobi, which killed more than 220 people Kenya has since 

become a victim of terrorist attacks mostly linked with the Al Shabab terror group. Following 

the launch of the Kenya National Strategy to Counter Violent Extremism, launched by H.E. 

the President in late 2016 (Magogo, 2017), the government aimed at tackling the threat of 

terrorist groups using the following avenues: 

2.2.1 Intelligence Services  

Aimed at detecting possible threats by going through available intel from various 

sources then informing relevant security organs. In Kenya, this is done via the National 

Intelligence Service (NIS) which is one of the subbranches of the Intelligence Agency (Githinji, 

2020). Other certified aginces also aim to provide the information gathering capabilities but 

this often results in all parties involved in inteligencegathering operating in a rivalry manner 

(Blair, 2013). 

2.2.2 Community Policing 

This practice pioneered by the government aims to expand the partnership of 

government agencies and civil society. The approach mainly involves the community to 

participate in improving security by using informants and general citizens to keep track of those 

within their small-sized neighborhoods (Community Policing, 2020). The Kenyan Police force 

has constantly requested and relied on this sort of civilian aid/assistance to aid in quicker acces 

to information that may be used against various militant groups especially along the nations 

borders (Yusuf, 2020). 
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2.2.3 Random Searches 

Involve checking a subject’s general documentation e.g. travel documents, crime history, 

affiliations, etc. This is mostly done on persons highly suspected to be security threats. This is 

mostly based on the information gained from the above tow approaches and mainly used to get 

information without causing any alerts that may render the process (Xuequan, 2010). Due to 

dependency an actual physical searches, this technique has at times been persieved as harsh 

with most suspected indiviudals claiming harassment (Namwaya, 2016).  

2.3 Online Radicalization 

Online Radicalisation is a gradual process in which a person or group follows a radical 

philosophy which may lead to an increased willingness to support or use violence for political 

purposes. The cycle of radicalization is special to every person and appears to include a mixture 

of common cognitive and behavioral characteristics, systemic grievances, politicized by a 

unifying philosophy or a rallying cause that promotes a “de-pluralization cycle”, a term that 

defines how a person becomes ever more narrow-minded in relation to key political ideas and 

values (Delphine & Camille, 2020).  

Much has been said since the 9/11 twin tower attacks on how technologies such as the 

Internet and global communication networks have various roles in sustaining transnational 

terrorism, spreading their ideology and recruiting activities (Archetti, 2015). In the year 2015, 

an average of 90,000 Twitter accounts was suspected to support some sort of extremist/radical 

group ideology (Saul, 2015). A popular tactic used by radical groups is what's referred to as a 

Media Mujahideen which is a group of people fighting on media platforms to promote 

extremist propaganda (Bartlett & Fisher, 2015). To mark different topics, segments, and the 

popularity and relevance of a tweet a word phrase commonly referred to as a hashtag is used. 

The Islamic State of Iraq/Levant, also known as the Islamic State, ISIS is one major group 

globally identified as being radical/extremist (Security Council Adopts Resolution , 2014). 

ISIS uses hashtags campaigns showing support for ISIS and its cause, these included:  

#ILOVEISIS, #ALLEYESONISIS, #IS- LAMICSTATE (AFP, 2014).  

Since the year 2011, some jihadist member forums have distributed robust media 

strategies that aim at the development of social media Mujahideen. Such strategies recommend 

accounts to follow on social media and how to use social media in their fights (Fisher & Prucha, 

2014). A guide developed as a result of these strategies is the: “The Twitter Guide: The Most 

Important Jihadi Sites and Support for Jihad and the Mujahideen on Twitter” that outlines the 

main reasons for using the Twitter platform and states how it is an important arena of the 
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electronic front. Much of the current contact between radical groups and potential recruits is 

through the internet. The ability to recruit individuals from abroad makes radical groups quite 

dangerous as the recruits can carry attacks within their location or travel to target locations 

without even meeting their recruiters (Turner, 2018).  Two of the common strategies used by 

radical groups during recruitments are (Turner, 2018): 

i. The Role Model: An exceptional individual is portrayed on online platforms and 

potential recruits expected to follow in his/her path given their exceptional role model 

nature. 

ii. The Sister/Brother: A potential recruit is approached by an individual pretending to 

have had similar life experiences hence appear as a sister/brother for the potential 

recruit to confide in during difficult times. 

Apart from the above-mentioned recruitment strategies, there exist other approaches that are 

much more specifically tailored towards radicalization. A report on radicalization by the United 

Nations Office on Drugs and Crime UNODC (UNODC Education for Justice, 2018) mentions 

some of these approaches as:  

i. The Net: violent radical and terrorist organizations distribute undifferentiated 

propaganda to a target audience considered homogeneous and susceptible to 

propaganda, such as video clips or tweets. 

ii. The funnel: includes a gradual strategy to target individual individuals considered ready 

for recruitment, using psychological strategies to improve commitment and dedication. 

Even targeted kids who are resistant to full recruitment will build optimistic outlooks 

on group activities and, 

iii. Infection: when it is impossible to enter the target demographic, a 'player' may be 

deployed to seek recruitment from within, using direct and personal appeals. Appealing 

to grievances, such as marginalization or social dissatisfaction, can reinforce the social 

ties between the recruiter and the targets. 

The techniques used in detecting online radicalization are summarized into two depending on 

the original sources of the data used. These two are the Link Based Bootstrapping approach 

and the Text Classification Techniques. 

2.3.1 Link Based Bootstrapping (LBB) 

Link-based bootstrapping techniques are among the most commonly used to identify 

radical material online. The technique concentrates on various Internet modalities, including 

websites, forums, and online forums. Next, they classify a collection of seed URLs from 
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authoritative sources. The URLs are then expanded using backlink search and favourite links 

to accumulate related URLs. LBB assumes that extremist websites link to each other and form 

some sort of a bigger group structure. Web crawlers are used to manually download, collect, 

and analyze the content (UNODC Education for Justice, 2018). 

2.3.2 Text Classification Techniques 

Text classification techniques revolve around classifying texts either manually or 

automatically as being radical or not. The techniques rely heavily on the use of data from 

popular chat forums and sites known to be used by radical groups for carrying out 

radicalization. Multiple publications have been written to describe the various implementations 

of this technique.  

A paper written by Weber and Darwish describes the use of a bag of words feature 

representation approach in building a binary classifier aimed at predicting future support or 

opposition for ISIS (Weber, Darwish, & Magdy, 2016). This approach also made use of Twitter 

data i.e. individual terms, hashtags, and user mentions. At a personal, historic level, the 

researchers managed to predict future support or opposition of a user for ISIS with 87% 

accuracy using an SVM based classifier. 

Another research by (Huang, Fu, & Chen, 2010) presents alternative implantation of 

the text classification technique that can be used as a text-based video content classifier for use 

on online video sharing sites. They create a testbed of 224 positive and negative videos with 

text titles, manually tagged by to evaluate their approach. They used four feature sets: content-

specific features(word and character n-grams, video tags and categories), lexical(character-

based, word-based), syntactic(frequency of function and punctuation words), and feature 

selection strategy (using Information Gain) as training data for their classifiers. They report the 

best accuracy results on an SVM classifier with the content-specific features. 

2.4 Machine Learning for Text Classification 

Machine learning as a branch of artificial intelligence that systematically applies 

algorithms to synthesize the underlying relationships among data and information (Mariette & 

Khanna, 2015). These algorithms alongside other tools help develop a machine learning model 

that relies on mathematical computations and some example inputs (training data) and to make 

some predictions or decisions. With the model, an input can be mapped to a range of outputs 

depending on a given set of rules or conditions.  
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Figure 2.1: Structure of a Machine Learning Algorithm (Brownlee, 2019) 

The goal is to develop relevant models that learn and perform without human assistance. 

Instead of static programming that tells the computer what to do, this approach will construct 

algorithms that can learn from the provided data.  

Sentiment Analysis is a technique that uses Natural Language Processing to extract, 

identify and characterize the sentiment of a text set (Gupta, 2018). The main machine learning 

methods used in sentiment analysis fall under Supervised Learning since the data used 

developing a model has a label appended to it to indicate its polarity/sentiment or class.  To 

determine how well a method performs, the results from a supervised learning approach are 

normally visualized in what is called a confusion matrix, also known as an error matrix. It is a 

two by two matrix containing the number of false negatives, false positives, true positives, and 

true negatives (Stehman, 1997). 

Table 2.1: Structure of a Confusion Matrix 

 Predicted (0) Predicted (1) 

Actual (0) True Positive (TP) False Negative (FN) 

Actual (1) False Positive (FP) True Negative (TN) 

 

i. True positive: Instances correctly predicted as Positive i.e. 0. 

ii. True negative: Instances correctly predicted as Negative i.e. 1. 

iii. False-positive: Instances wrongly predicted as Positive, yet the true class should 

be Negative. 

iv. False-negative: Instances wrongly predicted as Negative, yet the true class should 

be Positive. 

Training Data 

Testing Data 

Machine 

Learning Model 

Results 
Hypothesis 
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The four values obtained from the confusion matrix can then be used to calculate various 

performance measurements of a machine learning model used for text classification (Upender, 

2018).  These measurements are: 

The accuracy of the model 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
     

The precision of the model i.e. the ratio of correctly classified tweets to the total number of 

tweets classified under a particular category (Feldman & Sanger, 2006) is given by: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
      

The recall of the model i.e. the number of correctly classified tweets among all tweets in 

belonging to a given category (Feldman & Sanger, 2006) is given by: 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
     

The F-Score i.e. the weighted harmonic average of the test's Precision and Recall (Feldman 

& Sanger, 2006), is given by:  

𝐹 − 𝑆𝑐𝑜𝑟𝑒 =
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑎𝑐𝑙𝑙
 𝑥 2    

 

With regards to text classification, specifically sentiment analysis, one can use the classical 

machine learning algorithms or the modern deep learning-based algorithms to develop a text 

classifier. The following section covers the implemented machine learning algorithm as well 

as alternative classical algorithms commonly used in the field of sentiment analysis. 
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2.4.1 Artificial Neural Networks 

Artificial Neural Networks are a set of algorithms that closely resemble the human brain 

and are designed to recognize patterns by analyzing and processing information received from 

the input layer (Mittal, 2019). In a given network there are two main layers i.e. the Input and 

Output layers. Also, on the network exists neurons which are tiny units arranged in a series of 

layers. The figure below shows a general artificial neural network structure. 

 

 

 

 

 

 

 

 

 

Figure 2.2: Artificial Neural Network Structure 

The input layer is designed to receive different forms of information world and then recognize, 

interpret and classify. The output layer sits on the opposite end of the network awaiting the 

result of the process. In between the input and output layers are hidden layers that perform 

most of the work determining how to process the information fed in as inputs. The connections 

between one layer and the next are known as weights and can be either positive or negative. A 

layer receives inputs from the layers to its left, and the inputs are multiplied by the weights of 

the connections.  

With the growth machine learning techniques being used in automation of most 

processes including text classification, there have been works done to illustrate how this can 

be achieved. An approach of knowledge-enhanced neural networks for sentiment analysis 

(Chen, 2019) demonstrates how existing sentiment analysis systems aren't suitable in 

identifying aspect-opinion pairs and propose a novel framework approach using artificial 

neural networks to address the identified gaps. Another article on automated text classification 

by (Ghiassi, Arnuado, & Moon) describes how current classification techniques rely mostly on 

Naïve Bayes, k-Nearest-Neighbor (kNN), Support Vector Machines (SVM) and propose how 

a dynamic artificial neural network can be used as scalable classification strategy without 

always having to set classification parameters. 

Input layer Hidden layer Output layer 
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There exists a variety of implementations of an artificial neural network such as (Tch, 

2017): Feed Forward, Recurrent Neural Network, Convolutional Neural Network, Generative 

Adversal Network, and much more. For the proposed approach of this research, the Recurrent 

Neural Network specifically its Long Short-Term Memory implantation was the most suitable 

option given the text classification problem at hand. 

 A Recurrent Neural Network can be defined as a feed-forward network with a memory 

component within for storing the output from layers to be reused in the input (Mittal, 2019). A 

feed-forward network has the data move in only one forward direction from the input layer 

until it reaches the output layer. The sum of the products of the inputs and weights is calculated 

during data movement and the result passed to the output layer for processing and presentation 

of results. The term recurrent implies the network performs the same function for every input 

of data while the output of the current input depends on the past one computation (Mittal, 

2019).  

 An LSTM network is a modified version of recurrent neural networks, which makes it 

easier to remember relevant data in memory by providing a solution to the fading gradient 

problem experienced when using feed-forward RNN architectures (Olah, 2015). LSTMs are 

designed to avoid the long-term dependency problem by choosing what to remember as data 

moves along the neural network. In a given network an LSTM block has three inputs and two 

outputs depicted in Figure 2.4. 

 

 

 

 

 

 

 

 

Figure 2.3: LSTM Block (Rathor, 2018) 

 

To regulate information flow and change of memory contents, LSTMs use a series of three 

gates within each block, two vector operations (Element Wise Multiplication and an Element 

Wise Summation), two activation functions i.e. Sigmoid and Tanh function. The three LSTM 

gates handle various functions within the block i.e. By using the sigmoid function, the, forget 

gate decides which information to be omitted from the cell in that particular timestamp. The 

Memory from 

current block 
Memory from 

previous block 

Output from 

previous block 

Input Vector 

LSTM Block 

Output from 

current block 
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input gate then decides how much of this unit is added to the current state while the output gate 

determines which part of the current cell makes it to the output to be used as one of the inputs 

in the next block. 

 

Figure 2.4: LSTM Gates (Rathor, 2018) 

 

2.4.2 Support Vector Machines 

Support Vector Machine is a discriminative classifier defined by a separating 

hyperplane i.e. given labeled training data the algorithm outputs an optimal hyperplane that 

categorizes new examples (Reddy, Sentiment Analysis using SVM, 2018). In two-dimensional 

space, this hyperplane is a line dividing a plane into two parts wherein each class lay on either 

side. Support vectors are data points that are closer to the hyperplane (points that are close to 

the opposing class) and influence the position and orientation of the hyperplane. Hyperplanes 

are decision boundaries that help to categorize data points. Data points falling on either side of 

the hyperplane might be likened to different classes (Patel, 2017). The SVM algorithm aims to 

establish a hyperplane that gives the largest margin to training samples. Points falling closer to 

the hyperplane are called support vectors. 

 

 

 

 

 

 

 

 

Figure 2.5: Optimal Hyperplane and Support Vectors 
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Figure 2.6: SVM Margins 

 

Equation of the hyperplane is given by: 

𝑓(𝑥) = 𝑤𝑇𝑥 + 𝑏    Equation (2.1) 

At the hyperplane, the target value is equal to 0 (Liu, 2007). Therefore, the equations of the 

two planes at each of the support vectors is given by: 

For a target value equal 1 

𝑤𝑇𝑥 + 𝑏 = 1     Equation (2.2) 

and for a target value equal to -1, 

𝑤𝑇𝑥 + 𝑏 = −1    Equation (2.3) 

SVM supports regression and classification tasks and can handle multiple continuous and 

categorical variables (Reddy, Sentiment Analysis using SVM, 2018). SVM uses an iterative 

training algorithm to construct an optimal hyperplane, which is used to minimize an error 

function (Hill & Lewicki, 2007). 

  

Small Margin Large Margin 
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2.4.3 Naive Bayes 

This is a probabilistic machine learning model that’s used for classification tasks and 

is based on the Bayes theorem (Gandhi, 2018). Below is the general Bayes equation. 

𝑃(𝐴|𝐵) =
𝑃(𝐵|𝐴)𝑃(𝐴)

𝑃(𝐵)
   Equation (2.4) 

The probability of A happening can be determined, given that B has occurred. B is the evidence 

and x is the hypothesis. The assumption made is that the features are independent of each other 

i.e. presence of one particular feature does not affect the other. Types of Naive Bayes 

Classifiers include Multinomial Naive Bayes, Bernoulli Naive Bayes, and Gaussian Naive 

Bayes (Gandhi, 2018). Based on this classifier a more general classifier known as Statistical 

n– Gram Modeling can be formed. This modeling technique is more accurate with regards to 

text classification. The technique considers dependence between adjacent words (Peng, 2003). 

2.4.4 Text Classification Process 

This is the process of classifying a text statement into a pre-defined class (Joachims, 

1998). With regards to this research, the text statement is a tweet and the category is a value 

indicating if the tweet is radical or non-radical. The process occurs in the following steps: 

reading tweet datasets, feature extraction, and creation of a model. Figure 2.1 illustrates how 

these steps are applied when training a machine learning model while Figure 2.2 illustrates 

how a piece of text is classified when it is passed onto a developed text classification model. 

 

 

 

 

 

 

 

 

 

 

Figure 2.7: Text Classifier Development (Geitgey, 2018) 
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 Pre-Processing 

This is the process in which the data is transformed, or encoded, to get it to such a state 

that the computer can now parse it easily (Pandey, 2019). When handling this step, there are 

various steps/stages which the data goes through. In the related works under text classification 

techniques for detection of radicalization (Weber, Darwish, & Magdy, 2016); the preprocessing 

is summarized into two major steps i.e. noise removal and tokenization. For this research, an 

additional normalization step is added hence three steps were followed as illustrated in figure 

2.3 below.  

 

 

 

 

 

 

 

Figure 2.9: Pre-processing Stages 

 

The raw tex data will first go through Noise Removal to ensure all unwanted characters and 

stopwords are removed. The output is then Normalized to ensure uniformity of all text instances 

such as having all text be in lower case form. The normalized text is then broken up into small 

units in a process referred to as Tokenization. By introducing normalization in pre-processing 

there is room for improving class prediction accuracy (Ganesan, 2019). 

Figure 2.8: Text Classification Process 
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 Feature Vectors and Document Representation 

A feature vector is an n-dimensional vector of numerical features that represents some 

object (Eibe & Witten, 2005). Algorithms used in machine learning require a numerical 

representation of feature vectors as this facilitates mathematical computation and statistical 

analysis. Feature selection is the process of selecting a subset of the terms occurring in a 

document and using only this subset as features in text classification (Selamat & Zainuddin, 

2014). Features may include word count, presence of words, presence of punctuation marks, 

and time-based features such as when a tweet was published. Feature selection methods fall 

under three categories (Gajare, 2019). The first is the filter method which uses chi-square or 

information gain techniques for selection. The second is the wrapper method that relies on 

heuristics using either Recursive Feature Elimination, Forward Selection, or Backward 

Selection for selecting features. The third is the embedded method that learns which features 

from the dataset and tries to produce features that best contribute to the accuracy of the 

classification model. For this research, the embedded model was preferred due to the 

requirement of learning feature vectors. 

After feature selection, weights are applied to features using a chosen weighting scheme. There 

exist a number of weighting schemes (Reddy, Sentiment Analysis using SVM, 2018), these 

include: Word Embeddings; Word Frequencies with TF IDF Vectorizer; Bag of Words Model 

(Boolean Scheme) and Word Counts with Count Vectorizer. 

Bag of Words (BoW) 

A text is described in this model as the bag (multiset) of its words, disregarding 

grammar and even word order but retaining multiplicity hence the size of the BoW dimension 

will be directly proportional to the size of the corpus used (Singh P. , 2019). Once a vocabulary 

of known words from a corpus is formed, words within a sentence within the corpus are 

represented as either 1 or 0 depending on whether they are present in the corpus or not. Given 

a corpus of sentences: ‘This is a good child’ & ‘This was a bad child’ the vocabulary would 

be: ‘this, is, a, good, child, was, bad’ that can then be represented as seven numerals i.e. ‘this:1, 

is:2, a:3, good:4, child:5, was:6, bad: 7’. The feature representations of the tow sentences will 

then be as illustrated in Table 2:2 below: 
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Table 2.2 BoW Presentation 

Corpus Vocabulary This Is A Good Child Was Bad 

 1 2 3 4 5 6 7 

Sentence 1 1 1 1 1 1 0 0 

Sentence 2 1 0 1 0 1 1 1 

 

Given the 0 or 1 presentation used by BoW, every word in a document is assumed to be 

independent hence it does not allow for the presentation of similar words (Singh P. , 2019). 

Additionally, BoW results in an extremely sparse matrix, since there is a nonzero value in the 

dimensions corresponding to the terms in the sentence. 

 Word Embeddings 

A word embedding converts a word to an n-dimensional vector (Cam-Stei, 2019). 

Words that are related such as ‘desk’ and ‘table’ map to similar n-dimensional vectors, while 

dissimilar words such as ‘car’ and ‘pen’ have dissimilar vectors. Through this representation, 

a word’s meaning is reflected based on its embedding hence a machine learning model can 

learn how words in a given document relate to each other.  The benefit of this method is that a 

model trained on the word ‘desk’ will be able to react to the word ‘table’ even if it had never 

seen that word in training. To tackle the high dimensional issues, word embeddings use pre-

defined vector space such as 200 to present every word. The vector space dimension is fixed 

regardless of the size of the corpus. Most word embedding dimension varies between 8 

dimensional (for small datasets), up to 1024 dimensions when working with large datasets. 

Higher-dimensional embeddings can capture detailed relationships between words but take 

more time to learn. The vector space then has each word as a vector represented with values 

within the defined dimension. To determine the vector representation values, two techniques 

can be adopted depending on factors such as time resource needed and accuracy (Kulshrestha, 

2019) These are the Continuous Bag of Words (CBOW) approach and the Skip-gram approach. 

When using the Continuous Bag of Words method, a neural network is used to inspect 

the immediately surrounding context words and predict a target word that comes in between. 

The Skip-Gram method, on the other hand, uses a neural network to inspect the target word 

and predict the immediately surrounding context words. For regular terms, CBOW works much 

faster and has a slightly better accuracy while Skip-gram works well with small quantities of 

data, and even with uncommon words or phrases (Chia, 2018). 
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 Term Frequency Inverse Document Frequency 

The TF IDF (Term Frequency Inverse Document Frequency) scheme is the most 

popularly used with regards to text classification tasks. It can be calculated by getting the 

product of the TF value and the IDF value. TF of a word denoted as c is the frequency of that 

word in a given document denoted as d (Bartosz, 2018). 

 

𝑇𝐹 =
𝑜𝑐𝑐𝑢𝑟𝑟𝑒𝑛𝑐𝑒𝑠 𝑜𝑓 𝑤𝑜𝑟𝑑 

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑖𝑛 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡
 

IDF of a word c is the measure of its significance in a collection of documents which in this 

case would be the corpus used in constructing the model (Bartosz, 2018). 

 

𝐼𝐷𝐹 = 𝑙𝑜𝑔
𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠

𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡 𝑤𝑖𝑡ℎ 𝑤𝑜𝑟𝑑
 

 

The TF-IDF is what’s referred to as the weight of a given word/term in a collection of 

documents. The weight of each term can then be computed using different weighted schemes 

namely Boolean value, Term Frequency (TF), Inverse Document Frequency (IDF), Term 

Frequency, and Inverse Document Frequency (TFIDF). TFIDF scheme is the most widely used 

when computing the weight value of each term. Given a document denoted as doc i, the weights 

of words in the document can be described as  Wi1, Wi2, Wi3, … Wij, … . . Wn    where Wij  is the 

is TFIDF value of j th term in an n-dimensional vector space. A statistical language model is a 

probability distribution over sequences of words (Singh, Devi, & Anjana, 2017). This 

technique is mostly used in application areas such as speech recognition, machine translation, 

document classification, optical character recognition, information retrieval, and handwriting 

recognition. The most commonly used technique in the statistical language model is the n-gram 

language model. The n-gram language model assumes that the probability of a word appearing 

in a document depends on the previous n words (Singh, Devi, & Anjana, 2017). The probability 

P(W1, W2, W3, … … . . Wm ) of observing the sentence W1, W2, W3, … … . . Wm is approximated 

as: 

P(W1, W2, … … . . Wm) =  ∏
m 

i = 1
(W1|W1, … … … … Wi−1) 
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2.5 Related Work 

There has been a research work done concerning sentiment analysis and text 

classification using Twitter as a source of data. This section reviews additional research 

projects done concerning sentiment analysis using machine learning algorithms. 

2.5.1 Sentiment Analysis Using Polarity Dictionaries      

In their work on the use of polarity dictionaries (Agarwal, Xie, Vovsha, Rambow, & 

Passonneau, 2011), they proposed an approach where tweets were classified as being negative, 

neutral or positive using features were based on the polarity of words. This was determined by 

using dictionaries like WordNet which assigns each word a score between 1 and 3. Other 

features include feature count and presence of exclamation marks and capitalized text. The 

polarity of words features, counting, and presence of exclamation marks and capitalized text 

formed what was called senti-features. In the experiments using an SVM classifier and unigram 

features, the researcher got 71.36% accuracy. In a second approach, unigram features were 

combined with senti-features and the accuracy result increased to 75.39% showing the 

contribution of the senti-features for tweets sentiment classification. 

2.5.2 Twitter Sentiment Classification using N-grams 

Bigrams were used to classify tweets that contain negated phrases like “not good” or 

“not bad” (Go, Bhayani, & Huang, 2009). An n-gram is a language modeling technique 

whereby a sequence of words is used to predict the next term in the sequence. For this study, 

the researchers used bigram i.e. a sequence of two adjacent terms. For machine learning 

algorithms for text classification, they used Naive Bayes, maximum entropy, and SVM for text 

classification. Emoticons were stripped out from the training data since they introduced a 

negative impact on the accuracy of the maximum entropy and SVM classifiers. This approach 

allowed the classifiers to learn from other relevant features they use like unigrams, bigrams, or 

part of speech. 

2.5.3 Twitter Trending Topic Classification      

Twitter trending topics were classified into 18 different categories like sports, politics, 

technology, etc. A bag of words approach for text classification was used whereby for each 

topic, a document was made from trend definition and a varying number of tweets. The 

tf−idf weights were computed for each word. The tf−idf measure allowed evaluating the 

importance of a word to a document. This tf−idf was used to filter out common words. For 

each of the 18 labels, topmost 500 or 1000 frequent words with their tf−idf weights were used 
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to build the dataset for model development. The best accuracy was obtained from using the 

Naive Bayes Multinomial classifier (65.36%) which performed better than the native Naive 

Bayes (45.31%) and SVM (61.76%) classifiers (Lee, Palestia, Narayanan, Agrawal, & 

Choudhary, 2011). 

2.5.4 Real-time sentiment analysis for the detection of terrorist activities in Kenya 

A model was developed to establish crime patterns associated with terrorist activities 

using sentiment information deduced from twitter data. Tweets were collected in a span of 

seven days and stores in an SQL database. A dictionary used for classification was developed 

to train the model alongside collected data using both Bayes and Support Vector Machine 

algorithms. This approach however required a predefined classification scheme i.e. use of a 

dictionary hence score would be impacted by missing adequate training data. The final 

developed model performed classification using an ordinal scale and achieved an accuracy 

score of 73% (Ngoge, 2016). 

2.6 Proposed Approach 

The methods identified for use in detecting radicalization rely heavily on the use of 

human intervention as a final decision making element. The Link Based Bootstrapping, for 

instance, needs human personnel to manually download and look into data from suspected 

radicalization websites URLs. The alternative text classification method also relly on the use 

of the Bag of Word feature representation approach which as discussed sufferers various 

limitations. Finally, all of the identified locally used techniques in identifying radical groups 

are too manual needing close human supervision/guidance. 

I  proposed an automated text classification approach that aims to provide a solution to 

the limitations of the above-identified techniques. Our approach used the embedding feature 

representation technique to generate machine learning features that I then used to build an 

artificial neural network classifier for sentiment analysis. 
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2.7 Conceptual Framework 

Below is a conceptual framework for the research. The framework is based on the 

literature review and the identified gaps/opportunities. Relevant datasets in the form of tweets 

will be collected from open source data repositories stored. The data was then be pre-processed 

and used to generate needed embeddings as well as to train the text classification model 

applicable in use for detecting radicalization. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.10: Conceptual Framework 
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Chapter 3 Research Methodology 

3.1 Introduction 

This section describes the various methods and procedures that will be used in carrying 

out this particular research. This research will be guided by the objectives set in chapter one. 

This research will borrow knowledge from previous related approaches as well as borrow the 

knowledge of the techniques used in those previous approaches. Historical tweet posts that 

have been classified as positive for relaying radicalized communication, as well as newly 

collected tweets, will be used as primary data for training the model. A number of experiments 

were designed to validate the model and determine the approach to adopt. 

3.2 Research Design   

Research design is the structure that the research process follows in terms of data 

collection, analysis of data, and evaluation of results to answer research questions and achieve 

research objectives. This research will follow an experimental design approach involved the 

identification of research objectives, the building of sentiment analysis model, validation of the 

model using a number of experiments to ensure the best performance (Creswell, 2014). 

3.3 Datasets and Data Collection 

To build an adequate dataset of various tweets, this research relied on data obtained 

from two sources that contained Twitter data available to the public for research and analysis 

purposes. The reason for using second-hand data was mainly to save on resources i.e. time 

since the collection of similarly sized first-hand data would take longer and, secondly the data 

obtained had enough instances needed to create a large dictionary set that was vital when 

creating word embeddings.  This set of data was used in forming the corpus used in implanting 

this research’s proposed solution. Additionally, a third dataset was also obtained to facilitate 

two of the validation experiments. The third set was location-specific to have relevant word 

representation for a given location as people tend to use words differently in various regions; 

this helped to show that how a  model can be customized to classify tweets in a given 

region/location just by changing the input to its embedding layer during training. This 

additional dataset was thus explicitly mined from twitter giving into consideration the location 

geotags and other boundary defining parameters that could assist in defining the boundaries of 

which to mine the data. The data sources were: 
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3.3.1 Kaggle Data Repository 

The dataset of interest from this repository is titled How ISIS Uses Twitter. It contains 

over 17,000 tweets from 100+ pro-ISIS fanboys from all over the world since the November 

2015 Paris Attacks (How ISIS Uses Twitter, 2016). Some of the attributes of interest in the 

dataset were: Username, Location, Date, and timestamp of the tweet and The tweet itself 

3.3.2 Sentiment 140 Project 

This was a project by Stanford University aimed at improving analysis in the field of 

natural language processing (Go, Bhayani, & Huang, 2009). The dataset has 1,600,000 tweets 

extracted using the Twitter API. The tweets have been labeled as 0 for negative, 2 for neutral, 

and 4 for positive. Of interest to this research was the positively labeled tweets to help in 

creating positive instances of the training corpus used for model construction. The assumption 

made here was: a tweet exhibiting a positive sentiment is unlikely to be radical thus would be 

different from a radical tweet is not just in terms of the sentiment but also in terms of choice 

of words used in the tweet. Around 17,000 instances labeled 4 were chosen during corpus 

construction. These instances were later labeled as 1 to depict instances of non-radical posts on 

the social networking platform.  

3.3.3 Mining Data from Twitter           

To create the relevant datasets for developing adequate word embeddings, this research 

relied on Twitter API to assist with data mining. Twitter has two APIs that can be used by 

developers to collect tweets using: The Streaming API and the Representational State Transfer 

(REST) API. Both APIs require the use of Open Authentication (OAuth) to allow applications 

to get access to them and issue responses in JavaScript Object Notation (JSON) format. 

Advantages of Streaming API: 

i. The Streaming API allows developers to process tweets in real-time, continuously 

delivering responses in JSON format over long-lived HTTP connections (Twitter, 

2019).  

 

Advantages of REST API: 

i. The REST API enables developers to read and write Twitter data.  

ii. The REST API enables developers to query against indices of recent tweets up to 7 days 

old.  

To interface with the API, a python library, Tweepy was used to allow for specifications of 

various parameters to aid in the collection of tweets during the development and 
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implementation of the model. This library allows for the use of a variety of search parameters 

as depicted in the table below to improve relevance during data mining on Twitter. 

3.4 Dataset Pre-processing 

Data obtained through twitter usually contains a lot of unuseful information in its raw 

form. This is not suitable for machine learning as it can have adverse effects on a model's 

ability to classify instances accurately. Moreover, it can alter the accuracy of results, and 

therefore preprocessing the dataset is necessary. To solve for this the following preprocessing 

steps described in Chapter two were carried out: These were: Noise Removal, Normalization, 

and Tokenization. Given the various information one can consider as noise, I opted to only 

remove the following elements during the noise removal step: 

i. Remove Retweet tag and Username. 

ii. Remove all URLs links. 

iii. Removal of HTML character codes rendered during the collection of tweets. 

iv. Removal of Stop-Words. This is generally the most common words in a language such 

as “the”, “is”, “a” etc. 

After preprocessing, the results were stored in a comma-separated values (csv) files with a 

column for the tweets in their raw form as well as a column for the final tokens generated from 

each tweet. 

3.5 System Development Methodology 

The prototype this research proposed was developed using the Rapid Application 

Development (RAD) system development methodology. RAD is a lifecycle used for the 

development of software which provides faster development and also gives high-quality 

software than by using traditional software development lifecycle. RAD facilitates 

organizations in the development of software faster and it also helps reducing development 

cost and maintains the quality of software (Naz & Khan, 2015). 
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3.5.1 Phases of RAD 

Below is a diagram and description of the four phases of this methodology: 

 

 

 

 

 

 

 

 

Figure 3.1: Phases of RAD 

 

 Requirements planning 

With regards to this research this phase involved:  

i. The definition of the research problem. 

ii. Understanding existing solutions using similar techniques. 

iii. Identifying gaps in existing solutions. 

iv. The definition of requirements of the proposed sentiment analysis model. 

 

 User Design 

This involved the development of a blueprint of the proposed prototype using Unified 

Modeling Diagrams (UML) to illustrate the various components of the proposed prototype. 

 

 Rapid Construction     

Based on the designs from the design phase the model was developed using Python 

programing language. Pandas Library for Python will provide data structures to help in the 

analysis of the datasets. The Tensorflow-Library which is a free software machine learning 

library for the Python will be used to implement various machine learning algorithms. 

 Cutover/Transition 

After successful construction and approval from relevant bodies/institutions, the model 

can be implemented to help detect radicalization on the social media platform, Twitter. 

Cutover Construction User Design 
Requirements 

Planning 

Refine Test 

Prototype 
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3.5.2 Reasons for choosing RAD 

The methodology was chosen given it is convenient as it allows for quick development 

of prototypes at high quality and fewer costs. RAD also allows for the reusability of 

components due to modularity and prototyping which allowed for multiple iterations during 

development to ensure the final iteration had achieved its highest possible accuracy. 

3.6 Research Quality 

The quality of this research was based on the accuracy of the model in classifying labeled 

tweets. A testing set that contains labeled tweets was used to evaluate the model and produce 

results for the confusion matrix. The set of four comparison categories within the confusion 

matrix was used to calculate various performance parameters. These categories were: 

i. True Positives (TP) – Correctly classified positive tweets. 

ii. True Negatives (TN) – Correctly classified negative tweets. 

iii. False Positives (FP) – Incorrectly classified positive tweets. 

iv. False Negatives (FN) – Incorrectly classified negative tweets. 

 

The accuracy of the model was then determined using the formula below:  

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
    Equation (3.1) 

The precision of the model i.e. the ratio of correctly classified tweets to the total number of 

tweets classified under a particular category (Feldman & Sanger, 2006) is given by: 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
     Equation (3.2) 

The recall of the model i.e. the number of correctly classified tweets among all tweets in 

belonging to a given category (Feldman & Sanger, 2006) is given by: 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
     Equation (3.3) 
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The F-Score i.e. the weighted harmonic average of the test's Precision and Recall (Feldman & 

Sanger, 2006), is given by:  

 

𝐹 − 𝑆𝑐𝑜𝑟𝑒 =
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑎𝑐𝑙𝑙
 𝑥 2   Equation (3.4) 

 

3.7 Performance Visualisation 

Tables and graphical representations were used to illustrate the model performance. 

Tables were used to display the accuracy, precision, recall, F- score values of the model and to 

displays test results when comparing with other alternative models. Graphs were used to plot 

the Accuracy and Loss values during different pass-throughs of the training ad testing data 

during model development. The graphs helped illustrate the improvement of the model an also 

its peak point where no more training ant testing was required as it would not benefit further. 

3.8 Model Validation 

To validate the approach taken by this research, two experiments were carried out to 

provide a basis for comparison of performance metrics.  

3.8.1 Experiment 1: Using Alternative Machine Learning Algorithms 

This experiment aimed to compare the performance of the LSTM model proposed by 

the researcher with other machine learning algorithms  i.e. Naïve Bayes and Support Vector 

Machine using the similar dataset for both training and testing 

3.8.2 Experiment 2: Using Different Word Vocabularies 

This experiment aimed at testing how different vocabularies trained/developed by 

third-party datasets can be used in the prediction model and how they would affect the accuracy 

scores. This would also demonstrate the ability to customize the model to specific locations 

without having to retrain the entire model from scratch. 
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3.9 Ethical Considerations  

This research aims to utilized publicly available online data from social networking 

platforms, Twitter. The data will be collected and modified only by the act of pre-processing 

to allow for easier study and analysis. Additionally, the research was granted an ethical 

approval certificate by a research ethics review committee and a research permit from the 

National Commission for Science, Technology, and Innovation, Kenya. 
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Chapter 4 Design and Architecture 

4.1 Introduction 

This chapter describes the overall architecture and detailed design of the proposed 

solution by incorporating various requirements. UML diagrams will be used to: describe the 

general architecture of the solution, provide a detailed description of each component of the 

solution, and to illustrate user interaction procedures with the various components. 

4.2 Design 

Given the main objective of this research is to develop a model for detecting 

radicalization on Twitter; this section outlines the various requirements needed by the proposed 

solution. 

4.3 Functional Requirements 

The functional requirements are: 

i. The prototype should allow a user to enter keywords to be used as search parameters in 

the retrieval of twitter data to be classified. These include User Account names, 

Location names/coordinates, and Topic Hashtags. For example to classify tweets in a 

given location, one would have to specify this to the system.  

ii. The prototype system should retrieve tweets from Twitter using the Twitter Search API 

matching the keywords specified by the user. 

iii. The prototype system should preprocess the retrieved tweets to have them ready for 

classification. 

iv. The prototype system should then feed the tweets to them a model for classification. 

The model also handles text tokenization and text padding  
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4.4 Non-Functional Requirements  

4.4.1 Persistent Storage  

The porotype solution should provide permanent storage for tweets both used as 

training and testing data as well as user queries. Such data can be used as evidence in court 

cases or for tracking radicalization activities hence should also be easily retrievable at a 

moment’s notice. 

4.4.2  Data Integrity 

The prototype should in no way alter the integrity of the messages within tweets during 

the various data cleaning processes such as stemming. 

4.4.3 Scalability 

The prototype should allow for dynamic scalability based on the amount of data available 

i.e. size of training and testing corpus. This should not adversely hinder the performance of the 

prototype in terms of the accuracy of the results produced. 

4.5 Architecture 

The system architecture illustrated in Figure 4.1 shows the general layout of the twitter 

radicalization detection prototype system which is based on the finding of this research. The 

classification process begins when a user inputs a user account handle to guide in retrieval 

relevant tweets from a user of interest. Apart from providing a username as an input, one can 

provide other accepted retrieval parameters such as locations and topic tags (hashtags) to widen 

the scope of which to detect instances of radicalization. The tweet collection module then 

streams and saves the relevant tweets as per the provided parameters. The tweets undergo pre-

processing and are then stored into a csv file for use later in a Pandas data frame. Once 

imported into a data frame, the tweets are then transformed into vectors and used for the 

detection process. The transformed representation is then fed as an input to the classifier and 

hence a tweet is classified by being awarded a score. The score between 0 and 1 and as such is 

rounded off to be either 0 or 1 to imply a corresponding class labeled for each value. The class 

label is then presented back to the user. 
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Figure 4.1: System Architecture 
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4.6 Use Case Diagram 

Use case diagrams are used to illustrate the interaction between various actors and the 

prototype system. Figure 4.2 illustrates these interactions between the various actors and the 

proposed radicalization detection prototype.  

 

 Figure 4.2: Use Case Diagram 
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4.6.1 Use Case Diagram Description 

This section provides comprehensive descriptions for the use cases in Figure 4.2 in a 

two-column fully dressed format.  

 

Use case: Search. 

Primary Actors: User, Twitter API 

Pre-conditions: User has access to the internet on platform/device being used. 

Postconditions: Search parameters are generated and passed onto Retriev Use Case. 

 

Use case: Retrieve Tweets 

Primary Actors: Twitter API. 

Pre-conditions: Search use case completed successfully. 

Postconditions: Tweets are fetched from twitter based on search parameters. 

 

Use case: Initiate Detection 

Primary Actors: User, System 

Pre-conditions: Retrieve use case completed successfully. 

 

Use case: Pre-Process 

Primary Actors: User, System. 

Pre-conditions: Retrieve use case completed successfully. 

Postconditions: Unwanted data(noise) is removed from tweets. 

 

Use case: Classify Tweets 

Primary Actors: System. 

Pre-conditions: Transform use case completed successfully. 

Postconditions: A test case is given a label based on predicted class. 

 

Use case: Receive Class 

Primary Actors: User. 

Pre-conditions: Classify Tweets use case completed successfully. 

Postconditions: User view the class i.e. Radical or Non-Radical. 
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4.7 Sequence Diagram 

The sequence diagram depicted in Figure 4.3 below shows the sequence of various 

interactions between the user and the prototype as well as various interactions of internal 

components within the system. The user provides an account handle, keywords, 

location(geotag), or topic tag(hashtag) to facilitate data collation and thus form a corpus which 

is later fed into the detection prototype; the provided input is used as a parameter for the search 

() function.  Collected tweets are then saved into a csv file. The user then initiates the detection 

process. The collected tweets then read into a data frame for pre-processing using the load () 

and clean_data () functions. The output is then fed into the transform () function to produce a 

numerical representation of the documents(tweets). The numeric representation is then fed into 

the classifier () function which returns a class i.e. radical or non-radical. The clean_data (), 

transform (), and classify () functions are repeated for all instances of collected tweets. The 

user then views the detection results using the view_result() function. 

 

Figure 4.3: Sequence Diagram 
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4.8 Context Diagram  

The context diagram as depicted in Figure 4.4 illustrates the various inputs and outputs 

from the prototype to the entities. The main entities interacting with the proposed prototype is 

the user(s). The user(s) issues a prediction request to the model which classifies the tweets and 

returns the labels of the tweets to the user. The second main entity is the Twitter API which 

facilitates the streaming of tweets from the online platform. 

 

Figure 4.4: Context Diagram 

 

4.9 Level 0 Data Flow Diagram  

The level 0 DFD in Figure 4.5 below provides a more detailed view of the prototype’s 

processes. The arrows indicate the flow of data between various components of the DFD. 

Process 1: Collect Data receives a stream request alongside relevant parameters from the user 

and passes the request to the Twitter Search API. The API validates the relevant credentials 

and streams the tweets to the user. These are then stored into a csv file in data store D1. 

Process 2: Clean Data receives a detection request from a user, reads the csv file from data 

store D1 into a data frame and cleans them, and then stores them as cleaned data in data store 

D2. 

Process 3: Transform reads cleaned data from data store D2 and transforms them into a 

numerical format that is suitable for machine learning.  

The numeric representation is then fed into Process 4: Classification which labels the tweets 

as per the predicted nature of the data by the machine learning classifier. 

Process 5: Results provide feedback to the user i.e. classification results. 
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Figure 4.5: Level 0 Data Flow Diagram 
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Chapter 5 Implementation and Testing 

This section describes how the prototype was implemented, tested, and validated. The 

first part describes basic exploratory data analysis procedures carried out to get more insight 

into the data. The second part covers the development of a relevant and adequate corpus for 

training and validating the proposed machine learning model. The third section then describes 

the various processes used in building the discussed model as well as performing validation of 

the model. 

5.1 Corpus Creation 

5.1.1 Data Collection 

Data needed for this research were grouped into two categories i.e. 

i. Tweets viewed to express a radical view. 

ii. Tweets viewed as to be of positive sentiment. 

5.1.2 Data Pre-processing 

The data contained a lot of irrelevant information that is not needed for the text 

classification process. Figures 5.1  and 5.2 show a snippet of how the data in each category 

appear in their raw format. 

 

Figure 5.1: ISIS Fan-Boy Tweets Data 

 

The ISIS Fan-Boy Tweets dataset contained four columns i.e. Name, Username, TweetId, 

Time, and Tweets (How ISIS Uses Twitter, 2015). The main column of interest was ‘Tweets’ 

which contained posting from individuals in support of the ISIS group. This was used as the 

radical statements hence denoted to be radical/extremist or to be in support of radical 

ideologies. The total number of instances was about 17,000.  
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Figure 5.2: Sentiment 140 Data 

 

This research sought the use of the Sentiment 140 dataset which is automatically 

labeled based on positive words, emoticons, and context of the tweet (Sentiment 140, kein 

Datum). The dataset had no pre-set column headers hence headers were assigned according to 

the description of each column i.e. 

i. Column 1 – Sentiment Label 

ii. Column 2 – Index  

iii. Column 3 – Time  

iv. Column 4 – Account Name 

v. Column 5 – User Account Handle 

vi. Column 6 – Tweets  

 

The irrelevant extra information within the data can alter the accuracy of results and therefore 

pre-processing the dataset is necessary for all collected/acquired data hence the data were 

subjected to the three preprocessing stages described in chapter three i.e. Noise Removal, 

Normalization, and Tokenization. 

To carry out  Noise Removal and Normalization, a function was written to perform the two 

tasks. As much as all dataset depicted similarities in terms of structure and attributes, the 

function had to either have custom code added/ commented out to ensure the final output from 

all datasets was the same in terms of attributes. The code snippet in Figure 5.3 depicts a general 

form of the function used to achieve data cleaning.  
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Figure 5.3: Data Cleaning Function 

 

In addition to removing the noise other the following procedures were carried out; 

i. Specification of all characters within the tweet to be of type string. 

ii. Removal of emoticons 

iii. Removal of columns that are of no interest to the research. 

5.1.3 Data Labelling and Merging 

Cleaned data from the two initial datasets were imported into a Pandas data frame and 

labeled then merged into one dataset for later use in building the various classifiers of interest. 

The ISIS Fanboy Tweets were labeled as 0 to represent instances of radical tweet posts; tweets 

previously labeled as 4 in the Sentiment 140 dataset were labeled as 1 to represent instances of 

non-radical tweet posts. To ensure a relative distribution of the two classes all 17,000 instances 

from the ISIS Fanboy data were used and an estimated equal number of instances from the 

Sentiment 140 data. The merged dataset was then randomized and checked for duplicate 

instances. The final dataset had around 34,000 instances labeled as either 1 or 0. 
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5.2 Model Training 

After the pre-processing stage, the outcome is two main objects i.e. a csv file with 

labeled data and a word embedding file saved as a text file. These two are both used in the 

development of machine learning models. The labeled csv file is imported into a Pandas data 

frame which is a two-dimension data structure consisting of rows and columns. The data is 

then latter split i.e. the first split of 80% was used to train the model and the remainder 20% 

was used for testing the model. 

5.2.1 Model Architecture 

The architecture of the proposed model had four main parts i.e.  

i. Word Embedding Layer 

This a representation of text where words that have the same meaning have a similar 

representation.  

ii. Deep network Layer 

This takes the sequence of embedding vectors as input and feeds them into the RNN. 

iii. Fully Connected Layer 

This takes the deep representation from the RNN/LSTM/GRU and transforms it into 

the final output classes or class scores. This component is comprised of fully connected 

layers along with batch normalization and optionally dropout layers for regularization. 

iv. Output Layer 

With regards to this research this a Sigmoid activation was used since there were only 

two possible classes. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.4: Proposed RNN(LSTM) Model Architecture 

5.2.2 Creating Word Embeddings 

This research opted to first separately learn word embeddings for each word within the 

corpus and then pass these to the embedding layer within the neural network. This technique 
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would also allow the use of other/any pre-trained word embedding hence can be a point of 

carrying out experiments i.e. experimenting with different vocabularies to check how the model 

performance is affected by each. To achieve this, the Gensim python library which is an 

implementation of Word2Vec (Ali, 2019). This was done in two major steps i.e. 

i. Preprocessing all collected data. 

ii. Passing the tokens to the word2vec algorithm to learn an embedding for each word 

Figure 5.5 below shows a code snippet and description of various parameters used when 

learning the word embeddings. 

 

Figure 5.5 Learning Embeddings For-Loop 

 

Sentences: List of sentences i.e. the tweets containing words from which the embedding needs 

to be learned. Size: The number of dimensions for which each word will be represented i.e. 

200 for this research. 

As a precaution, the embeddings were checked to see how, well it could identify similar 

or related words. The figure below shows the testing of words similar to ‘attack’. The first 

result is ‘coalition’ which implies the words ‘attack’ and ‘coalition’ are closely related and 

likely to appear closely in a sentence. 

 

Figure 5.6: Testing Word Similarities 
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5.2.3 Training the Model 

This work made use of an implementation of the Sequential model provided by 

Python’s Keras machine learning library. Figure 5.7 shows the python implantation and 

summary details of the model during development. 

 

 
 

Figure 5.7: Model Summary 
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5.3 Model Validation 

As mentioned earlier, 20% of the data was set aside for testing. The parameters used to 

assess the model’s performance were: Accuracy, Loss, Precision, and F-Score. A confusion 

matrix was produced to describe various values that were used to calculate the various 

performance parameters.  

 

Table 5.1: Confusion Matrix 

 Actual 0 Actual 1 

Predicted 0 3258 209 

Predicted 1 172 3259 

 

Values of true positive, false positive, true negative and false negative were obtained from 

Table 5.1 and depicted in Table 5.2. 

Table 5.2: Classification Values 

True Positive (Non-Radical) 3259 

False Positive (Non-Radical) 209 

True Negative (Radical) 3258 

False Negative (Radical) 172 

 

Figure 5.8 below illustrates a graphical representation of the confusion matrix done using 

Python Matplotlib library. 

 

 

Figure 5.8: Confusion Matrix Plot 
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The performance metrics were calculated as per the formulas described in Chapter 3 and 

depicted in Table 5.3 below: 

 

Table 5.3 Performance of the RNN (LSTM) Model 

Accuracy F-Score Precision 

0.95 0.94 0.94 

 

The following graphical visualization i.e. Figure 5.9 was produced to illustrate the variation of 

the Accuracy of both training and testing data during the eight different iterations (epochs) of 

the training process. 

 

Figure 5.9: Model Accuracy Visualization 

The following graphical visualization i.e. i.e. Figure 5.10 was produced to illustrate the 

variation of the Loss both training and testing data during the eight different iterations (epochs) 

of the training process. 

 
 

Figure 5.10: Model Loss Visualization 
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5.4 Using the Model in Prediction 

To use the model for prediction test cases were passed as strings then each was 

transformed into corresponding vector representations before being fed into the model. To 

avoid having to train the model each time a prediction instance needs to be made, it was 

exported into a file with an h5 extension which is suitable for storing the structure of the neural 

network. This was done using the load_model function from the Keras library and is depicted 

in Figure 5.11 below. 

 

 

Figure 5.11: Saving and Loading LSTM Model 

The test cases were first tokenized, then padded to ensure their vector representations 

were the same as those used when training the model. Figure 5.12 shows the sample test cases 

and how they were tokenized and padded before being fed into the model for prediction. 

 

 

Figure 5.12: Sample String Test Cases 

 

The result of each prediction was a float value between 0 and 1. These values were 

further rounded off to either be integers valued 0 or 1; any value equal to or greater than 0.5 

was considered Non -Radical and any below 0.5 was rounded to 0 i.e. Radical.  Figure 5.13 

shows both the initial float prediction values and rounded-off values. 
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Figure 5.13: Test Case Float and Integer Results 

 

Once texts have been assigned a class, other metadata such as the location of the post, 

time of post, and user handles can be used to narrow down on online posts thus filter out 

personal posting radical material geared towards radicalizing other online users. To obtain 

tweets and use the model for prediction of tweets as a third party, the below steps apply: 

i. Create a Twitter Developer Account 

ii. Create a Streaming App to get Use Credentials 

iii. Use guides to stream and classify desired Tweets i.e. One specifies A User Account 

Handle or Geo-Location to obtain Tweets to classify 

iv. Pass the tweets to a cleaning function and then export as a csv. 

v. Read-in the csv into a data frame, perform tokenization and padding then feed the 

padded vector sequences into the model for prediction. 
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Chapter 6 Experiments and Discussions 

6.1 Introduction 

The first section of this chapter goes over various experiments to allow for comparison 

of the performance of the developed LSTM model and other machine learning models used in 

the field of natural language processing specifically sentiment analysis of Twitter data. In 

addition to the performance values, instances of labeled data were randomly selected from the 

corpus and fed into each of the classifiers to test if the predicted result were correct. The second 

section covers discussions of the experiment results as well as a conclusion on the best set of 

parameters to use when developing a similar model. 

6.2 Experiments 

6.2.1 Experiment 1: Using Different Classifiers 

The first validation experiment was aimed at comparing the performance of the 

developed LSTM model with other machine learning approaches i.e. Support Vector Machine 

and Naïve Bayes. Both approaches use BOW feature generation as opposed to the Embedding 

feature representation which this work relied on for generating features. The same dataset used 

in developing the LSTM model was used with a similar split for training and testing.  

SVM 

As described in chapter two, SVM is a supervised machine learning algorithm applicable for 

solving classification and/or regression problems. A linear SVM classifier was developed using 

tf-idf weighting with a bigram feature type. The performance results were quite good, however, 

the results become inconsistent with every new run especially when the data was shuffled 

before training the model in each new run.  

Naïve Bayes 

This approach shared similarities with the SVM method since similar libraries, vectorization 

techniques, and feature weighting were used in the development of the classifier. The Naïve 

Bayes model performed significantly well and did not experience an inconsistency when the 

data was shuffled in each new iteration of training and testing.  
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6.2.2 Experiment 2: Using Different Word Vocabularies  

The second validation experiment aimed at testing how different vocabularies 

trained/developed by third-party datasets can be used in the prediction model. In this case, a 

model highly similar to that developed in Chapter five was created, however, the embedding 

file developed in experiment one was used instead of the one used in chapter five. This meant 

the number of words represented reduced from 44899 to 1190. Figure 6.3 shows the Accuracy 

and Loss values across different epochs during model development. 

 
 

Figure 6.1: Experiment Two Performance 

 

6.2.3 Experiment 3: Using Kenyan Data 

In this experiment a model was developed using a similar parameter describes in 

chapter five but with a different dataset used for training and testing. This was aimed at showing 

the concept of this can be implemented as long as the corpus used is created using similar 

techniques. The LSTM layer then controls the flow of information  
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 Corpus Creation 

To build an adequate corpus for this experiment, the research streamed tweets using 

keywords and geotags as filtration parameters to ensure the data collected was from the location 

of interest i.e. Kenya. Additionally, self-generated statements were appended to the document 

by the researcher, this was done to try and achieve an equal class distribution for the dataset to 

be used in model development. This data was then preprocessed using similar steps described 

in Chapter five. The data was then stored as a csv file containing various instances of text. 

Labeling was done manually by individually assigning radical and non-radical labels to each 

based upon the researcher’s knowledge. Figure 6.1  shows a snippet of the data with both the 

text and label attributes. 

 

 
 

Figure 6.2: Experiment Three Corpus 

 Training and Testing 

The labeled csv file was imported into a Pandas data frame split i.e. 80% for training and 20 % 

for testing. A vocabulary was also trained using all the data available for this experiment and 

the resulting word count was 1190 which was notably less than that used in the main model in 

Chapter five. 

 

 Results 

After 20 passes through over the corpus during training the following graph was produced to 

visualize the model Accuracy and Loss.  
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Figure 6.3: Experiment Three Performance 

 

6.2.4 Classification Comparisons 

After setting up all the experiment models, a select number of instances with known 

classes were selected from the dataset and tested on all four models to compare how each 

classified an instance regardless of each individual’s model’s accuracy values. Table 6.1 

summarizes the results of this experiment. The values of prediction were rounded off to be 

either 1 (Non-Radical) or 0 (Radical). 
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Table 6.1: Test Classification Results 

Sample Statement Actual Class 

LSTM 

Predicted 

Class 

SVM 

Predicted 

Class 

NB Predicted 

Class 

I love the Jihad ideology maybe we need to review it and give Jihad fig

hters a chance to share their side of the conversation 

 
0 0 0 0 

Still no radical statement about the new virus 

 
1 1 1 0 

Saying the word radical doesn’t make you radical 

1 1 1 0 

Life is too short to be boring, have a good day and support the Jihad 

0 0 1 1 
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6.3 Discussions 

6.3.1 Developed Model 

Once a tweet has been obtained for classification, the first step taken is noise removal 

to only retain relevant parts of the tweet needed for classification. A cleaned text is the padded 

and tokenized to generate padded sequence values that are fed as weights into the neural 

network. By referencing the pre-trained vocabulary, the model then infers relationships i.e. 

context of words within the padded sequences; this is done in the network’s embedding layer. 

The LSTM and Dense layers then control information flow to classify instance; Sigomid 

activation is used as this exists in the range 0 to 1.   

6.3.2 Validation Experiment Results 

The first experiments tested other machine learning approaches/algorithms used in the 

field of sentiment analysis. The SVM and Naïve Bayes approaches averaged an accuracy score 

of 95%. However, when tested with the random instance from the corpus, the SVM model 

wrongly classified a statement in some instances while the Naïve Bayes model maintained an 

accurate classification in most cases. The wrong classification of instances by the SVM and 

Naïve Bayes models could be a result of the model considering word count in classification. 

The SVM model relies on word count when determining the class of a given text thus the 

context of each word in the text is not taken into consideration; as a result, this occasionally 

leads to inaccurate classifications. This goes to show that considering context during 

classification can help improve the classification result.  
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Chapter 7 Research Conclusions and Recommendations 

7.1 Conclusion 

This research intended to develop an automated tool that could be able to detect 

radicalization on Twitter using machine learning techniques. To enable successful execution 

of the research it was necessary to understand the nature of radicalization by the various radical 

group on Twitter. To obtain relevant literature on existing techniques used, various publications 

and articles were reviewed to provide needed knowledge for this particular research. 

Additionally, machine learning methods in the field of text classification specifically sentiment 

analysis were reviewed to understand the different stages in the processes as well as potential 

areas for improvement. Based on this review an embedding feature representation technique 

was chosen for feature generation. To improve on the high dimensional feature vectors 

exhibited by the BOW alternative feature generation technique when dealing with large size 

texts, padding was introduced to limit token vectors sequences to a static value and have them 

in the same shape and size before using them as weights as this a requirement for artificial 

neural networks. After data was collected and pre-processed, a 200-dimensional vocabulary 

was created to aid in referencing context between words based on their vector representation. 

This vocabulary was later used in the first embedding layer of the classification model. An 

LSTM model was then developed to perform text(tweet) classification and return a score value 

in range 0 to 1 that can be used to infer a class. The accuracy of the developed model was 95% 

which given the even distribution of samples in the two classes indicates a high ratio for 

correctly classified texts in the test data to the total number of texts. 

As a means of justifying this research’s approach, two experiments were carried out to 

compare other known approaches in the field of sentiment analysis i.e. use of Support Vector 

Machine and Naïve Bayes models. These experiments demonstrated how the proposed 

approach using neural networks in conjunction with word embedding feature representations 

as well as a pre-trained vocabulary to infer context produced much more consistent results. The 

experiments also showed potential areas of customization when developing the model during 

the feature representation stage where third party embeddings can be used without severely 

degrading the performance of the classifiers. 
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7.2 Recommendations 

This research showed that the use of artificial neural networks in the field of sentiment 

analysis can provide a means to automatically perform text classification that is useful in 

detecting radicalization on Twitter. This provides a faster means as compared to the existing 

radicalization detection techniques which rely heavily on human supervision or rely on the use 

of the bag of words approach for feature representation. However, the developed model still 

has the potential to improve in terms of classification accuracy. This could be done by creating 

a vocabulary of almost all possible words in various languages and a corresponding embedding 

file to represent how the words in this vocabulary would relate to each other. As per the Oxford 

dictionary, there are only 171,476 unique words; this research only used a vocabulary of around 

45,000 words which goes to show that increase in vocabulary size would enhance performance 

by allowing the model to learn additional context information for existing as well as new words 

within the expanded vocabulary. Additionally, context can be inferred using emoticons also 

commonly referred to as ‘emojis’. The use of emoticons is generally aimed to increase tweet 

post/account engagements (Window, 2019). This new form of data in tweets can thus be used 

to improve context detection. 

7.3 Future Works 

Radical statements can be expressed in a variety of languages and are highly dependent 

on the location where a radical grouped is based; this study limited it’s language scope to 

English. Future research can take advantage of open source tools namely; Open Machine 

Translation to aid in growing corpus size. Additionally, exploring the use of multiple languages 

when building a word vocabulary can also aid in increasing the number of words represented 

within the embedding layer thus provide a basis to carry out sentiment analysis of statements 

constructed using more than one language e.g. Sheng which is a type of language popular in 

Kenya that allows one to combine Swahili and English when constructing sentences. Finally, 

identification and incorporation of slang i.e. informal commonly used language can also help 

in enhancing classifier flexibility to work with multiple languages. 
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