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                                              ABSTRACT

Development in technology has led to an increase in online infringement, specifically in the music industry, by a rate of 98% by the year of 2013. Kenyan Legislators have made effort to deal with this matter through the copyright law. Legislators have made Internet service providers responsible in dealing with all online infringement (music infringement included) through the copyright amendment act of 2019 which was later made law. This responsibility is highlighted in detail in the notice and takedown procedure of section 35 of the Copyright Act.
 In this research paper, I provide a review of the notice and take down procedure highlighting its flaws. These flaws include: lack of inclusion of due process in the procedure and failure to recognize the right of freedom of expression and fair dealing by the NTD procedure. This research will use a doctrinal research methodology. It will analyze our Kenyan copyright law and international instruments relevant to my research questions. This study will also rely on secondary sources such as books, journals articles and other articles obtained from the libraries or the internet.
By the end of this research it will be evident that indeed the notice and takedown procedure has loopholes that make due process, freedom of expression and fair dealing impossible to achieve yet they are necessary for ensuring that not only online infringement is eradicated but it is eradicated using a fair procedure. The recommendations I would suggest for the improvement of section 35 include; including an arbiter or an administrator in the process of analyzing infringement, this is to ensure due process and adding more clarity to the provision with regard to what ISP ought to do with counter- notices, among others which will be highlighted later in the text.



                              


CHAPTER 1: INTRODUCTION
1.1 BACKGROUND TO THE STUDY
Music in Kenya has been a means of earning for many musicians. Authors of musical works have the exclusive rights to control reproduction, translation, adaption, and distribution to the pubic of the work by way of sale. These exclusive rights are to the exclusion of other public parties unless their dealings fall within the realm of fair dealings. The growth of digital technology has allowed individuals to disseminate their work via digital communication networks such as the internet, phones, and personal computers. These technologies have proved promising but remain a threat to individuals who desire to acquire economic value from their works. Evidently, striking a right balance between its advantages and ailments is daunting.
With technology, music can easily be stored, produced or disseminated over the internet and other computer networks. Music services can now be offered via websites where individuals download music at a fee. These websites allow individuals to compile music in a CD and have it delivered via traditional mail. Other technologies which allow individuals to access music via the web include, streaming and downloading. Individuals can copy musical content from the web and download it to their personal computers and phones. This wide dissemination via the internet does not cause the musical works to lose their copyright status. However, it poses a serious challenge to copyright protection and enforcement to the extent that musical authors do not enjoy economic rights attached to their work. This is because the rightful holders of the work lose control over their works due to the diverse distribution by individuals who have not acquired permission from the owner.
Effects of technology in Kenya began being felt in the late 1980s with the advent of the audio cassette which enabled large-scale piracy and informal sharing. These activities were common in River Road where River Road producers, with or without their lack of involvement in pirating music, had an intimate knowledge of the ‘pirates’ and how they worked. This enabled unlicensed distribution and selling of copies at a cheaper price than the original. In the 2000s came in the CDs as a means of musical distribution which still did not revive the legal distribution of musical works. The once internationally marketable Nairobi sound became stale since the melody was repeatedly made common to the extent that it lost its originality. As of now, music is disseminated via the internet through digital communication networks. Technology has created more platforms for musicians to reach a larger audience. With applications like Twitter, Instagram, You tube and Facebook musicians are now able to engage their fans and audiences. Furthermore, streaming sites have created a platform for the musicians to both market their goods and earn revenue from their music. Technology however, has brought challenges that both law and technology are struggling to solve. One of these challenges is, online piracy. Online piracy involves copying and distributing copyrighted work without the authority of the owner. Often than not, this form of crime is committed through communication channels provided by internet service providers. Internet Service Providers are	 persons who offer information system services or have access to software that enables multiple persons to access computer servers including connections for, the conveyance or routing of data. Some of the ISPs in Kenya, include; Safaricom, Zuku, Airtel and Telkom.
Legislators have managed to involve internet service providers on matters infringement due to the important role they play in provision of service online. Legislators believe that ISPs would perform the best in controlling online activity as they have the ability to grant or deny access to their services. Secondly, legislators are of the opinion that ISPs allow for infringement by providing infrastructure that is used to infringe and are thus more efficient in dealing with copyright infringement. Provisions on liability of ISPs were first introduced in the Copyright Amendment Act of 2017 and were later reiterated in the Copyright Amendment Act of 2019. The Copyright Act requires ISPs to comply with the notice and take down procedures, to give identities of infringers if and when required by court and thirdly, ISPs are required to assign an agent and an address to which notice- and- takedown instruction.
1.2 STATEMENT OF PROBLEM
Section 35B of the Copyright speaks of a two-step notice and take down procedure which involves the ISPs and the complainant. In an instance where a copyright holder believes that their online musical works have been infringed, they are allowed to file a take- down notice with the ISPs. In response to the notice, the ISPs is required to remove or disable access to the content within 48 hours unless it receives a counter-notice from the alleged infringer. Where the ISP fails to disable or takedown access to the alleged infringing content, the ISP is made liable for losses and damages and is subjected to a criminal liability of 5 years imprisonment.
Parts of Section 35 B require adjustments so that music infringement can be curbed effectively. Firstly, Section 35(2) (g) requires ISPs to review affidavits attached to the take down request by the complainant, this transforms their function to that of an arbiter which in turn ignores due process. Secondly, section 35 (8) charges criminal penalties on failing to take down infringing content. This provision is disproportionate as it interferes with the free flow of information which in turn affects the right to freedom of expression. Thirdly, Section 35 (5) does not provide further information on what the ISPs should do on receiving the counter-notice, and only provides mere 48 hours for the alleged infringer to provide a counter- notice. This ignores due process. Fourthly, this provision does not highlight whether ISPs should keep records of take-down requests. This hinders transparency which is necessary for achieving freedom of expression since as per Article 33 of Constitution, every person has the right to freedom of expression which includes the freedom to seek, receive or impart information or ideas.Transparency allows the alleged infringers to receive information about the take down requests by which his/her right to freedom of expression is achieved.
The consequence of these loopholes would be ISPs censoring content to avoid liability and the alleged infringers failing to experience due process,
1.4 AIM OF THE STUDY 
The aim of this study is to analyze the effectiveness of the notice and take down procedures (Kenya Copyright Act) in curbing online music infringement.
1. To analyze the law on notice and takedown procedure under the Kenya Copyright Act.
2. To highlight the loopholes in the notice and take down procedure (Kenya Copyright Act) with regard to its effectiveness in curbing online music infringement. 
3. To offer recommendations on how the notice and take down procedures provided in the Kenya Copyright Act can be more effective. 
1.5 HYPOTHESIS
1. The notice and take-down procedure provided in the Kenya Copyright Act ignores due process and natural justice because the ISPs are made arbiters. Furthermore, the procedures allow granting of relief to the copyright owner without giving the persons who posted the content the right to be heard and the right to an impartial tribunal.
2. The notice and take-down procedure provided in the Kenya Copyright Act ignores freedom of expression since by serving penalties to the ISPs, it reduces the chance of free flow of information.
3. Despite having the provisions on fair dealing, the notice and take- down procedure provided in the Kenya Copyright protects the internet service provider at the expense of the alleged infringer within the realm of fair dealing. Furthermore, ISPs are required to comply with the take down even if the content is within the realm of fair dealing.  
1.6 RESEARCH QUESTIONS	
 1. To what extent does the notice and takedown procedure provided in the Kenya Copyright Act ignore due process and natural justice for both the complainant and the person who posted the content?
 2. To what extent does the notice and take-down procedures provided in the Kenya Copyright Act ignore freedom of expression for the person who posted the content?
  3. To what extent does the notice and take down procedure provided in the Kenya Copyright Act protect the internet service provider at the expense of the poster within the realm of fair dealing?
        
1.7 JUSTIFICATION OF THE STUDY
This study has legal relevance. It will have an impact on the Kenyan legal framework. That is, how the laws can be bettered in order to deal with online music infringement. Furthermore, it will stream line the conduct of the Copyright owner, ISPs and the alleged infringers.  The potential utility of the findings are national.
1.8 LIMITATIONS 
This being a new area of research, I expect to face challenges with regards to access of secondary sources highlighting the statement problem as experienced in Kenya. Secondly, I might face time constraints. 
1.9 DISSERTATION OUTLINE
Chapter two will be a highlight of the various theoretical frameworks which provide a basis for analysis of the issue of illegal infringement of musical works. It will also highlight the research methodologies which will be used to obtain data with regards to illegal infringement of musical works.
Chapter three will constitute an analysis of the research questions in place. It will also constitute discussions of case studies that deal with notice and takedown procedure.
Chapter four will be a presentation of the evidence found with regards to the notice and take down procedures. 
Chapter five of this study will be a summary of the findings and further give a concise conclusion and recommendations of how to better the Kenyan notice and take down procedure.
1.10 SUMMARY OF OVERALL RESULTS
This research intends to prove that there is need for refinement of the law in order to ensure that both persons who post ‘infringed’ content and the owners of the content receive fair remedies from the law. Furthermore, with refinement of this law, the ISPs will be able to perform their duties with utmost precision and fairness.
1.11   CHAPTER SUMMARY
Kenya has clearly been experiencing digital infringement with regards to musical works. They’re laws that are in place (the notice and take down procedure) to deal with this issue. However, it is questionable whether the legal framework is effective in curbing this issue.







CHAPTER 2
THEORETICAL FRAMEWORK AND METHODOLOGY
2.1 THEORETICAL FRAMEWORK
This chapter will highlight key philosophical theories that will provide the perspective from which to examine our topic. Before explaining these philosophical underpinnings, I will first define certain terms which are necessary for our thorough understanding of this chapter. They include: Copyright and Online Infringement.
Copyright is a branch of intellectual property that confers automatic protection for intangible property so that the author may benefit. Furthermore, copyright grants individuals the exclusive rights to reproduce and distribute their works. These rights only exist for a specific period of time and might be subject to certain exceptions and limitations, so that the public may benefit. The protection of copyright is achieved through copyright laws such as the Kenya Copyright Act.
Online music infringement entails third parties exercising exclusive rights of copying and/or distribution of copyright protected material over the internet without authorization from the copyright owner.
In order to comprehend why online music infringement of copyright affects copyright holders and users, and why we need a comprehensive law on notice and take down procedures I will first have to explain the philosophical underpinnings of copyright. Familiarizing ourselves with these theories, will allow us to understand why lack of proper laws that conform to these philosophical justifications will and affects copyright owners and users.




2.1.1. UTILITARIAN THEORY
The utilitarian theory focuses on the maximization of the social welfare of a community by ensuring the greatest good for the greatest number as proposed by Bentham. This theory has been expressed in the copyright law through the limited period given for the ownership of a copyright. A copyright owner is granted exclusive rights to their works to which after a certain number of years the works will fall within the realm of public domain. This strikes a balance between the exclusive rights of an owner and the public enjoyment of those works. That is, the copyright owners are able to produce socially valuable works where both them and the society benefits. In an instance where the exclusive rights are overly extensive, the society welfare will be diminished.
The utilitarian philosophy assumes that authors would only invest in their works if they assured of full ownership, control and distribution of their works to the public. This means that copyright law has to give incentives to copyright owners since without it, music authors would not be willing to invest their time and resources needed to create and distribute their works. If no creation and distribution is made, there is no substantive social welfare. The Kenyan Copyright Law has given incentives to musical authors by virtue of the exclusive rights which allow individuals to distribute, reproduce and broadcast their works, after which, they benefit monetary wise.
The digital environment has distorted the balance of monetary benefit by the authors and enjoyment of works by the public by allowing for ease of distribution of works without the incentive of the authors. Having a distorted legal system would also deny the public enjoyment of the works.  Therefore, an effective law on notice and takedown procedure would be justified as it would protect the authors by encouraging them to create and distribute their works and also ensure the users enjoy the works with few or no restraint.
2.1.2. LABOUR THEORY
John Locke’s school of thought has its roots on morality and is a proponent of the Natural rights Argument. Locke’s view is that individuals have rights over their labor and products produced by their body and thus appropriating this products is unjust.
Linking natural rights to the theory on property, Locke states that God gave the world to ‘Men’ in common with not only  the aim of giving a man the chance for self-preservation but with also the aim of allowing the man to use the world to their own advancement and convenience. According to Locke, no human being has a private dominion unless, its dominion over their own body. Thus, any work created by the hands of the human being belongs to the human being and deserves to be protected.
With regard to intellectual property, the mental work/ idea in itself cannot be protected. However, once the idea is expressed, labor has been involved. This means, that the person immediately acquires natural property rights to the fruits of their labor and the state is obliged to respect and enforce that right. In the case of a musician, the mental work or the ‘raw material’ is the musician’s facts, concept or idea. Which often seems to be ‘held in common’. When the musicians exerts labor on the raw material, the output is a song. This means that the musician is entitled to benefit from their natural property rights. The state is also justified in coming up with laws such as the notice and take down procedures which protects musicians from infringers who might deny the authors the chance to enjoy the natural property rights.
Furthermore, Labor theory has a value- addition dimension to it, that is, once sufficient labor and skill is exerted on the product, the product increases in social value. Due to the value addition, the laborer is entitled to a reward. This means that copyright owners are entitled to benefit from their labor and thus copyright law is justified in granting authors exclusive rights to distribute their works for monetary benefit. In addition, the notice and takedown procedure is justified in preventing third parties from infringing on the rights of the owners. He also proposes the avoidance theory of labor, this theory illustrates that work in itself is uncomfortable and only persons who are willing to sacrifice engage in it. Having this mind, it is clear that persons who work are entitled to be rewarded. This same sentiments were shared in Mazer v Stein case where it was held that persons who sacrifice their time for creative activities are entitled to rewards commensurate with the services rendered.
Digital infringement denies the owners their right to benefit from their labor as their works are being distributed illegally. Due to this, the authors’ efforts, time and resources used to create the final product are wasted as they do not receive any remuneration for this. For example: In this digital age, music can be sent via diverse social media platforms such as WhatsApp. Furthermore, often than not, this music is sent illegally and thus the owner is not able to benefit from the fruits of his labor. Due to this, it is clear that an effective law on notice and takedown procedure is justified as it aims to protect the authors and encourage them to create and distribute their works and also ensure the public enjoys the labor.
2.2.3 SOCIAL PLANNING THEORY
This theory has been proposed by writers such as Marx and Jefferson. It is quite similar to the utilitarian theory only that it places more emphasis on having a desirable society rather than having social welfare. This theory proposes for all intellectual property regimes to aim for a society which encourages a balance between creation of intellectual works such as musical works and dissemination of the works to the public for their benefit.
Digital technology leans more to benefiting the public ignoring the needs of the author. The notice and takedown procedure has tried to come in and deal with this mismatch but has eventually ended up leaning more towards the side of the author thus ignoring the public. Copyright law should be able to strike a balance by ensuring that the authors benefit for the costs incurred while creating their works and also ensure that the public/ society is benefitting from the works at an effective cost especially now that the digital technology allows ease in access to knowledge and information.

2.2. RESEARCH METHODOLOGY
This study will use a doctrinal methodology which will involve an analysis of core and related legislation. The legislation that would be studied include: the Copyright Act 2001, the Constitution of Kenya, the Kenya Information and Communication Act 2009, the Universal Declaration of Human Rights, and the International Covenant on Civil and Political Rights (ICCPR)
The study will also rely on secondary sources such as books, journals, case reports, journal articles, newspapers, magazine articles and other relevant articles and documents obtained physically from various libraries or the internet.



CHAPTER 3: ANALYSIS OF THE NOTICE AND TAKE DOWN PROCEDURE
The Kenyan Copyright Law has experienced adjustments over the years with the aim of curbing online infringement. The current laws have put ISPs as the persons controlling online activities. This is because, legislators are aware of the capacity ISPs hold as compared to law enforcement entities. ISPs provide the infrastructure which the infringers use, this means that, there are in a better position to stop copyright infringement. Furthermore, it implies that they are at a better position to grant or deny access to their infrastructure.
ISPs are required to monitor content being transferred through their infrastructure and are   required to investigate infringement activities. The Copyright Act also imposes intermediary liability on them to comply with the notice and takedown procedures. Anyone who believes that their rights have been infringed by content being offered by the ISPs may request the ISPs to take down the content by way of a notice. This notice ought to be in writing, contain the full names, telephone, physical and email address of the complainant, be signed by the complainant or his agent, describe the copyright work that has been infringed, identify the rights that have been infringed and set out the content that ought to be removed and where it is contained. The injured party is also required to attach an affidavit to the notice attesting their ownership, validity of the rights, and good faith. Lastly, the complainant shall copy the notice to the board, communication authority and the recognized umbrella association of service providers. Once the notice is deemed delivered, the ISP is required to notify the person responsible of infringing and provide them with a copy of the notice. The ISP is then required to disable access to the material within forty eight business hours unless it receives a counter-notice contesting the contents of the takedown notice. If the ISP fails to take down the content, they are liable for loss or damage arising from non- compliance. Furthermore, failure of the ISP to notify the person infringing content of the takedown notice amounts to an offence which leads to payment of a fine not exceeding five hundred thousand shillings or imprisonment.
This approach to notice and take down ignores certain crucial aspects. Firstly, it ignores due process and natural justice for both the ISP and the alleged infringer. Secondly, it ignores the freedom of expression for both the ISP and the alleged infringer. Thirdly, it protects the internet service provider at the expense of the alleged infringer in the realm of fair dealing. This chapter seeks to address these issues in detail.
3.1. DUE PROCESS AND NATURAL JUSTICE IN TAKE DOWN PROCEDURES
3.1.1 Importance of Procedures
In order to ascertain what is justly due to one human being in relation to another human being, certain mechanisms are vital. When these mechanisms go missing, what follows is lawlessness and a strong trivializing of the weak. Law manages to prevent this by establishing procedures that ensure that our claims are treated similarly to those of others with the same claims. From this perspective, procedures can be defined as ‘the steps leading to a decision.’ or ‘the means for reaching a decision or other result.’ Procedures act as an instrument of justice as they ensure that individuals are treated in accordance with standards that govern the life of a society. Furthermore, procedures enable the law to achieve its aims, this is because, the persons to whom a certain law is addressed, are required to follow the procedures established under that law. Procedures allow for the uniform application of law so that, the prescription of the law are predictable and stable over time. Consistent application of procedures avoids anarchy which in turn, prevents social ills such as corruption and people begin to have faith in the rule of law. From this information, we understand how procedures are instrumental in the protection of rights and interests of individuals, since they enhance the quality of final decisions and lead to a substantive just decisions and proper application of the law. Throughout the world, two procedural rights have been and still continue to be held in regard as the best means to the attainment of fairness. These are the right to be heard and the right to an unbiased or impartial tribunal. The notice and takedown procedure seems to ignore these two rights and thus puts the ISPs at odds with their users and denies the persons who post the content and the person’s whose content has been infringed, due process.
Article 40 of the Constitution offers protection of a person’s property of any description or of any interest. Section 3 of article 40 requires that every person who has an interest in, or right over, a property that he /she is deprived of should have a right of access to a court of law. In order to invoke this article, there must be state action. So the question remains, is the conduct by the ISPs a state action or a private action?  In San Francisco Arts Athletics Inc v United States Olympic Committee, the courts held that a government n can be held responsible for a private decision only when the government has exercised coercive power and provided significant encouragement such that the work must in law be deemed to be that of the government.
 Since the notice and takedown procedure provide such significant encouragement to the ISPs to take down work that is merely infringing, that work, must in law be deemed to be of the government? Thus, presence of state action. Furthermore, copyrights are a form of property and are thus protected by the due process provisions of Article 40. Therefore, taking down copyrighted works, without procedural fairness and without giving the alleged infringer the chance to be heard amounts to violation of due process provision under Article 40(3).
3.1.2 The right to an impartial tribunal
This right draws its roots from the historical concept of natural justice which was applied to judicial proceedings. Natural justice subsumed two procedural rights, namely the right to be heard and the right to an unbiased tribunal. According to the English courts, these rights were so fundamental so as to be the law of God and nature and thus the term ‘natural justice’. At the present moment, this right is recognized under Article 50 of the Kenyan Constitution. According to this article, every individual has the right to have any dispute that can be resolved by the application of law decided in an independent and impartial tribunal or body.
 The current notice and takedown procedure recognized in the Copyright Act violates this right a great deal. According to this act, the ISP is required to assess the affidavits handed in by the complainant, which give particulars on copyright ownership and infringement. The act of assessing the affidavits transforms the ISP to an arbiter despite the ISP being a medium of infringement. ISPs are not specialist in matters intellectual property nor are they schooled on how to give justice relief, and thus giving them such a role has the potential of destroying the justice system. For example, an affidavit containing false information might be considered by an ISP yet it would result in perjury proceedings if it were presented to a court of law. This would be unfair both the complainant and the alleged infringer as they would be receiving a final decision from non-judicial officers. Furthermore, since ISPs officials do not have any judicial expertise, they may not be interested in verifying the validity of the complaints recorded in the affidavit. This will reduce the standard of proof required to grant a complainant relief to an extremely low standard, as the complainant would only be required to give information on the copyright work and attach an affidavit of ownership, validity and good faith.
If a matter on the notice and takedown procedure were to be presented before a court of law on an interlocutory basis, the standard required would be much higher as the complainant would be required to demonstrate that he or she has a prima facie case which has a high possibility of success. Secondly, the complainant will be required to prove that he or she would suffer irreparable damage if not compensated. Kenyan courts also require certain standards when determining cases on copyright infringement. Complainants are required to prove: that the work infringed is truly copyrightable, the work belongs to the complainant and that the defendant’s action amount to infringement. Since the provision on the notice and takedown procedure does not consider the above determinations, the hearings end up being one-sided, privileging the claim of the complainant and denying the alleged infringer the right to a fair hearing.
3.1.3 The right to be heard
Similar to the right to an impartial tribunal, the right to be heard draws its roots from the historical concept of natural justice which was applied to judicial proceedings. In determining what kind of rights and interests attract the protection of natural justice, the English court in the case of Cooper v Wandsworth Board of Works stated that a person could not be deprived of his property without been given the opportunity of being heard. The court further stated that the procedure of being heard is vital for the attainment of justice and fairness. The Constitution of Kenya guarantees this right by virtue of Article 50 which states that individuals ought to be given the opportunity to be heard in any trial, without which, they will be a breach of the right to a fair hearing.
The Copyright Act requires ISPs to strictly adhere to the takedown notice, which if they fail to execute, they’ll be fully liable for any loss or damages resulting from non-compliance Section 35B (4) of the Copyright Act provides a counter-notice provision which allows the accused to counter the affidavit of the Complainant. This provision is however proposed in passing as it does not give details of what procedure the ISP should follow in an instance where they receive a counter-notice. Due to the liability imposed by failing to comply with the take down notice, an ISP could ignore the counter-notice and take down the content thus ignoring the alleged infringer’s right to be heard.
Section 35B (9) further gives the ISP an incentive to ignore the alleged infringer’s right to be heard by indiscriminately taking down content once a notice is issued. ISPs commit this act since the act does not hold them liable for wrongful takedown in response to a valid notice and takedown procedure. It would only make sense for an ISP to err on the side of compliance, since they are assured of immunity. This however suppresses the alleged infringer’s right to be heard.

3.2. FREEDOM OF EXPRESSION IN TAKE DOWN PROCEDURES
Internet access has exponentially grown not only in Kenya but the world at large. This growth has presented with it new challenges and the need to raise the stake for protecting copyright works. The law has sought to protect these works by transferring the role of dealing with infringers to the ISPs. Due to the significant implication this role has on the freedom of expression, it is important that these regulations be fully compliant with the Constitution and the international human right standards applicable in Kenya.
Freedom of expression is a right protected both at the physical and digital level. This right is not only recognized by the Kenyan Constitution but also international conventions such as the UDHR, ICCPR and UNHCR.  Article 33 of the Constitution of Kenya states that every person has the right to freedom of expression which includes the freedom to seek, receive or impart information or ideas. International instruments relevant to Kenya also recognize the freedom of expression. The UNHCR states that human rights must be protected online as well as offline. This provision also applies to privately owned platforms which now dominate the online world. State parties are entrusted with the responsibility of enforcing this provision. As such, states incur the responsibility not only for human right abuses inflicted by them, but also those inflicted by third parties. Article 19 of the Universal Declaration of Human Rights (UDHR) recognizes that individuals have the freedom of opinion and expression, and that this right includes the freedom to hold opinions without interference and to seek, receive and impart information and ideas through any media and regardless of frontiers. Article 19 of the International Covenant on Civil and Political Rights (ICCPR) also recognizes the right to freedom of expression and its inclusion of the right to freely seek, receive and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or through any other media of his choice. It is evident that Article 19 of the ICCPR protects all forms of expressions and the means of their dissemination, including all forms of electronic and internet modes of expression. In other words, in the same way this provision applies physically is the same way it applies virtually. Furthermore, state parties to the ICCPR are required to always be aware of all developments in Information technology such as in the internet and mobile-based electronic information dissemination systems and ensure an enabling environment for freedom of expression protecting the exercise thereof. Other principles dealing with the freedom of expression in the online environment have been expressed in the UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression. These expressions were highlighted in two reports. The 2011 report as well as the 2016 report. In the September 2011 report, types of expressions that were declared subject to legitimate restrictions include: expression that is prosecutable under criminal law, expression that is not is criminally justifiable but civilly wrong, expression that does not give rise to a civil or criminal sanction but raises concerns in terms of tolerance and respect for others.
3.2.1 Provisions on Online Content removal
In matters dealing with intermediary liability and content removal, international bodies have made comments on the standards of freedom of expression in the ‘notice and take-down procedures’. The UN Special Rapporteur on freedom of expression notes certain important things. Firstly, the report states that notice and take-down systems are important when it comes to preventing intermediaries (ISPs) from engaging in or encouraging unlawful behavior on their services. However, the report also states that users who are notified by internet service providers that their content is unlawful often have little recourse or few resources in terms of time and money to challenge the takedown. Secondly, intermediaries are often than not held financially or criminally liable for not removing unlawful content, this most times inclines them to censor the content for fear of liability. Thirdly, most intermediaries (ISPs) are not transparent with the decision- making process which denies the alleged infringer an opportunity to defend themselves more accurately.
Article 19’s Right to Share: Principles on Freedom of Expression and Copyright in the Digital Age (Right to Share Principles) highlights that intermediary liability provisions which give incentives to the ISP to remove content without proper notice or enough proof often waters down the freedom of expression. The Article continues to state that in as much as these provisions are in place, they should strive to be compatible with the requirements of the right to freedom of expression by ensuring: copyright owners or their representatives are allowed to file notices of alleged infringement, copyright has been established in the infringing content, the notice of the complainant contains specific details such as the act of the infringement and the date and time of the act, the alleged infringer is informed of the notice, the alleged infringer is given the right of counter-notice, presence of effective remedies such as internal appeal mechanisms or through courts in order to challenge improper takedowns, Penalization and compensation of the injured party in an instance of a negligent copyright notice.
3.2.2 Compliance of the notice and take-down procedure with provisions on freedom of expression
Copyright holders who believe that their works have been infringed are allowed to file for a take down with the ISPs. The internet service providers are in turn required to notify the alleged infringer and provide them with a copy of the notice. If the alleged infringer does not file a counter notice within 48 hours, the ISP is required to ‘remove or disable access’ to the material. ISP are assured of no liability for any loss incurred through having infringed content on their platform as long as they did not take part in promoting the content. However, in an instance where an ISP fails to take down or disable access when it receives a notice, it will be held liable for all losses and damages incurred from non-compliance. Furthermore, an Internet Service Provider is not held liable for any wrongful takedown.
 In this respect, it is clear that the notice and take down procedures does not fully conform to the standards on freedom of expression. Firstly, it ignores an aspect of the ‘right to share principles.’ The procedure does not offer effective remedies such as internal appeals mechanisms and court appeals required to challenge improper take downs. This denies the alleged infringer the right to express themselves. Secondly, alleged infringers are provided a mere forty eight hours to file a counter-notice. This is a very short period of time keeping in mind that the alleged infringer ought to file a counter notice and seek legal advice on the same. Furthermore, it is contrary to the ‘right to share principles’ which clearly set out that due process safeguards are always to be considered in order to comply with international standards on freedom of expression. Freedom of expression is also ignored by virtue of lack of transparency. The notice and take-down procedure does not require ISPs to keep records of take down requests nor provide the public with any documents of take down request yet this information is vital for the alleged infringers in order for them to assert their rights. Furthermore, this information is necessary for the public in order for them to assert their right to receive information which is recognized under Article 19 of the ICCPR, the UNHCR, the UDHR and Article 33 of the Kenyan Constitution. Fourthly, the notice and take down procedure holds the ISP liable for not taking down content after receiving a notice but does not hold it liable for wrongful take down, this means that ISPs will err on the side of censoring content in order to protect themselves from liability. This will have a chilling effect on the free flow of information and as such interfere with the right to freedom of expression. Lastly, lack of clarity in section 35 also limits the freedom of expression. For instance, the procedure does not highlight on what ISPs ought to do on receiving a counter notice. Furthermore, ISPs are instructed to disable access to the alleged infringing material to which if they don’t comply, they’ll face liability, and there is no apparent exception from this liability based on a counter notice being lodged. This lack of clarity might cause the counter notice to be ignored and thus infringing the alleged infringer’s freedom of expression.

3.3FAIR DEALING IN THE TAKE DOWN PROCEDURE
The notice and takedown procedure presents another dilemma in the realm of fair dealing. The notice and take-down procedure is silent on whether content falling within the exceptions and limitations of fair dealing, should be taken down in an instance where a copyright holder gives a notice. Even with the counter-notice which seemingly acts in favor of the poster of the content, the 48-hour window provided to file a counter-notice is quite a short time for the poster to pursue legal advice and file a notice defending themselves. Secondly, the act is silent on what the ISP should do with the counter-notice, this only means that the ISP will err on the side of taking down the content which falls within the realm of fair dealing so as to escape liability which is presented when they fail to comply with the notice. This would defeat the purpose of development of the fair dealing exception and other copyright limitations and exceptions which is to ensure that the public have access to knowledge and related educational and social imperatives.
The notice and take-down procedure was introduced with the aim of protecting copyright works from infringement. The take down process ensues when a putative copyright holder observes content hosted by an ISP that he or she wants taken down. The complainant then sends a takedown notice to the ISP that hosts the material. For the take-down to suffice, the complainant must have fulfilled the set requirements and his claim be in good faith. After receiving the take-down the ISP ought to takedown the content within 48-hours unless it receives a counter-notice from the alleged infringer. If the 48 hour requirement lapses, the ISP has the option of taking down the material regardless of whether the material actually infringes on any copyright. If the ISP values its immunity over the poster’s fair dealing, the material comes down. This freedom of the ISP to choose their interest over their user’s interest arises out of safe harbors. Safe harbors are checks and balances created to protect ISPs from liability for copyright infringement based on actions by users of their services. The Copyright Act recognizes four safe harbors. That is, a conduit safe harbor, a caching safe harbor, a hosting safe harbor and an information location safe harbor. The conduit safe harbor protects ISPs from being held liable from infringement of which the only role of the ISP was to provide access to or transmit content, routing and storing content in the ordinary course of business. The caching safe harbor exempts ISPs from liability in conduct that involves storing automatic, intermediate and temporary content. Since caching is an integral part of the internet architecture, ISPs require a safe harbor. The Information location safe harbor protects the ISP in instances where the ISP facilitated infringing activity using information location tools such as a directory but did not have knowledge that the content was infringing. The other safe harbor which is necessary for our discussion is the hosting safe harbor. This harbor protects ISPs from liability in instances where damages arises from the content they store on behalf of their users. Such content could be stored on sites such as video-hosting sites such as You-Tube and google drive. ISPs must fulfill certain requirements in order to be covered by this harbor. ISPs should not have any actual knowledge that the content was infringing, Secondly, ISPs must not be aware of the facts or circumstances of the allegedly infringing activity unless the infringing nature of the material is apparent. For this harbor to be effective, compliance with the 48 hour timeline is vital.
It is clear that the agenda of the safe harbors was to protect the ISPs. However, in this process, the user’s interests in fair dealing were overshadowed. This is evident by the fact that the only recourse for the user is a counter notice. This right is very limited because; firstly, the 48 hour period given to file it is a very short time to seek legal recourse and file the notice. Also, in an instance where the alleged infringer fails to give a counter-notice within the time frame, and the content falls within the realm of fair dealing, the act does not provide for any judicial review for flawed takedowns. 
Courts in Kenya have not addressed this issue of fair dealing but courts in USA which rely on the DMCA- a provision quite similar to the copyright act- have addressed this matter. In the case of Lenz v Universal Music Corp, a stay home mother named Lenz posted a video on you-tube of her dancing toddler. For less than thirty second, Prince’s song ‘Let’s go crazy’ played in the background. The Universal Musical Corporation prince’s publishing administrator, issued a takedown notice. Stephanie in turn filled a counter-notice and sought judicial relief on the grounds that the video fell within the realm of fair use. The courts sided with Lenz stating that fair use is not only excused by the law but it is wholly authorized by the law. Furthermore, the court also stated the complainant’s duty of good faith consists checking whether the infringing material constitutes fair use prior to sending a takedown notice. It is therefore clear that the law ought to improve and adjust to the ruling in Lenz’s case.
   














CHAPTER 4
4.1. SHORTCOMINGS OF THE NOTICE AND TAKE-DOWN PROCEDURE
The rationale of this research as envisaged in the theoretical framework is to show how Copyright law ought to deal with authors of musical works and their users. According to the theories highlighted in this paper, that is, the utilitarian and the social planning theory, there should be no mismatch between the rights of the authors and that of the users. Marx, Jefferson and Bentham state that the law ought to have the capacity to cure the ailment of online piracy and at the same time ensure that the public benefits at an effective cost. This section of the paper will be an expression of our findings from the analysis of our research questions. It will highlight the extent to which the Kenyan notice and takedown procedure has complied with these theories. Since few complaints with regard to our research questions have been brought to our Kenyan Courts, we shall make reference to US case law for our analysis.
The ordinary functioning of the internet entails three parties. That is: authors, internet users and internet intermediaries of which the ISPs are classified under. There has been lack of cooperation between these three parties primarily due to online infringement, in this case, online music infringement. In 2013, the statistics were that the music industry was ailing from online infringement at a rate of 98%.To curb this issue, the Kenyan legislators made a lot of reforms up to our current framework of the notice and takedown procedure. The reason for involving intermediaries in this battle, was because of their role in providing access to, storage and linking of online content.
Authors such as Walubengo and international legal entities have been at the fore front in establishing these ailments. From this research, it is clear that due process has been ignored a great deal. Internet Service Providers have been given judicial roles yet they lack knowledge in that area. This is a disfavor to the alleged infringer since the ISP may fail to recognize fake affidavits. Furthermore, it would deny both the complainant and the alleged infringer the right to an impartial tribunal. The notice and takedown procedure imposes liability for failure to take down content, this would make ISPs take down the content even before a counter notice is filed which in turn denies the alleged infringer the right to be heard.
From our analysis in the third chapter, it is also evident that the notice and takedown procedure ignores the music consumer’s right to freedom of expression which also entails the right to receive information. This is shown by the lack of clarity of section 35, lack of proportional sanctions, lack of transparency and unreasonable timelines. All these ailments favor the authors of musical works neglecting the public. Though few to zero cases dealing with online freedom of expression have been presented in the Kenyan courts, US courts have recognized the vital public interest in free speech. In Authors Guild v Google Inc., the courts held that as much as authors are important intended beneficiaries of copyright, the ultimate primary intended beneficiary is the public, whose access to information copyright seeks to advance. Due to this fact, the courts stated that the ultimate purpose of copyright is to benefit the public and thus the DMCA must be evaluated based on how well it furthers this ultimate purpose. This view is similar to that of the proposers of the utilitarian and social planning theory who also believe that authors should not be the only beneficiaries of their works but the public should also benefit. In view of these arguments, the notice and takedown procedure should be amended to give freedom of expression the benefit of the doubt. This would bring the NTP in to compliance with the heart of Copyright law.
This research has also proved that the law in place seems to present an imbalance between protection of the rights of the ISP and the rights of the alleged infringer. In the midst of safeguarding the interests of the ISP, the law overshadows the interests of the alleged interests and even the general public who desire to access material that fall within the realm of fair dealing. In Akon v Michelle Malkin, Michelle posted a video criticizing one of Akon’s music videos, in response to this act, Akon’s record company sent a takedown notice to YouTube for the video that was posted. Despite the work falling within the realm of fair use, as it was being used for education, it was taken down. If this case happened in Kenya, the results would still be similar since no exception has been given with regard to taking down content falling within the realm of fair dealing. This would in turn favor the author of the work at the expense of the one posting content.
Statics in the US indicate that few users submit correspondence to the notices served. Due to this fact, there is little opportunity for researchers to prove whether ISPs are informing their customers of the counter notice procedure. However, out of ten notices from the ISPs to their consumers, four do not provide for any information about the counter notice, four do and two are ambiguous or confusing. Keeping in mind that section 35 of the Copyright act lacks clarity on what ISPs should do with counter notices and neither does it give the ISP information on how to inform their customers of the counter notice procedure, ISPs in Kenya might end up receiving few correspondence to notices served. This will in turn cause a disfavor to the alleged infringers.
If this provision is not amended, the purpose of the copyright law as prescribed in the utilitarian and social planning theories will be defeated. These theories propose the need for a balance of incentives between the owners of the content and the persons benefitting from the content. In an instance where one party is benefitting more than the other, copyright law ought to come in and ensure that both parties benefit equally. 















CHAPTER 5
5.1 Conclusion
This study has proved that indeed the notice and take down procedure ignores due process and rights of natural justice for both the complainant and the alleged infringer by denying them the right to an impartial tribunal and the right to be heard. Secondly, it is clear that the notice and take down procedure does ignores the digital right of freedom of expression for the alleged infringer. Furthermore, it also denies the public the right to receive information, a right which can be classified under the freedom of expression. Lastly, this study has managed to answer the question of fair dealing which has proved that the safe harbors in place protect the interest of the ISP at the expense of the alleged infringer. 
In conclusion, it is clear that there needs to be an amendment of the law in order to ensure that the standard of copyright law is maintained and that there is a balance of the incentives of both copyright musical authors and copyright users.
5.2 Recommendations
In order to ensure that online infringement is curbed and the provisions are not favoring one party at the expense of another, I suggest the following recommendations:
1. Due process should be incorporated in to the procedure by:
a) Providing for an impartial arbiter to decide on matters infringement and analyzing the affidavit.
b) Making the take down temporary. For example taking it down for 14 days, during which the time will be used by the complainant to prove the validity of the infringement. After that time lapses the content should be returned, this will ensure that the notice and take down procedure is not used insincerely.
c) Elaborating the counter-notice provision. That is: highlighting what form the counter notice should take, the details it should contain and what an ISP ought to do on receiving it.
d) Removing the liability which compels the ISP to takedown content. This should be replaced by a court order making a determination on the same.
2. The notice and takedown procedure should incorporate right to share principles in its provisions. This will enhance the freedom of expression
3. The Act should reference Kenya’s obligation to  regional and international human right standards in order to safeguard the freedom of expression
4. The notice and takedown procedure should explicitly give an exception of content falling within the realm of fair dealing not to be taken down.
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