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Abstract 

The advancement of fully autonomous weapon systems presents unprecedented legal and 

ethical challenges, particularly concerning accountability under International Humanitarian 

Law. These weapons, characterised by deep-learning-led capabilities, can function without 

direct human intervention, raising concerns about compliance with established norms of 

warfare. The study explores the necessity of an effective liability framework under 

International Humanitarian Law for when these weapons inflict harm on protected persons, 

particularly in urban combat settings. 

Current legal frameworks within International Humanitarian Law struggle to address 

accountability gaps introduced by these weapons. The study critically examines the existing 

liability mechanisms for conventional weapons and weapons of mass destruction, 

highlighting their inadequacy in dealing with fully autonomous systems. Through an 

analysis of legal precedents, the study argues that a causation framework exactly like the 

one in common law negligence—specifically, factual and proximate causation—provides 

a robust foundation for attributing liability in the context of this study’s problem. 

Methodologically, this research employs a qualitative deductive approach, drawing from 

case law, international treaties, scholarly discussions, and more. The study finds that a 

causation framework exactly like the one in common law negligence should be integrated 

into International Humanitarian Law to hold users of these weapons (considered to be 

States) liable for harm they cause in urban areas. In instances where the weaponry is 

deployed directly to urban areas, liability should be established using the ‘but-for’ test. In 

cases where it is not deployed to urban areas but takes action within them, the foreseeability 

test should apply. 

Ultimately, the study proposes the above integration to ensure the use of these weapons 

aligns with fundamental humanitarian principles, advocating for judicial interpretation, 

institutional oversight, and reporting mechanisms to mitigate risks posed by fully 

autonomous warfare technologies. 

 

 

 

 



vii 

 

Table of contents 

Declaration........................................................................................................................... i 

Acknowledgements ............................................................................................................ ii 

List of legal instruments .................................................................................................. iii 

List of cases ........................................................................................................................ iv 

List of abbreviations .......................................................................................................... v 

Abstract .............................................................................................................................. vi 

1.0. Introduction ................................................................................................................. 1 

1.1. Problem Statement .................................................................................................. 5 

1.2. Research Objectives ................................................................................................ 5 

1.3. Research Questions ................................................................................................. 5 

1.4. Hypothesis ................................................................................................................ 6 

1.5. Justification of the study ........................................................................................ 6 

1.6. Conceptual Framework .......................................................................................... 6 

1.7. Literature Review ................................................................................................... 8 

1.7.1. On how autonomous weapon systems work .................................................. 8 

1.7.2. On the causation standard of common law negligence................................. 9 

1.7.3. On the necessity of a framework to hold the user of the fully autonomous 

weapon system liable for harm the weapon causes in urban areas ..................... 10 

1.7.4. Contribution ................................................................................................... 11 

1.8. Methodology .......................................................................................................... 12 

1.9. Chapter Breakdown .............................................................................................. 13 

2.0. Understanding the functionality, appeal, and risks posed by autonomous weapon 

systems .............................................................................................................................. 14 

2.1. Introduction ........................................................................................................... 14 

2.2. Technical functionality of autonomous weapon systems ................................... 14 

2.2.1. What is artificial intelligence? ...................................................................... 14 



viii 

 

2.2.2. Artificial intelligence in autonomous weapon systems ............................... 15 

2.3. The appeal of fully autonomous weapon systems .............................................. 16 

2.4. The risks posed by fully autonomous weapon systems ...................................... 18 

2.4.1. Explainability, transparency, and accountability........................................ 18 

2.4.1.1. The ‘black-box’ problem ........................................................................ 18 

2.4.1.2. The multiple actors problem .................................................................. 19 

2.4.2. Unpredictability ............................................................................................. 20 

2.5. The importance of a liability framework ............................................................ 24 

2.6. Conclusion ............................................................................................................. 25 

3.0. The liability framework governing the use of weapons in International 

Humanitarian Law........................................................................................................... 27 

3.1. Introduction ........................................................................................................... 27 

3.2. The role of human control and the principles of International Humanitarian 

Law ................................................................................................................................ 27 

3.2.1. What is control over weaponry understood to be? ..................................... 27 

3.2.2. How have courts attributed liability for harm by weapons based on what 

control is understood to be? .................................................................................... 29 

3.3. The challenge faced in proving causation under International Humanitarian 

Law in the context of fully autonomous weapon systems ......................................... 32 

3.4. Conclusion ............................................................................................................. 34 

4.0. The causation standard of common law negligence as the way forward ............. 36 

4.1. Introduction ........................................................................................................... 36 

4.2. Defining negligence and understanding the causation standard ...................... 37 

4.2.1. Introduction to negligence ............................................................................. 37 

4.2.2. The causation standard ................................................................................. 38 

4.3. The causation standard of common law negligence as the ideal framework .. 39 

4.3.1. The criteria for a desirable liability framework ......................................... 39 



ix 

 

4.3.2. Why a causation standard exactly like the one in common law negligence 

offers a desirable path forward .............................................................................. 40 

4.3.2.1. Application of the ‘but-for’ test ............................................................. 40 

4.3.2.2. Application of the foreseeability test ..................................................... 41 

4.3.2.3. A positive case for a causation standard exactly like the one in common 

law negligence ....................................................................................................... 42 

4.4. Conclusion ............................................................................................................. 44 

5.0. Conclusion and recommendations ........................................................................... 45 

5.1. Conclusion ............................................................................................................. 45 

5.2. Recommendations ................................................................................................. 46 

5.2.1. Integration of a causation framework exactly like the one in common law 

negligence into International Humanitarian Law through judicial interpretation

.................................................................................................................................... 46 

5.2.2. Creation of an international independent autonomous weapon systems 

reporting ombudsman ............................................................................................. 46 

5.2.3. Legal requirement for states to enact pre-deployment and post-deployment 

evaluation reporting ................................................................................................. 47 

Bibliography ................................................................................................................. 49 



1 

 

1.0. Introduction 

“An autonomous weapon…has an independent capacity and it’s self-directed and whether 

it can kill depends on whether it is armed or not.”1 

Upon the commission of a crime, man seeks solace in knowing redress can be sought and 

that justice can prevail.2 However, a lurking threat to this is a soulless imperfect weapon of 

international war that brings destruction of its own accord: the fully autonomous, human-

out-of-the-loop, weapon system. It operates under no law—only an unwavering duty to 

fulfil an objective, with neither man nor State in control of its decisions and actions. 

Autonomous Weapon Systems (AWS) lack a specific and universally accepted definition.3 

However, one of the most critical concepts in each of these definitions, is the concept of 

human intervention. The presence of a human actor in the operation of AWS provides a 

subject to hold accountable. For instance, in weapon systems that are operated by remote 

operatives, by the push of a button that engages the weapon, simultaneous responsibility is 

incurred by the actor for whatever action that weapon partakes on the battlefield because 

they are the initiator and propeller of its act.4 However, AWS fully driven by artificial 

intelligence (AI), lack clarity with regards to accountability for their actions.5   

 
1 Quote by Stacy Pettyjohn, Director of the Defense Program at Center for a New American Security; 

‘Unknown: Killer Robots’ directed by Jesse Sweet in 2023. 
2 UNGA, Declaration of basic principles of justice for victims of crime and abuse of power, UN A/Res/40/34 

(29 November 1985). 
3 This is evident in the non-exhaustive list of definitions by the Group of Governmental Experts on Emerging 

Technologies in the Area of Lethal Autonomous Weapons System; 

Convention on prohibitions or restrictions on the use of certain conventional weapons which may be deemed 

to be excessively injurious or to have indiscriminate effects, 10 March 2023, CCW/GGE.1/2023/CRP.1, 1-8; 

Definition by Australia, Canada, Japan, the Republic of Korea, the United Kingdom, and the United States: 

“…weapon systems that, once activated, can identify, select, and engage targets with lethal force without 

further intervention by an operator…” 

Definition by China: 

“Basic characteristics of Unacceptable Autonomous Weapons Systems should include but not limited to the 

following: Firstly, lethality, meaning sufficient lethal payload (charge) and means. Secondly, autonomy, 

meaning absence of human intervention and control during the entire process of executing a task. Thirdly, 

impossibility for termination, meaning that once started, there is no way to terminate the operation. Fourthly, 

indiscriminate killing, meaning that the device will execute the mission of killing and maiming regardless of 

conditions, scenarios and targets. Fifthly, evolution, meaning that through interaction with the environment, 

the device can learn autonomously, expand its functions and capabilities in a degree exceeding human 

expectations.” 
4 Horowitz M, Scharre P, ‘Meaningful human control in weapon systems: A primer’ Center for a New 

American Security, Working Paper March 2015, 10-13 –< Meaningful Human Control in Weapon Systems: 

A Primer | CNAS> on 22 September 2024. 
5 –< Lethal Autonomous Weapon Systems (LAWS) – UNODA> on 22 September 2024.  

https://www.cnas.org/publications/reports/meaningful-human-control-in-weapon-systems-a-primer
https://www.cnas.org/publications/reports/meaningful-human-control-in-weapon-systems-a-primer
https://disarmament.unoda.org/the-convention-on-certain-conventional-weapons/background-on-laws-in-the-ccw/#:~:text=Autonomous%20capabilities%20can%20be%20provided,behavior%20based%20on%20changing%20circumstances.
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The fully autonomous weapon system, though not developed yet, is argued to be inevitable. 

The evolution of warfare has been marked by significant transformations driven by 

advancements in technology.6 From the primitive weaponry of the pre-modern era such as 

spears,7 to the Cold War's introduction of nuclear weapons as a result of the arms race,8 and 

the dawn of deadly high precision weaponry such as the switchblade 600 loitering 

munition,9 military technologies have regularly developed based on technological 

advancements and need for military advantage.10 A shared feature in these eras was that 

humans were the decision-makers, they had unequivocal control over the actions of the 

weapon. 

Despite these advancements, there persists an unsatisfiable pressing need for increased 

efficiency, precision in military operations, and reduced risks to soldiers in hazardous 

environments. This necessity has led to a growing demand for autonomous weaponry. This 

has given rise to two distinct types: supervised autonomous weapons, where human 

operators retain control and intervene as necessary, and semi-autonomous weapons, which 

have partial independence but engage targets selected by human operators.11 

However, for the very same needs mentioned above, there remains a need to develop a 

"perfect soldier" capable of rapidly adapting to dynamic situations without human 

intervention or operation in international armed conflicts. Fully autonomous weapons, or 

"human-out-of-the-loop" systems, driven by deep learning,12 offer the potential to 

increasingly satisfy this need. Despite this weaponry not being fully developed yet, and 

such development being opposed,13 precursors to such systems are already in development, 

indicating a trajectory toward their eventual realisation. For instance, the United States’ 

 
6 Buchanan R, ‘History of technology’ Encyclopaedia Britannica, 2023, 1 –<History of technology | 

Evolution, Ages, & Facts | Britannica> on 22 September 2024. 
7 Buchanan R, ‘History of technology’ Encyclopaedia Britannica, 2023, 8 –<History of technology | 

Evolution, Ages, & Facts | Britannica> on 22 September 2024. 
8 –< Arms Race: Definition, Cold War & Nuclear Arms | HISTORY> on 22 September 2024. 
9 –<Switchblade® 600 Loitering Munition Systems | Kamikaze Drones | Suicide Drone | Tactical Missile 

Systems | AeroVironment, Inc. (avinc.com)> on 22 September 2024. 
10 –< What you need to know about autonomous weapons | ICRC> on 22 September 2024. 
11 Kallenborn Z, ‘Meet the future weapon of mass destruction, the drone swarm’ Bulletin of the Atomic 

Scientists, 5 April 2021 –< Meet the future weapon of mass destruction, the drone swarm - Bulletin of the 

Atomic Scientists (thebulletin.org)> on 22 September 2024. 
12 –< What is Deep Learning? - Deep Learning Explained - AWS (amazon.com)> on 22 September 2024; 

Deep learning allows the weapon system to process data in a way that is inspired by the human brain such 

that it can assess vast data, determine patterns and plausible actions, and act with timely precision. 
13 Convention on prohibitions or restrictions on the use of certain conventional weapons which may be 

deemed to be excessively injurious or to have indiscriminate effects, 8 August 2022, 

CCW/GGE.1/2022/WP.2, 4. 

https://www.britannica.com/technology/history-of-technology
https://www.britannica.com/technology/history-of-technology
https://www.britannica.com/technology/history-of-technology
https://www.britannica.com/technology/history-of-technology
https://www.history.com/topics/cold-war/arms-race
https://www.avinc.com/lms/switchblade-600
https://www.avinc.com/lms/switchblade-600
https://www.icrc.org/en/document/what-you-need-know-about-autonomous-weapons
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://aws.amazon.com/what-is/deep-learning/
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unmanned US X-47B combat aircraft has an autonomous flight control system designed to 

take off, autonomously aerial refuel, and land.14  An additional precursor is the AI pilot 

called Hivemind.15 Despite having about 10 months of learning through simulations against 

other AI, it was pinned against a highly experienced fighter pilot and absolutely dominated 

the human fighter pilot, taking no losses, even though the human pilot had about 25 years 

of experience and undertook 250 combat missions.16 It has a 99%-win rate and though it is 

for now being integrated into F-16s to read and react to the battlefield without requiring 

GPS waypoints or communications to make decisions, the goal is to rapidly scale it across 

next-generation aircrafts, F-22s, F-18s, and other advanced fighter jets.17 The inevitability 

of the realisation of fully autonomous weapon systems (fully AWS) is backed by the scaling 

hypothesis.18 The hypothesis suggests that current deep learning techniques, with increased 

computing power and data, will progress towards human-level AI and beyond,19 reducing 

the need for human intervention in operation of such systems.20  

No weapon is inherently perfect, and this equally applies to fully AWS. They are dependent 

on development by an inherently imperfect human being such as programmers, data 

scientists, manufacturers, etc.21 Intrinsic to human work is bias, lack of omniscience, 

limitation in resources, and much more. Despite the extraordinary efforts to fine-tune the 

AI model and weapon system to as optimal an output as possible, fully AWS cannot be 

perfect in all their engagements. This is more so the case when it comes to target 

identification, particularly in urban areas.22 Machine learning algorithms naturally do not 

 
14 –< X-47B Unmanned Combat Air System (UCAS) (naval-technology.com)> on 22 September 2024. 
15 –<Hivemind - Shield AI> on 22 September 2024. 
16 ‘Unknown: Killer Robots’ directed by Jesse Sweet in 2023. 
17 –<Hivemind - Shield AI> on 22 September 2024. 
18 –< The Scaling Hypothesis · Gwern.net> on 22 September 2024; 

“Once we find a scalable architecture like self-attention or convolutions, which like the brain can be applied 

fairly uniformly we can simply train ever larger neural networks and ever more sophisticated behaviour will 

emerge naturally as the easiest way to optimise for all the tasks & data.” 
19 Rushing B, Lavin J, ‘Is the scaling hypothesis falsifiable?’ PhilSci-Archive, 2024, 1. 
20 Bashir D, Kurenkov A, ‘The ai scaling hypothesis’ Last Week in AI, 5 August 2022 –< The AI Scaling 

Hypothesis (lastweekin.ai)> on 22 September 2024. 
21 Lazarsfeld S, ‘The courage for imperfection’ 47(1), Individual Psychology: Journal of Adlerian Theory, 

Research & Practice, 1991, 93–96. 
22 Target identification in this sense involves the complex process of an artificial intelligence system 

accurately recognising and classifying objects within a given environment as military objectives or not;  

Schwarz E, ‘Gaza war: Israel using AI to identify human targets raising fears that innocents are being caught 

in the net’ Queen Mary University of London, 17 April 2024 –<Gaza war: Israel using AI to identify human 

targets raising fears that innocents are being caught in the net - Queen Mary University of London 

(qmul.ac.uk)> on 22 September 2024; 

An urban area is a densely populated area that serves as a hub for economic, social, and/or cultural 

engagement, with extensive infrastructure including roads and buildings. It comprises of people of various 

 

https://www.naval-technology.com/projects/x-47b-unmanned-combat-air-system-carrier-ucas/?cf-view
https://shield.ai/hivemind/
https://shield.ai/hivemind/
https://gwern.net/scaling-hypothesis
https://lastweekin.ai/p/the-ai-scaling-hypothesis
https://lastweekin.ai/p/the-ai-scaling-hypothesis
https://www.qmul.ac.uk/media/news/2024/hss/gaza-war-israel-using-ai-to-identify-human-targets-raising-fears-that-innocents-are-being-caught-in-the-net.html
https://www.qmul.ac.uk/media/news/2024/hss/gaza-war-israel-using-ai-to-identify-human-targets-raising-fears-that-innocents-are-being-caught-in-the-net.html
https://www.qmul.ac.uk/media/news/2024/hss/gaza-war-israel-using-ai-to-identify-human-targets-raising-fears-that-innocents-are-being-caught-in-the-net.html
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give output with 100% certainty and the reliability and success rate of AI machinery 

becomes more challenged as autonomy increases.23 These issues are further exacerbated by 

dynamic and inherently unpredictable environments such as urban areas.24 The resultant 

effect is a prominent hindrance of the ability of the fully autonomous weapon to 

successfully distinguish between protected persons and military targets.25  

Furthermore, the “learning” capabilities of these weapons make them increasingly adaptive 

which not only poses concerns regarding their predictability and trustworthiness,26 but also 

makes unclear the subject to be held accountable in case of harm caused to protected 

persons by the weapon. The autonomy of fully AWS, characterised by deep learning 

capabilities and inscrutable decision-making processes, makes adequate supervision and 

understanding by human’s difficult, and intervention during operation impossible.27 The 

subject of accountability is increasingly more difficult to establish due to the involvement 

of various actors in development of fully AWS at various interlinked stages such as the data 

acquisition and preparation stage, model development and training stage, etc.28 As a result, 

identifying who is to be held accountable for harm caused by the weapon in urban areas 

during urban warfare is rather challenging because the weapon’s fault could very well be 

caused by the quality of data used in training, or a malfunction of hardware, or 

unsatisfactory programming, or various other possible causes from various other stages 

involving various different actors. 

 
backgrounds, lifestyles, professions, genders, and ages. These environments are complex and uncertain due 

to high population density, complex infrastructure, and the dynamic nature of civilian and military 

movements, which complicate the ability to distinguish between combatants and non-combatants. 
23 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 37-39. 
24 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 37-39. 
25 –<Protected persons | ICRC> on 22 September 2024; 

Protected persons are individuals who, due to their particular circumstances, are entitled to special protection 

during armed conflict. This includes civilians, combatants who are hors de combat (out of action), medical 

personnel, and cultural property. Civilians are generally protected from direct attacks, unless they take a direct 

part in hostilities. Combatants who are hors de combat, such as wounded, sick, or captured soldiers, are also 

protected and must be treated humanely. Medical personnel and cultural property, such as hospitals, schools, 

and places of worship, are also afforded special protection under IHL; 

Kallenborn Z, ‘Meet the future weapon of mass destruction, the drone swarm’ Bulletin of the Atomic 

Scientists, 5 April 2021 – < Meet the future weapon of mass destruction, the drone swarm - Bulletin of the 

Atomic Scientists (thebulletin.org)> on 22 September 2024. 
26 Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’ 28 

(37) Science and Engineering Ethics, 2022, 12. 
27 Hua S, ‘Machine learning weapons and international humanitarian law: Rethinking meaningful human 

control’ 15(1) Georgetown Journal of International Law, 2019, 126-127. 
28 Saltz J, ‘What is the ai life cycle’ Data Science Process Alliance, 31 March 2024 –< What is the AI Life 

Cycle? - Data Science Process Alliance (datascience-pm.com)> on 22 September 2024. 

https://www.icrc.org/en/law-and-policy/protected-persons
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://www.datascience-pm.com/ai-lifecycle/
https://www.datascience-pm.com/ai-lifecycle/
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International law and International Humanitarian Law (IHL) are ill-equipped to determine 

accountability for harm caused to protected persons by fully AWS due to key limitations. 

Firstly, it is crucial to note that there is no authoritative legal framework in place that 

specifically governs the development, production, and use of AWS.29 Secondly, the existing 

regimes and international discourse regarding weaponry are hinged on human oversight, 

control, and intent, which fully AWS either lack or make inadequate, further complicating 

accountability. Thirdly, legal responsibility is traditionally assigned to individuals or states, 

but with numerous actors being involved in development and use of fully AWS, it is unclear 

if liability should fall on programmers, operators, commanders, the state itself, or any other 

actor(s). 

1.1. Problem Statement 

This study assesses what causation standard IHL ought to adopt to establish liability for 

harm caused by fully AWS in urban settings. 

1.2. Research Objectives 

1) To investigate the functioning of AWS, identify the factors that make them 

appealing for warfare, and assess the risks they pose. 

2) To investigate the mechanisms by which IHL attributes liability for harm caused to 

protected persons by conventional weapons and weapons of mass destruction, and 

to explore the challenges IHL encounters in attributing liability in the context of 

fully AWS. 

3) To evaluate the suitability of a causation framework exactly like the one in common 

law negligence as the appropriate framework for holding users of fully AWS liable 

for harm the weaponry causes in urban settings. 

1.3. Research Questions 

1) How do AWS function, what makes them appealing for warfare, and what risks do 

they pose? 

 
29 Lestari A, ‘AWS: A threat to international humanitarian law or a necessary technological evolution?’ 

Modern Diplomacy, 4 April 2024 –< AWS: A Threat to International Humanitarian Law or a Necessary 

Technological Evolution? - Modern Diplomacy> on 10 November 2024; 

Davison N, ‘A legal perspective: Autonomous weapon systems under international humanitarian law’ United 

Nations Office for Disarmament Affairs, UNODA Occasional Papers Number 30, 2018, 7 –< 

https://doi.org/10.18356/29a571ba-en> on 10 November 2024. 

https://moderndiplomacy.eu/2024/04/04/aws-a-threat-to-international-humanitarian-law-or-a-necessary-technological-evolution/
https://moderndiplomacy.eu/2024/04/04/aws-a-threat-to-international-humanitarian-law-or-a-necessary-technological-evolution/
https://doi.org/10.18356/29a571ba-en
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2) How has IHL attributed liability for harm caused to protected persons by 

conventional weapons and weapons of mass destruction, and what challenges arise 

in IHL when it comes to attributing liability in the context of fully AWS?  

3) Why might a causation framework exactly like the one in common law negligence 

be the appropriate framework for holding users of fully AWS liable for harm the 

weaponry causes in urban settings? 

1.4. Hypothesis 

A causation framework exactly like the one in common law negligence should be adopted 

under IHL to hold users of fully AWS liable for harm the weaponry causes in urban settings. 

1.5. Justification of the study 

This study primarily benefits six parties. Firstly, policy makers and international 

organisations stand to gain a deeper understanding of how existing legal frameworks can 

be adapted to address the emerging challenges posed by fully AWS to international armed 

conflicts, thereby informing the development of new regulations and international treaties. 

Secondly, legal scholars and researchers benefit by gaining a novel perspective on 

integrating the domestic tort principle of negligence into IHL which could not only 

influence academic discourse but also future legal interpretations. Lastly, military 

strategists and defence policymakers can use the insights to refine deployment protocols 

and accountability mechanisms for fully AWS, ensuring that the use of such technology 

aligns with international legal and ethical standards. 

1.6. Conceptual Framework 

Meaningful human control as the ability to foresee International Humanitarian Law 

violations and decide on deployment of the fully autonomous weapon 

Meaningful human control (MHC) means that future weapons systems must have humans 

rather than computers and their algorithms30 remain in control of, and thus morally 

responsible for, relevant decisions regarding lethal military engagement.31 This concept has 

struggled to reach a consensus among the United States and its international partners due 

to disagreements in terminology and operational scope of human involvement. While the 

 
30 –< Algorithm | AI Glossary | OpenTrain AI> on 22 September 2024; 

Algorithm refers to a set of rules to be followed by a computer or machine in action, reasoning, computation, 

calculations, or other problem-solving operations. They are the backbone of AI and machine learning.  
31 Article 36, Killer Robots: UK Government Policy on Fully Autonomous Weapons, 19 April 2013, 1-5. 

https://www.opentrain.ai/glossary/algorithm
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United Nations Convention on Certain Conventional Weapons, specifically its Group of 

Governmental Experts, has employed the phrase, US Department of Defence Directive 

3000.09 uses the term “appropriate human judgment” instead.32  

For the former, MHC ensures that use of AWS is lawful through: the AI system being 

predictable, reliable and transparent; the clarity and accuracy of information on the outcome 

sought and the context of the system’s use; the existence of the possibility of timely human 

intervention; and the ability to attribute legal responsibility for outcomes.33 The human 

operators must have a significant degree of control and involvement throughout the 

decision-making process of AWS. This version leans towards maintaining human judgment 

in all critical aspects of AWS deployment and target engagement, reflecting a more cautious 

approach to autonomous systems.34 For the latter, more emphasis is placed on a flexible 

approach that gives room for an increase in autonomy. Human oversight would only be 

involved in critical decisions about how, when, where, and why the weapon will be 

employed, and not require manual human control of the weapon.35 

However, these two views fail to consider fully AWS which make human intervention 

impossible due to their degree of autonomy and high complexity.36 Therefore, the above 

views fall short in this study. However, partially drawing from Schuller’s movement from 

‘control as human intervention’ to ‘control as predictability’,37 and partially from 

understanding fully AWS, this study posits a new conceptualisation of MHC that best 

accommodates fully AWS.  

Alan Schuller put forward the reasonable predictability test to assess whether compliance 

with IHL can be reasonably predicted/foreseen whereby if so, then control is maintained 

 
32 Trabucco L, ‘What is meaningful human control, anyway? cracking the code on autonomous weapons and 

human judgment’ Modern War Institute, 2023 –< What is Meaningful Human Control, Anyway? Cracking 

the Code on Autonomous Weapons and Human Judgment - Modern War Institute (westpoint.edu)> on 22 

September 2024. 
33 Hua S, ‘Machine learning weapons and international humanitarian law’, 131. 
34 Hua S, ‘Machine learning weapons and international humanitarian law’, 131-132. 
35 Congressional Research Service, Defense Primer: U.S. Policy on Lethal Autonomous Weapon Systems, 1 

February 2024, 1. 
36 Matthias A, ‘The responsibility gap: Ascribing responsibility for the actions of learning automata’ 6(3) 

Ethics and Information Technology, 2004, 182-183; 

MHC ‘‘is impossible when the machine has an informational advantage over the operator . . . [or] when the 

machine cannot be controlled by a human in real-time due to its processing speed and the multitude of 

operational variables. . .” 
37 Hua S, ‘Machine learning weapons and international humanitarian law’, 139. 

https://mwi.westpoint.edu/what-is-meaningful-human-control-anyway-cracking-the-code-on-autonomous-weapons-and-human-judgment/#:~:text=MHC%20is%20a%20loaded%20political,of%20armed%20conflict%20(LOAC).
https://mwi.westpoint.edu/what-is-meaningful-human-control-anyway-cracking-the-code-on-autonomous-weapons-and-human-judgment/#:~:text=MHC%20is%20a%20loaded%20political,of%20armed%20conflict%20(LOAC).
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no matter the level or type of interaction with the machine.38 However, in stating that lethal 

decisions shouldn’t be fully handed over to a machine, he fails to consider that in fully 

AWS, as is elaborated upon in this study, users39 can only exercise precaution prior to 

deployment, deploy the weapon, and observe the engagements,40 and that these are forms 

of meaningful human control in themselves.41  

Therefore, this study posits the concept of MHC as the user's ability in the pre-deployment 

stage, to foresee that deploying the weapon would either result in its actions violating IHL 

or not, and the user’s ability in the deployment stage, to decide on deployment or not. It 

highlights these two stages as the critical moments of control.  

1.7. Literature Review 

1.7.1. On how autonomous weapon systems work 

AWS represent a significant evolution in warfare, utilising sophisticated sensor suites and 

computer algorithms to independently identify and engage targets without direct human 

intervention.42 The International Committee of the Red Cross (ICRC) recognised that these 

systems are highly complex in their autonomy because of machine learning algorithms.43 

Kelleher states that this is a system’s ability to analyse and find patterns and relationships 

in data,44 and the ICRC divides it into three: supervised learning which  uses a set of 

examples with a label informing the algorithm of the expected output; reinforcement 

learning whereby algorithms learn how to choose between a set of actions to accomplish a 

task that will maximise some reward, this is done through trial and error; and unsupervised 

learning where algorithms learn by themselves without any external goal and which would 

be able to come up with their own goals.45 With an increase in interconnected neural 

 
38 Schuller A, ‘At the crossroads of control: The intersection of artificial intelligence in autonomous weapon 

systems with international humanitarian law’ 8(8) Harvard National Security Journal¸2017, 409. 
39 This refers to States. This includes a military man/commander’s actions because attribution to a State occurs 

when either: the entity is an organ of the state (structure); it is empowered to "exercise elements of the 

governmental authority" (function); or it is controlled by the state (control); 

Articles on state responsibility for internationally wrongful acts, ILC 53rd Report, 2001, UN Doc 

A/RES/56/83 (2001). 
40 Gaeta P, ‘Who acts when autonomous weapons strike? the act requirement for individual criminal 

responsibility and state responsibility’ 21(5) Journal of International Criminal Justice, 2023, 1053. 
41 Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’, 11. 
42 Congressional Research Service, Defense Primer: U.S. Policy on Lethal Autonomous Weapon Systems, 1 

February 2024, 1. 
43 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 24. 
44 Kelleher J, Deep learning, The MIT Press, Cambridge, 2019, 6-7. 
45 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 37-39. 



9 

 

networks, various scholars argue that the weapon system becomes capable of analysing 

vast complex data amounts, processing them, and determining patterns and relationships 

essentially becoming capable of deep learning.46 Hua acknowledges that deep learning 

allows this without requiring explicit programming for every potential scenario, making 

AWS increasingly adaptable to uncertainties in the environment and capable of highly 

complex decision making.47 Furthermore, Taddeo and Blanchard acknowledge that deep 

learning is utilised in the weapon’s intelligence gathering and target recognition and 

identification.48 However, the ICRC outlines that it is crucial to note that these algorithms 

inherently do not give output with 100% certainty.49 

1.7.2. On the causation standard of common law negligence 

Negligence is the omission to do something which a reasonable man, guided by those 

considerations which ordinarily regulate the conduct of human affairs, would do, or doing 

something which a prudent and reasonable man would not do.50 It is used to hold a person 

liable for carelessly causing harm and traditionally entailed four elements: duty, breach, 

cause, and damage. Owen, because of the misleading conflation of factual causation and 

proximate cause under the blanket term “cause”, states these elements as five, namely: duty 

of care, breach of such duty, factual causation, proximate cause, and damage.51 In 

expounding on the causation standard,52 he states that factual causation looks at whether 

the wrongful act actually caused the harm, determined by the ‘but-for’ test53, while on the 

other hand, proximate cause looks at whether the act and the harm were sufficiently close 

rather than remote, determined by the foreseeability test.54 

Yannoulidis expounded on factual causation, stating that a defendant’s act would be the 

factual cause of a plaintiff's loss if it was a necessary condition of such loss.55 Furthermore, 

 
46 Kelleher, Deep learning, 21; 

Piper K, ‘The case for taking ai seriously as a threat to humanity’ Vox, 15 October 2020 –< What is artificial 

intelligence? Your AI questions, answered. | Vox> on 13 November 2024. 
47 Hua S, ‘Machine learning weapons and international humanitarian law’, 119, 124-125. 
48 Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’, 12. 
49 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 37-39. 
50 The Black’s Law Dictionary, 2nd ed. 
51 Owen D, ‘The Five Elements of Negligence’ 35 (4) Hofstra Law Review, 2007, 1672-1673. 
52 This refers to factual causation and proximate cause. 
53 The test posits that the harm wouldn’t have occurred were it not for the negligent act. 
54 The foreseeability test refers to contemplation of the plausibility of an act’s consequence by the actor, at 

the time the choice was to be made; 

Owen D, ‘The Five Elements of Negligence’, 1679-1685. 
55 Yannoulidis S, ‘Causation in the law of negligence’ 27(2) Monash University Law Review, 2001, 320; 

 

https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
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that in every application of the ‘but-for’ test, an evaluation occurs of what probably would 

have happened if the defendant had not been negligent, and a comparison of that situation 

with what actually happened.56 In proximate cause, he stated that one is liable if a 

reasonable person in his position would have foreseen the harm incurred, and it is irrelevant 

what the defendant did or could foresee, because what matters is that the type of harm be 

foreseeable to a reasonable person hence informing them to take the precautions the 

defendant neglected.57 

1.7.3. On the necessity of a framework to hold the user of the fully autonomous 

weapon system liable for harm the weapon causes in urban areas 

Various scholars have acknowledged that technological progress in the field of AI continues 

to make possible the emergence of machines capable of taking human lives without human 

control thus representing a threat to humanity for which no legal framework currently 

exists.58 Langley observes that the numerous ethical insights and debates regarding AWS, 

though useful and necessary, do not bring about the urgently required solutions for 

minimising the associated risks.59 Kallenborn identifies one such risk as the incapacity of 

this weaponry, to adequately discriminate between protected persons such as civilians and 

military targets, which exacerbates the potential for unlawful harm and humanitarian 

crises.60  

In addition to the above risk, the ICRC recognised that these weapons pose challenges to 

the determination of responsibility because of the high degree of autonomy, the inherent 

uncertainty of output by highly complex algorithms (which increases as autonomy 

increases), and dynamic and unpredictable environments.61 The absence of clear liability 

structures could lead to a dangerous accountability gap, undermining fundamental 

 
Barnett v Chelsea and Kensington Hospital Management Committee (1969), Queen’s Bench of The United 

Kingdom. 
56 Yannoulidis S, ‘Causation in the law of negligence’, 327. 
57 Yannoulidis S, ‘Causation in the law of negligence’, 326. 
58 Langley B, ‘The weaponization of artificial intelligence: What the public needs to be aware of’ Frontiers 

in Artificial Intelligence, 2023, 1-4; 

Armitage R, ‘We must oppose lethal autonomous weapons systems’ 69(687) British Journal of General 

Practice, 2019, 510-511. 
59 Langley B, ‘The weaponization of artificial intelligence: What the public needs to be aware of’ Frontiers 

in Artificial Intelligence, 2023, 2. 
60 Kallenborn Z, ‘Meet the future weapon of mass destruction, the drone swarm’ Bulletin of the Atomic 

Scientists, 5 April 2021 –< Meet the future weapon of mass destruction, the drone swarm - Bulletin of the 

Atomic Scientists (thebulletin.org)> on 22 September 2024. 
61 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 37-40. 

https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
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principles of IHL. Furthermore, it identifies that these weapons reduce the cost of waging 

war for technologically advanced countries with high financial stability,62 and as per 

Taddeo and Blanchard, allow the waging of war without the need to overcome potential 

objections by military personnel or of a democratic populace.63 The ICRC saw this as 

paving way for these countries to use force instead of peaceful means to settle international 

disputes resulting in catastrophe in humanitarian terms.64 

Hua identifies that fully AWS are systems that are capable of “learning how to learn”, which 

makes their decision-making process during intense time-critical combat scenarios, 

inscrutable to a human and difficult to subject to human supervision.65 Despite all this, 

Gaeta outlines that these weapons are still considered “tools” of the user, and they are the 

ones that deploy the weapon system.66 However, without a liability framework in place, the 

unchecked deployment of fully AWS could lead to severe and unintended consequences, 

undermining global security and the fundamental principles of warfare. Given these 

profound ethical, legal, and humanitarian concerns associated with fully AWS, the 

establishment of a comprehensive legal framework for holding users of fully AWS liable 

for harm the weaponry causes in urban settings is imperative.   

1.7.4. Contribution 

Scholars recognise that fully AWS present significant legal and ethical challenges due to 

their autonomous decision-making and the inherent uncertainty of algorithmic outputs, 

making it difficult to assign responsibility. Despite their independence in combat, fully 

AWS are still viewed as tools of the user. This study contributes to the discourse by 

proposing that a causation framework exactly like the one in common law negligence 

should be integrated into IHL to hold users of fully AWS liable for harm the weaponry 

causes in urban settings. The proposed legal framework attributes liability to the user based 

on responsibilities of a state and the proximity of their deployment decision to the harm 

caused. As a result, it addresses the current gap in accountability for violations of IHL by 

 
62 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 40. 
63 Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’, 3. 
64 International Committee of the Red Cross, Autonomous weapon systems implications of increasing 

autonomy in the critical functions of weapons, 16 March 2016, 40. 
65 Hua S, ‘Machine learning weapons and international humanitarian law’, 126-127. 
66 Gaeta P, ‘Who acts when autonomous weapons strike? the act requirement for individual criminal 

responsibility and state responsibility’, 1053. 
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fully autonomous weapons while duly considering the complexity, autonomy, and other 

realities the weapon brings. 

1.8. Methodology 

This study employs a qualitative research approach. To answer how AWS function, their 

appeal, and the risks they pose, the study draws from secondary sources such as journal 

articles, research reports, and books on AI, machine learning, and autonomous weapon 

system technology. These sources provide a comprehensive understanding of the technical 

aspects of AWS, including how they and fully AWS operate. Additionally, these sources 

highlight both the advantages of AWS and their limitations. As a result, clarity would be 

gained on the high risk they pose to IHL-compliant target identification in urban warfare 

and make a case for why attribution of liability is needed for when fully AWS cause harm.  

To investigate the mechanisms by which IHL attributes liability for harm caused to 

protected persons by conventional weapons and weapons of mass destruction (WMD), the 

study relies on case laws from the International Court of Justice (ICJ), among other bodies, 

to draw out what is considered in attribution of liability in the context of conventional 

weapons and WMD. To answer what challenges arise in IHL when it comes to attributing 

liability in the context of fully AWS, this study majorly uses scholarly work to show how 

the novelty of these weapons in warfare exposes the inadequacies of existing IHL 

regulations used in the context of conventional weapons and WMD. 

Finally, to explore why a causation framework exactly like the one in common law 

negligence might be the appropriate framework for holding users of fully AWS liable for 

harm the weaponry causes in urban settings, this study uses case law and scholarly work to 

assess the common law causation standard in negligence, making a positive case for the 

standard and evaluating its suitability. Building on this, it uses scholarly works to outline a 

clear structure for addressing liability when fully AWS indiscriminately attack with respect 

to 2 instances: (1) when the weapon is deployed to an urban area and harms protected 

persons, and (2) when the weapon takes lethal action causing harm to protected persons in 

an urban area despite not being deployed to such a setting.  

Therefore, to answer the main question, this study employs deductive reasoning, using both 

primary and secondary sources to draw connections between the various concepts and 

principles analysed, ultimately determining the possibility of, and making 
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recommendations for, integrating a causation framework exactly like the one in common 

law negligence under IHL.  

1.9. Chapter Breakdown 

Chapter One lays out the background and context, the problem statement, the research 

objectives and questions, the hypothesis, among others. 

Chapter Two examines the technical functionality, appeal, and risks of fully AWS. It 

explores AI’s role in AWS, the operational advantages of these weapons, and the ethical 

and legal risks they pose. It also outlines the importance of a liability framework for holding 

users of fully AWS liable for harm the weaponry causes in urban settings. 

Chapter Three analyses the existing liability framework in IHL for conventional weapons 

and WMD. It draws from case laws the role of human control in attributing responsibility. 

Thereafter, the chapter highlights the challenges fully AWS pose in proving causation due 

to their autonomy and complexity.  

Chapter Four proposes a causation framework exactly like the one in common law 

negligence as the most suitable framework for addressing the legal and ethical concerns 

surrounding the deployment of fully AWS in urban warfare. It explains negligence, its 

elements, and how its causation standard—factual and proximate cause—can effectively 

determine liability. 

Chapter Five concludes the paper and provides recommendations on the way forward. 
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2.0. Understanding the functionality, appeal, and risks posed by 

autonomous weapon systems 

2.1. Introduction 

Conflict has been a persistent aspect of human history, shaping societies and driving 

technological advancements in warfare. As the prevalence of conflicts continues in various 

forms, nations continuously seek to refine their military capabilities. This evolution of 

warfare has led to the growing desire to develop fully AWS, which promise to enhance 

operational efficiency, reduce human casualties, enable faster decision-making in complex 

combat environments, and much more.  

This chapter seeks to expound on the ‘what’ and the ‘whys’ of fully AWS in 4 parts. The 

first part discusses the technical functionality of AWS by outlining what AI is, how it acts 

as the driving force of AWS, how fully AWS would arise, and the various capabilities the 

weaponry possesses. The second part analyses why these weapons are so attractive to users 

by expounding on their operational capabilities and advantages. The third part outlines the 

various risks posed by fully AWS. The fourth part makes a case for why a liability 

framework holding users of fully AWS liable for harm the weaponry causes in urban 

settings, is needed. The chapter then closes with a conclusion summarising the discourse. 

2.2. Technical functionality of autonomous weapon systems 

2.2.1. What is artificial intelligence? 

AI is the ability of a machine to execute cognitive functions typically linked to the human 

mind, such as perception, reasoning, learning, environmental interaction, problem solving, 

decision making, and even exhibiting creativity.67 It involves machine learning which 

according to Kelleher, focuses on the development and assessment of algorithms that 

enable the system to autonomously learn and discern intricate relationships, patterns, and 

structures within vast datasets.68 However, from this broader field of machine learning 

came deep learning. Kelleher notes that deep learning allows the system to make data 

driven decisions by not only identifying but also extracting patterns that manifest 

relationships between complex inputs and outcomes.69 It achieves this through the 

 
67 Rai A, Constantinides P, Sarker S, ‘Next-generation digital platforms: Toward human-ai hybrids’ 43(1) 

MIS Quarterly, 2019, 3. 
68 Kelleher, Deep learning, 6-7. 
69 Kelleher, Deep learning, 4. 
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utilisation of neural networks, complex structures composed of artificial neurons that 

process and transmit information in a manner strikingly analogous to the way the human 

brain functions.70 Daei points out that the network is organised into layers which contain 

multiple interactive neurons that process the input data, learn patterns, and pass the 

transformed data to the next layer.71 The layers in a neural network may be multiple 

depending on the complexity of the problem at hand,72 thus the more layers present, the 

higher the depth of deep learning.73  

However, Kelleher warns that deep learning has a high affinity for overfitting which occurs 

when a model learns the training data too well, capturing noise and specific patterns that 

don’t generalise to new data, resulting in high accuracy on the training data but poor 

performance on unseen data.74 He notes that despite being a danger, this also reflects the 

suitability of neural networks to focus on large amounts of data.75 Additionally, Piper 

asserts that deep learning has catalysed remarkable advancements by offering scalable and 

highly adaptable solutions to intricate, multifaceted problems, distinguishing itself from 

earlier AI techniques that, despite their theoretical potential, faced considerable challenges 

when applied to real-world complex and unpredictable scenarios.76 The rise in computing 

power has been crucial in this progress, as it allows AI models to handle more extensive 

data and achieve greater sophistication.77 

2.2.2. Artificial intelligence in autonomous weapon systems 

Hua asserts that deep learning is particularly suitable for AWS because it enables these 

weapons to possess the unique capacity to learn and adapt without the necessity for detailed, 

explicit programming for every conceivable scenario, thereby offering a level of autonomy 

that surpasses traditional weapon systems in terms of flexibility and decision-making 

 
70 Kelleher, Deep learning, 65. 
71 Daei B, ‘A layman’s intro to machine learning — part 3: Neural networks and their applications’ Medium, 

7 May 2023 –< A Layman’s Intro to Machine Learning — Part 3: Neural Networks and Their Applications | 

by Bijan Daei | Medium> on 13 November 2024. 
72 Daei B, ‘A layman’s intro to machine learning — part 3: Neural networks and their applications’ Medium, 

7 May 2023 –< A Layman’s Intro to Machine Learning — Part 3: Neural Networks and Their Applications | 

by Bijan Daei | Medium> on 13 November 2024. 
73 Kelleher, Deep learning, 68. 
74 Kelleher, Deep learning, 21. 
75 Kelleher, Deep learning, 21. 
76 Piper K, ‘The case for taking ai seriously as a threat to humanity’ Vox, 15 October 2020 –< What is artificial 

intelligence? Your AI questions, answered. | Vox> on 13 November 2024. 
77 Piper K, ‘The case for taking ai seriously as a threat to humanity’ Vox, 15 October 2020 –< What is artificial 

intelligence? Your AI questions, answered. | Vox> on 13 November 2024. 

https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
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capacity.78 This ability is made possible by neural networks in that they learn by 

backtracking predictions and adjusting to ensure minimal error between predicted output 

and the actual output hence increasing their accuracy in a manner and speed that 

occasionally outperforms humans.79 Taddeo and Blanchard contend that the integration of 

deep learning algorithms, coupled with the enhancement of the weaponry through the 

incorporation of more advanced and sophisticated sensor hardware, significantly bolsters 

the weapon’s ability to gather critical intelligence, while simultaneously improving its 

capacity for precise target recognition and identification, thereby allowing the system to 

discern and evaluate potential threats with remarkable efficiency and accuracy.80  

The development of autonomous weapons has currently given rise to two distinct types: 

supervised autonomous weapons, where human operators retain control and intervene as 

necessary, and semi-autonomous weapons, which have partial independence but engage 

targets selected by human operators.81 However, considering the scalable character of deep 

learning, the enhancement offered by rising computing power, and the scaling hypothesis, 

these weapons may inevitably evolve into fully AWS. These are weapons that, according 

to Sharp, leverage the powerful capabilities of deep learning algorithms and neuromorphic 

computing which mimics the functions of a human brain, allowing the weapon to 

expeditiously plan, anticipate, respond to complex and unstructured data from unstructured 

environments such as urban battlefields.82 Additionally, they can independently make 

critical decisions concerning their operational functions all without requiring human 

intervention.83  

2.3. The appeal of fully autonomous weapon systems 

AWS possess a remarkable versatility that makes them highly attractive to militaries across 

the globe, because they offer a broad range of capabilities that can be adapted for numerous 

 
78 Hua S, ‘Machine learning weapons and international humanitarian law’, 124-127. 
79 Daei B, ‘A layman’s intro to machine learning — part 3: Neural networks and their applications’ Medium, 

7 May 2023 –< A Layman’s Intro to Machine Learning — Part 3: Neural Networks and Their Applications | 

by Bijan Daei | Medium> on 13 November 2024. 
80 Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’, 12. 
81 Kallenborn Z, ‘Meet the future weapon of mass destruction, the drone swarm’ Bulletin of the Atomic 

Scientists, 5 April 2021 – < Meet the future weapon of mass destruction, the drone swarm - Bulletin of the 

Atomic Scientists (thebulletin.org)> on 22 September 2024. 
82 Sharp C, ‘Cognitive lethal autonomous weapons systems (claws)’ Lieber Institute West Point, 5 November 

2021 –< Cognitive Lethal Autonomous Weapons Systems (CLAWS) - Lieber Institute West Point> on 13 

November 2024. 
83 Operational functions include but are not limited to the identification of potential targets, the continuous 

tracking of those targets, and the subsequent engagement with them; 

Taddeo M, Blanchard A, ‘A comparative analysis of the definitions of autonomous weapons systems’, 12. 

https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://medium.com/@bdaei/a-laymans-intro-to-machine-learning-part-3-neural-networks-and-their-applications-e88cf08c1d21
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://lieber.westpoint.edu/cognitive-lethal-autonomous-weapons-systems/
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applications in both civilian and military sectors. Various scholars refer to this as a case of 

dual-use capabilities of AI whereby tracking tools, object identification capabilities, and 

sophisticated visual perception algorithms initially designed for self-driving cars are now 

being utilised to enhance the identification, tracking, and engagement of military targets on 

the battlefield.84 

Greenberg highlights that militaries around the world are intrigued and drawn to these 

weapon systems because they reduce operational risk by removing human soldiers from 

hazardous situations and perform tasks faster with higher precision than humans.85 

Moreover, various scholars emphasise several other advantages including lower operational 

costs, greater geographical accessibility in communication-limited and/or contested 

territories, decreased human error, and accelerated reaction times, which all enable utility 

of these weapons in navigation, detection, intelligence, surveillance, reconnaissance, and 

so on.86 Johnson adds that AI is increasingly being integrated into these weapon systems as 

a force multiplier of their remote and acoustic sensing, data processing, communications, 

and cyber capabilities.87 Notably, this is all with respect to AWS in existence today: 

supervised autonomous weapons, and semi-autonomous weapons. 

However, the growing need for more military advancements could see to the realisation of 

fully AWS. Sharp and Hua emphasise that, in addition to the previously mentioned appeal 

and capabilities AWS have, fully AWS introduce a further layer of sophistication by 

incorporating the critical abilities of highly efficient adaptability in unpredictable and 

constantly shifting environments, alongside their capacity to rapidly engage in highly 

complex, multi-faceted decision-making processes.88 

 
84 Longpre S, Storm M, Shah R, ‘Lethal autonomous weapons systems & artificial intelligence: Trends, 

challenges, and policies’ MIT Science Policy Review, 2022, 48. 
85 Greenberg E, ‘Wrestling with killer robots: The benefits and challenges of artificial intelligence for national 

security’ MIT Case Studies in Social and Ethical Responsibilities of Computing, (Summer 2021), 10 August 

2021 –< Wrestling with Killer Robots: The Benefits and Challenges of Artificial Intelligence for National 

Security · Summer 2021> on 13 November 2024. 
86 Longpre S, Storm M, Shah R, ‘Lethal autonomous weapons systems & artificial intelligence: Trends, 

challenges, and policies’ MIT Science Policy Review, 2022, 47-49. 
87 Johnson J, ‘Artificial intelligence: A threat to strategic stability’ 14(1) Strategic Studies Quarterly, 2020, 

18-19. 
88 Sharp C, ‘Cognitive lethal autonomous weapons systems (claws)’ Lieber Institute West Point, 5 November 

2021 –< Cognitive Lethal Autonomous Weapons Systems (CLAWS) - Lieber Institute West Point> on 13 

November 2024; 

Hua S, ‘Machine learning weapons and international humanitarian law’, 119. 

https://mit-serc.pubpub.org/pub/wrestling-with-killer-robots/release/2
https://mit-serc.pubpub.org/pub/wrestling-with-killer-robots/release/2
https://lieber.westpoint.edu/cognitive-lethal-autonomous-weapons-systems/
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2.4. The risks posed by fully autonomous weapon systems 

2.4.1. Explainability, transparency, and accountability 

2.4.1.1. The ‘black-box’ problem 

Various scholars argue that the continuous advancements in both hardware capabilities and 

machine learning techniques have enhanced the overall performance and efficiency of 

autonomous systems, but at the expense of a human’s ability to interpret their decision-

making processes and a corresponding diminishment in the human operator's ability to 

impose timely and effective intermediate interventions.89 Various scholars argue that one 

of the most critical risks posed by fully AWS is their ‘black-box’ nature whereby the 

analytical process between complex inputs and the outputs is opaque and inhibits the 

explainability of the actions of these weapons.90  

Bathaee states that the ‘black-box’ problem arises from the immense complexity and the 

high-dimensional nature of deep neural network computations.91 Various scholars note that 

these networks distribute their learning across countless parameters, with no single neuron 

or subset of neurons encoding a specific decision but instead all hundreds or thousands 

working together to do so, making it nearly impossible to trace how a specific decision is 

made.92 As information flows through layers, the model refines patterns in ways that are 

mathematically meaningful but unintelligible to humans, obscuring the reasoning behind 

its outputs.93 This is because while humans can visualise patterns in two or three 

dimensions, neural networks operate in spaces with hundreds or even thousands of 

variables, where relationships between data points exist beyond human perception.94  

This inherent complexity makes deep learning models extraordinarily powerful but 

fundamentally unexplainable. This raises critical concerns in high-stake applications. This 

 
89 Longpre S, Storm M, Shah R, ‘Lethal autonomous weapons systems & artificial intelligence: Trends, 

challenges, and policies’ MIT Science Policy Review, 2022, 51. 
90 Greenberg E, ‘Wrestling with killer robots: The benefits and challenges of artificial intelligence for national 

security’ MIT Case Studies in Social and Ethical Responsibilities of Computing, (Summer 2021), 10 August 

2021 –< Wrestling with Killer Robots: The Benefits and Challenges of Artificial Intelligence for National 

Security · Summer 2021> on 13 November 2024; 

Longpre S, Storm M, Shah R, ‘Lethal autonomous weapons systems & artificial intelligence: Trends, 

challenges, and policies’ MIT Science Policy Review, 2022, 49. 
91 Bathaee Y, ‘The artificial intelligence black box and the failure of intent and causation’ 31(2) Harvard 

Journal of Law and Technology, 2018, 901. 
92 Bathaee Y, ‘The artificial intelligence black box and the failure of intent and causation’, 902; 

Goodfellow I, Bengio Y and Courville A, Deep learning, The MIT Press, Cambridge, 2016, 17. 
93 Bathaee Y, ‘The artificial intelligence black box and the failure of intent and causation’, 902-903. 
94 Bathaee Y, ‘The artificial intelligence black box and the failure of intent and causation’, 903. 
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‘black-box’ nature exacerbates the accountability problem as decision-makers struggle to 

determine whether an action reflects an adversary’s intent, or whether the autonomous 

weapon carried out an attack that was inconsistent with the rival leader’s policies.95 This 

profoundly impacts the targeted state's decision-making process regarding its response, as 

political and military leaders may be inclined to limit or restrain their retaliatory actions if 

they perceive the attack as unintentional or inadvertently carried out.96 The challenge is 

further compounded by the fact that rival states or actors can intentionally misrepresent or 

obscure whether they were the ones who authorised the attacks, skilfully exploiting the 

‘black-box’ nature of fully autonomous systems.97 

2.4.1.2. The multiple actors problem 

These weapons exacerbate the accountability problem by making it increasingly difficult 

to hold a single actor accountable for violations of IHL due to the great multiplicity of 

actors involved in development and use of these weapon systems at various interlinked 

stages.98  Various scholars argue that the operations of an agentic AI system are shaped by 

three key parties: the model developer, the system deployer, and the user.99 The model 

developer creates the AI model that powers the agentic system, determining its overall 

capabilities and behaviours; the system deployer takes this model and integrates it into a 

larger system, which involves providing the model with instructions, connecting it to tools 

for action, creating interfaces for user interaction, and as a result of their domain-specific 

expertise compared to the model developer or the user, fine-tune the system for particular 

 
95 Greenberg E, ‘Wrestling with killer robots: The benefits and challenges of artificial intelligence for national 
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–< Mind the Gap: The Lack of Accountability for Killer Robots | HRW> on 4 December 2024. 
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use; and the user operates the AI system by setting its specific goals and directly overseeing 

its behaviour and interaction with for instance, humans.100  

Various scholars assert that, in some instances, a single entity may assume multiple roles 

within the lifecycle of an AI system, such as when a company both develops and deploys 

the model, thereby overseeing the entire process from creation to implementation.101 In 

other situations, roles may be distributed or shared between different entities, as 

exemplified by cases where one entity is responsible for training the model while another 

entity handles the fine-tuning, ensuring that the system performs optimally for its intended 

application.102 However, various scholars present a broader view where they argue that the 

list of actors provided above is far from exhaustive, as there are additional relevant actors 

that play crucial roles in the system’s functioning, such as the compute providers, who 

supply and manage the physical infrastructure necessary for the AI system to run 

effectively, and various third parties that may interact with the system during its operation, 

contributing to its overall performance and potentially influencing its decisions through 

external inputs or interactions.103 

2.4.2. Unpredictability 

The unpredictability of these weapons can cause fatal poor performance. This is argued by 

various scholars to stem from the high-level autonomy these weapon systems have. Deep 

learning models, by their very nature, operate autonomously by continuously reassessing 

their actions, modifying their approach based on new data, and iterating towards optimal 

solutions without human oversight.104 As autonomy increases, these models transition from 

merely executing predefined tasks at specified times to independently determining what 

actions to take and how to implement them due to their capacity to write and execute their 

own code beyond the constraints imposed by developers, effectively overriding human 

control.105 While developers may define high-level functions, the system itself dictates the 

 
100 Shavit Y, Agarwal S, Brundage M, ‘Practices for governing agentic ai systems’ OpenAI, 14 December 
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execution of all possible functions, making decisions dynamically in response to changing 

conditions.106 The ability to self-modify and adapt allows deep learning models to act with 

increasing independence, reducing the need for human intervention while also introducing 

risks associated with unpredictable behaviour and potential loss of control.107 

Furthermore, unpredictability and fatal poor performance is consequential of the following 

factors. Firstly, the ICRC cautions that as these deep learning algorithms increase in 

complexity with the corresponding increase in autonomy, they inherently do not guarantee 

outputs with absolute certainty.108 In 2.2.1., this study pointed out that according to 

Kelleher, deep learning has a high affinity for overfitting which occurs when a model has 

too many parameters that learn the training data too well, capturing noise and specific 

patterns that don’t generalise to new data, resulting in high accuracy on the training data 

but poor performance on unseen data.109 This causes the model to become overly confident 

in its predictions even when faced with unfamiliar data, or reinforce misleading or noisy 

patterns in the training set, making the model less reliable in real-world applications. This 

is highly common in models that have high-level depth of deep learning such as is the case 

for these weapon systems.110  

Secondly, these systems rely on hardware—such as cameras or sensors—to collect input 

data and interact with dynamic real environments which, as noted by various scholars, can 

introduce ambiguities that lead to data uncertainty.111 For instance, a sudden change of 

weather that obstructs the sensors hence limiting target identification. These uncertainties 

stem from inherent variability in the environment and limitations of the hardware and 

scholars highlight that they cannot be eliminated.112  

Thirdly, Johnson further notes that although algorithms outpace humans with their speed, 

access to diverse data, and processing power, complex AI-augmented systems still rely on 

human-programmed assumptions and training, making them susceptible to biases and 
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errors.113 Stop Killer Robots warns that as a result, these systems may reinforce inequality 

through pre-programmed labels, corrupting system reliability and model integrity, 

amplifying discrimination, embedding systemic unfairness, and more.114 

Lastly, there is the questionable capacity of these systems to effectively make qualitative 

assessments considering their natural mode of operation through numerical data.115 

Qualitative assessments are integral to adequately discriminating between protected 

persons and military targets. However, Kallenborn argues that these systems are incapable 

of this, and the suggestion that this principle of distinction should be converted to digital 

format is contested by Wagner who outlines that the conversion is doubted precisely 

because of the aforementioned questionable capacity.116 Furthermore, such conversion 

compounds the concern by Stop Killer Robots that fully AWS reduce complex human 

interactions into data points causing digital dehumanisation. They argue that such systems 

would rather than recognise human beings in their fullness as complex rational beings, 

process them as objects identified by stereotypical labels or other limited programmed 

criteria.117 

As a result of the above factors, coupled with understanding the geographical reach of these 

weapons and the absence of human intervention in their operations, there is exacerbation 

of the concern elaborated in a report by CNAS118 that a failure of the weapon could lead to 

multiple unintended engagements across a wide geographic area until the platform exhausts 

its ammunition.119 Their damage potential is further amplified by factors such as the speed 

and scale of engagements, and the volume of ordnance they can deploy.  

The gravity of these concerns is exacerbated by the following considerations. Firstly, it has 

been noted that momentum is growing among technologically advanced nations to develop 

and deploy these weapons, driven by the weapon’s ability to reduce operational costs and 

 
113 Johnson J, ‘Artificial intelligence: A threat to strategic stability’, 29. 
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bypass objections from military personnel or the public.120 Secondly, various scholars also 

note that nations involved in active development of AWS are progressively focusing on the 

offensive applications of these advanced technologies, specifically tailoring them for use 

in urban environments, as opposed to more traditional or open battlefields.121  

Thirdly, Klare argues that military organisations' risk-averse nature drives the trend towards 

greater autonomy in lethal decision-making, potentially eliminating human oversight.122  

This is exemplified by Robert Work’s assertion that the US will not delegate lethal authority 

to machines in military force but this stance could be challenged if a strategic competitor 

adopts a more permissive approach, requiring the US to reassess its position.123 Greenberg 

and the ICRC echo Klare’s concern, warning that fully AWS could lead to increased easy 

reliance on force by nations and a heightened risk of humanitarian catastrophe.124  

Notably, efforts to delegate lethal authority to fully AWS with no human involvement are 

already underway. This is evident from precursors such as Loitering Attack Munitions 

(LAM) such as Israel’s Harop,125 the Kargu-2,126 United States’ unmanned US X-47B 
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combat aircraft,127 and the AI pilot, Hivemind,128 that are not only operational but 

undergoing further development. 

2.5. The importance of a liability framework 

The need for human accountability in the use of fully AWS arises from the severe and 

unpredictable harms these systems can cause, the foundational principles of legal and 

justice theory, and the impracticality of attributing liability to the machine itself. 

Firstly, as AI continues to develop at an accelerating pace, as was noted by Piper’s reference 

to Stuart Russell’s concern that AI’s trajectory is akin to the unforeseen discovery of nuclear 

chain reactions—an advancement that profoundly altered global security landscapes,129 the 

risks outlined in 2.4 of this study and the potential of fully AWS to cause unintended yet 

catastrophic consequences remain ever-present.130 However, various scholars note that not 

only does international law lag behind these advancements but IHL’s applicability to AWS 

also remains rather ambiguous.131 Without accountability, these harms would go 

unaddressed. 

Secondly, legal and justice theory generally recognises that accountability must exist for 

harm caused to individuals who bear no fault. As Matthias highlights, the very nature of 

fully AWS—high complexity and full autonomy—precludes meaningful human 

intervention.132 This absence creates an accountability gap but does not negate the necessity 

of liability. The foundational principles of law dictate that when harm occurs, there must 

be a responsible party, particularly in cases where victims cannot have prevented or 

consented to the harm they suffer. 

Finally, it is legally and conceptually nonsensical to hold fully AWS itself liable. A machine 

cannot possess intent, responsibility, or the ability to engage in reparative justice.133 

Responsibility must, therefore, rest with either those who design, deploy, or authorise the 
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use of fully AWS.134 Without a robust liability framework, there would be no mechanism 

for redress, effectively rendering the notion that “justice will prevail” an empty ideal rather 

than an enforceable reality. This is especially troubling given the increasing prevalence of 

urban warfare where, as Bolaños notes, conflicts have been rising globally due to the 

tactical advantages urban settings offer over enemies, resulting in fast-paced engagements 

where combatants and civilians are increasingly entangled, and outcomes are less 

predictable.135 

Therefore, holding humans accountable for the actions of fully AWS is not only a moral 

and legal imperative but also an essential safeguard against the unchecked consequences of 

autonomous warfare. Without such accountability, victims of harm caused by fully AWS 

will have no avenue for justice, and the deployment of such weaponry will proceed without 

meaningful constraint. 

2.6. Conclusion 

This chapter has provided an in-depth analysis of the technical functionality, appeal, risks, 

and legal considerations surrounding fully AWS. As discussed, the integration of AI, 

particularly deep learning, has enabled these systems to process vast amounts of data, 

identify targets, and make operational decisions without human intervention. Their 

efficiency, rapid response, and reduced risk to military personnel make them attractive for 

modern warfare. However, these advantages come with significant ethical, legal, and 

strategic concerns that require rigorous scrutiny. 

A key issue is the opacity of deep-learning-led decision-making. The inability to trace and 

explain the rationale behind actions of AWS undermines transparency and accountability. 

This is particularly problematic in armed conflict, where IHL mandates clear responsibility 

for actions taken on the battlefield. The unpredictability and uncertainty of these systems 

further exacerbate these concerns, particularly as military strategies increasingly favour 

engagements in complex urban environments where the distinction between combatants 

and civilians is blurred. The deployment of fully AWS in such settings heightens the risk 
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of unintended engagements, indiscriminate harm, and violations of fundamental IHL 

principles such as distinction, proportionality, and humanity. 

Moreover, the challenges associated with these weapons extend beyond legal 

considerations to the broader implications of delegating lethal decision-making to 

machines. The inability of fully AWS to interpret nuanced human behaviours, the potential 

for algorithmic bias, and the risk of digital dehumanisation all raise profound questions 

about the moral legitimacy of their use. The diffusion of responsibility across multiple 

actors compounds this issue, making it difficult to determine liability when operations of 

fully AWS result in unlawful harm. 

Given the accelerating development of these weapons as exemplified by the precursors and 

inclination of various nations, this chapter underscores the urgent need for a robust liability 

framework for holding users of fully AWS liable for harm the weaponry causes in urban 

settings. Without clear regulatory mechanisms, these systems risk undermining legal and 

ethical norms governing warfare. Given the growing complexity and prevalence of urban 

combat, regulatory interventions are essential to safeguard humanitarian protections. While 

fully AWS may offer strategic advantages, their potential to disrupt existing legal and 

ethical frameworks demands immediate scholarly, legal, and policy engagement to ensure 

their responsible use. 
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3.0. The liability framework governing the use of weapons in 

International Humanitarian Law 

3.1. Introduction 

In the preceding chapters, it has been hinted at that the existing liability framework in IHL 

is inadequate in the face of fully AWS. Through 2 parts, this chapter probes into this 

inadequacy by assessing how IHL attributes liability for harm caused to protected persons 

by conventional weapons and WMD, and what challenges arise in IHL when it comes to 

attributing liability in the context of fully AWS. The first part explores the role of human 

control and the principles of IHL in the attribution of liability for harm caused by 

conventional weapons and WMD. It begins by discussing what control over weaponry is 

understood to be, followed by an analysis of how international courts, particularly the ICJ 

and the Inter-American Court of Human Rights (IACtHR), have attributed liability for harm 

caused by conventional weapons and WMD based on the aforementioned understanding of 

control over weapons. This part also illustrates how such control relates to the IHL 

principles in such attribution of liability. 

The second part critically examines the challenge of proving causation in the context of 

fully AWS. Building on the findings from the first part, it highlights the key differences 

between fully AWS, and conventional weapons and WMD in terms of human control and 

use in accordance with IHL principles. The part then closes by emphasising the need for 

IHL to address these challenges and develop a coherent legal approach to determining 

liability in the context of fully AWS. The chapter then closes with a summary of the findings 

discussed. 

3.2. The role of human control and the principles of International 

Humanitarian Law 

3.2.1. What is control over weaponry understood to be? 

Frei notes that control of weaponry is in selecting the type of weapons, directing how they 

are used in war, and managing their impact during conflicts to prevent legal violations.136 

This is an understanding of control as involving 3 stages. The significance of control over 

weaponry lies in its role in upholding the fundamental principles of IHL. It ensures that 
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military operations remain targeted at combatants and military objectives, thereby 

minimising harm to civilians—aligning with the principle of distinction.137 Additionally, 

control over weaponry reinforces the principle of humanity, which requires all humans to 

care for and respect one another, whether they are enemies or not.138 As a fundamental pillar 

of IHL, the principle of humanity ensures that armed conflict remains guided by 

considerations that seek to prevent excessive destruction and harm, a crucial function of 

control. 139 Thus, control over weaponry is not merely a technical or strategic measure but 

a crucial mechanism for ensuring that warfare remains constrained and responsible. 

Considering Frei’s understanding of control, Médecins Sans Frontières (MSF) notes that 

regulation of weaponry in IHL is generally known to be in 2 parts. Firstly, it regulates the 

weapons themselves, for some it goes as far as to strictly prohibit production, transfer, and 

stockpiling.140 This particularly affects the 1st stage of control because any weapon can be 

selected for warfare, but regulation adds the consideration of whether such selection would 

be permitted by law in the first place. Secondly, it regulates the use of weapons in a bid to 

avoid indiscriminate, inhumane, or disproportionate use.141 Notably, the 2nd and 3rd stages 

are linked such that use must always be in accordance with lawful impact. MSF relies on 

Article 35 of Additional Protocol I, noting that IHL limits the means and methods of warfare 

by prohibiting the use of weaponry to cause superfluous injury or unnecessary suffering.142  

MSF notes that conventional weaponry143 and WMD144 are governed by rules set forth in 

specific international conventions, including the Convention on Prohibitions or Restrictions 

on the Use of Certain Conventional Weapons and its Protocols, which only apply to states 

that are parties to them, with the exceptions of the Geneva Conventions and Additional 

Protocols which amount to customary international law that bind all states.145 These 

 
137 Article 48, Protocol additional to the Geneva conventions of 12 August 1949, and relating to the protection 

of victims of international armed conflicts (protocol 1), 8 June 1977, 1125 UNTS 3; 

Frei D, ‘International humanitarian law and arms control’, 494. 
138 –< Basic principles of IHL - Diakonia International Humanitarian Law Centre> on 23 December 2024. 
139 –< Basic principles of IHL - Diakonia International Humanitarian Law Centre> on 23 December 2024. 
140 –<Doctors without borders | The Practical Guide to Humanitarian Law> on 22 December 2024. 
141 –<Doctors without borders | The Practical Guide to Humanitarian Law> on 22 December 2024. 
142 Article 35, Protocol additional to the Geneva conventions of 12 August 1949, and relating to the protection 

of victims of international armed conflicts (protocol 1); 

 –<Doctors without borders | The Practical Guide to Humanitarian Law> on 22 December 2024. 
143 Weapons whose ability to damage comes from kinetic, incendiary, or explosive energy such as small arms, 

defensive shields, light weapons, sea and land mines, as well as bombs, shells, rockets, missiles, and cluster 

munitions. 
144 Weapons such as nuclear, biological, and chemical weapons. 
145 –<Doctors without borders | The Practical Guide to Humanitarian Law> on 22 December 2024. 

https://www.diakonia.se/ihl/resources/international-humanitarian-law/basic-principles-ihl/
https://www.diakonia.se/ihl/resources/international-humanitarian-law/basic-principles-ihl/
https://guide-humanitarian-law.org/content/article/3/weapons/
https://guide-humanitarian-law.org/content/article/3/weapons/
https://guide-humanitarian-law.org/content/article/3/weapons/
https://guide-humanitarian-law.org/content/article/3/weapons/
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regulations are further supplemented by various case laws. These case laws, as shown in 

3.2.2, manifest how this understanding of control is instrumental in attribution of liability 

for harm caused by these types of weaponry and by extension, how justice is attained. 

3.2.2. How have courts attributed liability for harm by weapons based on what 

control is understood to be? 

In its advisory opinion on the Legality of the Threat or Use of Nuclear Weapons, the ICJ 

recognised that while no specific prohibition against nuclear weapons exists in international 

treaties, their use is subject to fundamental customary principles of IHL, particularly 

distinction, proportionality, necessity, and humanity.146 The Court underscored that the 

impacts of nuclear weapons—explosive force, heat, and extreme radiation—are inherently 

indiscriminate and uncontrollable, making it impossible to distinguish between civilians 

and combatants or between civilian objects and military targets.147 Judge Weeramantry 

reinforced this point by arguing that nuclear weapons, by their very nature to cause genetic 

damage and obliteration, defy the principles of IHL due to their indiscriminate, excessive, 

and devastating consequences.148 This underscores that weapons whose effects cannot be 

controlled are inherently incompatible with IHL. 

Drawing from Frei’s understanding, control operates at three critical stages: selection, use, 

and impact. The ICJ’s reasoning regarding the uncontrollable nature of the impact nuclear 

weapons have directly implicates the concept of control as it relates to the regulation of 

weaponry. The Court implicitly recognised that nuclear weapons lack the necessary degree 

of control at the stage of impact—such that their imprecision, ability to cause indiscriminate 

harm, and ability to cause large-scale unnecessary and excessive suffering cannot be 

limited—rendering them incapable of compliance with IHL. Their effects cannot be 

contained spatially or temporally, resulting not only in superfluous injury and unnecessary 

suffering but also environmental devastation.  

While the opinion did not directly address individual liability, it suggested that states bear 

primary responsibility for ensuring compliance with IHL and for preventing the use of 

weapons that defy the principles of control.149 Ultimately, the ICJ’s advisory opinion 

highlights control of impact as a fundamental criterion in determining the legality of 

 
146 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, ICJ Reports 1996, 52-73, 86. 
147 Legality of the Threat or Use of Nuclear Weapons, ICJ, 92-95. 
148 Legality of the Threat or Use of Nuclear Weapons, ICJ, 105. 
149 Legality of the Threat or Use of Nuclear Weapons, ICJ, 99-105. 
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weapons. By demonstrating that nuclear weapons fail the test of control at the level of 

impact, the opinion affirms that any weapon whose effects inherently cannot be 

meaningfully controlled, falls outside the bounds of lawful warfare, and users incur liability 

for their launch.150 Notably, control’s role and importance played a significant role in 

shaping the legal and political discourse that eventually led to the Treaty on the Prohibition 

of Nuclear Weapons that prohibits the development, testing, production, acquisition, 

possession, stockpiling, use, and threat of use of nuclear weapons.151 

In Democratic Republic of the Congo v Uganda, the violations committed by the Uganda 

People’s Defence Forces (UPDF) underscore the central role of control particularly at the 

stage of impact, as outlined by Frei, when conventional weaponry is used. In this case, 

every aspect of the UPDF’s use of military force was determined by human decision-

makers who exercised full control over their weapons. Each act of shelling,152 firing, and 

destruction was directed, reinforcing the idea that the harm inflicted was a direct result of 

deliberate human agency rather than the autonomous action of the weapons themselves.  

Control over weaponry is essential because it ensures compliance with fundamental IHL 

principles, particularly distinction, proportionality, and necessity. Despite having full 

control over the use of their arms, the UPDF failed to uphold these obligations, leading to 

indiscriminate attacks. The shelling of Kisangani in 2000, which resulted in over 760 

civilian deaths, widespread destruction of homes and public infrastructure, and the 

displacement of thousands, exemplifies this failure.153 The ICJ held Uganda responsible 

under the principle that a State is accountable for the conduct of its military forces, 

irrespective of whether individual actors exceeded their authority.154 This underscores the 

legal obligation that accompanies control: the ability to regulate the use of force imposes a 

duty to ensure that such force remains within the confines of lawful military engagement. 

The importance of control in this context aligns with the broader regulatory framework of 

IHL, which prohibits the use of weapons in a manner that causes superfluous injury and 

 
150 Legality of the Threat or Use of Nuclear Weapons, ICJ, 99-105. 
151 Article 1, Treaty on the Prohibition of Nuclear Weapons, 7 July 2017, Treaty XXVI.9. 
152 The act of firing artillery or weapons at an enemy, or the heavy fire of artillery to saturate an area instead 

of hitting a specific target. 
153 Armed Activities on the Territory of the Congo (Democratic Republic of the Congo v Uganda), Judgement, 

ICJ Reports 2005, 206-208. 
154 Armed Activities on the Territory of the Congo (Democratic Republic of the Congo v Uganda), ICJ, 213-

214. 



31 

 

unnecessary suffering.155 This further demonstrates that the 2nd and 3rd stages of control are 

linked such that use must always be in accordance with lawful impact. The case illustrates 

that control is not merely a technical capability but a mechanism that should ensure warfare 

remains constrained and responsible. By improperly exercising their control over 

conventional weaponry, Ugandan forces not only violated legal obligations but also 

undermined the foundational IHL principles that seek to minimise harm in armed conflict, 

resulting in Uganda’s liability.156 

The IACtHR, alongside the ICJ, has affirmed the salience of control as demonstrated in 

Santo Domingo Massacre v Colombia. This case underscores how control, as understood 

by Frei, determines compliance with IHL obligations, particularly the principles of 

distinction and humanity. On December 13, 1998, the Colombian Air Force deployed an 

AN-M1A2 cluster bomb on the village of Santo Domingo. This weapon, by design, 

disperses multiple submunitions over a wide area, rendering its impact inherently 

indiscriminate, imprecise, and beyond human control.157 Despite operators exercising 

control in its selection and release—via a manual mechanism pulled by the pilot—the 

inability to direct its effects in a manner that spares civilians and civilian objects 

contravenes the principle of distinction, which mandates that military operations be 

directed solely at combatants and military objectives.158 The Santo Domingo case thus 

exemplifies how weapon systems that largely lack precision preclude effective human 

control at the stage of impact, making them inherently unlawful under IHL as was the case 

in the advisory opinion on the Legality of the Threat or Use of Nuclear Weapons. 

Further exacerbating the violation, survivors fleeing the attack or aiding the wounded were 

reportedly subjected to machine-gun fire from a helicopter.159 Unlike the cluster bomb, 

machine guns require continuous human operation, necessitating direct and immediate 

control over their discharge.160 Colombian Air Force regulations explicitly restricted such 

 
155 Article 35(2), Protocol additional to the Geneva conventions of 12 August 1949, and relating to the 

protection of victims of international armed conflicts (protocol 1). 
156 Armed Activities on the Territory of the Congo (Democratic Republic of the Congo v Uganda), ICJ, 213-

214. 
157 Santo Domingo Massacre v Colombia, IACtHR Judgement of 30 November 2012, (Preliminary 

Objections, Merits and Reparations), 215-217, 228. 
158 Santo Domingo Massacre v Colombia, IACtHR, 217. 
159 Santo Domingo Massacre v Colombia, IACtHR, 232. 
160 –< Machine gun | History, Description, & Facts | Britannica> on 24 December 2024. 

https://www.britannica.com/technology/machine-gun
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attacks in populated areas, barring their use unless it could be ensured that civilians would 

not be affected.161 The disregard for these restrictions underscores a failure of control. 

Frei’s conceptualisation of control extends across three dimensions: selection, use, and 

impact. The Santo Domingo case illustrates that while Colombian forces retained control 

over the selection of the cluster bombs, they could not exercise control over their impact, 

resulting in imprecise and indiscriminate harm. Furthermore, despite their control over the 

machine gun’s selection and use, they improperly exercised control over such use, resulting 

in indiscriminate effects. This disjunction renders the attack unlawful, as IHL does not 

merely demand human oversight at the point of selecting the weapon to operate but requires 

that control further translates into proper use and controllable effects that align with the 

principles of IHL. Consequently, Colombia was ordered by the Court to provide reparations 

to the victims, take measures to restore the community, and ensure non-repetition.162 The 

case thereby highlights that liability is incurred for harm by weapons unless control over 

weaponry is substantive, ensuring that military operations remain restrained and 

proportionate. 

3.3. The challenge faced in proving causation under International 

Humanitarian Law in the context of fully autonomous weapon systems 

As noted by Ighobor, autonomous weapons are new, very potent weapons majorly different 

from the other weapons referenced in 3.2 because of the place and role of humans in the 

engagements and operations of AWS.163 As was covered in chapter 2, fully AWS present 

major challenges. Firstly, they inhibit explainability and transparency because of their 

‘black-box’ nature. This is where the analytical process between complex inputs and 

outputs, though mathematically meaningful, is unintelligible to humans, obscuring the 

reasoning behind its outputs. Secondly, there is a great multiplicity of actors involved in 

development and use of these weapon systems at various interlinked stages hence each 

substantially influences the weapon. Thirdly, they have a high-level autonomy that 

diminishes human involvement because they can continuously reassess their actions, self-

modify their approach based on new data, write and execute their own code independently, 

and iterate towards optimal solutions. This also makes their actions unpredictable. 

 
161 Santo Domingo Massacre v Colombia, IACtHR, 236. 
162 Santo Domingo Massacre v Colombia, IACtHR, 292. 
163 Ighobor K, ‘Unregulated autonomous weapons systems pose risk to Africa’ Africa Renewal, 17 May 2024 

–<Unregulated Autonomous Weapons Systems pose risk to Africa | Africa Renewal> on 3 December 2024. 

https://www.un.org/africarenewal/magazine/may-2024/unregulated-autonomous-weapons-systems-pose-risk-africa#:~:text=Autonomous%20weapons%20systems%20present%20tremendous,state%20and%20non%2Dstate%20actors.
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Considering the above, this study argues that the first challenge is that the understanding 

of control outlined in 3.2 is traditional and cannot be said to entirely apply in the context 

of fully AWS. One cannot directly control the use and impact of something that determines 

its own actions and determines such actions in a manner they cannot fully understand. This 

is unfortunate considering that amongst the international community, there is a great 

discomfort with the idea of this weaponry placing the use of force and the ability to make 

life or death decisions beyond the understanding of human control.164  

Furthermore, in 3.2.2, it was outlined that a weapon whose impact cannot be controlled is 

inherently unlawful and should not be selected for warfare. However, this study contests 

this position when it comes to fully AWS. This is because fully AWS lack legal frameworks 

built on decades of established practice and precedent as is the case for other weapons. As 

various scholars have noted, the rapid pace of technological advancement in AWS 

complicates the development of legal mechanisms, making it challenging to establish 

standards that align with their evolving capabilities.165 Moreover, existing treaties and 

conventions regulate other types of weapons ranging from edged weapons and firearms to 

WMD and cluster bombs, but none specifically address fully AWS, creating a regulatory 

and enforcement gap.166 Instead, their lawfulness is assessed based on compliance with 

established IHL principles––more so because the principles are considered customary 

international law. 

However, this exposes the second challenge. Kallenborn argues that fully AWS are 

incapable of, for instance, adequately discriminating between protected persons such as 

civilians and military targets.167 To adequately do so, as noted by Wagner, the principle, as 

well as others, would need to be converted into a digital format in order to apply it in its 

engagements.168 He however argues that the encoding of this principle is uncertain, 

especially considering the questionable capacity of these weapons to effectively make 

qualitative assessments.169 Despite all this, however, development of these weapons is 

 
164 Laufer H, ‘War, weapons and watchdogs: An assessment of the legality of new weapons under 

international human rights law’ 6(1) Cambridge International Law Journal, 2017, 68. 
165 Longpre S, Storm M, Shah R, ‘Lethal autonomous weapons systems & artificial intelligence: Trends, 

challenges, and policies’ MIT Science Policy Review, 2022, 52. 
166 –<Doctors without borders | The Practical Guide to Humanitarian Law> on 22 December 2024. 
167 Kallenborn Z, ‘Meet the future weapon of mass destruction, the drone swarm’ Bulletin of the Atomic 

Scientists, 5 April 2021 – < Meet the future weapon of mass destruction, the drone swarm - Bulletin of the 

Atomic Scientists (thebulletin.org)> on 13 November 2024. 
168 Wagner M, ‘The dehumanization of international humanitarian law’, 1388. 
169 Wagner M, ‘The dehumanization of international humanitarian law’, 1388. 

https://guide-humanitarian-law.org/content/article/3/weapons/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
https://thebulletin.org/2021/04/meet-the-future-weapon-of-mass-destruction-the-drone-swarm/
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progressively gaining momentum for the benefits they give. Given these challenges, it is 

imperative for IHL to develop a solution to the causation problem posed by these weapons, 

ensuring accountability and compliance with fundamental legal and ethical principles. 

3.4. Conclusion 

This chapter has demonstrated that the existing liability framework under IHL is deeply 

rooted in the concept of traditional control, which operates at three critical stages: the 

selection of a weapon, its use, and the impact of use. These stages carry specific 

obligations—certain weapons are inherently unlawful due to their inherently indiscriminate 

nature, while others, though permissible, must be used in strict compliance with IHL 

principles. As seen in the cases regarding conventional weapons and WMD, control over 

these aspects ensures that armed forces operate within the boundaries of distinction, 

proportionality, and humanity, thereby minimising harm to protected persons. Through an 

examination of international jurisprudence, particularly from the ICJ and the IACtHR, it is 

evident that violations stemming from failures in stage of control results in state liability. 

However, fully AWS challenge this liability framework in fundamental ways. As outlined 

in this chapter, they introduce three major complications: (i) a lack of transparency and 

explainability due to their ‘black-box’ nature, (ii) a multiplicity of actors involved at various 

interlinked stages of development and deployment, and (iii) an unprecedented degree of 

autonomy that diminishes human involvement in decision-making, rendering their actions 

unpredictable. Unlike conventional weapons, where humans exercise direct control over 

targeting, firing, and cessation of attacks, fully AWS remove these critical decision-making 

elements from human hands. This makes it significantly more difficult to attribute liability 

in the same manner as other weapons, especially if liability is to be assigned based on the 

traditional understanding of control. 

Furthermore, while the ICJ holds the position that weapons whose impact cannot be 

controlled are inherently unlawful, applying this reasoning to fully AWS is not 

straightforward. Unlike WMD, which are prohibited due to their inherently indiscriminate 

impact, fully AWS are not outrightly banned and lack a legal framework built on decades 

of established practice and precedent. Their compliance with IHL is instead assessed based 

on customary IHL principles. However, these weapons would then need to have these 

principles converted to digital format which is arguably doubted considering their 

questionable capacity for qualitative assessments.  
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Thus, fully AWS introduce additional considerations that make the current status quo on 

attribution of responsibility unfair and legally insufficient due to oversimplifying the issue 

and being dismissive of the complexities, advancements in, and benefits of AWS 

technology. The absence of a clear legal framework tailored to fully AWS necessitates 

urgent international efforts to establish precise legal standards that balance accountability 

with the realities of fully autonomous warfare. Without such measures, IHL risks being 

inadequate in addressing the profound implications of AWS, ultimately undermining its 

core objective of protecting civilians and ensuring the humane conduct of war. 
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4.0. The causation standard of common law negligence as the way 

forward 

4.1. Introduction 

As argued in the preceding chapters and as is noted by Malik, an increase in the autonomy 

of machines is directly proportional to a critical decline in the attribution of human 

responsibility, leading to a steady erosion of accountability for the outcomes produced by 

such systems.170 Such erosion manifests itself as a grave risk considering the risks discussed 

in 2.4.1. and 2.4.2. on the nature of fully AWS to inhibit explainability and accountability, 

and be unpredictable, uncertain, and risk an escalation of conflict coupled with a high risk 

of failure to comply with IHL. Boulanin further notes that there are still many uncertainties 

about what IHL demands, allows, or forbids, particularly when it comes to interactions 

between humans and machines such as AWS.171 This ambiguity makes it challenging to 

determine definitively when IHL has been breached.172  

Considering this, this chapter examines how a causation framework exactly like the one in 

common law negligence provides the most viable approach to addressing accountability 

gaps when fully AWS violate IHL in international armed conflicts, particularly in urban 

warfare. It does so in 3 parts. The first begins by defining negligence and expounding on 

its core elements while demonstrating that negligence is a shared legal concept among 

common law jurisdictions. It then further delves into the causation standard, particularly 

focusing on factual causation and proximate causation, and highlights their applicability in 

assessing liability when deployment of fully AWS results in engagement in urban settings 

that causes harm to protected persons under IHL. 

The second part then builds a case for a causation framework exactly like the one in 

common law negligence as the appropriate framework for holding users of fully AWS liable 

for harm the weaponry causes in urban settings. It begins by outlining the criteria that 

 
170 Malik S, ‘Autonomous weapon systems: The possibility and probability of accountability’ 35(3) Wisconsin 

International Law Journal, 2018, 626. 
171 Boulanin V, Bo M, ‘Three lessons on the regulation of autonomous weapons systems to ensure 

accountability for violations of IHL’ Humanitarian Law & Policy, 2 March 2023 –<Three lessons on the 

regulation of autonomous weapons systems to ensure accountability for violations of IHL - Humanitarian 

Law & Policy Blog> on 25 November 2024. 
172 Boulanin V, Bo M, ‘Three lessons on the regulation of autonomous weapons systems to ensure 

accountability for violations of IHL’ Humanitarian Law & Policy, 2 March 2023 –<Three lessons on the 

regulation of autonomous weapons systems to ensure accountability for violations of IHL - Humanitarian 

Law & Policy Blog> on 25 November 2024. 
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constitute a desirable liability framework before discussing how the causation standard can 

be applied in instances of deployment of fully AWS. The part then analyses the merits of 

this standard essentially making a positive case for it. Finally, the chapter concludes with a 

summary of the analysis and discourse of the chapter. 

4.2. Defining negligence and understanding the causation standard 

4.2.1. Introduction to negligence 

Drawing from Alderson B in Blyth v Birmingham Waterworks Company, negligence is the 

failure to act in a manner that a reasonable person would undertake, or the act of doing 

something that such a person would avoid.173 As was noted by Lord 

Macmillan in Donoghue v Stevenson, it is used to hold a person liable for carelessly 

causing harm and traditionally entailed four elements: duty, breach, cause, and damage.174 

In common law jurisdictions these elements are fundamentally similar, as courts and legal 

commentators have consistently recognised them as such.175 This four-part framework is 

consistently applied across common law systems demonstrating a fundamentally similar 

legal foundation.176 The widespread acceptance of this structure underscores the doctrinal 

unity of negligence across common law jurisdictions. 

However, Owen, because of the misleading conflation of factual causation and proximate 

cause under the blanket term “cause”, states these elements as five, namely: duty of care, 

breach of such duty, factual causation, proximate cause, and damage.177 He notes that duty 

refers to an obligation owed to another that binds human beings in a community, ensuring 

socially responsible behaviour before the fact and a basis for judging propriety of behaviour 

after the fact.178 He posits that people have a duty imposed on them to act with reasonable 

care for the safety of others and themselves.179  

 
173 A reasonable person is a person who is presumed to have the knowledge, skill, and awareness of an 

ordinary, prudent individual in similar circumstances and is guided by the considerations that typically govern 

human conduct. In situations encompassing expertise or technical knowledge and skill, the reasonable person 

is understood to have such level of expertise as is expected of an ordinary individual in that particular field 

in similar circumstances; 

Blyth v Birmingham Waterworks Company (1856), England and Wales High Court Exchequer Division. 
174 Donoghue v Stevenson (1932), The United Kingdom House of Lords. 
175 Owen D, ‘The Five Elements of Negligence’, 1671-1672. 
176 This is evident in States such as the United Kingdom, United States, Canada, Australia, New Zealand, 

India, and more. 
177 Owen D, ‘The Five Elements of Negligence’, 1672-1673. 
178 Owen D, ‘The Five Elements of Negligence’, 1674-1675. 
179 Owen D, ‘The Five Elements of Negligence’, 1677. 
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The Blyth case outlines that to say a duty has been breached is to say that an action or 

conduct was unreasonable and done without due care.180 This is assessed not only by 

demonstrating that the conduct caused harm through an analysis of how a reasonable person 

would have acted in the circumstances concerning the imposition of risks on others, but 

also by establishing a clear causal link between the damage and the defendant’s negligent 

conduct.181 The latter is where factual and proximate cause come in. Barnett v Chelsea and 

Kensington Hospital Management Committee states that factual causation looks at whether 

the wrongful act actually caused the harm, determined by the ‘but-for’ test,182 while on the 

other hand, Overseas Tankship (UK) Ltd v Morts Dock & Engineering Co Ltd and Hines v 

Garrett outline that proximate cause looks at whether the act and the harm were sufficiently 

close rather than remote, determined by the foreseeability test.183 The final component of a 

negligence claim, as noted by Owen, is harm. It refers to the injury or loss the plaintiff 

incurs because of the defendant's breach of duty with the fundamental purpose being to 

ensure the defendant compensates the plaintiff for harm unjustly caused.184  

4.2.2. The causation standard 

Yannoulidis, relying on the Barnett case, expounded on factual causation, stating that a 

defendant’s act would be the factual cause of a plaintiff's loss if it was a necessary condition 

of such loss.185 Furthermore, with reliance on State Rail Authority of New South Wales v 

Wiegold, that in every application of the ‘but-for’ test, an evaluation occurs of what 

probably would have happened if the defendant had not been negligent, and a comparison 

of that situation with what actually happened.186 Scordato further adds that this test yields 

largely determinate results in that they are predictable and consistent in largely similar 

 
180 Blyth v Birmingham Waterworks Company (1856), England and Wales High Court Exchequer Division 

of the United Kingdom. 
181 Blyth v Birmingham Waterworks Company (1856), England and Wales High Court Exchequer Division 

of the United Kingdom. 
182 The but-for test posits that the harm wouldn’t have occurred were it not for the negligent act; 

Barnett v Chelsea and Kensington Hospital Management Committee (1969), Queen’s Bench of The United 

Kingdom. 
183 The foreseeability test refers to contemplation of the plausibility of an act’s consequence by the actor, at 

the time the choice was to be made; 

Overseas Tankship (UK) Ltd v Morts Dock & Engineering Co Ltd (The Wagon Mound No 1) (1961), The 

Supreme Court of New South Wales; 

Hines v Garrett (1921), The Supreme Court of Virginia in the United States.  
184 Owen D, ‘The Five Elements of Negligence’, 1685. 
185 Yannoulidis S, ‘Causation in the law of negligence’, 320; 

Barnett v Chelsea and Kensington Hospital Management Committee (1969), Queen’s Bench of The United 

Kingdom. 
186 Yannoulidis S, ‘Causation in the law of negligence’, 327; 

State Rail Authority of New South Wales v Wiegold (1991), High Court of Australia. 
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conditions.187 However, the downside of this test is that, as is put by Yannoulidis, any event 

has numerous antecedent conditions.188 Conditions that may not be legally significant 

hence necessitating courts to distinguish between legally significant conditions and mere 

background circumstances. 

In proximate cause, Lord Macmillan in Glasgow Corporation v Muir stated that one is liable 

if a reasonable person in his position would have foreseen the harm incurred, and it is 

irrelevant what the defendant did or could foresee, because what matters is that the type of 

harm be foreseeable to a reasonable person hence informing them to take the precautions 

the defendant neglected.189 Notably, proximate cause is considered by various scholars and  

cases such as Derdiarian v Felix Contracting Corporation as being elusive and uncertain in 

that it cannot be reduced to absolute rules because it is determined on the facts of each 

case.190 The focus is on whether the defendant's actions can be considered blameworthy 

within the broader context of justice, societal norms, and other considerations rather than 

relying solely on a rigid or overly technical assessment of what was foreseeable in a literal 

sense.191 In essence, it is about persuading the court that holding the defendant accountable 

aligns with principles of fairness and responsibility. 

4.3. The causation standard of common law negligence as the ideal framework 

4.3.1. The criteria for a desirable liability framework 

This study holds the express position that a causation framework exactly like the one in 

common law negligence is the most appropriate liability framework to be used to hold users 

of fully AWS liable in the context of harm caused by the weaponry to protected persons 

due to engagement in urban settings. Therefore, it is important to understand the metric this 

study uses to hold such a position. A desirable causation framework should clearly establish 

the causal link between the actions of a subject and the resulting harm while ensuring 

fairness by duly considering relevant circumstances, interdisciplinary insights, and fault. It 

should also be flexible enough to adapt to future changes, such as technological 

 
187 Scordato M, ‘Three kinds of fault: Understanding the purpose and function of causation in tort law’ 77(1) 

University of Miami Law Review, 2022, 202. 
188 Yannoulidis S, ‘Causation in the law of negligence’, 320. 
189 Glasgow Corporation v Muir (l943) The United Kingdom House of Lords. 
190 Owen D, ‘The Five Elements of Negligence’, 1681-1682; 

Scordato M, ‘Three kinds of fault’, 202; 

Lior A, ‘The "accident network": A network theory analysis of proximate causation’ 106(2) Marquette Law 

Review, 2023, 416; 
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advancements and evolving common practices, in a timely manner. Additionally, the 

framework must provide certainty and predictability to enable individuals and entities to 

anticipate legal repercussions. Finally, it must not deprive society of substantial benefits. 

4.3.2. Why a causation standard exactly like the one in common law negligence 

offers a desirable path forward 

4.3.2.1. Application of the ‘but-for’ test  

This study posits the following application of factual causation. When a user deploys fully 

AWS directly to an urban area, resulting in the indiscriminate attack of civilians, the ‘but-

for’ test would be satisfactory in attributing liability because the harm they cause would not 

have occurred were it not for their deployment. However, this test is not to be applied in 

isolation. This study argues that the test’s over-inclusivity as outlined in 4.2.2 works in this 

paper’s favour because it allows the inclusion of insights that would complement the 

application of the test in various scenarios. Insights from logic, common sense, 

circumstance, various disciplines including international law and technology pertaining to 

fully AWS, and more.  

One such complementary insight is knowledge of the functionality of fully AWS. Article 

36 of Additional Protocol 1 obligates states to have sufficient technical and operational 

knowledge of how a weapon works in order to assess its legality under IHL prior to 

determining its usage.192 Therefore, it is legally expected that the user knows the 

functionality of fully AWS, their capabilities, risks such as high degree of opacity, 

unpredictability and potential for grave harm, and the role multiple actors play in 

developing these weapons.  

Another insight is understanding the reality fully AWS bring with respect to how control of 

the weapon is to be understood. It mandates a new understanding of control being through 

the pre-deployment stage. Limitations, such as biases introduced by programmers and 

limitations of hardware, ought to be known by the user and potential consequential risks be 

foreseeable to them due to the pre-deployment stage necessitating an evaluation and 

assessment of the weapon.  The stage also requires an assessment of the environment the 

weapon is to be deployed to in a bid to ensure adherence to IHL.  

 
192 Article 36, Protocol additional to the Geneva conventions of 12 August 1949, and relating to the protection 

of victims of international armed conflicts (protocol 1). 



41 

 

The above nullify an attempt by the user of fully AWS to absolve themselves of liability or 

deem the ‘but-for’ test unfair by stating that civilians acted beyond the manner initially 

predicted resulting in the harm inflicted by the weapon in an urban setting. This is because 

the supplementary insights necessitate a user to know that the weapon is limited, and 

through an assessment of an urban area, to know that it is an area inherently ridden with 

unpredictable dynamic behaviour of people. Furthermore, considering the user of fully 

AWS is expected to know the weapon’s functionality, limitations and actors who may 

influence those limitations, and exercise control over these weapons in the pre-deployment 

and deployment stages, they are placed in a position where the ‘but-for’ test most 

effectively attributes direct causal responsibility to them rather than another actor. This 

direct causal link between the act of deployment and the harm inflicted by the fully 

autonomous weapon strengthens the case for their liability, rather than that of other actors 

involved in the weapon’s development. 

The application of the test alongside complementary insights and factors, such as the one 

above, strengthen the application of the test against possible counterarguments and allows 

the test to fairly and justly isolate the user’s decision to deploy the weapon in an urban area 

as the sole causal link to the resulting harm. However, this paper concedes that the test’s 

over-inclusive nature could also capture numerous insignificant factors hence the 

determination of which factors are legally relevant should be made by the court on a case-

by-case basis. 

4.3.2.2. Application of the foreseeability test 

This study suggests that should a target be in an environment where, though not within an 

urban area, they can be reasonably foreseen to relatively easily find their way to such area 

upon their attempt to survive, yet fully AWS––given their capabilities––are still deployed 

and cause harm to civilians in the urban area, then proximate cause would suffice in 

attribution of liability for such harm.  

This foreseeability test allows the determination of cause to be supplemented by other 

disciplines and knowledge because of its nature to encompass broader considerations as 

stated in 4.2.2. The test can therefore be supplemented by knowledge on fully AWS and the 

realities it brings such as the understanding that one of the crucial ways fully AWS are 

controlled is through the pre-deployment stage where evaluations of the weapon and 

location the weapon is to be deployed to are conducted. The test is also enhanced by 
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disciplines such as law such as the IHL obligation that all parties to a conflict must take all 

feasible precautions to avoid or minimise civilian harm.193 These insights are further 

buttressed by the reasonable person standard. In situations encompassing expertise or 

technical knowledge and skill, a reasonable person in this standard is understood to have 

such level of expertise as is expected of an ordinary individual in that field in similar 

circumstances. 

The above manifest an expectation that the user should understand the functionality, 

capabilities, limitations, and risks of fully AWS. Additionally, that users are expected to 

understand that as a result of deep learning, these weapons, by design, possess advanced 

capabilities to independently search, track, and attack targets with a degree of autonomy 

that eliminates human intervention. Furthermore, that they can adapt to dynamic 

environments, including densely populated urban areas, without direct human input. 

Therefore, the potential for harm in urban areas should not only be anticipated but also 

deemed an inherent risk of deploying such systems, regardless of their initial deployment 

location.  

4.3.2.3. A positive case for a causation standard exactly like the one in 

common law negligence 

The above applications would allow a nuanced, fair, satisfactorily substantiated and 

reasonable approach when it comes to attribution of liability when fully AWS cause harm 

in urban areas. It achieves this through its utility of other fields of knowledge when 

assessing actions or omissions that were unreasonable as outlined in 4.3.2. This causation 

standard ensures that liability is not imposed in ignorance because of its interdisciplinary 

approach such as knowledge regarding fully AWS and the interconnected roles played by 

various actors in the system's deployment and operation. This prevents courts from 

imprecisely attributing fault.  

For instance, it is suggested that programmers should be singled out and held accountable 

for harm caused by these systems despite the self-learning capacity of the weapon that 

causes the programmer to be incapable of seeing beyond the original program design 

because it no longer remains the same, rendering the succeeding actions entirely 

 
193 Article 57, Protocol additional to the Geneva conventions of 12 August 1949, and relating to the protection 

of victims of international armed conflicts (protocol 1). 
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unforeseeable to them.194 This causation standard, through its utility of complementary 

insights, is enlightened. It duly considers that states (the users as per this study) are the 

most appropriate subjects of liability because they are obligated by Article 35 of Additional 

Protocol 1 to know the functionality of fully AWS, their capabilities, limitations and risks, 

and the role multiple actors play in developing these weapons thus making them 

accountable for using the weapon in a manner that breaches a duty under IHL. Moreover, 

it attributes liability to the user not only based on responsibilities of a state but also the 

proximity of their deployment decision to the harm caused.  

Additionally, fairness is upheld through a contextual assessment of each case, considering 

factors such as the foreseeability of harm, the reasonableness of precautions taken, and the 

broader context of justice and societal norms. Such an approach prevents unjust outcomes 

that might arise from rigid or overly technical liability standards in turn preventing the 

hindrance of innovation and progress as is the case in strict liability.195 This allows the 

causation standard to be better placed to gain traction considering Abungu and Iradukunda’s 

note that the US and the UK have embraced a pro-innovation strategy focused on managing 

AI risks without hindering its development and use, emphasising that regulations, including 

those addressing liability, must be crafted to support, rather than constrain, AI 

innovation.196 

This standard is inherently well-suited to keep up with the rapid advancement of technology 

and warfare. Its reliance on principles such as foreseeability and reasonableness allow it to 

evolve alongside advancements in AWS. As these systems become more sophisticated, the 

legal reasonable person standard can be adjusted on a case-by-case basis without 

necessitating a complete overhaul of the legal framework. This ensures that liability 

determinations remain relevant as technology progresses.  

The interdisciplinary approach harnessed by the causation standard not only ensures that 

emerging practices in AI weapon development and deployment are reflected in legal 

 
194 Mann J, ‘Autonomous weapons systems and the liability gap, part two: Civil liability and state 

responsibility’ Rethinking SLIC, 3 October 2019 –< Autonomous Weapons Systems and the Liability Gap, 

Part Two: Civil Liability and State Responsibility - Rethinking SLIC> on 25 November 2024. 
195 Asaro P, ‘The liability problem for autonomous artificial agents’, Association for the Advancement of 

Artificial Intelligence, 2016 AAAI Spring Symposium Paper Number 4, 2016, 193–<The Liability Problem 

for Autonomous Artificial Agents - AAAI> on 29 November 2024. 
196 Abungu C, Iradukunda M, ‘Some underrated reasons why the ai safety community should reconsider its 

embrace of strict liability’ EA Forum, 8 April 2024 –<Some underrated reasons why the AI safety community 

should reconsider its embrace of strict liability — EA Forum> on 8 January 2024. 

https://rethinkingslic.org/blog/53-autonomous-weapons-systems-and-the-liability-gap-part-two-civil-liability-and-state-responsibility
https://rethinkingslic.org/blog/53-autonomous-weapons-systems-and-the-liability-gap-part-two-civil-liability-and-state-responsibility
https://aaai.org/papers/12699-12699-the-liability-problem-for-autonomous-artificial-agents/
https://aaai.org/papers/12699-12699-the-liability-problem-for-autonomous-artificial-agents/
https://forum.effectivealtruism.org/posts/WxhJtf3ox5bvo6hik/some-underrated-reasons-why-the-ai-safety-community-should#In_the_context_of_AI_development__both_strict_criminal_liability_and_strict_civil_liability_have_fatal_gaps
https://forum.effectivealtruism.org/posts/WxhJtf3ox5bvo6hik/some-underrated-reasons-why-the-ai-safety-community-should#In_the_context_of_AI_development__both_strict_criminal_liability_and_strict_civil_liability_have_fatal_gaps
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assessments but also tackles the reality fully AWS bring out such as a new understanding 

of control. Moreover, the interdisciplinary approach prevents oversimplified or one-

dimensional liability determinations ensuring a just and equitable application of the law. 

This approach prevents the presumption of the user being overridden by the imperfection 

of the weapon, fault be damned, as is the case in strict liability, because it would be 

unreasonable and excessively onerous.197 

4.4. Conclusion 

This chapter has demonstrated that a causation framework mirroring the common law 

negligence causation standard presents the most effective approach to addressing 

accountability gaps in the use of fully AWS in international armed conflicts, particularly in 

urban warfare. By establishing liability through the core principles of negligence—duty, 

breach, factual causation, proximate cause, and harm—this framework ensures a fair, 

balanced, and legally sound method for attributing responsibility to users of fully AWS. 

The analysis has illustrated that the factual causation standard, through the ‘but-for’ test, 

effectively isolates the deployment decision as the critical causal link to the harm inflicted 

by fully AWS. This is further reinforced by interdisciplinary insights regarding the nature 

and functionality of fully AWS, and the expectation that users must be fully aware of the 

weapon's capabilities, risks, and operational constraints. Likewise, the proximate causation 

standard, guided by foreseeability, ensures that liability is appropriately assigned when 

harm to civilians is a reasonably predictable consequence of deployment decisions. 

The chapter has also established that causation standard offers a principled and flexible 

approach that evolves with technological advancements while ensuring accountability 

aligns with fundamental legal and ethical considerations. Ultimately, a causation standard 

exactly like the one in common law negligence provides a robust and pragmatic liability 

framework. It acknowledges the complexities of AWS deployment, upholds the principles 

of fairness and justice, and ensures that users remain accountable for their decisions in 

compliance with IHL. By adopting such a framework, legal systems can better address the 

challenges posed by fully AWS while maintaining a coherent and enforceable structure of 

responsibility. 

 
197 Abungu C, Iradukunda M, ‘Some underrated reasons why the ai safety community should reconsider its 

embrace of strict liability’ EA Forum, 8 April 2024 –<Some underrated reasons why the AI safety community 

should reconsider its embrace of strict liability — EA Forum> on 8 January 2024. 

https://forum.effectivealtruism.org/posts/WxhJtf3ox5bvo6hik/some-underrated-reasons-why-the-ai-safety-community-should#In_the_context_of_AI_development__both_strict_criminal_liability_and_strict_civil_liability_have_fatal_gaps
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5.0. Conclusion and recommendations 

5.1. Conclusion 

This study has systematically explored the legal, ethical, and operational challenges posed 

by the deployment of fully AWS in urban warfare when engaging in international armed 

conflict, alongside the inadequacies of the existing IHL liability framework.  

The findings of this study reveal that the integration of AI, particularly deep learning, into 

AWS fundamentally alters the dynamics of warfare by creating a pathway to fully AWS, 

weapons entirely driven by deep learning. While these systems offer significant operational 

advantages, such as enhanced efficiency, rapid decision-making, and reduced risk to 

military personnel, they also introduce profound ethical, legal, and strategic challenges. 

The opacity of deep-learning-led decision-making, often referred to as the "black-box" 

problem, complicates efforts to ensure transparency and accountability. This 

unpredictability heightens the risk of unintended engagements, indiscriminate harm, and 

violations of core IHL principles such as distinction, proportionality, and humanity, 

particularly in dynamic and unpredictable environments 

The existing liability framework under IHL is deeply rooted in a traditional understanding 

of the concept of human control where a human exercises their will and decision-making 

capability in every aspect of selection, use, and impact of the weaponry. However, this 

traditional understanding is ill-equipped to address the unique challenges posed by fully 

AWS. It has been argued that unlike conventional weapons or WMD, fully AWS operate 

with a high degree of autonomy, removing critical decision-making elements from human 

hands. This shift necessitates a re-evaluation of how liability is attributed in the context of 

fully AWS. When it comes to fully AWS, control can only be understood to be at the stage 

of pre-deployment and the stage of deployment itself. Without a clear and coherent legal 

approach that has such an understanding of control, the deployment of fully AWS risks 

undermining the fundamental principles of IHL and eroding accountability for unlawful 

harm. 

To bridge this gap, this discourse has argued for the adoption of a causation framework 

exactly like the one in common law negligence as the most viable framework for holding 

users of fully AWS liable for harm the weaponry causes in urban settings. This approach 

offers a structured and principled method for attributing liability when fully AWS cause 

harm to protected persons in urban settings. The causation standard provides a balanced, 



46 

 

fair, contextually sensitive and adaptable framework that ensures accountability without 

stifling technological innovation. This framework is equipped with the reasonable persons 

test and harnesses an interdisciplinary and logical approach that allows for a case-by-case 

assessment that is responsive to the evolving nature of AWS technology and the new 

understanding of control that fully AWS demand. It ensures that accountability is not 

imposed arbitrarily or ignorantly. 

In conclusion, this dissertation has made a compelling case for the adoption of a causation 

framework exactly like the one in common law negligence under IHL to address the 

accountability gaps arising from the deployment of fully AWS in urban warfare. As 

autonomous warfare advances and continuously demands acceptance of certain realities, 

this adaptable approach will help maintain legal relevance, protect civilians, and uphold the 

fundamental principles of responsible warfare. 

5.2. Recommendations 

5.2.1. Integration of a causation framework exactly like the one in common law 

negligence into International Humanitarian Law through judicial 

interpretation 

Given the challenges of securing multilateral consensus for a dedicated treaty on AWS 

accountability, this study proposes that a causation framework exactly like the one in 

common law negligence be incorporated into IHL primarily through judicial interpretation 

in international legal judgments and advisory opinions issued by bodies such as the ICJ, 

IACtHR, and more. Such legal integration would allow for progressive adaptation of 

liability principles to technological developments without the extensive political and 

procedural hurdles associated with treaty negotiations. 

5.2.2. Creation of an international independent autonomous weapon systems 

reporting ombudsman 

To ensure adherence to IHL and prevent accountability gaps arising from the use of fully 

AWS, an international independent AWS reporting ombudsman ought to be established. 

This body will function as an impartial oversight mechanism, free from state, military, or 

private sector influence, ensuring transparency, accountability, and legal compliance in the 

development, deployment, and use of AWS. 
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States and entities deploying fully AWS in international armed conflict must submit 

comprehensive pre-deployment and post-deployment evaluation reports to the 

ombudsman. These reports will be reviewed for completeness, accuracy, and adherence to 

legal standards. The ombudsman will have the authority to initiate independent 

investigations into alleged fully AWS-related IHL violations, based on formal complaints 

or credible information. Investigations will include analysing operational data, such as 

engagement logs, video footage, and sensor recordings. Where evidence of violations is 

found, the ombudsman may refer cases to international courts, providing documented 

findings and recommendations for legal action or policy reform. 

To ensure ongoing compliance, the ombudsman will conduct periodic reviews of AWS 

operations, requiring states and entities to maintain documentation on system functionality 

and corrective measures taken in response to past violations. Proof of adherence to legal 

standards governing AWS procurement, testing, and battlefield use must also be provided. 

In cases of non-compliance, the ombudsman may issue formal warnings, publish public 

reports, and, where necessary, recommend sanctions or legal action. 

Operating under a legally binding framework, the ombudsman will be governed by a panel 

of legal, military, human rights, and technology experts, ensuring a well-rounded and 

informed oversight approach. It will possess full investigative authority, including the 

power to request classified documents, and conduct field inquiries, thereby strengthening 

accountability and safeguarding IHL principles in autonomous warfare.  

5.2.3. Legal requirement for states to enact pre-deployment and post-

deployment evaluation reporting  

Prior to deployment, a rigorous assessment must be conducted to verify the readiness of 

fully AWS and evaluate the operational environment. The pre-deployment evaluation 

should encompass a thorough weapon system readiness assessment, ensuring that the 

weapon’s targeting capabilities comply with IHL principles. This includes testing the 

accuracy of its sensors to prevent unlawful engagements. Additionally, an environmental 

and operational risk assessment must be conducted. This assessment should include an 

analysis of proximity to urban settings, civilian population density, proximity to protected 

infrastructure such as hospitals and schools, and the potential risk of unintended 

engagements due to dynamic battlefield conditions. Finally, a pre-deployment evaluation 

report must be submitted to an international independent AWS reporting ombudsman, 
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detailing the results of the technical readiness tests, findings from the environmental risk 

assessment, precautionary measures employed, and any and all previous instances of poor 

performance of the weapon in prior engagements in war and the corrective measure taken. 

Following deployment of the weapon, a post-deployment evaluation is crucial to assess the 

system’s battlefield performance, compliance with IHL, and any instances of unintended 

harm. This process should include a battlefield performance analysis, reviewing whether 

the weapon’s operations adhered to the principles of proportionality, humanity, and 

distinction. The accuracy and effectiveness of its engagements must be scrutinised to 

determine if they were consistent with IHL guidelines and established rules of engagement. 

A video and sensor data analysis must also be conducted, using recorded battlefield footage 

and sensor logs to verify the legality and precision of the weapon’s targeting decisions. This 

is particularly important for identifying any instances where civilian harm occurred due to 

the weapon’s engagement including collateral damage and unintended engagements. 

Finally, a post-deployment evaluation report should be compiled, providing a summary of 

all the above, incorporating video evidence from active operations to enhance transparency 

and accountability. It should then be submitted to an international independent AWS 

reporting ombudsman. 
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