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Abstract 

Population registers should provide the single source of truth for data regarding each resident of a 

jurisdiction of the register, over the lifetime of the individual. This data can then be shared and 

used by government agencies and private organizations regarding matters concerning the 

individual. In Kenya, however, data regarding an individual is collected by multiple government 

agencies resulting in duplication (of effort and data) and data inconsistency. The multiple 

collections of population data result in an individual having multiple valid identification 

documents. The use of relational database management systems, which have shortcomings in 

support for temporal data as well as no inbuilt security and auditability capability makes relational 

database management systems ineffective in the storage of population data. Lack of clear policy 

and standards; interoperability issues and data security are among the challenges affecting data 

sharing among government agencies. Blockchain technology, a shared, immutable, distributed 

ledger that facilitates the process of recording transactions and tracking assets in a business 

network, is a promising technology in the management of population registers. Blockchain 

technology has inbuilt capacity to solve most of the problems inherent in the current systems 

especially duplication, tampering, and sharing of data. This research, therefore, through the 

development of a prototype based on permissioned blockchain technology, explores the viability 

and validity of permissioned blockchain technology, in storing, securing, auditing, and sharing of 

population data to achieve the single source of truth of the population register.  The prototype, 

implemented using a local installation of hyperledger fabric, enabled consolidation of data since 

all invited participants on the permissioned blockchain network were able to write data to the single 

blockchain. The invited participants were also able to read data off the chain based on defined 

access control rules therefore achieving a uniform standard for data sharing. Provenance, a key 

quality of blockchain was leveraged to track an individual’s data changes over time, with the 

current block holding the latest records about the individual, yet still maintaining the historical 

chain of an individual’s data changes. This was a key outcome especially because it solves the 

inability of relational database systems to support temporal data. This model for data consolidation 

and sharing was found to be simple in design and implementation since it provided a standard way 

of reading and writing data to the chain through the use of RESTful APIs.  
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Definition of Terms 

Blockchain - A blockchain is a distributed ledger, structured into a linked block list. Each block 

contains a set of ordered transactions (Xu, Weber, & Staples, 2019). 

Distributed Ledger - A distributed ledger is an immutable and append-only datastore of 

transactions running across many peer nodes (Xu, Weber, & Staples, 2019). 

Membership Service Provider (MSP) - In Hyperledger Fabric, the membership service provider 

is a component that supports network participation operations such as user authentication through 

issuing and validating certificates by abstracting away cryptographic operations and related 

protocols.  

Permissioned blockchain -  Permissioned blockchains are distributed ledger systems in which the 

membership in some or all roles is on an invite-only basis (Falazi, Hahn, Breitenbucher, Leymann, 

& Yussupov, 2019). 

Permissionless blockchain -  Permissionless blockchains are public distributed ledger systems in 

which the membership is open to any participant and no participant is fully trusted (Falazi, Hahn, 

Breitenbucher, Leymann, & Yussupov, 2019). 

Public Key Infrastructure - a technology for digital authentication where trusted parties issue 

digitally signed certifications certifying that a given digital cryptographic key belongs to a given 

user or device. This digital key can then be used as a digital identity for the user (SSH 

Communications Security Corp, 1995). 
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Chapter 1: Introduction 

1.1 Background  
In Kenya, the journey towards a single and comprehensive national population register has been a 

long and tortuous one. Many efforts and programs adopted to achieve a single source of truth about 

Kenyan residents have either done little or failed to achieve the desired goal. Despite numerous 

efforts and programs to establish a central database register of all Kenyan citizens, there are still 

cases of duplicate identification documents; forgery of identification documents; identification 

documents of deceased persons still in use; and the existence of undocumented citizens (KLRC, 

2019).  

Population registers are records of inhabitants of jurisdiction and have a goal of obtaining a precise 

identification of each individual. Governments or local authorities are required by law to keep a 

record of both citizens and foreigners residing in the country. (Poulain & Herm, 2013). In Kenya, 

several laws give provisions for some form of population registration. The Registration of Persons 

Act mandates the authorities to register people and issue identity cards. (Laws of Kenya, 1949). 

The Births and Deaths Registration Act mandates authorities to account for all births and deaths 

within the country and any other related matters. (Laws of Kenya, 1928). The Kenya Citizenship 

and Immigration Act mandates the authorities to account for matters relating to citizenship, 

issuance of travel documents, and immigration (Laws of Kenya, 2011). 

 

Whereas the laws prescribe the mandatory population registration process, the forms of 

implementation have been numerous and varying. Of the numerous programs to manage the 

population registration activities, three initiatives that included substantial use of information and 

communication technology are the Integrated Population Registration System (IPRS) (KLRC, 

2019), the National Digital Registry System (NDRS) (Omusolo, 2014), and most recently the 

National Integrated Identity Management System (NIIMS) (KLRC, 2019).  

Poulain and Herm (2013) have noted the big role information and communications technology has 

played in the centralization of population registers in many countries. Population registration 

involves activities that include collection, verification, collation, storage, monitoring, integration, 

harmonizing, securing, auditing, and sharing of population data. These activities are well suited 



 
 

2 
 

for the use of information and communication technologies. Blockchain technology is one such 

method. 

Blockchain is a shared, immutable, distributed ledger that records transactions and tracks assets in 

a business network. The qualities of blockchain technology of being distributed, immutable, 

consensual, and transparent (Gupta, 2018) can be leveraged to address the shortcomings of current 

population registration systems. Regarding population data consolidation and sharing, 

blockchain’s immutability is important because transactions cannot be tampered with by any 

participant once recorded onto the ledger. Blockchain's append-only nature ensures that only 

corrections to erroneous transactions are made by adding a new transaction to the chain instead of 

editing the erroneous transaction, in which case both transactions will be visible in chronological 

order. 

The distributed nature of blockchain can easily facilitate data sharing between various entities such 

as banks that rely on population data. Provenance is also a key strength of blockchain technology 

because it guarantees historical transactions are maintained therefore ensuring auditability. The 

same cannot be said for existing Relational Database Management Systems (RDBMS) currently 

used in managing population data because they lack support for temporal data (Date, Darwen, & 

Lorentzos, 2003). RDBMS also lacks some key inbuilt accuracy and consistency checks, for 

example, referential integrity has to be explicitly set by the database administrator. RDBMS also 

have interoperability issues, especially in the case of different vendors. 

 

For this research, we propose and use a variant of the blockchain technology called private or 

permissioned blockchain. Whereas permissionless or public blockchains such as  Ethereum are 

public ledgers where anyone can read or write to, permissioned or private blockchains require 

authorization from existing network participants to join the network. This authorization ensures 

that all participants are known to each other. (Kakavand, Kost De Sevres, & Chilton, 2017). This 

specifically important because population data is sensitive information that needs protection and 

therefore only known entities can join the private network. Distributed Ledger Technology (DLT) 

and Blockchain intrinsically possess the qualities suitable for consolidation, securing, and 

distributing population data and this research tries to prove this theory.  
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1.2 Problem Statement 

Population registers should provide a single source of truth for data regarding each resident of a 

jurisdiction of the register, over the lifetime of the individual (United Nations, 1969). This data 

can then be shared and used by government agencies and private organizations regarding matters 

concerning the individual (Verhoef & Van de Kaa, 1987). In Kenya however, data regarding an 

individual is collected by multiple (government) agencies resulting in duplication (of effort and 

data) and data inconsistency. The multiple collections of population data result in an individual 

having multiple identification documents (Kenya Law Reform Commission,2019). Yego (2014) 

notes that the lack of clear policy, standards, communication protocol, interoperability issues, and 

data security are among the challenges affecting data sharing among institutions. The use of 

relational database systems, which have shortcomings in support for temporal data (Date, Darwen, 

& Lorentzos, 2003), makes RDBMS ineffective in the storage of population data. 

1.3 Aim  

Based on these challenges, this study seeks to design a prototype of a population data management 

system based on the permissioned blockchain technology to explore the validity and viability of 

blockchain technology in consolidating, securing, auditing, and sharing of population data. 

1.4 Research Objectives 

i. To review the strengths and weaknesses of existing population data consolidation drives. 

ii. To review existing consolidated data access and sharing frameworks. 

iii. To propose the application of Blockchain Technology on population data consolidation 

and sharing. 

iv. To develop a prototype for population data consolidation and sharing based on the 

Permissioned Blockchain Technology. 

v. To test the prototype. 
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1.5 Research Questions 

i. How effective are existing population data consolidation programs? 

ii. How efficient are existing frameworks in data access and sharing of population data? 

iii. How can a Blockchain-based approach to population data consolidation improve 

effectiveness? 

iv. How effective is the Blockchain-based approach to population data consolidation? 

v. How effective is the Blockchain-based prototype in addressing problems in population 

data consolidation and sharing? 

1.6 Justification 

The results of this research form the basis of the adoption of this distributed technology in the 

management of population data, especially in designing a central population database on a single 

source of truth concept. The distributed nature of the blockchain technology coupled with smart 

contract and consensus-building would form a framework for data sharing between government 

and third-party data consumers such as banks, insurance companies, education institutions, 

hospitals, and the like. The immutable nature of blockchain technology guarantees security and 

privacy of population data, as well as keeping track of all changes to population data over time.  

1.7 Scope and Limitation 

This study will be focused on testing the viability of blockchain technology as an option for 

population data management. The study is limited by time constraints as per academic 

requirements. 
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Chapter 2: Literature Review 

2.1 Introduction 

Population registers, their importance to governments and countries are reviewed. The concept of 

Single Source of Truth and its importance to the management of population data is reviewed. A 

review of existing laws in Kenya that govern population registration is done. The ICT-based 

systems and programs the Kenyan government has rolled out to achieve the Single Source of truth 

for Kenya population data are reviewed. A review of existing applications of blockchain 

technology in population data management is done. Finally, a case is made for the use of 

blockchain technology in population data management. A framework on how blockchain 

technology can be used to enhance population data consolidation and sharing is proposed. 

2.2 The Population Register 

2.2.1 Population Register Defined 

Population registers are records of inhabitants of jurisdiction and have a goal of obtaining a precise 

identification of each individual. Governments or local authorities are required by law to keep a 

record of both citizens and foreigners residing in the country. (Poulain & Herm, 2013). In the 

report Methodology and Evaluation of Population Registers and Similar Systems, prepared by the 

United Nations, Population Register has been defined as a data system supporting continuous 

recording and/or organized linking of selected information about residents of a country such that 

it is possible to determine current information regarding the size and characteristics of that 

population at selected time intervals. (United Nations,1969). 

2.2.2 Guidelines on Population Registration 

According to the Organization for Security and Co-operation in Europe's (OSCE) Office for 

Democratic Institutions and Human Rights (ODIHR), an efficient population register system must 

include the following characteristics: Registration is mandatory for the entire population (citizens 

and legal residents); The population register is complete and includes citizens living abroad 

(excluding visitors and non-legal aliens). The efficient population register system is continuous 

and permanent. Different from a census, the population register collects personal data regularly 

and is permanent under the law. There are established data protection measures in place, data 

processing is legitimate, and data security is guaranteed. There is only one record per person. The 
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individual’s data is registered in one place and one place only. Multiple uses are made of a single 

registration. There is a legal provision against multiple registrations (OSCE /ODIHR, 2009). 

2.2.3 Role and Importance of Population Registers 

Population registers exist to maintain a precise identification of an individual over time. This, 

therefore, means the population registration is a continuous process of updating an individual’s 

data from birth to death including data about place and date of birth, sex, citizenship, marital status, 

language, ethnicity, date of arrival/departure,  education levels, parity, occupation, activity status, 

marriages, divorces, migrations changes in address and place of death among other items. This 

information must be reliable because it is vital for administrative purposes in Government, 

especially in budget planning and tax planning. Other administrative areas where population 

registers are useful include, the establishment of personal identification systems, social safety nets, 

and social welfare, education, voting among others. Education institutions also rely on the 

population register information to issue admission documents to children joining these institutions 

(United Nations. Statistical Division, 2001). Population registers also serve another vital role as 

the database for demographic statistics where it is used to produce statistical overviews of its 

population (Verhoef & Van de Kaa, 1987). It can be used in estimating the size of a population 

and its socio-demographic structure at a time, as well as estimating the changes in population and 

its different components (Poulain & Herm, 2013). 
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Figure 2. 1:Contents of a Population Register 

India’s ID system, known as Aadhaar (Hindi for “foundation”), is an example of the role 

population registers play to governments in the area of official personal identification and social 

welfare (Gates, 2019). The Aadhaar project arose from the need to weed out fake, duplicate, and 

fraudulent beneficiary records in the government’s social welfare program for the underprivileged. 

Aadhaar project introduced the Aadhaar Number, which is a unique, 16-digit identification number 

for every Indian citizen. The number represents twelve identity parameters corresponding to the 

demographic information (Computer Weekly, 2011). 

2.2.4 Population Register as the Single Source of Truth 

The Single Source of Truth (SSOT) is the concept where certain data has a single primary and 

official central source to be referenced by dependant data consumers who can be humans or 

software, as the true and current version of that data. SSOT, therefore, seeks to mitigate the 

unnecessary duplication of data. This essentially forms the primary "source of truth" such that 

updates to the data elements in this primary location propagate to the whole system without the 

possibility of duplication enabling the data consumers to always have the current state of the data 

at all times. (Beck, Dumay, & Frost, 2015). The single source of truth trait is a desirable quality 

for a population register. Verhoef & Van de Kaa (1987) noted that a population register consists 
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of coordinated linkage in which notification of life events, often originally recorded in separate 

files, is automatically and continuously transferred to a central file throughout the lifetime of an 

individual. Figure 2.2, adapted from the Swedish Tax Administration report, illustrates the concept 

of a single source of truth. 

 

Figure 2. 2: Data recipients from EDP System 

2.3 Population registration in Kenya 

During the past two decades in particular "the number of national identification and similar 

programs has grown exponentially. . . to the point where almost all developing countries have at 

least one such program" (Gelb and Metz, 2018). Kenya, in particular, has had several such 

programs. 
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2.3.1 Laws Governing Population registration in Kenya 

In Kenya, several laws give provisions for population registration. The Registration of Persons Act 

mandates the authorities to register people and issue identity cards. (Laws of Kenya, 1949). The 

Births and Deaths Registration Act mandates authorities to account for all births and deaths within the 

country and any other related matters. (Laws of Kenya, 1928). The Kenya Citizenship and Immigration 

Act mandates the authorities to account for matters relating to citizenship, issuance of travel 

documents, and immigration (Laws of Kenya, 2011). The Kenya Citizens and Foreign Nationals 

Management Service Act created a state corporation comprising of several departments, namely: 

The Civil Registry Department (CRD), Department of Refugees Affairs (DRA), Immigrations 

Department (ID), Integrated Population Registry Service (IPRS), and National Registry Bureau 

(NRB) (Laws of Kenya, 2011). 

2.3.2 Review of Digital National Population Registers in Kenya 

Of the numerous programs to consolidate the population registration activities, four initiatives that 

included substantial use of Information and Communication Technology (ICT) are The Integrated 

Population Registration System (IPRS), The National Digital Registry System (NDRS), National 

Integrated Identity Management System (NIIMS) and The National Education Information 

Management System (NEMIS). 

2.3.2.1 The Integrated Population Registration System (IPRS) 

The IPRS was developed by the EDAPS consortium from Ukraine, linking together the main 

repositories of identification and citizenship status (Breckenridge, 2018): Civil Registration 

Department (CRD), Department of Immigration Services (DIS), and National Registration Bureau 

(NRB)s. The Kenya Law Reform Commission (2019) notes that the fact that IPRS sought to only 

consolidate data from these three primary population registration agencies, it was limited in 

capacity. The IPRS relied on information already collected by existing agencies, whose validity 

could not be guaranteed, instead of doing fresh registration of citizens. This essentially carried 

over potentially inaccurate population register information into the IPRS  compromising its data 

integrity. 
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2.3.2.2 The National Digital Registry System (NDRS) 

The National Digital Registry System (Omusolo, 2014) had three objectives: strengthening 

national security; enhancing efficiency, effectiveness, and accountability in service delivery; and 

provision of affordable and easy to access citizen-centric services. Breckenridge (2018) opines 

that, whereas this program had a legal backing in the Kenya Citizens and Foreign Nationals 

Management Service Act; and political goodwill as the foundation of  Presidential Digital 

Transformation of Government (PDTG), it failed because of corruption and vested interests by 

involved parties (Breckenridge, 2018). 

 

Figure 2. 3: The NDRS Project Profile 

2.3.2.3 The National Integrated Identity Management System (NIIMS) 

The Registration of Persons Act, Cap.107 created the National Integrated Identity Management 

System (NIIMS). This program was launched in early 2019. Some of the functions of NIIMS 

include: to create, manage, maintain and operate a national population register as a single source 

of personal information of all Kenyan citizens and registered foreigners resident in Kenya; To 

assign a unique national identification number to every person registered in the register; To 
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harmonize, incorporate and collate into the register, information from other databases in 

government agencies relating to registration of persons. 

2.3.2.4 The National Education Information Management System (NEMIS) 

The National Education Information Management System (NEMIS), is a digital registration 

platform for school going children which is used to register pupils and students from pre-primary 

to university and uses the birth certificate as the reference document for registration (Digital 

Identification Document (ID) & Citizenship Consultative Meeting, 2019) 

 

2.4 Population Registration Empirical Models and Algorithms 

2.4.1 Trends in Population Registration and identity management systems and processes 

The report Identity Management in 2030 (National Office for Identity Data, 2015), which explores 

directions for identity management by the year 2030, identifies the following trends in Identity 

Management Systems and Processes: 

Identification is relative, quantitative, and dynamic - The Identity Management process will 

not only rely on official records but also on other sources such as public, restricted, structured, and 

unstructured sources, to quantify the evidence of identity from the information obtained. This will 

make identity management not only more accurate but also relative and dynamic, especially 

because data contained in identity management infrastructures may be incomplete or even 

outdated. 

Decentralized System - The Identity Management solutions adopted by the National Civil 

Registration Authorities (NCRAs) will make use of cloud-computing technology to decentralize 

backups of data with compliance to the data protection and privacy regulations. Such 

decentralization may be in different forms. An example would be backing up data of one NCRA 

on the infrastructure of other NCRAs. Whereas the downside of such a dynamic backup system 

may be costly in terms of storage and processing, it has an upside of enabling ease of reconstruction 

of the database of any NCRA in case of catastrophic data loss. 
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Digital ID infrastructures take over the paper-based processes - The use of digital technology 

in identity management will replace the current paper-based processes. This will introduce 

efficient interoperability between ID infrastructure as well as between people involved in the 

identification processes and the systems. It will become easy to detect identity fraud and minor 

irregularities, a phenomenon called net-widening, thus drastically reducing the grey areas of 

tolerance between illegal and legal identity 

Data integrity is managed and assessed – There will be standard and recommended practices 

including regulations for data protection and privacy which  NCRAs of every country will be 

expected to comply with. The NCRAs will be also expected to offer efficient and trusted ID 

management services. 

Unique Personal Number (UPN) - The enrolment of persons by NCRA will adopt the use of a 

unique personal number attributed to the person throughout their lifetime. This unique personal 

number will be linked to biometric and personal data containing evidence of the identity of the 

person. 

Biometric technologies - With advances in technology, biometric technologies have become 

robust and adaptable to daily lifestyles and therefore provide a suitable option for implementation 

in enhancing the identity management processes. 

2.4.2 The Aadhaar System - Review of India’s identity management system  

In 2009, India started the collection of demographic information including biometrics of its 

residents which would be used in initiating the identity management system. The demographic and 

biometric data such as name, gender, date, and place of birth, fingerprints, iris scans, and photos 

for every resident is collected and stored by the Unique Identification Authority of India (UIDAI). 

This creates a digital repository that is easily accessible for identity management and is linked to 

various government and financial services including banking. The result of this registration is the 

assignment of a unique  12-digit, biometrically verifiable personal identity number for every Indian 

citizen (Perrigo, 2018). The Aadhar number is used for biometric authentication wherein a person’s 

iris scan or fingerprint is matched with their Aadhaar number against the central repository (Jain, 

2019).  
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The Aadhar system appears to be the “Single Source of Truth” of citizens' data in India. Officially, 

the Aadhar number is not considered as proof of identity but rather proof of citizenship, however, 

there has been an increasing number of digital services linked to the Aadhaar number for identity 

verification. Some examples include: The DigiLocker service that enables downloading 

government-issued documents; various payment services for bank transfers; payment gateways for 

government-to-citizen transfers; Offline authentication service with QR codes; Mobile application 

lock and unlock service; Aadhaar verification history logs; VirtualID creation; Mobile OTP for 

authentication; electronic Know Your Customer (e-KYC);  and eSignatures and document signed 

locker (Young, 2019).  

The biggest concerns of the Aadhar system revolve around data security and privacy (Jain, 2019). 

Reports of data leaks, accidental exposures, duplication of Aadhar cards, insecure government 

apps, and third-party integrations have been widely reported, casting doubts on the security of the 

Aadhar system (Tech2 News, 2018).  

Another concern revolves around errors of inclusion and exclusion.  This is where either deserving 

cases of welfare programs are excluded (exclusion errors) or undeserving cases are included 

(inclusion errors) (Muralidharan, Niehaus, & Sukhtankar, 2020). 

2.4.3 A Review of Identification, Civil Registration and Vital Statistics in Estonia 

In Estonia, the activities involved in the identification, population registration, and vital statistics 

are carried out within two key subsystems. The first is the population registration system, which 

is aimed at recording and certifying births, deaths, and other vital events occurring in the 

population. The second is the identity management system, the purpose of which is to provide 

legal identification and associated documents to the population. These subsystems complement 

each other rather than duplicating their functions (Aguilar Rivera & Vassil, 2015). The core of the 

identity management system includes the Personal Identification Code (PIC) and the Electronic 

Identification card (eID). The Electronic Identification Card is not only a physical identity 

document but also has electronic chips that facilitate secure authentication and legally binding 

digital signatures. 

According to Aguilar Rivera & Vassil (2015), the interconnection between the Population Register 

and identity management systems was operationalized by X-Road—an innovative data exchange 
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platform behind eGovernment. X-Road is, therefore, the core of integration; enabling data sharing 

between authorized state and non-state parties. 

 

Figure 2. 4: X-Road Inter-Connectivity 

 

2.5 Blockchain Technology 

2.5.1 Blockchain Technology Defined 

Blockchain is a shared, immutable distributed ledger that enables the process of recording 

transactions and tracking assets in a decentralized network (Gupta, 2018). A distributed ledger is 

a distributed database that is shared, replicated, and synchronized among the participants of a 

decentralized network (Brakeville & Perepa, 2019). The blockchain acts as a single source of truth, 

and participants in a blockchain network can view only those transactions that are pertinent to 

them.   

There are two types of blockchain systems: Public or Permissionless blockchains such as Bitcoin 

(Bitcoin, 2009) and Ethereum (Ethereum, 2020); and Private or Permissioned blockchains such as 

Hyperledger Fabric (The Linux Foundation, 2009).  
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Permissionless blockchains have certain shortcomings that prevent their use for population data 

management. These shortcomings include the fact that they are public and therefore anyone can 

read from /write to them, and the consensus mechanism of Proof-of-Work is complex and energy-

intensive. Permissioned blockchains, on the other hand, are cheaper and faster especially because 

of the less requirement of consensus building. They have a limited number of readers and writers 

who are preauthorized to join the network by a central authority.  

Wust & Gervais (2018) have noted the similarities between private blockchains with centralized 

databases especially with the existence of a centralized authority. However, an offshoot of 

permissioned blockchain known as Consortium Blockchain drastically diminishes the existence of 

a central authority. In a consortium blockchain, the consensus-building process is controlled by a 

set of pre-authorized nodes. For example, in a consortium blockchain consisting of fifteen 

institutions, each running a node, for a block to be validated it can be set that ten of these 

institutions must sign the block (Kulhari, 2018). This research, therefore, proposes the use of 

Consortium Blockchain for population data management. 

The basic principles underlying blockchain technology effectively making it an attractive option 

for transaction management include security, consensus, provenance, immutability, and finality 

(Gupta, 2018). 

2.5.2 Do you need Blockchain Technology for Population Data Management? 

Just like many other technologies in use today blockchain is merely a technology. Therefore, the 

decision of whether to adopt blockchain should entirely be based on the goal that is to be achieved.  
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Figure 2. 5:  Blockchain use case determination 

Brakeville & Perepa (2019) propose a set of five questions to determine whether a use case is a 

good fit for blockchain. In the use case for population data consolidation and sharing, the questions 

can be answered as follows: 

i. Is a business network involved?  

Yes. Population registers are created and managed by governments. The data needs to be 

available to other government agencies, for example, Immigration agencies for travel 

documentation. Financial institutions also need access to this information for credit 

purposes. Education institutions need access to this information to enroll students. These 

examples indicate the availability of a network through which population data is shared 

with third parties to help in the identification and verification of an individual. 

ii. Is consensus used to validate transactions? 

Not necessarily. For a permissioned blockchain, participants are pre-approved to join the 

network and therefore participants involved in a transaction can validate it.  In the case of 

population data management, the “government node” in the blockchain network is 
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automatically the validator of records; a process called selective endorsement (Jaeger, 

2018).  

iii. Is an audit trail, or provenance, required? 

Yes. To maintain integrity for population data, provenance is a key quality. The data should 

be captured and continuously updated with key life events over the lifetime of the 

individual: from birth to death. 

iv. Must the record of transactions be immutable, or tamper-proof? 

Yes. Population data must be immutable to maintain integrity.  Once records have been 

captured, they should not be modified, rather, new entries should be made to correct an 

error. In this way, avenues to temper with population data are blocked. 

v. Should dispute resolution be final? 

Not necessarily. For a permissioned blockchain network, participants can resolve disputes 

through means such as reversal. 
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Figure 2. 6: The Blockchain adoption decision tree 

The whitepaper Blockchain Beyond the Hype A Practical Framework for Business Leaders 

(Mulligan, Scott, Warren, & Rangaswami, 2018) underscores the importance of matching a 

technology such as Blockchain to the desired benefits, rather than thinking of the technology as an 

end in itself.  In the case of population data management, there are clear benefits for the adoption 

of blockchain technology for data consolidation and sharing. 

The World Economic Forum Strategic Intelligence identifies Identity and Persona management as 

one of the areas that can be highly impacted by the adoption of blockchain technology. 

Specifically, two technologies: Self-sovereign identity (SSI) and utilizing shared identity 

management infrastructure are seen to have the best potential for blockchain application. This is 

poised to address goal 16 of the United Nations Sustainable Development Goals, which has a 

specific target of providing a legal identity for everyone in the world by 2030; including birth 
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registration.  Key challenges, however, include both the scalability of the blockchain and the need 

to maintain individual privacy while using the technology (World Economic Forum Strategic 

Intelligence, 2018).  

 

Figure 2. 7: Blockchain High Impact Areas 

2.5.3 Review of Blockchain Technology Algorithms, Implementations, and Applications 

Blockchain is a general-purpose technology: although it first gained prominence in Bitcoin 

cryptocurrency, the technology itself has the potential of being applied to virtually all areas of 

digital transaction processing. Some of the main application areas for the Blockchain include 

supply chain, real estate, healthcare, insurance,  e-voting, Internet-of-Things (IoT), retail, public 

services,  and digital property (Karafiloski, 2017). According to Karafiloski (2017),  apart from 

cryptocurrencies, the adaption of Blockchain in real-world cases will arise where many institutions 
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need to share a database, but none of them should control or wholly own it and that adoption of 

private blockchains to businesses and governments may be the right way to start building the 

Blockchain world. This review identifies some notable application areas:  

 

Figure 2. 8: Blockchain application areas 

 2.5.3.1 Blockchain Technology in Identity Management 

The United Nations Sustainable Development Goals in target 16.9 addresses the issue of the 

provision of legal identity to everyone. The World Identity Network (WIN), through the 

“Blockchain for Humanity" challenge (UN-OICT, 2017) addressed this SDG by implementing a 

system based on blockchain technology to combat child trafficking in Moldova.  

The report Turning Invisible Children into Invincible Ones (World Identity Network, 2018) 

discusses the advantages of blockchain in Identity Management. These advantages include general 

reduction of costs by automation and cutting out intermediaries who may be costly; automated and 

transparent processing; immutability making data tamper-resistant and, increased resilience 

through distributing transaction processing and record-keeping.  

The report also notes the importance of blockchain technology in facilitating the adoption of self-

sovereign identities: A self-sovereign identity (SSI) allows a person interacting with the digital 
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world, to control the sharing of their identification data by determining how much of it is shared, 

when it is shared, and with whom it is shared. The Veres One Project, which is a classic case of 

SSI, is not only working to provide SSI for individuals but also organizations by enabling people 

and organizations to control their identifiers and their identity data (Veres One, 2018). 

The illustrations in figure 2.9 show the blockchain implementations presented by the winning 

contender in the “Blockchain for Humanity" challenge. 

 

Figure 2. 9: ConsenSys Solution 

Another notable project that implements blockchain technology is the World Food Program’s 

Blockchain for Zero Hunger (WFP, 2016). The World Food Program partnered with select stores 

as participants in the Building Blocks blockchain network which is is an accounting system that 

monitors and keeps records of cash-based relief to refugees so that they can buy food in 

participating stores. Before the purchase is authorized the beneficiary undergoes identity 

verification through iris scans, after which their account is checked for availability funds. Since all 

these transactions happen on the blockchain accounts can be easily and immediately consolidated 

(Blockchain4aid, 2018). 

2.5.3.1.1 Personal Data Management System 

The majority of personal data management systems proposed are focused on giving control of 

personal data to the person rather than third-parties. The model of these systems uses the 

blockchain as an access-control manager rather than storage- which is handled off-blockchain. 
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This has the advantage of autonomy such that it does not require trust in a third party. Therefore, 

personal data management systems on blockchain such as the one proposed by Zyskind, Nathan, 

& Pentland (2015) give the user data ownership, transparency, and auditability as well as granular 

access control to their personal information. 

2.5.3.2 Blockchain Technology in Health Record Management 

Patient records, which constitutes population data, is the medical history of a patient consisting of 

examinations and lab test results, diagnoses, and treatments, each of which can be handled by more 

than one physician or even more than one hospital, present an opportunity for adoption of 

blockchain technology especially for data consolidation and sharing among several parties. Several 

proposals have since been presented towards this end: 

2.5.3.2.1 MedRec 

MedRec is an Ethereum-based blockchain system for personal control of identity and distribution 

of personal information, implemented in the context of medical records (Nchinda et al., 2019). 

Whereas it addresses control of patient data by patients and sharing with third-parties, it has the 

disadvantage of requiring every node to verify and propagate all transactions and blocks. It also 

runs on a public Ethereum blockchain network causing security concerns because data can be 

publicly read outside the consortium of participating providers.  

 

Figure 2. 10: The MedRec Network 

2.5.3.2.2 FHIRChain 

FHIRChain is a blockchain-based network that facilitates the safe and scalable sharing of clinical 

data to support collaborative decision making (Zhang et al., 2018). FHIRChain uses the public key 

infrastructure (PKI) to enable the sharing of data between clinicians and the blockchain is used to 
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maintain the public/private key pairs. While this PKI approach works for the intended use case, 

the fact that it is the clinicians controlling the sharing of patient records may be seen to contravene 

the protection of personal data. However, from the perspective of population data, the user (patient) 

has no control over what to share or not to share since it is a requirement by law. A key strength 

in the implementation is keeping the sensitive health records data off-the-chain and exchanging 

reference hashes on-the-chain thus avoiding storing encrypted health data in the blockchain. Such 

an implementation however requires maintaining two sets of chains which is not very efficient. 

 

Figure 2. 11: Architectural Components in FHIRChain 

2.5.3.2.3 E-health data access management with privacy protection 

This blockchain solution uses two chains in the management of medical records: the mainchain 

which contains non-identifying information and is accessible by any third parties and the sidechain 

which is accessible only by the trusted nodes (Hirtan, Krawiec, Dobre, & Batalla, 2019). 

Communication between trusted nodes uses the Public Key Infrastructure (PKI) to authenticate 

thus ensuring the permissioned nature of the network. 
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Figure 2. 12: Logical concept of the system design  

2.5.3.2 Blockchain Technology in Supply Chain Management 

Supply Chain Management refers to the management of the movement of goods, services, and 

information involving the acquisition, storage, movement of raw materials, infrastructure as well 

as full-fledged finished goods from source to destination. Blockchain technology has been applied 

to supply chain management especially in tracking products through the chain and by record 

keeping. Data sharing among the participants enables visibility and transparency of transactions, 

fostering trust, and ensuring faster transactions and reduced settlement periods. The IBM Sterling 

Supply Chain Suite (IBM, 2015) is an example of the implementation of Blockchain technology 

to supply chain management. 

 

2.5.3.3 Blockchain Technology in Financial Services 

Apart from cryptocurrencies such as Bitcoin and Ethereum, conventional financial institutions are 

yet to embrace blockchain technology yet they continue to face challenges including security, 

identity theft, and inefficiency in transaction costs (DeMuro, 2018). While blockchain technology 

does mitigate these challenges, it is yet to achieve faster transaction settling speeds which seems 

to be the only issue preventing the adoption of blockchain technology in the mainstream financial 

industry. 
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2.5.3.4 Blockchain Technology for Kenya 

The report Emerging Technologies for Kenya: Exploration and Analysis (Distributed Ledgers 

Technology and Artificial Intelligence Task Force, 2019) identifies Distributed Ledger 

Technology as an emerging technology that could streamline many sectors. The report, in its 

recommendations, identifies the following areas where Blockchain technology may be impactful: 

public service delivery, agriculture, and food security, democracy, and elections (as shown in 

figure 2.13), eliminating corruption, improving health and drug safety, eliminating counterfeits, 

improving cybersecurity; among other areas. 
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Figure 2. 13: Blockchain-based Voting 
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2.6 Conceptual Framework 

 

Figure 2. 14: High-level Conceptual Framework  

Population data is controlled by a government in its jurisdiction, therefore, the partially centralized 

and partially decentralized approach of the permissioned blockchain is used. Permissions for fine-

grained operations are maintained on the transaction level using the current Transaction Processing 

Systems (TPS). Deployment is done through consortium blockchain which is controlled by pre-

authorized "Government" nodes. The rights to read the blockchain is assigned to the different 

participants. Participants can optionally create channels specific to their industries or relationships. 

Channels are private sub-networks of communication among a select group of blockchain network 

members enabling them to carry out private and confidential transactions.  Channels, therefore, 

are the basis of the blockchain network since it is a “members club” of trusted blockchain peers. 
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Chapter 3: Research Methodology 

3.1 Introduction 

Research is the empirical and systematic search for relevant information related to a given subject 

(Kothari, 2009). Since no two types of research are similar, the researcher needs to tailor their 

research to address their specific problem. This approach the researcher adopts and the logic 

behind it is the methodology of the research.  In this chapter, the research design is presented with 

guidance from the objectives of the research. The experimental nature of this research informs the 

choice of generating primary data which is specifically tailored to simulate personal information. 

The system development methodology is discussed and for the implementation and as the proof 

of concept, prototyping is presented as the system design approach. 

3.2 Research Design 

Research design is the structure that the research process follows from data collection to data 

analysis in obtaining answers to the research questions. Research design aims to match relevance 

to the purpose of research with the economy in the procedure. (Kothari, 2009). 

Based on the shortcomings in the current system of management of population data, this research 

hypothesizes that the use of permissioned blockchain technology is better suited in the 

management of population data. This research is therefore designed and classified as experimental 

research. The experimental approach to research involves a controlled research environment where 

variables are manipulated to cause an effect on other variables. This effect is observed and 

recorded. The experimental approach is specifically fitting for this research because population 

data management is being replicated onto the blockchain platform, from the current relational 

database management model. 

The blockchain network will be created on the Hyperledger Fabric platform. Two organizations 

representing the government (custodian of population data) and the registrar (Government’s proxy 

for population data collection) are added to the network. Three user accounts, which contain user 

personal information, are generated by the registrar and committed to the blockchain as the 

“assets” to be tracked and shared. Two more organizations representing a third party population 

data consumers (a bank and a hospital) are invited into the network as participants. This 

“invitation” shows the permissioned nature of the blockchain. The permission to read/write to the 
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blockchain is granted to the third parties and smart contracts governing data exchange conditions 

defined. The registrar, the bank, and the hospital will be simulated by Laravel applications 

complete with their Relational Database management systems for their daily transaction 

processing. At predefined intervals, the third parties send a request to commit their transactions 

(in this case bank transactions and user hospital records ) related to the three user accounts to the 

blockchain. In this way, the population data consolidation aspect is achieved. The sharing aspect 

is in the invitation of new participants into the network and providing read/write access rights and 

definition of smart contract conditions. 

This controlled experimental environment ensures the achievement of the objective. However, as 

Kothari (2009) notes, the conclusions drawn based on experimental data are generally criticized 

for either faulty assumptions, poorly designed experiments, badly executed experiments, or faulty 

interpretations.  

3.2.1 Target Population and Sampling 

Population data is mandatory information collected by governments. Every documented citizen or 

is eligible to form the target population for this research. This research is not interested in the 

characteristics of the population data itself but rather how it is managed as a whole. Specifically, 

the study is keen on tracking the transition of a Kenyan citizen’s personal statutory information 

from birth (when a birth certificate is issued) to death (when a death certificate is issued); including 

all life events in between where statutory information about the individual is collected. This 

information provides the primary data needed to simulate the use of blockchain technology in 

population data consolidation and sharing.  

This, therefore, means that any subset of population data is usable. Therefore,  The sampling 

method chosen is random sampling. Random sampling is a part of the sampling technique in which 

each sample has an equal probability of being chosen. A sample chosen randomly is meant to be 

an unbiased representation of the total population.s 

3.2.2 Data Collection 

This research will make use of primary data. Considering the huge volume of personal data 

required for the prototype, and since population data is sensitive information and access may be 

restricted, the primary data will be generated using a programmable tool called Faker (Fzaninotto, 
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2020), which can automate the process of generating relevant fields of any volume of data required. 

For example, the registrar participant will be tuned to generate personal information; the bank 

third-party will generate financial transaction data such as deposits and withdrawal; and the 

hospital third-party will generate health-related records such as appointments, diagnosis, and 

prescription information. 

3.2.3 Data Analysis 

Since this research is an experimental study with a focus on creating a prototype, controlled data 

generation is done using an automated tool called Faker (Fzaninotto, 2020). The focus is therefore 

not on the data but on the ability of the prototype to handle data in simulating consolidation and 

sharing of this data through blockchain technology. 

3.2.4 Research Quality	
Research quality is evaluated through the concepts of validity and reliability. The methods, 

techniques, and datasets used in achieving the research goals and how well these items fit into the 

research determine the research quality. These methods, techniques, or datasets are therefore 

evaluated through studying their reliability and validity. While validity is about the accuracy of a 

measure, reliability is about the consistency of a measure (Middleton, 2020). Population data is 

auto-generated in this study to be used in simulating the prototype. This makes the outcome 

reproducible should the same study be conducted under a similar environment with or without the 

real population data and therefore ensures consistency and therefore data reliability. On the other 

hand, data validity is guaranteed since the data is autogenerated and can be controlled to obtain 

only desired fields to match the population data fields required. 

3.2.5 Dissemination of research findings 

Dissemination refers to how research findings are communicated to the target audience in ways 

that enable uptake of the research in decision-making and eventually in practice (Wilson, 

Petticrew, & Calnan, 2010). This study proposes a secure, efficient, cost-and-time-effective way 

for the consolidation and sharing of population data through the use of blockchain technology. 

This is especially of interest to the Government of Kenya, which is the target audience for this 

research because it has a mandate in accounting for every Kenyan citizen through the collection 

and maintenance of personal information for its citizenry. 
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3.4 System Development Methodology 

In agile software development methodology, the software is built incrementally over a specified 

time, and delivery is in bits instead of all at once. (Agile Alliance, 2019). It was designed to 

accommodate the rapidly changing environment and requirements thus enabling faster outcomes 

by improving upon previous models until the final product is achieved. The specific agile 

methodology to be used in the prototype development is Rapid Application Development. Rapid 

Application Development has the advantage of fast project turnaround times. It is therefore suited 

for the fast-paced environment of software development where requirements can be moving 

targets. The focus in RAD is on prototype development rather than planning to make outcomes 

visible quickly. With outcomes visible rapidly it becomes easy to track progress and communicate 

and adopt change in near real-time. As a result, there is effective communication, greater 

efficiency, and effective and faster development. (LucidChart, 2018). 

 

Figure 3. 1: The RAD Methodology 

The blockchain prototype to be developed would require interactions with various existing systems 

to simulate data sharing. These legacy system interactions lay the ground for a rapidly changing 

environment considering the amounts of integration required. The incremental development 

approach presented by agile software development will be able to accommodate these changing 

requirements without greatly impacting the timelines. In agile development, requirements and 

design are done together, and execution is as a series of increments. This gives agile development 

an edge over a conventional model where requirements and design are developed as a series of 

steps, one after another.  
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The system analysis will involve, analysis of the need to manage contractual relationships and the 

type of contracts that exist; analysis of the need to track transactions that involve more than two 

parties; analysis of the need for immutability, transparency, auditability, and accountability in 

record-keeping; and, analysis of errors due to manual processes including fragmentation and 

duplication of effort and data. 

3.5 System Implementation 

The blockchain implementation uses the Hyperledger Fabric which is a blockchain framework 

implementation provided by Hyperledger. Hyperledger is an open-source community focusing on 

advancing cross-industry blockchain technologies. It is hosted by The Linux Foundation and 

includes support from leaders in various fields such as supply chain, manufacturing, finance, 

banking, Internet-of-Things, and technology (The Linux Foundation, 2009).  

Hyperledger Fabric is an open-source enterprise-grade blockchain framework that introduces a 

modular architectural pattern in the development of block-chain based applications. The modular 

architecture is achieved through the use of container technology in the development of pluggable 

and interchangeable services. The modular architecture enables hyperledger fabric to support a 

wide variety of blockchain use cases with different requirements. Some notable attributes for the 

hyperledger fabric framework include support for permissioned shared ledgers; support for 

verified identities through the use of the Membership Service providers and confidential 

transactions through the use of channels. It also has better performance since it cuts out the proof-
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of-work method as a consensus algorithm and instead uses Byzantine Fault Tolerance (BFT). The 

use of container technology also enables ease of scaling for hyperledger fabric. 

 

Figure 3. 2: Hyperledger Fabric Transaction flow 

The Transactional Processing Systems, which will represent 3rd party partners to the whole 

systems, will be simulated using multiple Laravel application with an accompanying MySQL 

database running on docker containers. 

3.6 Ethical Considerations 

This study proposes a secure, efficient, cost-and-time-effective way for the consolidation and 

sharing of population data through the use of blockchain technology. This is especially of interest 

to the Government of Kenya, which is the target audience for this research because it has a mandate 

in accounting for every Kenyan citizen through the collection and maintenance of personal 

information for its citizenry. Since this research will be handling personal information, data 

security, protection, and privacy concerns should be considered. However, for the prototype and 

the proof of concept, dummy data will be auto-generated and used. 
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Chapter 4: System Design and Architecture 

4.1 Introduction 

The purpose of system design and architecture is to identify the different components of a system, 

and how to optimally combine them to achieve the required outcomes. Whereas the system 

architecture can be thought of as the superstructure of the system, system design is the plan of how 

to accomplish the requirements of the system. The Unified Modelling Language (UML) is the 

general-purpose, developmental, modeling language for visualizing software engineering designs 

and architectures. 

This chapter details the system design and architecture of the prototype. The conceptual framework 

introduced in chapter 2.6 is broken down into its constituent parts to show how all the components 

interact to accomplish the goal of managing population data consolidation and sharing using 

blockchain technology. The system requirements are analyzed to inform the design. The system 

design diagrams are then modeled using the Unified Modelling Language (UML) - the general-

purpose, developmental, modeling language for visualizing software engineering designs. The 

system design diagrams included are the use-case diagram, the system sequence diagram, and the 

data flow diagram. 

4.2 Requirements Analysis 

The aim of this research, as defined in chapter 1.3, is to design a prototype of a population data 

management system based on the permissioned blockchain technology to explore the validity and 

viability of blockchain technology in consolidating, securing, auditing, and sharing of population 

data.  Based on this aim, the functional and non-functional requirements were deduced.  

4.2.1 Functional Requirements 

i. The system should allow participants to be added to the blockchain network. 

ii. The system's access control lists should control access by blockchain network participants. 

iii. The blockchain network participants should be able to write data to the blockchain. 

iv. The blockchain network participants should be able to read data to the blockchain. 
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4.2.2 Non-functional Requirements 

4.2.2.1 Security Requirements 
i. Participants should be correctly authenticated to access the system. 

ii. Access for reads and writes should be restricted to valid participants. 

4.2.2.2 Reliability Requirements 
The system should consistently perform correctly by outputting the correct results given the correct 

input. 

4.2.2.3 Usability Requirements 
The inner workings of the system should be transparent to the user. 

4.3 System Architecture 

 

Figure 4. 1: General System Architecture 

Figure 4.1 shows the general system architecture. The participant organizations - which represent 

any public data consumer/generator and specifically their transactional processing systems eg 

banks, hospitals, etc – are invited into the network channel by the membership service provider 

(MSP). Invitation involves the assignment of the digital signatures through public key 

infrastructure.   
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Once in the channel, the organization will submit a transaction proposal to its peer node, where a 

smart contract is run, querying the state database for reads and then creates the read-write set for 

the transaction. The transaction is then submitted to the ordering service where a block with 

ordered transactions is created from this and many other transactions from other peers. The 

ordering service then submits this block to the authorizing peer, which validates all transactions 

and commits the block to the chain. This in effect makes available (distributes) the new data to all 

connected peers who can read it as required. 

4.4 Use Case Diagram 

Figure 4.2 shows the use case diagram with four actors. The TPS represents whatever Transaction 

Processing system a participant may be using. The peer is the interface between the participant’s 

organization and the blockchain filesystem. The administrator represents the MSP which may also 

be the authoritative peer. For illustration purposes, table 4.1 shows the detailed example of the 

Commit Transaction use case. 

 

Figure 4. 2: The Use Case Diagram  
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Table 4. 1:Commit Transaction Use case 

Use Case Commit Transaction 

Primary Actors 

Transaction Processing System 

Peer Node 

Orderer 

Administrator 

Preconditions 
Peer is authenticated 

Pending Save Data request 

Postcondition Transaction is valid 

Success scenario 

1.TPS validates format and sends a request to Save Data 

2.Peer executes the smart-contract to validate the transaction and 

builds a Read-Write Set 

3.Peer passes the valid transaction to orderer for ordering and block 

creation 

4.Orderer submits the block to admin for validation and 

authorization 

5.Block is committed 

Exception The transaction fails smart-contract check 

 

4.5 Data Flow Diagram 

The data flow diagram (DFD) graphically presents the flow of data within a system. Figure 4.3 

illustration shows the decomposed data flow diagram at level 2.  
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Figure 4. 3: System Data Flow Diagram 

The admin, who is also a membership service provider (MSP), collects the participant information 

and invites them into the blockchain channel, creating digital certificate credentials for the 

participant to access the system. The participant, acting as the endorsing peer, then proceeds to 

authenticate whenever there is a request from the TPS. Query transaction is invoked and the 

transaction response is sent to the TPS whenever it requests data. Save data request from the TPS 

is validated by the participant. The participant then submits the transaction to the orderer to create 

a block. The orderer, using state information from the blockchain data store, creates the block and 

passes it on to the committing peer. Finally, the admin, in this case acting as the committing peer 

validates the block using statute information from the store and commits it to the blockchain data 

store.  

4.6 System Sequence Diagram 

The system supports interactions between itself and external entities through the use of events and 

feedbacks.  Sequence diagrams are a type of UML diagrams that show how objects within a system 

interact with each other particularly by showing interactions and the order in which they occur, in 

other words, they show the sequence of events. Figure 4.4 shows this sequence of events. 
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Figure 4. 4: System Sequence Diagram 

4.7 Class Diagram 

A class diagram is a UML representation of all classes in an object-oriented system, showing their 

attributes, methods, connections, interactions, and inheritances. For population data, the basic unit 

is the individual/person, and every other record relating to the person are included as attributes of 

the person. The class diagram in figure 4.5 models a sample person object. Birth and education 

objects are the only ones included for brevity, however many other objects describing the person 

such as financial, medical, tax, employment records etcetera can be included. 
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Figure 4. 5: Class Diagram 
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Chapter 5: Implementation and Testing 

5.1 Introduction 

Hyperledger Fabric is an open-source enterprise-grade blockchain framework that introduces a 

modular architectural pattern in the development of block-chain based applications. The 

permissioned and distributed nature of Hyperledger Fabric makes it suitable for the 

implementation of this prototype. It also includes a suite of other products such as the Hyperledger 

Composer which is an open-source development toolset and framework that simplifies the 

development of blockchain applications; and the Hyperledger Composer REST server which 

provides RESTful APIs to  Decentralized Applications (DApps) for interaction with the 

blockchain network. Since system simplicity and transparency are desirous qualities of this 

prototype, the implementation seeks to effectively integrate existing population data management 

information systems with the blockchain without drastically affecting operations. This chapter, 

therefore, discusses the implementation and testing of the proposed prototype using these 

technologies. 

5.2 Model Components 

 

Figure 5. 1: Proposed Solution Design 
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5.2.1 The organization TPS (Peer/Participant) 

Two separate organizations transactional processing systems were created, separated by models 

aptly named Education and Birth. These models represented the education institution and the 

registry of births, which will be the two participants in the blockchain network. The registry acted 

as the data producer, where a person’s record is added to the blockchain and instantly becomes 

available to all the connected participants on the network, while the education model will be the 

consumer of this data for their internal processes such as school admissions.  

5.2.2 The Blockchain business network 

The blockchain business network used was the Hyperledger fabric through the Hyperledger 

composer toolset. Hyperledger Composer is an open-source development toolset and framework 

that simplifies the development of blockchain applications. In this business network, the asset is 

the population data, in this case, made up of individual personal records. The basic unit of the 

Asset is the person model which will store information based on data received from the TPS. Two 

participants were created on the network: the Registrar and the  Educator. Transactions, which are 

the operations the participants invoke to manage the assets, were also defined. Roles were used to 

restricting what transaction a participant can access, essentially giving read-write access to the 

blockchain. 

 

Figure 5. 2: Hyperledger Composer Components  
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5.2.3 The Integration API 

The integration API used was the javascript Hyperledger Composer API which is made up of 

Client, Administrator, and Runtime javascript APIs. The administrator APIs are used to obtain a 

connection to the blockchain business network and perform administrative tasks. The Client APIs 

also obtain the connections, however, the functions are limited to performing business operations. 

Business operations include the creation of assets and invoking transactions in the network. The 

Runtime APIs allow access to the network for operations such as building and running queries, 

emit events, get registries and current participant information and post HTTP RESTful calls.  

When an HTTP RESTful request is made from the Transaction Processing System to either save 

or query data, the appropriate client API is called, which interacts with the blockchain to add a 

new asset in the case of saving data or retrieve asset information in the case of querying asset data. 

Guzzle HTTP client API was used for making the API calls to run the APIs. 

5.3 Model Implementations 

5.3.1 Model TPS Implementation 

The Transaction Processing Systems were implemented using the Laravel PHP framework.  Two 

systems were created: the education institution TPS and the registry of birth TPS.  The birth 

registry TPS is the custodian of data relating to birth and initial personal information of an 

individual. It is, therefore, the producer of initial personal information in the blockchain network. 

By committing the data to the blockchain network, it essentially makes it available for authorized 

participants in the blockchain network to access it. 

The Education institution TPS  is a consumer of the personal data from the blockchain network. It 

accesses the personal information of the individual from the blockchain and uses it internally for 

its operations. The Education TPS also commits some education-related information about the 

individual to the blockchain, therefore making it available to other authorized participants. 

In essence, population data consolidation is achieved through saving data on a single blockchain, 

and sharing is achieved through reading from this single blockchain, and therefore the single 
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source of truth is maintained. The source code for this model TPS implementation, figuratively 

named the Public Data Chain (Omoka, 2020)  can be found on GitHub. 

 

Figure  5. 3: Model TPS Implementation 

 

5.3.2 Birth Registrar TPS Interface 

  

Figure 5. 4:Birth Registrar TPS Interface 

Figure 5.3 shows the screenshots of the interface for the registrar of births. It has a button to add 

the birth record for an individual. For this prototype the operation for adding the involves two 

steps: first, the faker factory is instantiated using the faker Laravel package and used to generate 
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personal information as defined by the person object. This personal information is then stored in 

the local TPS database.  

The code snippet shows the sample operation for the creation of a record of birth by the registrar 

of births. This operation happens on the registrar's transaction processing system. 

Birth::create([ 'pid_number'=>$person->id_number, 

                'certificate_number'=>$faker->randomNumber(), 

                'place_of_birth'=>$faker->country, 

                'hospital_of_birth'=>$faker->company, 

                'father_id_number'=>$father->id_number, 

                'mother_id_number'=>$mother->id_number, 

                'informant_id_number'=>$informer->id_number, 

                'registrar_id_number'=>$registar->id_number, 

                'date_of_birth'=>$faker->date(), 

                'date_of_issue'=>$faker->date()]); 

     DB::commit(); 

            $this->commitToBlockchain($person); 

Immediately after the person record is commited to the registrars transaction processing system, 

the commitToBlockchain() method is invoked passing in the full person record as a parameter. 

The commitToBlockchain() operation involves calling the public data chain, through the 

Hyperledger Composer RESTful API which invokes the createPerson() transaction on the chain. 

This effectively commits the person's record onto the blockchain and therefore making it available 

to all network participants. 
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5.3.3 The Education institution TPS Interface 
This is the interface to manage education details for an individual. Apart from invoking the 

addEducationRecord operation and saving education records in its local database, it transparently 

invokes two other operations: searchPersonDetails and commitToBlockchain. The 

searchPersonDetails operation takes the ID number of the individual and queries the blockchain 

through the Hyperledger Composer RESTful API to find the details of the individual that were 

previously committed to the blockchain by the Registrar of Births. Once this detail is retrieved, 

the commitToBlockchain operation is then invoked, passing the education details that are 

associated with the person and committing this information onto the blockchain. 

 

Figure 5. 5: Add Education Record Form 
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Figure 5. 6: Education TPS Interface 

5.3.4 The Blockchain business network 

The blockchain business network was implemented using a locally installed version of 

Hyperledger Fabric and Hyperledger Composer was used for interacting with this network. As 

explained in section 5.2.2, Assets, transactions, and participants were defined in the model file; 

the transaction functions were defined in the scripts file; the access control rules were defined in 

the ACL file and the data query functions were defined in the query file. 

5.3.4.1 The Network Participants 

In a blockchain business network, a participant is an actor and can be an individual an organization. 

Two participants were created for this prototype: The Educator and The registrar. The registrar is 

responsible for the creation of assets. The assets, in this case, refer to personal information 

maintained on the blockchain. The educator manages reads and writes education data onto the 

blockchain. Figure 5.8 shows the sample definition of the participants. 

 

Figure 5. 7:Participant model definition 
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5.3.4.2 The Assets 
In a blockchain network, assets are the items to be tracked and are stored in registries. In this 

model, the asset is the person/individual information. The person object is modeled such that it is 

extensible and can accommodate varied attributes about a person. Figure 5.9 shows the person 

asset model. The birth and eduction concepts are shown in the model indicate the modularity that 
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makes this prototype extensible such that should there need to track another attribute such as 

medical records for the individuals, it can simply be added into the person object. 

 

 

Figure 5. 8: Asset Model Definition 
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5.3.4.3 The Transactions 
Transactions are the operations through which participants manipulate with assets. The sample 

createPerson transaction is shown in Figure 5.10. The create person transaction is invoked by the 

registrar participant in the creation of an asset. The person asset includes the birth details. 

s 

Figure 5. 9: Transaction Function createPerson() implementation 

5.3.4.4 Access Control Rules 
Blockchain Business networks contain a set of access control rules. Access control rules define 

fine-grained control permissions that control what participants have access to; what assets in the 

business network and under what conditions. For example, the Educator participant may only be 
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allowed to write to the education node of the Person Asset but still be able to read the rest of the 

asset values. 

 

Figure 5. 10: Sample Access Control Definition for Educator Participant 

 

5.3.5 The Hyperledger Composer RESTful API 

This is the integration layer sitting between the Transaction processing System application and the 

blockchain business network. The RESTful API definitions were generated and exposed by the 

Hyperledger Composer REST server running locally on the development machine. The REST 

server users the localhost interface to convert and expose the business network model into API 

definitions. An authenticated client interacts with the blockchain by calling the exposed endpoints. 

Since each invoked transaction must be signed by a certificate, the REST server starts the identity 

certificate and signs all transactions with it. Depending on the nature of the API call and the 

transactions, the REST server implements the CREATE, READ, UPDATE and DELETE (CRUD) 

operations, manipulating the state of assets and participants. 

5.3.6 The Hyperledger Composer Playground 

The Hyperledger Composer Playground is a web interface of the Hypeledger Composer and it 

provides a user interface for the configuration, deployment, and testing of a business network. The 

business network for this prototype was configured and deployed using a locally installed version 
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of the Hyperledger Composer Playground. The business card public-data-chain was created and 

assigned to a user admin@public-data-chain who is responsible for managing the network.  

 

Figure 5. 11: Public Data Chain blockchain network as viewed on Playground 
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5.4 Software Flow 

A web application simulating the internal systems for registrar of births and an educational 

institution was developed. The application simulated creation of personal records by various 

participants within their internal systems. Once the records are saved internally, the Hyperledger 

Composer RESTful API is called to persist the same data in the blockchain.  Once the data is 

persisted on the blockchain, it automatically becomes available to all connected participants, who 

can then query based on personal record ID number. Participants can also persist in the blockchain 

personal data specific to them. All the access for querying and storage into the blockchain is 

controlled by the access control lists as shown in figure 5.11.  

The registrar participant portal was used to create the personal record at birth. This record is 

persisted in the blockchain and therefore is available to all participants of the blockchain. The 

Educator participant can, therefore, query the personal details through the API using the person's 

ID number for use in their internal systems. The Educator can also persist education-related data 

in the blockchain thereby making it available to all the participants. All the interactions and 

Read/Write access to the blockchain is controlled by the access control list.  



 
 

54 
 

5.5 Model Architecture 

Figure 5.6 illustrates the model architecture. 

 

 

Figure 5. 12: Model Architecture 
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5.6 System Testing 

System testing was done to determine the behavior of the system based on the requirements defined 
in chapter 4.2. To ensure the system meets the requirements, several tests were carried out as 
outlined in table 5.1: 

Table 5. 1: System testing cases 

ID Case Priority 

1.0 Participants can join the network High 

2.0 Participants’ agreement on the rules of engagement High 

3.0 Participants can write to the blockchain High 

4.0 Participants can read from the blockchain High 

5.0 Participant Authentication High 

6.0 Participant Access restriction High 

7.0 Reliability of input and output Medium 

8.0 System transparency Medium 

 

5.7 System Testing Cases and Process 

5.7.1 Participants can join the network 

The successful installation of the business network archive (.bna) on each participant node served 

as an invitation of the participant into the public data chain network. The composer network ping 

command was run to test the connection of the participant to the blockchain business network. 

5.7.2 Participants’ agreement on the rules of engagement 

Successful installation of the chaincode or Smart Contract to all the peer nodes constituted the 

agreement for rules of engagement by the participant. The chaincode which was inbuilt in the 

business network file (.bna) serves as the contract between participants. 



 
 

56 
 

5.7.3 Participants can write to the blockchain 

Invoking the commitToBlockchain method on the TPS and passing the Person object as a 

parameter, caused the passed asset object to be stored in the public data chain asset registry. This 

was observed also when education details were passed to the commitToBlockchain operation. 

5.7.4 Participants can read from the blockchain 

Invoking the searchPersonDetails method on the TPS and passing an individual’s ID number as a 

parameter, a search was initiated on the public data chain. For valid ID numbers, the Person object 

was returned to the TPS. 

5.7.5 Participant Authentication 

At the point of adding peers,  a digital certificate and a private key are assigned to the peers. These 

credentials are then used in signing every API request made to the blockchain via the Hyperledger 

Composer RESTful API. This ensured that all access requests are authenticated. 

5.7.6 Participant Access restriction 

Several ACL rules were defined in the permissions.acl file. In one of the rules, for example, the 

educator participant was unable to update a person’s object after an ACL rule was included 

restricting the educator to only accessing the updatePersonEducation blockchain transaction.  

5.7.7 Reliability of input and outputs 

A comparison of personal data on the chain and in the local MySQL databases of the Registrar 

TPS and the Education TPS was done and the data was found to be similar. Although the 

blockchain includes some extra metadata such as the hash, this does not in any way affect the 

integrity of the data received from the TPS. 

5.7.8 System transparency 

The underlying operation of the system was transparent to the user. The users, in this case, the 

registrars and the educators would not tell that they were running on a blockchain network. The 

system design achieved transparency through the use of the REST APIs which were added as 

modular plugins to the transaction processing systems; connecting the TPS to the public data chain 

blockchain network. 
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5.8 System Testing Results 

The system met all the requirements as outlined in the requirements analysis.  The requirement for 

participant authentication and access restriction were adequately handled by the access control list 

definitions. Read/Write operation requirements passed with the ability to commit data to the 

blockchain and the ability to query using the REST API and the transaction function definitions. 

Reads and writes were also reliable since they were being done on the same distributed ledger thus 

ensuring a single source of truth. System usability was achieved through transparency since 

participants worked entirely on their internal systems while the blockchain plugin worked entirely 

in the background. 

 

Table 5. 2:System Testing Outcomes 

ID Case Priority Outcome 

1.0 Participants can join the network High Passed 

2.0 Participants’ agreement on the rules of engagement High Passed 

3.0 Participants can write to the blockchain High Passed 

4.0 Participants can read from the blockchain High Passed 

5.0 Participant Authentication High Passed 

6.0 Participant Access restriction High Passed 

7.0 Reliability of input and output Medium Passed 

8.0 System transparency Medium Passed 
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Chapter 6: Discussion 

6.1 Introduction 

Permissioned Blockchains offer an ideal solution to the problems inherent in population data 

management. The append-only nature of the blockchain guarantees provenance, a key quality of 

the blockchain technology, and a requirement for population data where an individual's 

information is constantly updated and maintained throughout the life of the individual - from birth 

to death. This enables the use of one unique identifier for the person, who is the asset in this 

context, thereby cutting out the need for multiple identification numbers and documents as well as 

duplication of effort and data in the identification of persons.  

The use of Blockchain technology for population data management provides a single source of 

truth about an individual's information, effectively consolidating all population data in a single, 

trusted, and, secure data store. This data can then be made accessible to third-party users such as 

banks and educational institutions who apart from using the data for identity verification will 

further enrich an individual's data through committing industry-specific records such as financial 

and educational histories of the individual respectively. 

The use of Permissioned Blockchains, where only authorized participants can join the network, 

coupled with smart contract and access control lists ensure the security required for population 

data, preventing misuse and unauthorized access that may lead to issues such as fraud and identity 

theft.  

Permissioned Blockchain is therefore effectively suited for the task of population data 

consolidation and sharing. 

6.2 Findings and Objectives Analysis 

This prototype, by using the permissioned blockchain network, eliminates the need to maintain 

both an on-chain and an off-chain system such as the one proposed by Zyskind, Nathan, & Pentland 

(2015). All the participants joining the network will be pre-approved and therefore are trusted. 

Directly storing the data on the blockchain, therefore, does not pose a risk to the data because the 

unauthorized parties are not on the network. This approach of storing the data directly on the 

blockchain not only enhances consolidation and reduce fragmentation but also has the advantage 

of making the system design and architecture simpler. 
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This prototype is also simple in design and architecture and also transparent to the user. The use 

of APIs in the interaction between the blockchain and existing population data systems does not 

require drastic changes in existing systems or operating procedures. It has the benefit of being able 

to be plugged into the existing system without causing major changes. 

This solution, however, poses a challenge to data ownership. Should the personal information of 

an individual collected over time from different sources belong to the government or the 

individual? Who should control access to this data by third parties? Zhang et al. (2018), Zyskind 

et al (2015) and Nchinda et al. (2019) have all proposed solutions where data privacy is maintained 

and controlled by the individual rather than the organization collecting and aggregating the 

personal information. In the case of population data, data ownership may not arise because 

governments must collect and maintain population databases of their citizens and residents. 

However, it poses a challenge during sharing where participants may be invited into the blockchain 

network, gain access to the data without the knowledge of the individual. Whereas it is lawful for 

the government to have the data, it may not be lawful for third party participants to have access to 

this data, and therefore a mechanism of the individual being informed before it is shared with third 

parties is required. 

With this prototype, we have proven that indeed consolidation of population data is, in fact, 

possible through the permissioned blockchain technology. By using an individual’s personal 

information as the asset on the blockchain, changes became available immediately to all 

participants within the network. As with the education records node within the person asset in the 

study, other participants also could update the person’s information related to the participant 

domain.  

Essentially, the structure adopted for storage of personal information with the person as the asset 

and therefore the root allows it to be extensible such that any new partner joining the network can 

have their domain-specific nodes created within the person object, for example, medical records, 

financial records, tax records, etc.  

With the consolidation part where every participant further enriches the person object, sharing 

becomes easy such that all participants will be reading from the same chain, hence achieving the 

elusive single source o truth for population data.  
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Security and auditability were achieved largely through innate blockchain capabilities. Smart 

contracts and access control lists ensured business rules were defined and assigned correctly and 

access was restricted to only authorized parties. The transaction history is maintained all through 

starting from the genesis block thus ensuring auditability. 

This solution further solves many of the issues with current systems of population data 

management such as data fragmentation and duplication, out-of-date non-synchronized data, 

difficulty in sharing data, lack of support for temporal data among others. 

Interoperability costs will also go down since there will be no need for customized middleware 

integrations for data sharing but rather a standard API for participants once they join the public 

data chain network. 

6.3 Model Contribution to Research 

This study introduces a new way for population data management by governments through the use 

of a permissioned blockchain network. It shows how to design a national population register based 

on the consolidation of all population data and a unified way of sharing this data with authorized 

parties, thereby achieving the single source of truth principle; a key quality of population 

registers(OSCE /ODIHR, 2009). One unique ID assigned to the person at creation time is used 

throughout the lifetime of the individual. More importantly,  it effectively makes the government 

the authoritative custodian of population data with control and oversight, making it easy to enforce 

penalties for misuse by network participants. The new mode of data sharing through the blockchain 

opens up opportunities in the development of population data-related systems such as real-time 

identification among others. 

This study also proposes a better way for data sharing among government institutions as well as 

between government and non-government players. As observed by Yego (2014), challenges in 

data sharing among government institutions are due to a lack of clear policy, standards, 

communication protocol, incompatibility (interoperability issues), and data security issues. The 

National Audit Office of Great Britain also identifies data sharing as one of its three substantive 

issues in using data across government (National Audit Office, 2019). The proposed model in this 

study addresses the issue of data sharing through having related and data-dependent organizations 

become participants in the same blockchain network. In this model, issues of lack of policy and 
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standards are automatically addressed by the use of smart contracts which predefine terms and 

conditions for participant access to the data.  

Security concerns are also addressed not only implicitly by use of the permissioned blockchain 

where only authorized users are invited into the network; accountability and auditability enhanced 

through the blockchain qualities of provenance, immutability, and finality; but also explicitly by 

use of smart contracts and access lists which collectively manages access to and manipulation of 

the consolidated data. 

The proposed model is also effective in time, operational, and financial cost savings. 

Implementation and operation of this model are cheaper because it cuts out interoperability 

concerns since there is a unified way to access data on the chain. As observed by Choi, Ae Chun, 

Kim, & Keromytis (2013) consolidated data and unified sharing causes citizens to no longer have 

to visit different government offices to present documents, it saves the costs of multiple collections 

of citizen records and the resulting data fragmentation and provides as a central location where 

data security and privacy enforcement can be focused. 

6.4 Limitations of the Model 

Whereas Governments by law are mandated to collect and maintain population data and population 

registers, other third party users such participants in this network should not get access to this 

information without explicit permission from the person whose data is being shared. This system 

does not address this issue. 
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Chapter 7: Conclusions and Recommendations 
 

7.1 Conclusion 

The existing systems in Kenya for population data management continue to be plagued by various 

limitations considering there are still cases of duplicate identification documents; forgery of 

identification documents; identification documents of deceased persons still in use; and the 

existence of undocumented citizens. Besides these issues, there are multiple agencies and other 

stakeholders independently collecting personal data for their internal usage without a single 

authority to validate the correctness of the collected data. 

The numerous drives to leverage information and communications technologies in the 

management of population data and identity management has seen the creation of various systems 

such as The Integrated Population Registration System (IPRS), The National Digital Registry 

System (NDRS), National Integrated Identity Management System (NIIMS) and The National 

Education Information Management System (NEMIS) which have all collected some form of 

personal information about the citizens. However, there is little to show that these systems are 

anywhere near achieving the proper consolidation and sharing of population data. Whereas the 

expected success scenario would mean the eradication of multiple identification documents for 

citizens; all government agencies still independently register and issue their identification 

documents to citizens. From the National Social Security number to the National Health Insurance 

number to the Kenya Revenue Authority PIN, every citizen is identified by three separate 

identification numbers, indicating the disconnect in achieving the single source of truth for a 

citizen’s information.  

This research aimed to provide a solution that addressed these shortcomings in the management of 

population data. Using the permissioned blockchain technology for data consolidation and sharing, 

this research has shown the many advantages of solving the problems plaguing the current systems 

and achieving the single source of truth for population data. Through the development of a public 

data blockchain network as the repository for all population data, and giving access to third party 

participants who need access to this data for their operations, the system lays the structure for the 

design of a proper way to a secure population data consolidation and sharing.  
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The proposed solution takes advantage of the distributed nature of blockchain technology for easy 

sharing of data, tracking data changes over time, ensuring security, immutability, and auditability 

of the population data. 

The proposed solution takes advantage of the distributed nature of blockchain technology for easy 

sharing of data, tracking data changes over time, ensuring security, immutability, and auditability 

of the population data. The blockchain or the Distributed Ledger Technology is uniquely suited 

for management for population data because it is by nature an append-only data store. This quality 

suited in tracking the changes in an individual’s life events over time, which by definition is 

temporal data, can be easily achieved on the blockchain yet it is a demerit of current relational 

database systems in use. Besides tracking temporal data, the append-only quality of the blockchain 

does enforce auditability of all the data in the system. Provenance, a key quality of the blockchain 

technology ensures the history of an asset, in this case, the personal information being tracked on 

the chain, can be accounted for from the genesis block. 

Assets on the chain are tracked by unique identifiers. The model uses the individual as the asset to 

be tracked on the chain and assigns them a unique identification number. It is this unique identifier 

that is used to identify the person throughout the system. Any deviation from this identifier would 

mean the existence of an entirely new person, avoiding duplication. 

Apart from the use of a unique identifier for every individual, another value proposition for the 

proposed model is data consolidation. In the proposed data chain, all institutional third parties that 

would need access to the data are invited as participants to the public data chain. With the 

conditions for participation set using smart contracts and the permission for access defined using 

the access control lists, these participants not only read data from the chain but are expected to 

also enrich an individual's information through writing institution-specific data to the chain. An 

example as demonstrated in the model would be the registrar of birth commits details of the birth 

of an individual to the chain. An education institution, being a participant in the blockchain 

network, would have access to this information which they will use for the student admission 

process. When the student completes the course, their academic achievement is committed to the 

chain making it available to the other institutions such as employers who may need to verify the 

academic credentials of their potential employees. This form consolidation is not only cheap but 

also achieves the much needed single point of reference for all data regarding an individual. 
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7.2 Recommendations 

In light of the findings of the implementation and testing of the prototype, the following 

recommendations are made:  

i. To ensure the single source of truth for population data, population registers should be 

stored in a blockchain network on which all updates and are made and all other dependent 

systems should read from this chain. To achieve this, an individual's information should be 

stored in a document-like structure with a unique identifier identifying the person 

document. Every other attribute about the person can be modeled as an attribute of the 

whole person document thus consolidating all information into one unified document.  

ii. To ensure proper sharing of data, the adoption of "integrator network participants" is highly 

recommended. It will be impractical to have all institutions that depend on personal data to 

be included in the population data chain. The integrator network participants would act as 

the gateway for other non-critical third-parties to gain access to the chain. Their main role 

would be to control access and compliance, develop standard APIs and middleware 

components that give other organizations access to the chain. 

iii. To ensure ease of sharing of data with dependent third-parties, standard APIs, and 

middleware should be developed to enable authorized dependent third-parties to easily 

integrate their systems to this central repository. 

iv. To ensure no duplication and effective tracking of the person in the registry, only one 

unique number should be used in identifying the person and their records throughout all 

systems for the entire existence of the person. 

v. Privacy and security are important for the proposed model. While privacy relates to the 

rights an individual has to control their personal information and how it is used, security 

refers to how the personal information is protected. Whereas security is guaranteed in our 

model, privacy is not guaranteed especially because data is shared with third parties who 

may misuse the data. To ensure privacy we recommend the implementation of a privacy 

policy implementation where a person is informed before their data is shared with third 

parties. Once the person consents that their data can be shared with a third party only then 

should that data be shared. 
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7.2 Future Work 

In light of the current trend of personal data management; especially the General Data Protection 

Regulation (GDPR) and Self-sovereign Identity (SSI), personal information security is key. To 

improve personal data security and privacy, before sharing personal data with dependent third 

parties, consent must be sought from the owners of this information. Therefore, to further improve 

this system, further research needs to be done on the integration of the owner’s consent 

management into the system. This will ensure no misuse of personal information by third parties 

as well as give control to the personal information owner to share or revoke access to their data by 

third parties. 
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