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Abstract

With the rapid technological advancements in Kenya, the tax base has expanded, resulting in
an increase in tax fraud cases. Detecting and preventing tax fraud has become a priority for
tax agencies to maximize revenue and ensure compliance. This study focused on developing
a robust tax fraud prediction model using machine learning techniques. Our approach
involved training and evaluating multiple models, including Logistic regression, which
was deployed as the baseline model for prediction. Key features such as age, business
turnover, total turnover, and total financing expenses were identified and engineered to
enhance predictive accuracy. The Random Forest model demonstrated superior performance
in identifying fraudulent transactions, achieving notable precision and recall rates of 0.96
and 0.77 respectively. Additionally, exploratory data analysis (EDA) revealed significant
patterns that contributed to the understanding of tax fraud behavior. This study highlights the
effectiveness of machine learning in accurately detecting tax fraud and provides insights into
the most influential factors driving fraudulent activities. Our findings support the application

of predictive models for improving fraud detection efficiency in tax systems.
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Chapter 1

Introduction
1.1 Background of the study

Tax fraud occurs when an individual or business entity deliberately provides false information
on a tax return with the intention of minimizing their tax liability (Hasseldine and Morris,
2013). Essentially, tax fraud involves attempting to deceive the tax system by submitting
inaccurate information in order to evade the full tax obligation. Instances of tax fraud include
falsely claiming deductions, categorizing personal expenses as business-related, employing a
fake Social Security number, and neglecting to report income (Mackevicius and Kazlauskiene,

2009).

In the past, addressing issues related to fraud or failures in taxpayer compliance predominantly
involved regulatory enforcement and audit-centric methods. However, recent years have
seen revenue administrators acknowledge the diverse and intricate determinants of taxpayers’
compliance behavior in specific risk areas (Devos, 2013). It has become clear that successfully
dealing with these factors necessitates a more nuanced and comprehensive strategy. Relying
solely on regulatory enforcement actions, such as manual audits, is inadequate, given the
complexity of compliance issues, which often requires a more multifaceted approach. Manual
audits have faced challenges in efficiently analyzing large volumes of transactions and data.
Human auditors have found it difficult to identify complex patterns and relationships between
various entities and transactions (Singh and Best, 2016). Manual audits are time-consuming,
and the results may not be available in real-time. Furthermore, they are resource-intensive,
demanding significant time and effort from human auditors, who may introduce subjectivity

and inconsistencies into the audit process.



The aim of this study therefore was to apply machine learning models in predicting tax
fraud. Machine learning models offer solutions to the challenges associated with manual
tax audits by handling large volumes of data, identifying complex patterns, providing real-
time detection, adapting to changing patterns, reducing false positives, improving resource

efficiency, and ensuring consistency and objectivity in the audit process.

This chapter provides an introduction to the study commencing with a discussion on the
background and context, Subsequently, it addresses the research problem, outlines the
research aims, objectives, and questions, delves into the significance of the study, and

concludes by acknowledging the limitations.

It is a paradox that while tax rates are rising in Kenya, Tax to GDP ratio has declined from
17.4% in 2017 to 15.3% in 2022. Taxation serves as an essential method for generating
revenue, enabling governments to furnish essential goods and services (Mabe-Madisa, 2018).
These taxes include individual income taxes imposed at the national level and corporate
taxes imposed on companies. Adjustments are made to account for specific deductions
and credits permitted by the law, resulting in the computation of income tax for corporate
entities (Cobham and Jansky, 2018). Although tax regulations vary with time and changing
political administrations, the law is a constant in the society (Politou et al., 2019). Additional
tax categories include input and output taxes, such as Value Added Tax (VAT), as well as

employment or payroll taxes like PAYE, Withholding, and Excise taxes.

Fraud takes place in many types of financial transactions, including taxation (Schneider,
2013). According to Section 97 of the Tax Procedures Act, tax fraud involves actions
such as excluding amounts that should be reported on a tax return, claiming unwarranted
relief or refunds, providing inaccurate information that impacts tax obligations, creating or
altering financial records dishonestly, or intentionally failing to meet any legal tax-related

requirements.

While cases of financial fraud have received significant media attention, their scale and impact
are dwarfed by the concealed and almost tolerated expense associated with tax fraud (Garner
et al., 2016). Tax fraud encompasses a wide array of intricate strategies that human creativity

can devise (Faccia and Mosteanu, 2019). These strategies are employed by individuals to
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gain an unfair advantage over others through false representations or the concealment of
the truth. It includes tactics that involve surprises, cunning maneuvers, trickery, and any
dishonest means used to deceive government (Albashrawi, 2016). The core components of

fraud are the presence of deception and the intention to deceive.

1.2 The research problem

The increasing sophistication of fraudulent activities poses significant challenges to tradi-
tional fraud detection methods, primarily characterized by their reliance on static rules and
predefined patterns (Buoni, 2012). These methods struggle to adapt to evolving fraud tactics,
resulting in high false positive rates and an inability to effectively identify novel or unknown
patterns of fraud. Additionally, the manual-intensive nature of traditional processes leads to

delays in detection and response.

While the Tax Procedures Act outlines different categories of fraud, it does not guide the
methods for uncovering it. Fraud Detection involves a wide range of approaches, both direct
and indirect. Gathering evidence is a fundamental step in establishing the occurrence of
fraud, and the evidence’s quality and quantity should align with the investigator’s objectives.
Machine learning can serve as a valuable tool to assist tax professionals, accounting firms,
and government entities in their efforts to uncover fraudulent activities. Tax authorities have
traditionally depended on manual case selection and batch-applied, risk-based models at the
financial year’s close to detect discrepancies. With the advent of machine learning, there’s
now an exciting potential to shift to almost real-time detection and reporting of irregularities

in tax data to the government



1.3 Research objectives

1.3.1 General objective:

The study aimed to build and apply machine learning algorithms to detect and predict cases

of fraud using a dynamic and adaptive approach.

1.3.2 Specific objectives:

1. To Conduct a comparative analysis of predictive accuracy between the Logistic regres-
sion classifier and the Random Forest, Decision Trees, KNN, Gaussian Naive bayes
and Multi layer Perception classifier on fraud prediction, aiming to determine the best

performing algorithm.

2. To develop a fraud detection model using the best-performing algorithm, tailored for

use in the Kenya Revenue Authority’s taxation system..

3. To optimize the performance of the machine learning algorithms to improve predictive

accuracy.

1.4 Significance of the study

While existing literature on fraud detection using machine learning has made significant
strides, there are limited industry specific Studies that focus on fraud detection and prediction
in the tax administration. Many existing studies focus on general applications of machine
learning in fraud detection, but there is a need for more industry-specific research. Different
sub-sectors in the finance industry face distinct challenges and require tailored approaches.
This study will contribute to the body of knowledge on tax fraud detection and prediction by
building models that are robust and adaptable to the rapidly and constantly changing fraud
mechanisms. This study will help address the current research gap in this domain, offering

tangible value to revenue administrations navigating dynamic environments of fraud.
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1.5 Limitations of the study

Limited Generalization: Models trained on specific datasets obtained from KRA itax systems
may struggle to generalize well to other revenue agencies in other parts of the world, where
the data structures are different. This limitation can affect the model’s applicability to
diverse fraud detection scenarios. Secondly, fraudulent instances are often rare compared
to legitimate transactions, resulting in imbalanced datasets. Imbalances can lead to biased
model training, where the model might prioritize the majority class and perform poorly in

identifying instances of fraud.

1.6 Outline of the study

In the first chapter, the study’s context has been introduced, outlining the identified research
objectives and questions while highlighting the significance of such research. Additionally,
the study’s limitations have been addressed. Moving to the second chapter, an examination
of existing literature will be undertaken, to provide a comprehensive overview of the current
research landscape in tax fraud detection using machine learning, offering insights into

methodologies, challenges, and emerging trends in the field.

In the third chapter, the research methodology choices will be detailed. Specifically, the
methodology section provides a comprehensive and transparent overview of the research
process in tax fraud detection using machine learning, enabling other researchers to replicate
and validate the study’s findings. The Key areas will include: research design, data collection,

model development, and evaluation process.



Chapter 2

Literature Review
2.1 Introduction

All governments, regardless of scale, are affected by tax fraud, which occurs when individuals
or entities knowingly misrepresent information on tax returns to lower their tax obligations
(Yamen et al., 2023). This fraudulent activity reduces government revenue and consequently
limits public expenditures. A common form of tax fraud is under-reporting, where a taxpayer
reports a reduced tax base on their return. To detect such instances, supervised machine
learning is frequently applied. This approach, relying on labeled data, is currently the most
popular among researchers in audit-supported cases (Vanhoeyveld et al., 2020). As noted by
Choi et al. (2018), the success of anti-fraud efforts in taxation will rely on the development

of advanced machine learning algorithms and effective stakeholder engagement.

2.2 Supervised machine learning models

Researchers have employed various fraud detection methods based on the dataset used, with
Logistic Models, Bayesian Networks, Artificial Neural Networks, and Decision Trees being
the most commonly utilized approaches in tax fraud detection. These methods have proven
effective in addressing the challenges associated with identifying and categorizing false data,
as highlighted by (Vasco et al., 2021). A review by Abdallah et al. (2016) on the significance
of data mining techniques across various financial sub-areas for tax fraud detection concluded
that supervised ML Models, such as Logistic Regression, Support Vector Machines, Decision
Trees, Neural Networks, and Bayesian Networks, consistently yielded optimal classification

results.



Henke and Jacques Bughin (2016) conducted a comprehensive seven-year study characteriz-
ing taxpayers with false invoices using data mining techniques. Their research employed
clustering methods to identify groups with similar behavior, followed by the application of
neural networks, Bayesian Networks, and Decision Trees to uncover factors associated with
tax fraud, identify behavior patterns, and assess the comparison with available information.
The study demonstrated the feasibility of classifying and identifying taxpayers utilizing
fake invoices based on information regarding their tax payment, business characteristics,
and past performance. The correct identification rate for tax fraud cases was 86%, with a
corresponding rate of 84% for large and medium enterprises. Additionally, the research
suggested that taxpayers audited multiple times without any detected fraud are less likely to

commit tax fraud in the future.

Numerous studies have explored the application of supervised machine learning for income
tax fraud detection, incorporating comprehensive historical and socio-demographic infor-
mation. Notably, a combined approach utilizing naive Bayesian Network and Decision
Tree for income tax prediction on a large dataset demonstrated effectiveness in tax fraud
prediction(Mabe-Madisa, 2018). Comparisons of various machine learning models have been
employed by researchers to identify and predict suspicious activities in tax and other domains,
with variable contributions observed, highlighting the robustness of specific models (Hilas
et al., 2015). Additionally, some studies leverage clustering and classification algorithms to
construct fraud profiles, aiding in audit planning (Gortler et al., 2022). Researchers argue that
a supervised machine-learning approach is practical for tax fraud detection, recommending
the application of different machine learning methods and selecting the most robust one for

large datasets encompassing various tax types (Pérez Lopez et al., 2019).

Recently, a study Murorunkwere et al. (2022) focused on detecting income tax fraud in
Rwanda using Artificial Neural Networks achieved an impressive accuracy rate of 92%.
The findings indicated the presence of income tax fraud in both domestic and cross-border
businesses. Notably, the study underscored the importance of business operating hours as
a key factor in identifying tax fraud, showing that smaller businesses are more frequently

implicated in tax fraud than larger ones. Furthermore, businesses located in certain districts



of Kigali city were found to have a higher risk of income tax fraud. The study suggested the
development of an automated model along with a dashboard to aid in detecting income tax

fraud (Murorunkwere et al., 2022).

2.3 Unsupervised machine learning models

Deep learning can be broadly classified as either unsupervised or supervised learning, de-
pending on whether the data includes labels. Labeled data come with specific tags or targets
that denote their features, attributes, or classifications (Karayiannis and Venetsanopoulos,
1992). Unlabeled data, in contrast, lack such tags and only consist of descriptive features.
Supervised learning models are trained with labeled data to predict the correct labels for new,
unseen data. Key applications of supervised learning include sentiment analysis on Twitter
using word embeddings (Gulmeher and Aiman, 2023), object detection in CCTV footage
with convolutional neural networks, and predicting students’ academic outcomes through
neural networks (Giannakas et al., 2021). In unsupervised learning, however, the model lacks
predefined tasks and instead autonomously identifies important patterns and latent structures

within the data.

While labeled data offer distinct advantages over unlabeled data, they also require exten-
sive human effort for annotation, converting raw data into labeled datasets and demanding
considerable resources (Adadi, 2021). Unlabeled data, on the other hand, are widely avail-
able, less costly to obtain, and easier to source. For example, identifying non-compliant
taxpayers using data on property acquisitions involves labeling records as “fraudulent” or
“non-fraudulent”—a process that requires tax experts, such as auditors, to conduct reviews,

making labeling time-consuming and resource-intensive (Algan and Ulusoy, 2021).

Unsupervised learning offers a valuable approach for analyzing property acquisition data,
with clustering and dimensionality reduction as two primary methods. Clustering analysis is
effective when grouping tax returns filed by property owners with similar traits (Verbeeck
et al., 2020). On the other hand, when the focus is on identifying unusual cases within a

large dataset of tax returns, dimensionality reduction is particularly useful. This technique



reduces the dataset to a lower-dimensional form while preserving the core variability (Beutel
et al., 2015). This lower-dimensional form, often referred to as "distilled" information,
retains significant details while discarding unnecessary aspects, allowing for efficient data
compression. It can then be expanded back into the "reconstructed" original dataset (Zhu et al.,
2018). Within property acquisition data, cases with uncommon attribute combinations—Ilike
a high-end commercial building with an unusually low purchase price—are likely to produce
the highest reconstruction errors, whereas more typical cases are expected to have smaller

errors (Jensen et al., 2014).

Various algorithms support dimensionality reduction, such as principal component analysis
(PCA), singular value decomposition (SVD), locally linear embedding (LLE), multidimen-
sional scaling (MDS), Isomap, and autoencoders (Abonyi and Feil, 2007). PCA and SVD are
linear methods that transform data by linearly combining original variables, while LLE, MDS,
Isomap, and autoencoders provide nonlinear transformations that capture more complex
patterns. Nonlinear dimensionality reduction is often preferred for real-world datasets due to

inherent nonlinear relationships (Sumithra and Surendran, 2015).

Reconstruction errors are widely used in identifying anomalies across various fields (Lee,
2022). For instance, Imoniana et al. (2013) leveraged reconstruction errors in image analysis
to identify outlier pixels against a background, while Sumithra and Surendran (2015) utilized

them in video surveillance to detect rare or unexpected events within specific contexts.

In one investigation, tax returns obtained from the Indian tax authority were employed to
identify VAT fraud. The study employed various supervised methods, including classification
trees, logistic regression, discriminant function analysis, and a hybrid approach, with the
hybrid method demonstrating superior performance (Vanhoeyveld et al., 2020). Pérez Lopez
et al. (2019) focused on personal income tax returns in Spain and utilized Multi-Layer
Perceptron neural network (MLP) models. The research incorporated a diverse set of features
from personal income returns. His results showed that (MLP) model had an efficiency
performance rate of 84.3% According to (Alsadhan, 2023), Indian tax returns were utilized
alongside random forests to identify deceptive entities such as bill traders or shell companies.

The researchers estimated the potential revenue-saving impact of their model by testing it on



historical data unseen by the model, reporting an estimated recovery of US$40 million in

revenue.

Unsupervised models, particularly anomaly detection (AD) techniques, show significant
promise in the realm of tax fraud detection. These models identify outliers characterized
by features that significantly deviate from the majority of the population (Al-Hashedi and
Magalingam, 2021). AD techniques have the advantage of utilizing the entire population,
as opposed to a small and often biased labeled subset. This enables the identification of
novel fraud methods that exhibit behavior distinct from legitimate activities. However, the
effectiveness of AD techniques relies on certain assumptions used to distinguish outliers
from regular data, and different AD approaches operate based on distinct assumptions (Sanni,
2019). Typically, two fundamental assumptions are crucial for the proper functioning of
AD approaches: First, it is assumed that the number of anomalies is much lower than the
number of normal occurrences, a condition met in the case of tax fraud. Second, anomalies
are expected to exhibit behavior in terms of feature representation that sets them apart from
normal instances. While certain fraud tactics may attempt to conceal their behavior and
mimic lawful actions, this requirement seems to hold in the context of tax fraud (Daho and

Chikh, 2015).

Anomaly detection (AD) methods have found applications in diverse domains, including
electricity consumption fraud, financial statements analysis, and disease-drug relationships.
In a study by Edjabou and Smed (2013), focusing on electricity consumption fraud, re-
searchers examined data from electricity consumption meters, identifying reading errors
and manipulated data by consumers. They employed two anomaly models, namely Spectral
Residual-Convolutional Neural Network (SRCNN) and an anomaly-trained model based
on martingales, to detect unusual usage trends for further inspection during on-site visits
by utility providers. Another study by Demirhan (2024), utilized the Mahalanobis distance
to assess anomalies in the financial statements of Vietnamese companies, calculating the
distance between each data point and the distribution’s centroid. In the medical field, Li et al.

(2022) quantified disease-drug relationships, applying an anomaly detection method using a
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fully connected neural network with sparse convolution and introducing a focal-loss function

to address data imbalance.

In the context of tax fraud detection, AD methods have been less commonly employed. A
study by Zheng et al. (2023) used Belgian VAT declarations to conduct sector profiling and
applied two AD methods, namely Local Outlier Factor (LOC) and Fixed-Width Anomaly
Detection (FWAD). Another study in the same domain utilized a statistical outlier detection

strategy, outperforming the supervised model of the Kazakhstani tax administration.

In Baghdasaryan et al. (2022) the authors employ taxpayer-specific features for tax fraud
detection, exploring the impact of taxpayer network data on fraud identification. Utilizing
data from the Armenian tax authority, they suggest that the network relationships between
suppliers and buyers can contribute to fraud prediction. In Xavier et al. (2022), researchers
predict taxpayer compliance levels by assessing multiple indicators using Support Vector
Machines (SVM). Despite the positive outcomes observed in fraud detection in the mentioned
literature, supervised algorithms still face challenges related to overfitting and generalization.
Unsupervised methods, on the other hand, are limited by their inability to incorporate audit
outcomes, diminishing their effectiveness. To address these limitations, ensemble methods
are proposed to enhance tax fraud detection performance by mitigating the drawbacks

associated with both supervised and unsupervised approaches.

This study aimed to distinguish normal events from fraudulent ones, making it a binary
classification task. Unlike other classification types, this research does not explore multiclass
or multilabel classification. Multiclass classification involves assigning one of several
possible classes, while multilabel classification applies when an event can belong to multiple
categories simultaneously. Multilabel classification builds on single-label classification,
encompassing both binary and multiclass setups where each event is uniquely assigned a

single label.
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2.4 Autoencoder and the apriori algorithms

Future identification of fraudulent cases can employ various advanced approaches. For
instance, He et al. (2021) applied clustering techniques paired with probability distributions
within clusters to detect tax fraud, while Cheng et al. (2021) used a random walk algorithm
and social network analysis to expose telecom fraud. In telecom fraud, perpetrators typically
defraud victims by persuading them to transfer money into fraudulent accounts. Recent
studies indicate an increasing focus on deep learning-based methods to improve anomaly de-
tection, with notable approaches including generative adversarial networks (GANS), restricted

Boltzmann machines (RBMs), and autoencoders.

Some studies have utilized the autoencoder algorithm to identify fraudulent cases, lever-
aging its design as a data compression model comprising an encoder and a decoder. The
encoder compresses the input into a smaller, more efficient representation, while the decoder
reconstructs this encoding back to its original form (Schreyer et al., 2017). To evaluate the
autoencoder’s effectiveness in representing the data, a loss function, such as mean squared
error or cross-entropy, is applied to measure the reconstruction loss. This loss penalizes the
model for producing outputs that significantly differ from the input (Muhammad et al., 2020).
By compressing the data, the encoder prioritizes key information, discarding less relevant

details before the decoder restores the compact encoding to approximate the original input.

The autoencoder has found valuable applications across fields such as image generation,
information retrieval, and anomaly detection (Lee, 2022). Unlike traditional dimensionality
reduction methods like principal component analysis (PCA), which generally perform less
effectively in data compression (Hasseldine and Morris, 2013), autoencoders provide a
substantial advantage. PCA, which uses a linear transformation to project data onto a lower-
dimensional space, often falls short of capturing the complex nonlinear relationships present
in real-world data. In practice, input variables rarely have purely linear interactions. Thus,
autoencoders excel in compressing data into a low-dimensional latent space by effectively

modeling nonlinear structures within the data (Hilas et al., 2015).
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Another benefit of utilizing the autoencoder is its capability to address the challenge of
highly unbalanced samples, characterized by a skewed distribution of labels. This issue is
exemplified in the classification of fraudulent and non-fraudulent cases, as seen in Louppe
(2014) examination of credit card fraud detection. In this analysis, the dataset included a
total of 284,807 credit card transactions, with only 492 identified as fraudulent (18%). The
substantial imbalance in labels is a common occurrence in tasks involving the detection
of fraudulent cases. Even with significant resource investment to obtain labels, supervised
learning algorithms relying on labeled data are prone to suboptimal performance due to
the highly skewed distribution of labels. Supervised learning algorithms typically achieve
optimal results when operating on a balanced dataset, ideally with a 50:50 proportion for each
case. The autoencoder circumvents this extreme imbalance problem, making it well-suited

for identifying extremely rare outliers among a large number of normal cases.

A key challenge emerges when using an autoencoder to calculate reconstruction error—a
metric that can indicate whether a case is likely normal or fraudulent. Specifically, when
true labels are absent, there are limited tools to verify if the computed reconstruction errors
are reasonable. Research has taken two approaches on this front. In the first type, studies
had access to true labels at the outset, allowing them to evaluate the results of unsupervised
learning by applying validation metrics like the Rand index or purity, particularly with
clustering algorithms, a common unsupervised approach (Lee, 2022). However, such metrics
are only feasible when true labels are available. The second approach applies to studies
that initially lack labels but acquire them later through resource-intensive efforts, such as
annotation through crowdsourcing (Lee, 2022). Still, previous research has not proposed an
efficient method to confirm the reliability of reconstruction errors. This study aims to fill this

gap by utilizing the Apriori algorithm, a widely used technique in data mining.

Niksa-Rynkiewicz et al. (2020) introduced the Apriori algorithm, designed to identify fre-
quent item sets within databases. Initially, it pinpoints frequently occurring individual items
and progressively expands them into bigger item sets. Mostly applied in marketing, the Apri-
ori algorithm is employed to discover products likely to be bought together, with associated

products often jointly promoted in marketing channels (Hegland, 2007). In the context of this
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study, the Apriori algorithm is employed to identify frequent items, specifically properties fre-
quently filed for acquisition tax. For instance, if the Apriori algorithm identifies any common
(frequent) property in the property acquisition data and presents it to the autoencoder, the
resulting reconstruction error will be small. Conversely, introducing an uncommon property
to the autoencoder will yield a significant reconstruction error, as the autoencoder struggles
to reconstruct rare (infrequent) properties. This study distinguishes itself from prior research

by validating the reasonableness of reconstruction errors through this approach.

Furthermore, most of the studies mentioned above, predominantly focused computer vision
(Lee, 2022), where unstructured datasets such as videos and images were extensively utilized.
This study saught to enhance previous research by applying an autoencoder to the tax auditing
business. In other words, unlike preceding studies, this research employs an unsupervised

deep learning algorithm on structured data.

2.5 Other related works

Numerous publications discussing fraud detection (FD) through the application of data
mining methods have been examined. Researchers have demonstrated significant interest in

investigating FD across various domains, including banks, healthcare, finance, and taxation.

2.5.1 Tax fraud detection

According to Faccia and Mosteanu (2019) numerous tax authorities have embraced data
mining methods to assess the tax compliance of their taxpayers. Despite being a subject
of significant interest, various constraints have been identified for in-house projects. The
taxpayer archive, being labeled and within the purview of internal auditors, is often treated
as confidential information due to compliance risks. Malaszczyk and Purcell (2017) in
their model for business tax fraud detection, introduced a colored network-based approach

to address the limitations of traditional data mining-based tax evasion detection methods.
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However, the developed method, incorporating heterogeneous network information, was

noted for its time-consuming and labor-intensive nature.

Yang and Shami (2020) used hybrid algorithm to design a fraud detection for financial state-
ments. The combination for regression trees (CART) with Chi-squared automatic interaction
detector (CHAID) was adopted to identify the key variables. However, both had limitations
as they were not able to compute the continuous numerical data. Murorunkwere et al. (2023)
addressed collinearity and imbalanced class issues in statistical fraud detection, particularly
modeling VAT fraud probabilities using logistic regression. The study utilized a dataset from
the Norwegian Tax administration and tested logistic regression with ridge and elastic net.
Ridge, not performing variable selection, used the highest number of covariates. Elastic net
encountered challenges in determining a uniquely best value, introducing uncertainty and

demanding more computational effort.

Vasco et al. (2021) implemented and estimated a model for Personal Income Tax (PIT) to
identify and detect PIT evasion. They employed Multilayer Perceptron (MLP). A significant
challenge in their approach was the presence of a large number of 11 multilinear independent
variables, coupled with a considerably imbalanced distribution of the target variable. Wu
et al. (2012) implemented a hybrid intelligent system using Multilayer Perceptron (MLP),
Support Vector Machine (SVM), and Logistic Regression (LR) for the Iranian National Tax
Administration (INTA) with a focus on detecting corporate fraud. The proposed method
primarily aimed at binary outcomes, but it emphasized the practical usage of probability
outcomes. Pérez Lopez et al. (2019) employed neural networks to create taxpayer groups and
calculate the probability of a single taxpayer evading taxes. However, challenges arose during
testing, preventing the inclusion of all available variables in the model, and the computational

speed was identified as a significant concern.

2.5.2 The common frauds in tax administrations

The two most common tax fraud and evasion schemes which appear to be more widespread

in their use include: under-declaration of income turnovers through sales suppression as well
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as over-claiming of expenses through false and fictitious invoicing (Stiglitz, 1985). These
schemes are relatively simple for tax evaders to achieve and can affect different economies
regardless of their sizes (Desai and Dharmapala, 2009). These schemes can further be aided
by a cash economy or/and a sharing economy. The magnitude of tax fraud and evasion
scheme is huge, with anecdotal indicators showing that many billions of dollars of tax revenue
are not collected by revenue authorities (Taylor and Richardson, 2012). As added by Dalu
et al. (2012) a country facing an increasing amount of tax fraud and evasion is likely to
experience lower investments in production, resulting into poor economic growth rate and

adverse impact on the provision public goods and services.

Tax systems are designed with a primary focus on addressing the requirements of every
segment of society aiming to achieve the following key objectives: Revenue generation:
Taxation serves as a means to generate funds that are essential for financing public services,
infrastructure development, and administrative functions. Redistribution of Wealth (Posner,
1971). Taxation seeks to mitigate disparities in both vertical (between individuals) and
horizontal (between groups) income and wealth inequalities thus promoting a fairer and
more equitable society (Elkins, 2006). Repricing Externalities: Taxation can be utilized
to reprice certain activities that have adverse societal effects, such as the consumption of
tobacco and the emission of carbon (Edjabou and Smed, 2013). By doing so, it aims to
discourage such activities and promote more sustainable practices. Enhancing Representation:
Taxation plays a role in fostering healthier democratic processes. A greater reliance on tax
revenues for government spending is associated with improved governance quality and
political representation (Kyriienko and Magnusson, 2022). Therefore, fraud in tax poses a
significant threat to these objectives and undermines government efforts in multiple ways. It
disrupts the equilibrium in all sectors of the economy, eroding public finances and hindering
the government’s ability to fund essential services and infrastructure. Moreover, tax fraud
perpetuates economic imbalances and inequalities, further exacerbating disparities within
society (Shafer et al., 2020). Therefore, addressing tax fraud is crucial to maintaining the
integrity of tax systems and ensuring they effectively serve the needs of all citizens and

society as a whole.
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2.5.3 Fraud detection mechanisms

Traditional fraud detection mechanisms typically rely on rule-based systems with predefined
patterns to identify potential fraudulent activities. These systems utilize established rules,
thresholds, and triggers to flag transactions that deviate from expected patterns (Edge and
Sampaio, 2012). Manual review by human analysts is often part of the process, where
expertise is employed to assess flagged transactions for potential fraud. Behavioral analysis
involves examining historical behavior to establish a baseline for normal activities and
identify deviations. Additional components may include signature verification, geographical
analysis (O’Sullivan et al., 2022), and the use of blacklists and whitelists. While some
traditional systems may incorporate basic machine learning algorithms, their adaptability
to evolving fraud tactics is limited. Despite their historical use, these mechanisms have
drawbacks, leading to a growing shift towards more advanced technologies like machine
learning and data analytics for more efficient and adaptive fraud detection in modern financial

systems.

The main drawbacks with traditional fraud detection mechanisms include: Limited Adapt-
ability: Traditional systems are typically static and may not adapt well to changes in fraud
tactics. Fraudsters continually develop new strategies, and rule-based systems can become
outdated quickly, leading to an increased risk of false negatives or missed fraudulent activi-
ties. High False Positive Rates: Rule-based systems may generate a high number of false
positives, flagging legitimate transactions as potentially fraudulent (Malekian and Hashemi,
2013). This can result in increased operational costs and additional manual review efforts to
distinguish between false positives and actual fraud. Inability to Detect Unknown Patterns:
Traditional mechanisms are often unable to detect novel or unknown fraud patterns since they
rely on predefined rules (Aziz and Andriansyah, 2023). As fraud tactics evolve, the system
may not have the capability to identify emerging threats that do not match existing rule sets.
Reactive Nature: Traditional fraud detection is often reactive, identifying fraud after it has
occurred. This reactive approach may lead to delays in response time, allowing fraudulent
activities to persist or escalate before detection. Difficulty in Handling Unstructured Data:

With the growth of digital transactions, unstructured data such as text and images become
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important for fraud detection. Traditional systems may find it challenging to analyze and
extract meaningful insights from unstructured data sources. Human Error: Manual review
processes, which are often part of traditional fraud detection, are prone to human error.
Analysts may overlook crucial details or misinterpret patterns leading to both false positives
and false negatives (Massa and Valverde, 2014). High Maintenance Costs: Maintaining and
updating rule-based systems can be expensive. As fraud tactics change, frequent updates and
adjustments to rules are necessary, contributing to higher maintenance costs over time. And,
Rule-Based Systems: Traditional fraud detection often relies on rule-based systems that use
predefined rules to identify suspicious activities. These systems may struggle to keep up with

evolving fraud tactics.

The private investigators employ a range of methods to uncover instances of tax fraud. These
techniques include surveillance, background checks, forensic accounting, and electronic
data analysis (Manning, 2010). Surveillance entails closely observing the activities of
individuals or businesses suspected of engaging in tax evasion. Background checks involve
a thorough investigation into the financial history and assets of these entities. Forensic
accounting is the process of scrutinizing financial records to identify irregularities and
inconsistencies (Imoniana et al., 2013). Electronic data analysis involves the examination of
electronic data, including emails and financial records, to reveal evidence indicative of tax
evasion. The cost incurred on the private investigators are quite exorbitant. Secondly, private
investigators, being human, are susceptible to errors, much like everyone else. There is a risk
of misinterpreting information, overlooking crucial details, or being misled by false leads.
As a result, the information provided by private investigators may not always be entirely
accurate or reliable. In extreme cases, there is a risk that a private investigator might resort
to fabricating information to meet a client’s expectations. While this is not a widespread

practice among professional investigators, it is a potential risk.

A range data analytics techniques and algorithms play a crucial role in effectively detecting
and mitigating tax fraud risks. These methods assist agencies in sifting through large
volumes of data to identify patterns, relationships, and anomalies that may signify fraudulent

activities. Key algorithms commonly utilized include: Anomaly Detection Methods: These
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methods focus on identifying instances that deviate significantly from expected patterns or
behaviors (Zheng et al., 2023). Techniques may involve statistical measures like standard
deviations or percentiles, as well as machine learning algorithms like one-class Support Vector
Machines (SVMs) or Isolation Forests (Cheng et al., 2021). Detecting unusual transactions
or data points helps organizations flag potential fraud cases for further investigation. Pattern
Recognition: This technique involves analyzing data to identify recurring patterns, trends,
or relationships indicating fraudulent transactions (Dutta et al., 2017). Techniques such as
association rule learning or sequence mining assist in identifying common fraud schemes or
behaviors that warrant closer scrutiny. Machine Learning Algorithms: This approach helps
refine predictive models for fraud detection. Popular algorithms include clustering (e.g.,
K-means, DBSCAN), regression analysis (e.g., logistic regression), and neural networks (e.g.,
deep learning, recurrent neural networks). Leveraging these algorithms allows organizations

to continually enhance their fraud detection capabilities and adapt to evolving risks.

The advancements in data analytics and artificial intelligence (Al) have shifted the focus
from merely detecting fraud to proactively preventing it (Aziz and Andriansyah, 2023).
Predictive analytics and machine learning techniques play a crucial role in recognizing
potential fraud cases before they occur. Analyzing historical fraud data helps identify
patterns indicative of deceptive behavior, enabling organizations to anticipate risks and
target dubious activities proactively. Proactive Prevention: Predictive models facilitate the
proactive identification of suspicious activities by incorporating variables like transaction
volume, velocity, and customer behavior patterns to estimate fraud likelihood. This proactive
approach minimizes fraud exposure and optimizes prevention strategies (Assylbekov et al.,
2016; Baghdasaryan et al., 2022; Cobham and Jansky, 2018). Resource Allocation: With
insights gained from predictive models, organizations can allocate resources more effectively.
This allows them to take preventive measures and act to prevent fraudulent activities before
they materialize, enhancing overall risk management strategies. In a nutshell, the integration
of data analytics and Al models in fraud detection not only identifies potential fraud but also
enables organizations to adopt proactive measures to prevent fraudulent activities, improving

overall risk management and resource allocation strategies.
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2.5.4 Credit card fraud detection

Behera and Panigrahi (2015) introduced an innovative algorithm for fraud detection, utilizing
fuzzy c-means to identify patterns in cardholders’ behavior in relation to their historical
transactions. The designed approach effectively reduced misclassification scores based on
feature occurrences; however, it did not assess the time gap between transactions. Behera and
Panigrahi (2015) explored diverse techniques for credit card fraud detection, focusing on the
implementation of the Hidden Markov Model (HMM). In this application, three classes (low,
medium, and high) were established based on transaction frequencies in terms of amounts to
categorize customer profiles. Probabilities related to monetary values were assigned to each
client. Although the developed system demonstrated faster fraud detection, it did not provide

experimental evidence for incoming transactions.

2.6 Proposed Tax fraud detection technique

2.6.1 Logistic regression classifier

Logistic regression is often considered ideal for detecting and classifying fraudulent taxpayers
due to its inherent characteristics that align well with the nature of fraud detection problems
(Fischer et al., 1992). Logistic regression is a binary classification algorithm, making it
suitable for scenarios where the objective is to classify instances into two categories, such as
fraudulent and non-fraudulent taxpayers. Moreover, logistic regression provides probabilities
for the predicted outcomes, allowing for a nuanced understanding of the likelihood of fraud.
This is crucial in fraud detection, where the consequences of false positives and false negatives
can have significant implications. The algorithm’s interpretability is another advantage, as
it allows for the examination of the contribution of each feature in predicting fraud, aiding
in the identification of key indicators. Logistic regression is well-suited for scenarios with
a moderate to large number of features, making it applicable to tax-related datasets with
multiple variables that may contribute to the identification of fraudulent activities (Bolton,

2009). Due to the aforementioned reasons, Logistic regression will be the used as the baseline
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model in this study. Five other models will be deployed for comparative analysis of the

model performance.

The logistic regression equation for binary classification is given by:

1
1 4+ e~ (BotBiXi+BoXo+...+BnXn) *

P(Y =1[X) = 2.1)

where: P(Y=1IX) is the probability that the taxpayer is fraudulent given the features X. e is
the base of the natural logarithm. S is the intercept term, representing the baseline log-odds
of fraud when all predictors are zero And B, B2, ..., B, are the coefficients, indicating the

change in log-odds for a one-unit change in each predictor.

2.7 Research knowledge gaps

The present study aims to address gaps summarised in Table 2.1

21



Table 2.1: Research gaps

Study

Findings

Gaps

Pérez  Lopez
et al. (2019)

The study focused on fraud detection
using MLP on income tax. The findings
of the MPL model enabled taxpayer
segmentation as well as calculation of
the probability concerning an individ-
ual taxpayer’s propensity to attempt to
evade taxes.

The selected model exhibited an effi-
ciency rate of 84.3%. This study aims
to improve the prediction accuracy to at
least 90%.

Demirhan
(2024)

The study on financial anomalies
adopted a machine-learning approach
using Mahalanobis distance to assess
anomalies in financial statements. The
findings showed that 89.61% of the
data points were categorized as normal,
while 10.39% were identified as anoma-
lies.

While the study demonstrated the effi-
cacy of machine learning algorithms in
detecting anomalies in fraud, there is a
need for further research to explore its
application in the context of tax admin-
istration. This study, therefore, aims
to develop a machine-learning model
tailored specifically to tax focusing on
fraud.

Baghdasaryan
et al. (2022)

The study was about improving tax au-
dit efficiency focusing on the role of the
taxpayer network. The study utilized
specific taxpayer features contained in
the supplier and buyer network to detect
fraud in tax. The research delved more
into the importance of feature incorpo-
ration.

The study emphasized more on fea-
ture incorporation. However, there is
a need to further investigate the im-
pact of other features such as business
turnover, chargeable income, and in-
come declared.

Choi
(2018)

et

al.

A study on the artificial intelligence ap-
proach to financial fraud underscored
the need for technical advancement in
predictive modeling and effective com-
munication with all stakeholders to de-
velop effective actionable strategies.

Despite the emphasis on effective com-
munication by the study, a gap still ex-
ists in the literature on communicat-
ing technical findings to non-technical
stakeholders. This study aims to com-
municate technical findings to stake-
holders with non-technical expertise.
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Chapter 3

Methodology
3.1 Introduction

The project creates a machine learning model to predict fraudulent transactions declared
by taxpayers, employing a comprehensive methodology that covers data collection, data
pre-processing, feature selection, model selection, evaluation and optimization. The primary
model chosen for prediction is the Logistic Regression classifier, renowned for its efficiency
in binary classification tasks. In addition to Logistic Regression. Five other models are
deployed alongside logistic regression for comparative analysis. These other models include;
Random Forest, Decision Tree, Gaussian Naive Bayes, Multi-layer Perceptron Classifier and

KNN.

3.2 Data

The project used income declaration datasets that include information on income turnovers,
VAT turnovers sales transactions and purchases transactions among other variables. Data
pre-processing was done to ensure the quality and suitability of the data for machine learning
models. The phase included thorough data cleaning, handling of missing values, and
transformation of the dataset into a format conducive to machine learning analysis. The
dataset was extracted from the iTax portal. The features of the dataset are as tabulated in

Table 3.1.
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Table 3.1: Feature description

Variable Variable Description

Station Name Name of the Station where the tax Payer registered
Obligation Name Taxes Applicable (Income Tax)

Filing Period A 12-month calendar year covered by a tax return

Gross tax payable

An individual’s total earnings before taxes are applied

Net Tax

The total amount of revenue less amount of expenses

Off Credits

Any financial benefit applied to reduce a tax liability

Filing date

Date Tax Payer Files his annual returns in itax

Business Turnover

Total revenue generated by the business within a year

Farming Turnover

Total revenue by farming activities within a year

Rental Turnover

Total revenue generated from renting out properties

Interest Turnover

Total revenue generated from interests earned within a year

Other Turnover

Total revenue generated from any other activity not mentioned

Total Turnover

The sum of the total revenue generated from all turnovers.

Profit loss bdtax

Amount of profits earned before tax is applied

Profit or loss After tax

Amount of profits earned after tax is applied

Chargeable Income

Refers to the income on which an individual is liable to pay taxes

Income

Category of income earned by an individual

Unsued losses bf

Amount of losses in the previous period brought forward

Taxable Income

Portion of an individual’s income that is subject to taxation

Instalment Tax

A method of paying taxes in multiple installments throughout the year,

Total Credits

Cumulative amount of credits

Fraud

Binary recodrs where 1 is fraud and 0 No fraud

3.3 Exploratory data analysis

Before applying machine learning models, comprehensive data analysis is performed to gain

insights into the dataset’s characteristics and inform the subsequent modeling steps. The

analysis included the following aspects:

1. Exploring the Dataset’s Dimensions: To examine the size and structure of the dataset.

2. Descriptive Statistics for the numerical variables.

3. Univariate Analysis: We used bar charts, scatter plots and Histograms to provide

insights into the distribution, central tendency, and dispersion of the following variables:

Income turnovers, VAT Turnovers and sales and purchases transactions.

4. Bivariate Analysis: This will establish relationships between variables such as the

relationship between VAT Turnovers and Income tax turnovers.
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5. Visualizing the distribution of turnovers across different regions in Kenya.

6. A pair plot to examine the relationship of multiple numerical variables to give insights

on how different financial metrics relate to income levels.

3.4 Data pre-processing

3.4.1 Feature selection

Based on feature importance, seven variables were selected for the modeling phase. The
variables included: businessturnover, farmingturnover, rentalturnover, totalturnover, profit-
lossb4tax, chargeableincome and Income. Income was the target variable while the rest were

used as predictor variables.

3.4.2 Feature encoding

The first step in data pre-processing involves encoding categorical variables to make them
suitable for machine learning models. The following categorical variables were encoded:

Income — Income declared by the taxpayers, encoded as Small (0) and Medium (1).

3.4.3 Feature scaling

Feature scaling was performed to ensure that numerical features have consistent scales.
StandardScaler was used to transform the data such that it has a mean of 0 and a standard
deviation of 1. This process is particularly useful considering the features in the dataset have
different scales. The formula for standardizing a feature X using a Standard Scaler is given

by:

3.1
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where: Z is the standardized value, X is the original value of the feature, u is the mean of the
feature and o is the standard deviation of the feature. The standardized data has a mean of 0
and a standard deviation of 1 for the feature. The benefits of using a Standard Scaler include
improved convergence for certain machine learning algorithms and better interpretability

when comparing the relative importance of features.

3.5 Model development

3.5.1 Data splitting

The dataset is partitioned into training and test sets, utilizing an 80-20 split ratio. This
configuration enables the model to undergo evaluation on novel data, serving as a preventive
measure against overfitting. We deployed six models and evaluated their performance.
The following models were selected: Logistic Regression, Decision Trees, Random Forest,

Gaussian Naive Bayes, KNN and Multi-layer Perceptron Classifier.

3.5.2 Logistic regression

The logistic regression is represented as:

n
Log-Odds = fy + Y BiX; (3.2)
=1

1=

The logistic function is applied to obtain the probability (P(Y=1)):

1
P(Y - 1) - 1 4 ¢—(Log-Odds)’ 3.3)
Where: fy is the intercept term, fi,s,..., B, are the coefficients associated with each

independent variable, X1, Xs,..., X, are the values of the independent variables and e is the

base of the natural logarithm. And P(Y=1) = the probability of a fraudulent transaction
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occurring. The logistic regression classifier model produces predicted probabilities of the
dependent variable being in the positive class. To make a binary prediction, a threshold of 0.3
will be applied. If the predicted probability is above this threshold, the instance is classified

as 1 (fraudulent); otherwise, it is classified as O (Not fraudulent).

3.5.3 Random forest classifier

For a binary classification task where the target variable is (Y)fraud The random Forest

process can be summarized as:

Yiraua = RandomForest(X(,X>, ..., X)), (3.4)

where Y is the target variable, and X1, X>, ..., X, are the predictors.

1 ifLy” h(x)>05
T Li—1/u(x) (3.5)

<>
I

0 otherwise

Bootstrapped Sampling: Randomly sample (with replacement) from the original dataset to

create multiple subsets. Each subset is used to train an individual decision tree.

Feature Randomization: At each node of a decision tree, a random subset of features is

considered for splitting. This introduces diversity among the trees.
Decision Tree Training: Each subset of data is used to train a decision tree independently.

Voting or Averaging: For classification tasks, the final prediction is often determined by a

majority vote among the individual trees.

3.5.4 Multi-layer perceptron classifier

The MLP has input layers, hidden layers and output layers. The Layers are represented as

follows:
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Hidden Layer: Z() =x - w45 A1) = aetivation(Z(V) (3.6)

Ypredicted 18 the predicted probability distribution across income categories. 3.7

Here, Ypredicted 18 the predicted probability distribution across income categories.

3.5.5 Model evaluation

The following metrics were used to assess and evaluate the performance of the models.
Accuracy, precision, Recall (Sensitivity or True Positive Rate), F1 Score, Specificity (True
Negative Rate), False Positive Rate (FPR), Area Under the Receiver Operating Characteristic
Curve (AUC-ROC), Area Under the Precision-Recall Curve (AUC-PR).

Accuracy is a measure of how often a classification model makes correct predictions across
all instances. It represents the overall correctness of the model by considering both true

positive and true negative predictions. Accuracy is given by:

Aceuracy — True Positives + True Negatives (3.8)
Total Instances

Precision focuses on the accuracy of positive predictions, indicating the proportion of
instances predicted as positive that are positive. It helps minimize the occurrence of false

positives, reducing the likelihood of incorrect positive classifications. Precision is given by:

. . True Positives
Precision = — —. (3.9)
True Positives + False Positives

Recall (Sensitivity or True Positive Rate): Recall emphasizes capturing as many positive
instances as possible, measuring the model’s ability to find all true positives among all actual
positives. It aims to minimize false negatives, ensuring positive cases are not missed. Recall

is given by:

28



True Positives
Recall = . 3.10
eea True Positives 4 False Negatives (3.10)

F1 Score: The F1 score is a balanced metric that considers both precision and recall. It
provides a harmonic mean of the two, offering a compromise between precision and recall. It
is particularly useful when there’s an uneven distribution between classes. F1 Score is given

by:

Fl— 2 x Precision x Recall

3.11
Precision + Recall ( )

Specificity (True Negative Rate): Specificity focuses on the accuracy of negative predictions,
indicating the proportion of correctly predicted negative instances among all actual negatives.

It aims to minimize false negatives in negative predictions. Specificity is given by:

True Negatives
True Negatives + False Positives

Specificity = (3.12)

False Positive Rate (FPR): FPR measures the rate of false alarms, indicating the proportion
of incorrectly predicted positive instances among all actual negatives. It helps assess the
model’s performance in avoiding false positive classifications. False Positive Rate is given

by:

False Positives

FPR (3.13)

~ False Positives + True Negatives

Area Under the Receiver Operating Characteristic Curve (AUC-ROC): AUC-ROC evaluates
a model’s ability to distinguish between classes across different classification thresholds. The
ROC curve illustrates the trade-off between true positive rate and false positive rate, and a

higher AUC-ROC indicates better model performance.

Area Under the Precision-Recall Curve (AUC-PR): AUC-PR assesses a model’s precision-
recall trade-off, especially beneficial in imbalanced datasets. It quantifies the area under the

Precision-Recall curve, with a higher value indicating better precision-recall performance.
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3.5.6 Model optimization

GridSearchCV from scikit-learn was used for hyperparameter tuning on the models. Grid-
SearchCV performed a grid search over specified hyperparameter values. A hyperparameter
grid for the regularization parameter C with values ranging from 1073 to 10° defined. The
grid search was conducted using 10-fold cross-validation on the training data, and the mod-
els were evaluated with different Cvalues. The best-performing model was determined
by the highest average performance across cross-validation folds, retrieved and stored in

best_Ir_model.

3.6 Fraud reduction and revenue enhancement

The project will ascertain whether the created prediction models may be used to enhance
revenue collection by detecting and predicting fraudulent transactions on a near real-time.
When assessing the impact on revenue enhancement, the following variables will be con-
sidered: The models’ ability to accurately predict fraudulent transactions and Secondly, the

models’ impact on fraud reduction.

3.7 Ethical considerations

Ethical considerations in the study were crucial for ensuring the well-being of participants,
maintaining confidentiality, and conducting research with integrity and responsibility. Ad-
hering to ethical principles was fundamental to the credibility and societal impact of the

research. The dissertation was sent to Strathmore University for ethical review.
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Chapter 4

Data analysis results and interpretation
4.1 Introduction

This chapter presents the development and experimentation of predictive models aimed
at assisting Kenya Revenue Authority (KRA) in detecting fraud in income Tax. It begins
by presenting the results of a comprehensive data analysis in income tax, followed by
the development of a robust fraud detection engine that classifies taxpayers based on their
compliance behavior. Leveraging advanced data mining techniques, the models are tailored to
the unique characteristics of Income tax fraud detection, with rigorous testing and evaluation

ensuring their effectiveness in real-world scenarios.

4.2 Exploratory analysis

In Table 4.1, the model summary for fraud detection produced five signififcant predictors
with their respective p values. From the summary, there were 27,498 data points. Out of these
records, cases with fraud accounted for 5.7% while the rest were non-fraudulent. The results
revealed that: Age was significantly associated with fraud, with p-value of 0.001. Individuals
involved in fraud were slightly older, with a median age of 50 years compared to 48 years for
those not involved in fraud. The p-value indicated a highly significant difference, suggesting
that age may be a relevant predictor of fraud. Gross tax payable is significantly higher for
those involved in fraud. The median value is substantially greater in the fraud group (Kshs.
68,961), and a highly significant p-value of less than 0.001, indicating that higher gross
tax payable is associated with a greater likelihood of fraud. Business Turnover showed a

somewhat counterintuitive pattern. While the feature was statistically significant (p < 0.001),
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the median business turnover was slightly lower in the fraud group (Kshs. 1,258,043) than in
the non-fraud group (Kshs. 1,800,000). Total turnover is also significantly higher for those
involved in fraud. The median total turnover was slightly higher in the fraud group (Kshs.
2,924,500) than in the non-fraud group (Kshs. 2,764,675), with a highly significant p-value
of less than 0.001. This suggests that total turnover is a strong predictor of fraud. Total
financing expenses are markedly higher for those involved in fraud. The median financing
expenses for the fraud group are significantly greater, suggesting a strong correlation between

higher financing expenses and fraudulent activity.

Table 4.1: Model Summary of Feature Importance

Dependent: fraud No Yes Total P
Total N (%) 25917 (94.3) 1572 (5.7) 27489
Age 48.0 (40.0 to 58.0) 54.0 (44.0 to 65.0) 48.0 (40.0 to <0.001
(Median [IQR]) 58.0)
Gross Tax Payable 52405.0 (3487.0 to 68961.0 (2922.0 to 53000.0 (3465.0 <0.001
(Median [IQR]) 296756.0) 600548.8) to 309468.0)
Business Turnover 1800000.0 (0.0 to 1258042.5 (0.0 to 1767009.0 (0.0 to <0.001
(Median [IQR]) 4471200.0) 3178274.2) 4391600.0)
Total Turnover 2764675.0 (1601110.0 to 2924500.0 (1662051.6 to 2772876.0 0.0014
(Median [IQR]) 5578000.0) 5679086.5) (1605685.0 to

5585236.0)
Total Financing Expenses 1146.0 (0.0 to 36400.0) 495646.0 (223486.0 to 3085.0 (0.0 to <0.001
(Median [IQR]) 1119470.5) 53612.0)

4.3 Model formulation and evaluation

The project employed six machine learning algorithms to analyze the behavior of fraudu-
lent taxpayers using various predictors. By leveraging these advanced algorithms, we can
comprehend the complex relationships and underlying anomalies in the data to accurately

identify fraud.

32



4.3.1 Logistic regression

A logistic regression model was developed to analyze the characteristics of both fraudulent
and non-fraudulent cases, aiding in the classification and prediction of fraud. This logistic
model served as the baseline for the project, against which the performance of the other
five machine learning models was compared. The model was ideal due to its simplicity,
interpretability, and effectiveness in handling binary classification problems, making it a

robust starting point for understanding the key predictors of fraudulent behavior.

Logistic regression assumptions

1. Independence of Observations: It is important that each observation stand alone
from the others. This implies that one observation’s result shouldn’t affect the result of

another.

2. Linearity of Logits: There should be a linear relationship between the independent
variables and the dependent variable’s log-odds. This implies that the influence of a

certain predictor on the outcome’s log-odds should be linear.

3. No Perfect Multicollinearity: There shouldn’t be perfect collinearity between the
independent variables. It is impossible to assess the influence of each predictor
independently when there is perfect multicollinearity, when one predictor variable is a

perfect linear function of other predictor variables.

4. Additivity: The logit (log-odds) of the outcome is assumed to be a linear combination
of the predictor variables. This means that the effect of each predictor is additive in the

log-odds scale.

Logistic regression model results and coefficients

The results from the logistic regression model were presented in Table 4.2 The results
encompass metrics such as precision, F1-score, recall, and support. Additionally, the tables

provide the coefficients and p-values for each predictor variable. Accuracy is not included in
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these results because it may be misleading in the context of imbalanced datasets, such as fraud
detection, where other metrics like precision, recall, and F1-score offer more meaningful

insights into the model’s performance.

Table 4.2: Logistic Regression Model Performance and Predictor Coefficients

Model Performance Predictor Coefficients

Metric Performance | Covariate Coefficient | P-value

Accuracy 0.92 Intercept (Constant) 5.5269 0.0000

Precision 0.276173 Age 0.0486 0.0000

Recall 0916168 business turnover -0.0000 0.0000

F1-score 0.424411 total turnover 0.0000 0.0147

Support 167 total financing expenses 0.0000 0.0000
transaction ratio -0.0000 0.0000

The model performance as tabulated showed that: Precision (0.276), the proportion of true
positive predictions (fraud cases correctly identified) out of all the predicted positive cases
was 0.276. This implies that out of all the cases predicted as fraudulent, only 27.6% were
actually fraudulent (low precision level). For recall, the proportion of true positive predictions
out of all actual positive cases (all fraud cases in the test set), was approximately 0.916. This
means that the model correctly identifies about 92% of all actual fraud cases. This is a strong
result and indicates that the model is very effective at capturing most of the fraud cases. The
F1-score, a statistic that provides a balance between precision and recall calculated as the
harmonic mean of the two, An estimated F1-score of 0.42 indicates the precision vs. recall

trade-off. This is a moderate overall performance given the low precision and high recall,

The logit prediction coefficient revealed the following: The intercept represented the baseline
log-odds of fraud when all other variables were zero. A large negative intercept suggested
that the baseline probability of fraud was quite low, meaning fraud was unlikely without
considering other factors. The P-value of 0.0000 indicated that the intercept was statistically
significant. The second variable, Age, had a coefficient of 0.0486 and a P-value of 0.0000.
The positive coefficient indicated that as Age increased, the log-odds of fraud also increased,
meaning older individuals or entities were more likely to engage in fraud. The effect was
moderate, but statistically significant. The third variable, Business Turnover, had a coefficient

of -0.0000 and a P-value of 0.0000. Although the coefficient was negative, its value was
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effectively zero, showing that business turnover had minimal or negligible influence on fraud
likelihood. However, the negative direction suggested a slightly lower chance of fraud with
higher turnover. The P-value confirmed the variable was statistically significant, despite
its small effect size. The fourth variable, Total Turnover, had a coefficient of 0.0000 and
a P-value of 0.0147. Like business turnover, the coefficient was very small but positive,
indicating that higher total turnover was slightly associated with an increased likelihood of
fraud. Although the effect was marginal, the P-value showed it was statistically significant,
though less so than the other variables. The variable Total Financing Expenses had a
coefficient of -0.0000, which indicated a small negative effect on the likelihood of fraud. The
Transaction Ratio variable, with a negative coefficient, suggested that a higher transaction
ratio slightly reduced the likelihood of fraud. Both variables were statistically significant

despite their minimal impact on the model.

4.3.2 Random forest

The model’s performance was assessed using three metrics which yielded as follows: Pre-
cision: 0.962, which means that 96.2% of the cases identified as fraudulent (class 1) were
indeed fraudulent. This high precision indicates a low number of false positives. Recall:
0.766, which shows that the model correctly identified 76.6% of the actual fraud cases. This
high recall indicates a low number of false negatives. The model excelled in both precision
and recall, as reflected by an F1-Score of 0.853, the harmonic mean of precision and recall.

The model detected 442 instances of fraud.

Results obtained from the random forest on feature importance indicated that the most
important feature for predicting fraud was total financing expenses 52%, followed by total
turnover 20% and business turnover 15%. Lesser importance was given to transaction ratio
and Age with 8% and 4% respectively. That was an indication that financial metrics play
a larger role in fraud detection compared to demographic information. The results for the

Random forest are tabulated in Table 4.3
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Table 4.3: Random Forest Feature Importance

Feature Importance
total financing expenses | 0.521821
total turnover 0.199468
business turnover 0.146815
transaction ratio 0.088265
Age 0.043632

4.3.3 Decision Tree

The Decision Tree model had a precision of 0.772, with 77.2% of instances predicted as
fraud actually being fraud. It had a recall of 0.832, correctly identifying 83.2% of the actual
fraudulent cases. The strong balance between precision and recall resulted in a high F1-score

of 0.801, indicating a good overall performance.

On feature importance, the tree indicated that the most important feature for predicting fraud
was total turnover 42% followed by total financing expenses 40%, and business turnover 9%.
transaction ratio and Age had 5% and 3% respectively. Similar to the Random forest, the
results were indicative that financial metrics play a larger role in fraud detection. The results

for the decision tree was tabulated in Table 4.4

Table 4.4: Decision Tree Feature Importance

Feature Importance
total turnover 0.420631
total financing expenses | 0.404421
business turnover 0.094422
transaction ratio 0.050979
Age 0.029547

4.3.4 Mlip, Naive Bayes and Knn

These models performed as tabulated in Table 4.5. The K-Nearest Neighbour (KNN) model

achieved a precision of 0.963, recall of 0.715, and an Fl-score of 0.821, indicating a
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good balance between correctly identified fraud cases and false positives. After testing
various values of K (from 1 to 30), the best performance was observed at K = 3, yielding
the highest F1-score. There were 442 fraud instances in the dataset. The Naive Bayes
model had a precision of 0.121, meaning only 12.1% of instances predicted as fraud were
actually fraud—indicating many false positives. However, the model achieved a recall of
0.968, correctly identifying 96.8% of actual fraud cases. Despite the high recall, the very
low precision led to a moderate F1-score of 0.215, reflecting poor overall performance in

balancing false positives and false negatives.

The Multi-Layer Perceptron (MLP) model achieved a perfect precision of 1.0, meaning 100%
of the instances it labeled as fraud were indeed fraud. It had a recall of 0.948, correctly
identifying 94.8% of the actual fraud cases. The combination of high precision and high

recall resulted in an excellent F1-score of 0.973, indicating exceptional overall performance

Table 4.5: Model Performance

Metric Precision | Recall | Fl-score | Support
K nearest neighbour 0.963415 | 0.714932 | 0.820779 442
Naive bayes 0.120836 | 0.968326 | 0.214859 442
Multi-layer perceptron 1.0 0.947964 | 0.973287 442
Decision tree 0.932018 | 0.961538 | 0.946548 442

4.4 Model Evaluation

In evaluating the models, Random Forest and MLP emerged as the top performers, with
both achieving high precision (96.09% for Random Forest and 97.81% for MLP), high
recall (76.06% for Random Forest and 76.40% for MLP), and strong F1 scores (84.84% for
Random Forest and 85.71% for MLP). Decision Tree provided moderately good performance
with balanced precision and recall at around 76%, while Logistic Regression, despite its high
precision (95.78%), had a very low recall (12.34%), making it ineffective at detecting most
fraud cases. Naive Bayes was the weakest model, with very poor recall (2.15%) and a low F1

score (3.98%), rendering it unsuitable for fraud detection.
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Random Forest is preferable over MLP due to its lower computational complexity and
greater interpretability. While both models perform similarly, Random Forest requires
less computational resources, making it more efficient for large datasets and faster to train.
Additionally, Random Forest’s decision trees are easier to interpret, allowing for better
insight into how fraud decisions are made, which is important for transparency and model
explainability. MLP, being a neural network, can act more like a black box, making it harder
to explain and justify predictions. Therefore, Random Forest strikes a better balance between

performance and usability. Table 4.6 and Figure 4.1 shows the evaluation results.

Table 4.6: Model Performance Metrics

Model Precision Recall F1 Score Support
Logistic Regression | 0.958 £0.085 | 0.123 £0.042 | 0.216 + 0.067 | 50.400 + 6.135
Random Forest 0.961 £0.029 | 0.761 £0.047 | 0.848 +£ 0.035 | 50.400 + 6.135
Decision Tree 0.769 £ 0.037 | 0.767 £ 0.066 | 0.767 + 0.045 | 50.400 + 6.135
Naive Bayes 0.318 £0.274 | 0.022 £ 0.014 | 0.040 £ 0.026 | 139.400 = 10.735
MLP 0.978 £0.029 | 0.764 £ 0.034 | 0.857 £ 0.020 | 50.400 + 6.135
Model Comparison: Precision, Recall, and F1 Score with Error Bars
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Figure 4.1: Model Performance Comparison
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4.5 Optimization of the Random Forest Model

Optimization of the Random forest model achieved the following: Improved precision: After
optimization, the precision improved from 0.96 to near perfect. Implying that all flagged
cases were indeed fraudulent. On feature importance, the two most important features remain
consistent in the two models, indicating that the core determinants of fraud prediction are

robust.

4.6 Fraud threshold and prediction

Threshold After analyzing the ROC curve, the optimal threshold was determined to be 0.4,
as this value effectively balances the true positive rate (recall) and the false positive rate.
By setting the threshold at 0.4, the algorithm was able to maximize the identification of
suspicious cases, ensuring a high detection rate for potential fraud. This threshold proved to
be ideal because it significantly increases the number of cases flagged by the system without
causing a substantial drop in precision. In other words, it strikes a favorable balance between
catching fraudulent activity and minimizing the likelihood of incorrectly flagging legitimate
cases. This makes the 0.4 threshold particularly suitable for scenarios where identifying

fraud is a top priority while maintaining a reasonable accuracy in the flagged results.

Prediction From the prediction analysis, using a threshold of 0.4, the algorithm identified
845 returns as fraudulent, accounting for 3.1% of the total returns. As the threshold increases,
the number of suspicious returns detected decreases. At a threshold of 0.1, 1,375 cases were
flagged as fraudulent, At this high sensitivity threshold, the algorithm focuses on detecting
more suspicious returns but with a higher risk of false positives. The project, therefore, opted
for a balanced approach that flags a moderate number of suspicious cases while maintaining

a reasonable false positive rate.
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Figure 4.2: Distribution of Predicted Fraud Probabilities

In summary, the Random Forest outperformed the other models by effectively capturing
complex nonlinear relationships between the features. Its lower sensitivity to class imbalance
contributed to its superior performance compared to the other models. On the other hand,
Logistic Regression struggled, showing a strong sensitivity to class imbalance, as reflected in

the results.
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Chapter 5
5.1 Introduction

This chapter explores the results presented in the previous chapter, comparing them with
findings from recent studies on fraud detection, particularly in tax-related contexts. It also
provides an in-depth analysis of these results, offering insights and practical recommendations
for improving fraud detection methods. Additionally, the chapter identifies key areas where

future research could further enhance understanding and effectiveness in this field.

5.2 Discussion

The primary goal of this study was to develop and implement machine learning algorithms
to identify and predict fraudulent cases in a rapidly evolving environment with aggressive
fraudulent activities. The results showed that machine learning models could effectively
analyze large datasets from the Kenya Revenue Authority, detect unusual patterns, and
distinguish between fraudulent and non-fraudulent taxpayers in near real-time. Among the
models tested, the random forest algorithm performed the best, achieving a good overall

performance.

Regarding the performance of the trained machine learning models, the results indicate that
the Random Forest model outperformed the other models in the year of income sample.
The MLP model also showed strong and consistent performance. These findings align with
previous research studies by Abedin et al. (2020) and Beutel et al. (2015). This study provided
evidence of the effectiveness of ensemble-based machine learning models in predicting tax
fraud. It demonstrated that the Random Forest model is particularly adept at detecting tax
anomalies in real-world scenarios, suggesting potential for significant cost savings and faster

decision-making for stakeholders. Similarly, a study by Andrade et al. (2021) on machine
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learning-based financial fraud detection in Brazil reported comparable results, where the
Random Forest model outperformed others with a precision of 0.94, recall of 0.92, and an
F1 score of 0.93. The current study demonstrates an improvement in accuracy, achieving a

precision of 0.96.

Another significant finding from the study was the importance of features. Our results
indicated that total financial expenses should be regarded as the most informative indicator
for distinguishing between fraudulent and non-fraudulent tax returns. Additionally, total
turnover and business turnover emerged as other crucial predictive indicators.These findings
are consistent with those from alternative fraud prediction models by Febriminanto and
Wasesa (2022) and Prolhac and Gaie (2023), which revealed that financial expenses accounted

for more than 43% of the predictive importance, surpassing all other indicators.

In comparing findings among the models: Decision Tree, Random Forest, and Logistic
Regression models, some clear patterns emerged regarding which factors play a key role in
predicting fraud. The models placed the greatest emphasis on total financial expenses (0.4206)
and total turnover (0.4044), suggesting that these financial metrics were the primary drivers in
distinguishing fraudulent from non-fraudulent cases. Secondary factors like business turnover
(0.0944) and transaction ratio (0.0510) contribute more modestly, while Age (0.0295) had
the least impact, highlighting the dominant role that financial data plays in a decision tree

framework for fraud detection.

Overall, the comparison across these models highlighted the consistent dominance of financial
metrics, particularly total turnover and total financing expenses, in identifying fraud, while
factors like Age and transaction ratio played lesser roles. The different modeling techniques
revealed both the complexity of fraud detection and the nuanced ways in which various

factors contributed to predicting fraudulent activities.
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5.3 Recommendation

Based on the machine learning results and the comparative analysis of different models, The
study makes the following recommendations to the Kenya Revenue Authority to enhance

fraud detection and prediction:

5.3.1 Recommendations for further studies

Limited Feature Set: The current models primarily rely on structured financial data. Future
studies should incorporate additional features, including non-financial data (e.g., taxpayer
history, behavior patterns) or unstructured data (e.g., text or audit reports), to capture more

complex fraud behaviors and improve model performance.

Static Model Assumptions: The models used in this study assume that future fraud patterns
will mirror past ones, which may not hold true. Future research should explore adaptive
learning models that continuously update based on new data and can detect emerging fraud

schemes without historical bias.

Generalization to Other Domains: The study’s findings are based on Kenya Revenue
Authority data, which may not generalize to other tax environments. Future research could
apply these models to international datasets or other industries to evaluate their broader

applicability.

Limited Assessment of Temporal Patterns: The current models do not account for temporal
changes in fraud patterns. Future studies should explore time-series analysis or sequential
learning models like Recurrent Neural Networks (RNNs) or Long Short-Term Memory

(LSTM) networks to enhance the early detection of dynamic fraud schemes.

Threshold Sensitivity: The models’ performance is highly sensitive to decision thresholds,
which might not be optimal in all cases. Future research could explore dynamic thresholding
techniques or cost-sensitive learning to adjust thresholds based on different business or

operational needs.
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5.3.2 Policy recommendations

Leverage Financial Metrics for Early Detection: Total turnover and financing expenses
were identified as the most critical features for fraud detection. Kenya Revenue Authority
(KRA) should prioritize monitoring deviations in these metrics and develop systems that flag

anomalies for early intervention.

Adopt Random Forest for Operational Use : The Random Forest model demonstrated
superior performance, making it a reliable choice for detecting fraud with high accuracy and
minimizing false positives. KRA should consider deploying this model in its fraud detection

systems for handling large datasets.

Enhance Data Collection and Feature Tracking: Expanding data collection to include addi-
tional financial and transactional metrics can improve fraud detection accuracy. KRA should
focus on capturing more comprehensive data from taxpayers to better identify fraudulent

activities.

Regular Model Evaluation and Updates: Machine learning models require constant
evaluation and updates to remain effective as fraud tactics evolve. KRA should implement a

feedback loop for retraining models with new data to detect emerging fraud patterns.

Fraud Risk Segmentation: KRA could develop a risk-based segmentation system based on
findings, prioritizing taxpayers with high total turnover and financing expenses for audits.

This would allow for more efficient resource allocation and focus on high-risk cases.

Future Focus on Unstructured Data: To further enhance fraud detection, KRA should
explore integrating unstructured data like emails, tax forms, or communication logs through

text mining and natural language processing (NLP) techniques.

Collaboration with Other Institutions: By partnering with other financial and government
institutions, KRA can access additional data sources, enhancing fraud detection accuracy

through cross-referencing taxpayer information.
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By implementing these recommendations, the tax agency can significantly enhance its fraud
detection capabilities, improving both the accuracy and efficiency of identifying fraudulent

activities in a dynamic tax environment.

5.4 Conclusion

The study successfully achieved its primary objective of developing and applying machine
learning algorithms to detect and predict fraudulent cases in a dynamic environment, specif-
ically within the context of the Kenya Revenue Authority’s taxation system. By training
and evaluating several machine learning models, including Logistic Regression, Random
Forest, Decision Trees, K-Nearest Neighbors (KNN), Gaussian Naive Bayes, and Multilayer
Perceptron (MLP), the research was able to conduct a thorough comparative analysis of

predictive accuracy.

Among the algorithms tested, Random Forest emerged as the best-performing model, show-
casing superior performance in detecting fraud, with a precision of 96.1%, a recall of 76%,
and an Fl-score of 85%. This underscores the model’s robustness in handling complex
data patterns and interactions, making it particularly effective in distinguishing fraudulent
taxpayers from non-fraudulent ones in near real-time. Additionally, the study successfully
developed a fraud detection model that can be applied within the Kenya Revenue Authority’s
taxation system. The model demonstrated the ability to handle large volumes of data and
identify anomalies based on financial metrics, providing a scalable and practical tool for

real-world applications.

Efforts to optimize the machine learning algorithms resulted in significant improvements
in predictive accuracy, confirming that model tuning and feature importance analysis are
critical to enhancing performance. The importance of features such as total turnover and
total financing expenses was evident across multiple models, highlighting the relevance of
financial indicators in fraud detection. Overall, the findings confirm that machine learning
models, especially Random Forest, are well-suited for detecting fraudulent activities in

dynamic tax environments. These results offer a foundation for future enhancements in

45



fraud prediction systems, making them more effective, adaptive, and applicable to real-world

taxation systems.
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Appendix B

Python code link
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