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Abstract

The privacy of personal data is an important focus area in today’s information world, where
personal data is easily collected, stored, processed, and shared. In recent years personal data
protection has regularly featured as a topic of concern in the media and has become the target of
legislation around the country. Organizations are collecting, re-using, and processing personal data
on an unprecedented scale, without observing data limits, this has led to an increasing concern
about the effectiveness of the existing data protection law and the need for a comprehensive
framework for personal data protection. Based on the challenges, this study was aimed at
designing, developing, and testing an integrated personal data protection tool. The tool employed
an integrated approach that utilizes data encryption, one-time passwords and opt-in and opt-out
mechanisms to ensure secure collection, secure storage, secure access, and secure sharing of
personal data. Moreover, the tool was designed, developed, and tested using the agile software
development methodology. Functional and performance tests were carried out to determine the
performance and accuracy of the tool in protecting personal data. Validation testing results showed
that the integrated tool could be used effectively in protecting personal data with 96 % accuracy.
Keywords

Personal data; Personal data protection; Organizations; Data subject
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Chapter 1: Introduction

1.1 Background to the Study

The Data protection act (2019) describes personal data as any information relating to an identified
or identifiable natural person. It is often referred to as the new oil of the internet and the new
currency of the digital world (Berners, 2017). Mbanaso (2018) notes that every organization with
digital presence collects personal data for one reason or another and that the web technology
continues to influence the way personal data is collected, processed, stored, and shared.

International data protection laws typically distinguish categories of personal data depending on
how strict the information must be protected. WFP (2018) explains that personal data refers to any
data that is directly or indirectly related to an individual, which includes, but is not limited to the
person’s name, physical address, identity number, gender, age, and financial account numbers.
Conversely, sensitive personal data refers to personal data that warrants extra security and
confidentiality. This includes but not limited to person’s racial or ethnic origin, physical or mental
health status, political opinions or affiliations, religious beliefs, criminal record, biometric data
such as fingerprints and refugee displacement status. Figure 1.1 indicates examples of personal

data used to identify an individual.

Student Information FAMILY INFO
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- H2E g

Other Actions: [+] Tags: AddRemove Tag [+]

Figure 1.1:Examples of Personal Data
Source: Asamba (2020)
Initiative (2019) observes that in 2019 the Government of Kenya announced national wide
biometric registration exercise to collect information for the National integrated identity
management system (NIIMS). The government collected information on each person’s nationality,
place of birth, marital status, education background, employment status, disability status and
biometrics including fingerprints and photographs. Upon registration, every registered citizen was
expected to receive a unique number called ‘Huduma number’ which would facilitate individuals
to access any government service in the future.
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The roll out of this service was declared illegal because the government violated the law in
processing of personal data and went against the data protection regulations (Muthoni, 2022).The
main constitutional issues raised included; lack of public participation ,data privacy concerns, the
right to information and that the system could further lead to discrimination of marginalized groups
in Kenya (Initiative, 2019).

John (2019) notes that fintech organizations such as online lenders, microfinance providers ,mobile
money service providers and traditional banks require their customers to register on the various
platforms, and part of the know-your-customer (KYC) obligations, which financial entities are
required to meet .Further, digital lenders share personal information of loan defaulters with third
parties and other social media pages thus infringing the consumers right to privacy (Njana, 2021).
In the same context, Covid-19 pandemic created an urgent collection of personal data by the health
ministry to help monitor, mitigate the social and economic effects of the pandemic and for contact
tracing purposes. The data collection was conducted through phone interviews and surveys which
covered; knowledge of Covid-19, mitigation measures, employment, income, food security
educational activities and health services (Bank T. W., 2022). This exercise posed data privacy
concerns as medical researchers might use health data of patients for secondary purposes, as well
as analyze location data of patients to understand their movements and enforce social distancing
rules that led to discrimination, stigmatization, unnecessary state surveillance and profiling
(Malgieri, 2020).

Esteve (2017) outlines that the main privacy issues affecting the public and private sectors are lack
of consent from the data subjects for the procedure of obtaining and sharing their personal data,
insufficient access and control of their personal information and lack of encryption of sensitive
data, while organizations are still using obsolete database systems in complex technological
environments and risks of re-identifying anonymous personal data. According to Esteve
(2017),privacy policies are hard to read and do not support rational decision making yet
organizations impose them on their users. Their complexity makes them hard for the common user
to read and understand. The lack of users consent also takes place when the organization’s privacy
practices change without obtaining new approval from the user.

In addition, most organizations fail to manage the risks associated with sharing personal data with
third parties. Third parties and criminals who access personal data, frequently trade it on the dark
web. More than twenty-two (22) billion new records of personal data are sold in the black market
every year (Paro, 2021).A lawsuit was filed against a Kenyan mobile network operator for

violating customers data privacy. The breach affected more than eleven (11) million customers
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whose personal data was exposed including identity numbers, passport numbers, gender, age, and

their betting history (Insights, 2021).Figure 1.2 demonstrates what customers think about

companies using their personal data.

Figure 1.2: What customers think about how companies use their personal data

Source: Vizard (2019)

This study applied an integrated approach to ensure secure collection, secure storage, secure
access, and secure sharing of personal data. One-time passwords were used to ensure secure access
and sharing of data, and secure data encryption was employed to protect all the stored confidential
data. Further, the tool enabled individuals to have more control of their data as opt-in and opt-out
options were provided whenever they did not want their personal data shared for purposes it was

not intended.

1.2 Problem Statement

Mostert (2020) note that in recent years, the data privacy landscape has changed because of rapid
development in information technology. Organizations are collecting, re-using, and processing
personal data on an unprecedented scale, without observing data limits, this has led to an increasing
concern about the effectiveness of the existing data protection law and the need for a
comprehensive framework for personal data protection (Absolute, 2019). Most of the customers
do not understand the purpose for which the personal data is being collected or whether the data is
being stored securely. For instance, mobile phone users often complain about receiving direct
advertising in services they did not subscribe to and are not able to opt out from the service, (Phua,
2018). Further, enforcing instruments like data protection act of Kenya pose a challenge because
organizations have not put in place mechanisms for compliance with the act. Based on the
challenges, the study aimed to develop an integrated tool to guide organizations on how to process

personal data more securely.

16



1.3 General Objective

The general objective of the study was to design and develop an integrated tool that ensures secure
collection, storage, and processing of personal data based on data encryption and authorization

techniques.

1.4 Specific Objectives

1. To identify categories of personal data processed by organizations.

2. To review techniques and approaches used by organizations to securely process personal
data.
To design, develop and test an integrated tool that securely processes personal data.

4. To validate the effectiveness of the developed tool in securing the processing of personal
data.

1.5 Research Questions

1. What categories of personal data are processed by organizations?

2. What techniques and approaches do organizations use to securely process personal data?
3. How will the tool be designed, developed, and tested to securely process personal data?
4

How effective is the developed tool in securing processing of personal data?

1.6 Justification

Tierney (2021) note that as organizations continue to collect massive volumes of personal data,
individuals are not aware about the use of their data and do not have means to check whether their
personal data is collected and processed in accordance with the data protection laws. This study
applied an integrated approach to ensure secure collection, secure storage, secure access, and
secure sharing of personal data. One-time access passwords were used to ensure secure access and
sharing of data, and secure data encryption was employed to protect all the stored confidential
data. Individuals gained more control of their data as they were provided with opt-in and opt-out

options whenever they did not want their personal data shared for purposes that were not intended.

1.7 Scope and Limitation

The study focused on how organizations collect, store and process personal data, and the various
approaches used to secure personal data and narrate the personal data protection principles and

guidelines as stipulated by the Data Protection Act. Moreover, the study focused on ensuring
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secure collection, secure storage, secure access, and secure sharing of personal data. The developed
integrated tool employed RSA encryption technique to encrypt sensitive personal data, use of one-
time passwords to authorize data processing as well as opt-in and opt-out mechanisms which
enabled data subjects to have control of their personal data.
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Chapter 2: Literature Review

2.1 Introduction

This chapter explores the literature and gives an overview of personal data and personal data
protection. This is followed by detailed discussion on existing solutions and techniques that
organizations use to protect their data subjects. This chapter also presents a detailed conceptual
framework that illustrates the process that was undertaken in secure processing and storage of

personal data.

2.2 Understanding Personal Data

Personal data refers to any information relating to an identified or identifiable natural person. An
individual is identifiable if they can be distinguished from other individuals (ICO, 2019). Berners
(2017) notes that a name is the most common means of identifying someone. However, a
combination of identifiers may be used to identify an individual. Such identifiers include but not
limited to:

a) Name: full name, maiden name, mother’s maiden name or alias.

b) Personal identification numbers: social security numbers, passport numbers, driver’s
license number, taxpayers’ identification number, financial account number, credit card numbers
and patient identification numbers.

c) Personal address information: street address, email address and personal phone numbers.

d) Personal characteristics: photographic images and handwriting.

e) Biometric data: retina scans, voice signatures and facial geometry.

f) Property information such as title numbers.

g) Asset information: Internet protocols and media access control (MAC)addresses.

According to WFP (2018) personal data should be collected for specific and precise legal
objectives. Furthermore, it should be used and processed in a way that is compliant with the aims
for which the personal data have been collected, it should be accurate and updated, when need be,
as well as be stored in a form that allows identification of the subject of the personal data and

should not be stored longer than it is required.

2.3 Categories of Personal Data

Table 2.1 provides a brief description of the different categories of personal data collected

by different organizations.
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Table 2.1:Categories of Personal Data

Category Description

Health Data This is personal health data collected by healthcare professionals to identify a

patient and determine the appropriate health care (Target, 2021)

Education Data | Education ( 2022) explains that education data is Personal Identifiable

Information that is maintained in education records.

Financial Data | Poremba (2021) notes that financial data refers to any information that a

consumer provides to obtain financial product or service.

Insurance Data | Insurance companies collect personal data for underwriting purposes and for

more accurate pricing of risks (Githaiga, 2021).

Hofmann (2021) further notes that sensitive personal data is category of personal data that requires
extra protection, it involves data that reveals a person’s race, health status, ethnic social origin,
conscience, belief, property details, marital status, mental health, political opinions or affiliations,
religious beliefs, criminal record, biometric data such as fingerprints and refugee displacement

status.

2.4 Personal Data Processing Life Cycle

Ng (2020) explains that personal data processing life cycle is a high-level process that describes
how data flows within an organization. Figure 2.1 presents the phases of personal data processing

lifecycle.

Data Collection H Data Storage H Data Processing

h 4

Data Destruction Data Sharing

Figure 2.1: Personal Data Processing Lifecycle

2.4.1 Data Collection
In this phase, organizations must obtain consent prior to active and passive data collection. Ahmad

(2017) note that active collection is when the data subject is aware of the data collection while
20



passive collection is when the collection of personal data is done through monitoring user activity
or movements that could reveal a behavioral pattern.Beside consent,organizations are required to
minimize the collection of data and collect only the personal data required to carry out the purpose
for which it was intended (Ng, 2020).

2.4.2 Data Storage
According to Sheldon (2021) personal data must be stored in a secure environment to ensure its

integrity,security and protection. Sheldon (2021) further notes that in this phase,data is
encrypted,compressed and cleansed to ensure its availability,reliability and redundancy.

2.4.3 Data Processing
In this phase, Dataworks (2021) notes that personal data is accessed ,modified and used to support

activities of the organizations such as collaboration,business intelligence and decision
making.Further, an audit trail is maintained for all the critical data to ensure that all data
modifications are traceable.

In addition, processing of personal data applies to all the ways in which different parties handle
personal information (Newbanking, 2021). This includes collecting, recording, organizing,

storing, editing, altering, searching, sharing, transmitting, and deleting information. Govuk, (2019)

2.4.4 Data Sharing
This phase consists of activities that prepare the previously accessed and retrieved personal data.

Alshammari (2018) notes that this stage also involves disseminating the processed data to external

actors such as third parties for historical ,statistical or scientific purposes.

2.4.5 Data Destruction
According to Assolini (2015), this stage involves a set of activities that include removing personal

data from the storage in accordance with the Data Protection Act.These activities also include
permanently deleting the personal data or destroying the digital storage media. Alshammari (2018)
notes that the most important point in this stage is the permanent destruction,disposal and erasure

of personal data.

2.5 Personal Data Privacy

In many jurisdictions, data privacy is considered a fundamental human right, and data protection

laws exist to guard this right. Mbanaso (2018) explains that personal data privacy means the ability

of a person to determine when, how and to what extent personal information about them is shared

with or communicated to others. Data processors and data controllers often need to collect and
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store personal data about their users to provide services. However, they may exceed users’
expectations for data usage and collection. According to Ashford (2020) data processors may not
place adequate safeguards around the data they collect, which can lead to compromise of data
subjects’ privacy and confidentiality. In the same context, it is acknowledged that personal data
collected, processed, and stored and transferred without consent of the data subject. This violation
of privacy has generated serious concerns across the globe as current privacy protections fail to

promote data confidentiality.

Further, Mbanaso (2018) outline six axioms that strengthen the understanding of data privacy as a

phenomenon. These axioms are explained as follows:

1) Who identifies the entities that collect personal data

2) What categorizes the personal data collected

3) Why connotes the purpose of collection or processing.

4) Where depicts the platform or the method used in the collection, sharing or processing.

5) When classifies the instance of collection or the situation under which the data is collected,
processed, or shared.

6) How to identify the channel or means of collection, processing and sharing.
Table 2.2 depicts the personal data privacy map based on the six axioms.

Table 2.2: Privacy Data Map

Personal Data Privacy Map

Who What Why Where When How
Corporate Biodata Marketing/Advertisement | Government Account creations | Filling forms
organizations | Historical Political offices Online Enrolments
Government data Recruitment Access Control | application forms | Registrations
Learning Location data | Fraud Social Network | Social Tracking
Institutions Career info Access Control Sites Interactions Opt-in /opt-out
Hospitals Political National Security Personal Devices | Banking
Others views User Experience Apps Online shopping

Health data
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2.6 Legal Framework

International (2018) observe that the right to privacy is a fundamental right that is enshrined in
many constitutions around the world. Protecting privacy in the current digital space is important
for effective democratic governance and income generation.
Initiative (2019) notes that there are few controls in place and there is little transparency in the
decision-making processes regarding personal data. The rule of law and the responsibilities of the
private sector are unregulated and there is often little public engagement and oversight of how
personal data is processed and utilized, thus the need for personal data protection.
Ensight (2019) notes that the Data Protection Act is law that is designed to protect personal data
in the modern society. It further controls and regulates how personal data is shared and processed
by government and organizations. The Data Protection Act 2019 was enacted and became effective
in November 2019.The objective of this act is to regulate the processing of the personal data; it
ensures that the processing of personal data complies with the constitution and provides data
subjects with the rights and remedies to protect their personal data from any form of processing
that is not in accordance with the Constitution.
According to Ensight (2019) the act describes data controllers as any natural, legal person, public
authority or any other body that has the power to determine the purpose and means of processing
data. It further describes data processors as natural, legal person or any other body that processes
data on behalf of the data controller while data subjects are described as identified natural person
who is the subject of the personal data.
Baguma (2018) observe that to enforce protection of personal data, data controller or data
processor must identify any foreseeable internal and external risks to personal data and establish
appropriate measures against the identified risks as well as ensure that the safeguards are
continually updated to address new risks.
The Data protection act of Kenya outlines the rights of data subjects as follows:

a) Right to be informed of the use of their personal data.

b) Right to access their personal data which is in the custody of data processor.

¢) Right to object to the processing of all or part of their personal data.

d) Right to correction of any false or misleading personal data about them.

e) Right to deletion of false or misleading data about them.
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2.7 Grounds and Principles of Data Protection

Ensight (2019) notes that consent is the primary lawful ground of processing personal data.

Consent is any freely given, specific, informed, and unambiguous indication of the data subjects

wishes. It can be a statement or clear affirmative action which signifies agreement to the processing

of personal data relating to him or her (Ensight, 2019). In this case, data subjects are required to

tick unchecked boxes to the consent and sometimes they are provided with written statements to

append their signatures to show explicit consent.

Belal (2017) note that the Data Protection Act 2019 outlines the guiding principles for processing

personal data in accordance with the constitution of Kenya. To comply with this policy,

information must be collected and processed fairly, stored securely and not disclosed to any

unauthorized users. The principles applied in the Act are based on best practices in data protection

globally. Table 2.3 describes the principles of data protection.

Table 2.3:Principles of Data Protection

Principle

Description

Fairness, Lawfulness

and Transparency

Personal data must be processed lawfully, fairly and in transparent manner in
relation to the data subject (Ensight, 2019).To enable fair processing in respect
to the data subject, the processing must have a legal or legitimate basis, data
subjects must be informed the purpose for processing the data as well as the

name of the data processor.

Purpose Limitation

Ensight (2019) note that personal data must be collected and processed for
specific and explicit purposes and should not be processed in a manner that is

incompatible with those purposes.

Data Minimization

Assolini (2015) explain that before processing personal data, data controllers
are required to determine the extent of processing of personal data to establish

the purpose for which the data was required and purpose for data collection.

Storage Limitation

Insights (2021) recommend that personal data should not be kept for longer
than is necessary and for the purpose which it was collected. Data stored for
historical purposes should have adequate controls against access use by

unauthorized persons.
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Accuracy

According to Assolini (2015) data must be correct, complete, and up to date.
Consequently, data processors are expected to take appropriate measures in
ensuring that inaccurate data is discarded, corrected, or updated.

Confidentiality

Assolini (2015) observe that to retain confidentiality and integrity, personal
data should be preserved by establishing organizational and technical
measures to prevent unauthorized access, processing, and distribution of data

as well as its modification.

Accountability

Data processors are responsible for protecting personal data and are expected

to comply with the principles of data protection (Ensight, 2019).

2.8 Personal Data Protection Techniques

2.8.1 Data Masking
Rabi (2022) explains that data masking is a high-level security feature used to mask plain text data.

The process of data masking is designed to de-identify any sensitive data such that the data is not
in human readable format. Rabi (2022) further notes that in the data masking process, sensitive
data is obfuscated and replaced with special hash and asterisk characters, to preserve data integrity

during storage.

2.8.2 Data Encryption

Olufohunsi (2019) describes data encryption as the process of converting plaintext information
into unreadable ciphertext using various encryption algorithms. This process is accomplished by
altering the string of characters contained in the information, to produce a new string of coded
information. Olufohunsi (2019) notes that data encryption is necessary to secure privacy and to
ensure data is only accessible by authorized users .Encryption further allows the receivers to verify
that the message sent has not been altered during transmission and that the message is not from
unauthorized sender (Simmons, 2018).The components of data encryption are as follows;

a) Plaintext. Olufohunsi (2019) refers to it as the original data that the sender wants to send

to a specific recipient. This data is normally input to the encryption algorithm.
b) Encryption technique. Udaidullah (2016) notes that this is a set of processes that transform

plaintext into ciphertext using a secret key.
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c) Secret key is the value that is combined with the plaintext to transform it to cipher text, this
value is independent of plaintext (Udaidullah, 2016).
d) Ciphertext is the output of the original plaintext which was put to the encryption algorithm
(Olufohunsi, 2019).
e) Decryption algorithm is a set of processes that are executed to ciphertext to produce
original plaintext using a secret key (Olufohunsi, 2019).
Figure 2.2 categorizes data encryption into Symmetric or Assymetric and presents encryption
technique under each category.

AES

RC5

RC6

Assymmetric

Figure 2.2:Data Encryption Techniques
Table 2.4 presents different encryption methods and what each method entails.
Table 2.4:Encryption Methods

Encryption Method Description

Data Encryption Standard According to NIST (2019) DES is a symmetric key algorithm that uses
the same key for encrypting and decrypting data. Baguma (2018) notes
that during encryption,DES converts 64-bit plaintext to a 64-bit
ciphertext,while during encryption it converts 64-bit ciphertext into
64-bit block of plaintext and a 56-bit cipher key is used for both

encryption and decryption.

Advanced Encryption Yehya (2020) explains that AES is an iterative symmetric-key block
Standard cipher that uses 128,192 and 256-bit keys, which is the main reason
why it is deemed to be exponentially stronger and secure than DES. In
addition, AES uses a substitution permutation with several rounds to
generate ciphertext, and the key length used determines the number of

rounds for every permutation.
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RSA Encryption

Lal (2019) notes that RSA algorithm is a block cipher in which the
plaintext and the ciphertext are integers between 0 and n-1. Encryption
and decryption are guided by the formula (C = Pe mod n). Both the
sender and the receiver must know the value of n and the sender is
expected to know the value of e. This technique is computationally
intensive which makes the encryption process slower and expensive.
However, it is a secure algorithm because the longer the length of the
key pairs that more time attackers take to crack the message.

Elliptic Curve Cryptography

Feldshuh (2020) notes that ECC is an asymmetric encryption algorithm
that is based on elliptic curves and has both private key and public key.
The public key is used to verify any process that is signed with private
key. Further, ECC provides the best security against current cracking
methods and has great performance, however many applications do not

support ECC encryption technique.

2.8.3 Data Anonymization

According to EFD (2020) data anonymization refers to protection of personal or sensitive data by

encrypting identifiers that identify an individual to the stored data.In most cases, data

anonymization is irreversible and the recipient of the anonymized data cannot recreate the original

data. Berdardino(2020) observes that the principles of data protection do not apply to anonymous

information ,mainly because the information does not relate to an identifiable natural person as the

data subject is no longer identifiable.

Table 2.5 describes some of the data anonymization techiques used depending on the nature of

data and the specific purpose for the anonymization.

Table 2.5:Data Anonymization Techniques

Technique Description
Attribute In this case, irrelevant and unnecessary attributes are removed from the data set
Suppresion and are permanently deleted making it impossible to retrieve the original data

(Keerthiga, 2019).
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Character This technique involves replacing values and attributes of data with a predefined
Replacement symbol such as the asterisk (*). Character replacement partially hides an attribute
to sufficiently anonymize data (Berdardino, 2020)

Shuffling Shuffling is normally used when analyzing one attribute that is not necessarily
related to other attributes (Berdardino, 2020).

Noise Addition | This technique involves slight modification of data attributes to make them less
accurate (Berdardino, 2020).

Generalization | This technique generalizes data attributes to change the respective scale of data.

For instance, replacing the date attribute with the year attribute (Asamba, 2020).

2.8.4 Data Pseudonymization

Commission (2019) desribes data pseudonymization as a process of replacing any identifying
characteristics of personal data with a value which does not allow the data subject to be directly
identified.Unlike anonymization,pseudonymisation only provides limited protection for the
identity of data subjects as it is possible to identify the data subject by analysing related data. Table
2.6 presents the basic pseudonymisation techniques .

Table 2.6:Psedonymization Techniques

Technique Description

Counter In this case,identifiers are substituted by numbers which provide for

pseudonyms without directly relating to the initial identifiers (Enisa, 2021).

Random This technique provides strong data protection because it is impossible to
Number extract information regarding the initial identifiers (Berdardino, 2020).
Generator

2.8.5 Data Minimization
According to Biega (2021), the General Data protection rule requires that the personal data be

adequate, relevant, and limited to what is necessary in relation to the purposes for which it was
collected, and that personal data should only be processed for specified and explicit reasons and
not further be processed in a manner that is incompatible with these purposes. Belal (2017)
explains that data minimization technique ensures that the collected personal data is not retained
or further used for purposes that were not clearly stated in advance.

Biega (2021) divides data minimization into three distinct requirements.First, data must be

adequate,this means that data must be well established without omission of certain data,to achieve
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accurate results.Secondly,data ought to be relevant ,meaning that organizations should process
only data that is directly related to the purpose for collection,to safeguard it against accumulating
data for the sake (Biega, 2021).Lastly,the data must be limited ,meaning that data controllers
should identify the minimum amount of data required to fulfil the stated purpose.

2.9 Existing Tools for Personal Data Protection

2.9.1 Dataflow Map Tool
According to Governance (2022) Dataflow Map tool is a cloud based tool that enables

organizations and individuals to gain full visibility over the flow of their personal data .The tool
helps in streamlining the data protection process and mitigating the risks of unauthorized data
access.Further,the tool allows organizations to create consistent visual representations of the flow
of data.

However,Bearer (2022) notes that mapping and arranging personal data collected from users is
time consuming and error prone and that creating an accurate data flow map proves to be the

hardest part of fulfilling data protection.

2.9.2 Incydr
Dearmer (2022) describes Incydr tool as a data risk and detection platform that focuses

specifically on internal risks.The tool evaluates how organization’s data is used,and identifies any
anomaly behaviours and flags them to prevent any data security threats.The activities that Incydr
tracks include:file creation,file deletion,file modification and file movement.Berdardino (2020)
acknowledges that Incdyr tool is great at recognizing already existing patterns but requires constant

improvements and updates ,for it to recognize the emerging data threats.

2.9.3 PADRES

PADRES is a front end web application that is built for data privacy,data regulation and data
security (Crocker, 2021).1t is developed in Angular framework and the backend connects to a
database that is prior filled with the GDPR questions that need to be addressed. Crocker (2021)
further notes that the major functionalities of this tool are the integration of security assessment
tools and the creation of a final report with comments and recommendations.The tool is rigid in
nature because it requires manual filling of the GDPR questions.Figure2.3 presents the architecture
of the PADRES tool.
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2.9.4 Proxymate
Faith (2018) notes that proxymate is an anonymizing tool that allow automatic generation of

pseudonyms with corresponding passwords and emails that users send to websites. The tool uses
a cryptographic function to create the pseudonyms and takes a user’s username, password and the
website domain as input and produces a pseudonymized username ,email address and password as
output.Further, Faith (2018) notes that the main limitation of Proxymate tool is that different

username and passwords are provided to every website that a user visits which is a tedious process.

2.9.5 Redstor Protector

Becta (2019) explains that Redstor Protector is a tool that allow users to secure data that is stored
across the personal data storage and computing devices,by combining features such as
backup,encryption,synchronization and data destruction.Becta (2019) notes that the tool has

embedded data shredding and destruction feature that can be remotely exploited by users.

2.9.6 Crypt Sync

Ahmad (2017) observe that Crypt Sync is a cloud storage tool that uses encryption to secure
personal data.Crypt Sync synchronizes two folders while encrypting the data stored in one of the
folders.This basically means that one of the two folder contains all the unencrypted data while the
other folder stores the encrypted data. Ahmad (2017) further notes that the synchronization process
works in both ways ,such that a modification in one folder gets synchronized to the other
folder.Furthermore,when data is added or modified in the unencrypted folder,it gets
encrypted,however,if data is added or modified in the encrypted folder,it gets decrypted to the
other folder.

Table 2.7 presents a summary of the existing personal data protection tool with their limitations.
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Table 2.7:Summary of Gaps of Existing Tools

Tool Limitation

Dataflow Map | It is error prone and that creating an accurate data flow map proves to be the

Tool hardest part of fulfilling data protection

Incydr Requires constant improvements and updates ,for it to recognize the

emerging data threats.

Proxymate The tool requires username and passwords are provided to every time a user

visits a website which is a tedious process

PADRES The tool is rigid in nature because it requires manual filling of the GDPR
questions.

Redstor The tool has embedded data shredding and destruction feature that can be

Protector remotely exploited by users

Crypt Sync When data is added or modified in the encrypted folder,it gets decrypted to

the other folder.

2.10 Conceptual Framework

Figure 2.4 illustrates the conceptual framework for the proposed tool that aims to help
organizations protect personal data by ensuring secure storage and secure processing of the data.
The first step of the conceptual framework is collection of personal data by data processors and
data controllers. Data processors collect different categories of personal data. The collected data is
stored in a centralized data storage. In data storage, personal data is classified into sensitive and
non-sensitive data.

Further, data subjects are required to authenticate into the solution using username and password.
The framework incorporated access control mechanisms to ensure only legitimate users have
access to the system and personal data. opt in and opt-out mechanisms are used to record consent
of the data subjects for collection and processing of their personal data. The activities of the
framework aim to achieve the main objective of the study which was to develop an integrated tool
that ensures secure collection, storage, and processing of personal data based on data encryption

and authorization techniques.
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2.11 Conclusion

This chapter presented an overview of the related literature to this study by exploring different
categories of personal data processed by organizations. This section also outlined the laws and
regulations that control personal data processing, the different techniques, and tools that
organizations use to protect personal data. Additionally, existing data protection tools were
reviewed and examined to point out their strengths and weaknesses in protecting personal data.
Lastly, a conceptual framework was presented to illustrate how the developed solution handled

inputs to produce the expected results.
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Chapter 3: Research Methodology

3.1 Introduction

This chapter describes the methodology used in the study to answer research questions and meet
the research objectives. Systematic research review was used to address research questions 1 and

2 while the Agile methodology was used to answer research questions 3 and 4.

3.2 Methodology for Objectives One and Two

The first objective of the study aimed at analyzing different categories of data, while the second
objective was to analyze the technigues, approaches and tools used to securely process personal
data. These two objectives were addressed through the systematic literature review methodology.
Sturt (2022) explain that systematic literature review methodology is the process for identifying
and critically appraising relevant research as well as for collecting and analysing data from the
said research with the aim to identify all empirical evidence. Systematic literature review uses
explicit methods to identify the basis of the study in a systematic and transparent way. Griffith
(2022) notes that the key steps of systematic literature review are.

a) Formulating the research question.

b) Developing and validating review protocol.

c) Searching the literature.

d) Screening for inclusion.

e) Assessing quality.

f) Extracting data.

g) Analyzing and synthesizing data.

h) Interpreting the findings.

3.2.1 Formulating the Research Problem
Formulation of research question involved identifying the area of interest which was clearly stated

as the main objective in Chapter 1. Further, the research problem clearly stated the issues that this
study addresses and research objectives as well as research questions formulated to conduct
meaningful research. The main research problem formulated in the study was to identify the
categories of personal data collected by organizations and the various approaches used by
organizations to protect personal data. Further, the research design selected to conduct this
study involved qualitative research and quantitative research. Qualitative research was used to

determine the relationship between the personal data collected.
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3.2.2 Developing and Validating Review Protocol
Griffith (2022) explains that review protocol sets out the methods to be used in the literature

review.This study involved describing the study selection,research questions ,data collection,data
synthesis and the inclusion criteria for relevant literature.

In this stage,the researcher came up with the seach strategy ,developed research questions and
screened different literature sources to find out how organizaions can securely collect personal

data,store personal data and process personal data.

3.2.3 Searching the Literature
According to Griffith (2022) searching the literature involved creating search strategies for

systematic reviews. Literature search was based on journals, reports, and electronic databases.
Further, keyword search was conducted on Google and Google scholar to explore how
organizations collect and process personal data, how personal data encryption is implemented as

well as different approaches and tools used by organizations in securing personal data.

3.2.4 Screening for Inclusion
In this stage, a list of references was used to identify only the relevant research that met the

inclusion criteria. Different articles and publications were screened independently to filter only the
relevant information related to this study. The Data protection Act 2019 was used to guide on the
data protection guidelines and principles of data protection described in the study.

In addition, the study recruited a sample from the population of interest to conduct a survey on
personal data protection. The population consisted of individuals who have previously shared their
personal data with different parties. It also included representatives of organizations who collect
personal data for marketing and other processing activities. Basically, the population of interest
included individuals who work in industries such as fintech, health, government, Insurance,
education, and consultancy. The rationale for choosing the inclusion and exclusion criteria also
depended on whether individuals have shown consent to participate in the survey by accepting to
the terms and conditions. Sample of the population consisted of twenty individuals whose personal
data was collected to conduct the research. Lastly, the individuals tested the performance and

accuracy of the solution.

3.2.5 Assessing Quality
The study included a description of the area of interest as described in chapter one, further, the

process used to select and gather data was clearly stated, as well as key concepts and deliverables.

34



This step also involved analyzing research data and selecting appropriate tools to analyze the
findings and obtain the necessary information for the study. Chapter 4 describes the various tools
applied to assess the quality of data and the application. The quality of data was maintained by
collecting accurate and minimal data of the data subjects used for this study.

3.2.6 Extracting Data
This stage involved obtaining the necessary information about study characteristics and the

findings from the study. Data extraction and study quality were undertaken simultaneously.
Electronic form was used to combine data extraction and data entry to reduce bias and improve
data quality and reliability. Adequate data was collected to avoid omission of certain data,to
achieve accurate results in line with purpose for collection.Appendix A indicates the electronic

form used to collect personal data.

3.2.7 Analyzing and Synthesizing data
In this stage personal data was organized according to the review methodology. To illustrate how

the tool protects personal data, test cases were created in table format, clearly indicating the
performance and reliability of the tool. Further the relationships between different modules
were presented in table format. Personal data was stored in structured format into tables and fields.
Individual entries within the database were recorded in columns and rows to illustrate the

interaction of data, users, and the database itself.

In addition, descriptive statistics described the relationship between the population of interests and
the personal data collected. The statistical methods used involved planning, designing, collecting

data, analyzing, drawing meaningful interpretation, and reporting of the research findings.

3.2.8 Interpreting the Findings
This step outlines all the important findings and how the research questions were addressed. The

section also compared findings of previous studies and outline the relevance of the findings to the
field of study in general. Based on the research problem identified in this study, the activities to
promote research utilization included providing technical assistance to data processors and data
subjects and holding one-on-one meetings with data subjects to facilitate in personal data
collection and testing of the developed solution. The research findings were utilized instrumentally
and conceptually at different stages of secure data collection, secure data storage and secure

personal data processing.
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3.2.9 Dissemination of Results

This stage outlines the process of selecting the target audience and the setting in which the research
findings are to be communicated in a way that will facilitate decision making processes. This study
identified an audience of interest that included individuals who work in industries such as fintech,
health, government, Insurance, education, and consultancy. The audience was engaged through

one-on-one meeting and zoom meetings to achieve high quality research.

3.2.10 Utilization of Results

The study implemented activities to promote research utilization. These activities included
conducting dissemination meetings, providing technical assistance to the audience, holding one-
on-one meetings, and joining data protection social networks. Case studies were used to indicate

how the research findings were utilized instrumentally at different stages of the research.

3.3 Agile Methodology for Software Development

Objective three of the study aimed at designing, developing, and testing the integrated tool that
securely processes personal data, while the fourth objective was to validate the effectiveness of the
developed tool in ensuring secure collection and processing of personal data. Agile software
development methodology was used to address the two objectives.

Guru (2018) explains that Agile software development methodology is a set of practices that
promote continuous iteration of development and testing throughout the software development
lifecycle. This methodology was applied in the study because it is iterative with short cycles and
allowed modularity on the development process. Agile methodology is composed of six steps as

illustrated in Figure 3.1
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Figure 3.1:Agile Methodology




Source: (Technology, 2016)

3.3.1 Requirements
The purpose of this phase was to document all the functionalities and scope of the system. This

involved generating the functional, system and technical requirements to achieve the research
objectives. This was achieved through online forms, that were used to gather information on how
organizations process personal data as well getting the data subjects opinions and feedback on
personal data collection and processing. See Appendix A for data collection and Appendix B for
feedback.

3.3.2 Design

In this phase the system requirements were translated into a conceptual design. The system
architecture, modules, interfaces, and data were defined in this stage. In this research a flowchart
diagram was used to graphically represent the flow of data. The conceptual design was modelled
using sequence diagram and entity relationship diagrams. Further, the use case diagram was used
to illustrate the relationship between the data subjects and data processors who are the major actors
of the system. The following tools were used in this phase.

a) Postman-This is an API platform that was used to design and build the Application
Programming Interfaces.

b) SmartArt-This is a Microsoft product that was used to draw conceptual frameworks and
the data flow diagrams.

c) Draw.io-This is proprietary software for making diagrams and charts. This tool was used
to draw sequence diagram, use case diagram, context diagram, DFD and ERD.

The overall design techniques used in this study include.

a) Flowchart was used to illustrate how the data flow across the tool and the processes and
data interact with each other.

b) A use case was used to describe the actors within the application. The main actors for the
developed personal data protection tool are the data processors/controllers and data
subjects whose personal data is collected for processing activities.

¢) Sequence Diagram was used to illustrate the interaction between the objects depicted in a
single use case,and illustrated how different parts of the developed tool interact with each
other to achieve the objective.

d) Entity Relationship Diagram was used to represent the database design structure and

indicated the relationship between the personal data stored in the database.
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e) Context Diagram was used to show the interactions between the developed action and other
actors that interface the system.

f) Data flow diagram visually represents the flow of data within a system.

3.3.3 Development
This phase involved converting the conceptual design into a working tool, based on the system

requirements. This stage entailed writing the source code using the Java programming language
which provided an object-oriented approach. The following tools were used in this phase.
a) Postman-This API platform was used to build the Application Programming Interfaces.
b) IntelliJ IDEA-This an integrated development environment (IDE) that was used for coding
the developed tool. IntelliJ IDEA was a suitable development environment because it offers

a wide variety of Java frameworks and instant code analysis.

3.3.4 Testing
Testing was carried out to ensure that the application works accordingly based on the requirements,

to measure the tools effectiveness in addressing the research questions. Functional testing, manual
testing and automated testing were carried out in this phase to ascertain the functionality and
reliability of the developed tool. Test cases were developed to form part of the manual testing
while Postman API testing tool was used to carry out automated testing. These testing methods

ensured that the tool requirements were met.

3.3.5 Deployment
This step involved packaging and updating the application for use. It entailed delivering the

product to prospective users for testing and feedback. JBoss webserver, which is an open-source
platform developed by Red Hat, was used to run, deploy, and manage the developed personal data
protection tool.

3.3.6 Review
This phase incorporated activities that track and validate the application’s performance. Review

was done to validate the model performance. To review the tool’s requirement, online google

forms were used to collect feedback from potential users, see Appendix B

3.4 Research Quality and Ethics

The study conducted the research in accordance with the university guidelines and standards. The

problem statement and research objectives were evaluated to ensure that the output meets the set

requirements. Further the data protection tool was aligned with the principles of data protection
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and the guidelines provided by the Data Protection Act of Kenya. This generally included the
values of preventing harm, ensuring privacy, maintaining confidentiality, and ensuring that the

benefits of data collection and processing outweigh the risks.
3.5 Conclusion

This chapter summarized the research methodologies used to meet the research objectives.
Systematic literature review was used to address research objectives one and two stated in Chapter
one while Agile software development methodology was used to design and develop the data
protection tool. Further, the chapter gives a detailed description of the specific steps that were
applied in the software development life cycle. To close the chapter, the ethical considerations

were presented.
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Chapter 4: System Design and Architecture

4.1 Overview

This chapter describes the system analysis and architectural design of the data protection tool. A
detailed requirement analysis was conducted in this chapter to define the functional and
nonfunctional requirements of the tool. To close the chapter, the design tools used to design the
developed tool were well presented.

4.2 Requirement Analysis

4.2.1 Functional Requirements
Canedo (2020) defines functional requirements as the functionality of a system or system

components. Canedo (2020) further notes that functional requirements describe the behavior of
function of the system. In this study, functional requirements were defined by presenting a high-
level description of the second research objective which aimed at reviewing the existing data
protection tools and analyzing their gaps. The requirements were defined as follows:

a. The application should allow secure collection of personal data.

b. The application should enable secure storage of personal data.

c. The application should enable secure processing of data.

d. The application should enable opt-in and opt-out mechanisms.

e. The application should enable personal data deletion.

4.2.2 Non-functional Requirements
Eriksson (2018) notes that non-functional requirements describe how a system should behave and

the aspects that limit the system’s functionality. These requirements cover all the system
requirements that are not covered by the functional requirements. The requirements were defined
as follows:
a. Security-The application provided access to authorized and legitimate users only.
b. Auvailability-The application operated with zero or minimal downtimes to ensure users can
use it any time they need it.
c. Performance-The tool performed data access and enabled secure data processing without
interruptions.
d. Scalability-The application was designed to accommodate increased data volumes and

users.
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e. Usability-The application followed the Data Protection Act guidelines on personal data

protection.

4.3 System Architecture

Faisandier (2020) explain that system architecture defines a comprehensive solution based on the
principles of the system requirements, and has features, properties and characteristics that help to
achieve the system requirements Figure 4.1 represents logical architecture of the developed tool
for personal data protection. The architecture consists of six major components that include
personal data collection, data storage, opt-in and opt-out, data access and personal data processing

activities.

Personal Data Collection

by Data Processors Dzta Encrypticn Process
If'frf-:'m Diata Access
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Cata Procsssors

Data load server Data Storage Dats Access and Data Controllers
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from collection and processing of personal data

hJ

Diata Subjects

Figure 4.1: System Architecture

a) Personal Data Collection
In this stage, data processors directly collect personal data from the data subjects. Google forms
and online survey were used to collect personal data from the data subjects and get feedback refer
to appendix A. The collected personal data was then input to the API. Only the necessary personal
data was collected for the study. After collection, the data was organized and stored for further
processing.

b) Personal Data Storage
This component illustrated the database that was used to store the personal data, and as a repository
for retrieving personal data. In the database, personal data was arranged in tables and columns to
logically represent it.
Further, data was classified into sensitive and non-sensitive personal data. To achieve security, all

the sensitive data was encrypted for confidentiality and integrity of the data.
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c) Personal Data Access
In this stage data processors were given granted access to view the personal data stored in the
database,to modify and alter it as well as delete the data. In the same context,data subjects were
allowed to view the personal data they had submitted and check any change or modification on
their personal data. Further, data processors and data objects were granted access to record
organize, edit, alter, search, and delete data.

d) Opt-in/Opt-out
The opt-in component illustrated explicit consent from the data subjects to authorize data
processors and controllers to collect and process their personal data. This indicated an affirmative
action taken by the data subject indicating their consent to allow collection and processing of their
personal data.
In the same context, the purpose of the opt-out component was to allow data subjects to withdraw
their consent to the collection, storage, and processing of their personal data.

e) Personal Data Deletion
This process involved a set of activities that included removing personal data from the storage in
accordance with the Data Protection Act.These activities also included permanently deleting the
personal data.This stage was approached in two dimensions.First,the data subjects would request
the data processor to permanently erase their data.Second,the data processors would delete the data

once the purpose for which data was collected was achieved.

4.4 System Design Tools

Edition (2021) explains that system design is the process of defining elements of a system such as

models, architecture, data, components, and their interfaces based on the specified requirements.

4.4.1 Flow Chart
Lucidchart(2021) explains that a flow chart depicts a process, system, or computer algorithm. It is

commonly used to clearly communicate complex processes. Figure 4.2 illustrates how the data
flows across the tool.First personal data collected was input in the application ,once in the data
storage,the data processor verifies whether data subject has opted in for data processing,if this is

the case the data processor is granted access to process the data.

42



Diata Processors Collect
Data

. o P ——
_<DataSubject ™, Mo
., Consent -

Further Data Processing Personal Data Collection

Personal Data Storage }—[1’ fEEE=E L IEE
Processors

v v

Data subject
opted-in

Personal Data
Encryption Personal Data Modification Perscnal Data Deletion

Figure 4.2:Flow Chart Diagram

4.4.2 Use Case

Contributor (2021) states that usecase diagram summarizes the the interactions of the actors within
the system,and specifies the specific events in the system.Actors within the usecase diagram
represent users of the system.Figure 4.3 represent the use case diagram for the developed
intergrated tool for personal data protection.The data processors and data subjects were the main
actors of the developmed application.Data processors represented the organizations that collect

personal data for processing activities.In the same context, data subjects represented the data

owners.
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Figure 4.3:Use Case Diagram
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i.  Get Personal Data Use Case Description

Table 4.1 illustrates Get Personal Data Use Case

Table 4.1:Personal Data Use Case

Use Case Title Get Personal Data

Description This use case describes the process followed to acquires data
subject’s personal data such as name, ID number, Addresses
among others.

Actors Data Processor

Basic Flow a) Get data subject’s personal data.

b) Create profiles for data subjects.

Pre-condition

None

Post condition

The data should be automatically stored in data store.

ii.  Personal Data Storage Use Case Description

Table 4.2 illustrates Personal Data Storage Use Case.

Table 4.2:Personal Data Storage Use Case

Use Case Title Store Personal Data

Description This use case describes how the collected personal data is
stored in the data store.

Actors Data Processor

Basic Flow a) Get data subject’s personal data.

b) Initiate Data storage

Pre-condition

Personal data has been collected.

Post condition

Data access request

lii.  Request Access

Table 4.3 illustrates request access use case.

Table4.3: Request Access Use Case

Use Case Title Request Access

Description This use case describes the steps taken to request for data
access.

Actors Data Processor

Basic Flow a) Authenticate into the system.
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b) Request data access

Pre-condition

System Authentication

Post condition

Data processing which involves data modification, data

processing, data sharing and data deletion.

iv.  OPT-IN/OPT-OUT Use Case
Table 4.4 illustrates OPT-IN/OPT-OUT Use Case.
Table 4.4:0pt-in and Opt-out Use Case

Use Case Title OPT-IN/OPT-OUT

Description This use case describes the opt-in/opt-out mechanism for data
subjects.

Actors Data Subject

Basic Flow a) Personal data is already collected.

b) OPT-IN /OPT-OUT from data processing.

Pre-condition

Personal data is collected.

Post condition

None

V. Grant Access Use Case

Table 4.5 illustrates Data Access Use Case.

Table 4.5:Data Access Use Case

Use Case Title Data Access

Description This use case describes the process of granting access for data
processing and sharing.

Actors Data Subject

Basic Flow a) Personal data is already collected.

b) Personal Data is stored in the data stores
¢) Request Data Access
d) Grant Data Access

Pre-condition

Data Access Request

Post condition

Data Modification
Data Deletion

vi. Data Modification

Table 4.6 illustrates the Data Modification Use Case.
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Table 4.6:Data Modification Use Case

Use Case Title Data Modification

Description This use case describes the modifications activities on the
personal data collected. This includes editing the personal
data.

Actors Data Processor

Basic Flow a) Get data subject’s personal data.

b) Store Personal Data
c) Create profiles for data subjects.
d) Request Data Access

e) Personal Data Modification

Pre-condition

Data Access has been granted

Post condition

None

vii.  Data Deletion Use Case

Table 4.7 illustrates the Data Deletion Use case.

Table 4.7:Data Deletion Use Case

Use Case Title Data Deletion

Description This use case describes the process of deleting personal data
after it has fulfilled its intended purpose.

Actors Data Processor

Basic Flow a) Get data subject’s personal data.

b) Store Personal Data

c) Create profiles for data subjects.
d) Request Data Access

e) Access Granted

f) Delete Personal Data

Pre-conditions

Get data subject’s personal data.
Store Personal Data

Create profiles for data subjects.
Request Data Access

Access Granted

Post condition

None
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4.4.3 Sequence Diagram
Creately (2020) explains that sequence diagram illustrates the interaction between the objects

depicted in a single use case. A sequence diagram also illustrates how various parts of the system
interact with each other to execute a task. Figure 4.4 illustrates how different modules interacted
in the developed tool.
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Figure 4.4: Sequence Diagram

4.4.4 Entity Relationship Diagram

An entity relationship diagram (ERD) represents the database design structure and indicates the
relationship between entities stored in the database. Figure 4.5 represents the model of the
integrated personal data protection tool. It showed all the visual instruments of the database tables
and the relations between personal data and data subjects. Further, the database used structure data
to define the relationship between the data groups and the tools functionality. The main entities of

the personal data protection tool were personal data, data subjects and data processors.
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Figure 4.5:Entity Relationship Diagram

4.4.5 Data Flow Diagrams
4.4.5.1 Context Diagram

Context diagram shows the interactions between a system and other system actors that interface
the system. Figure 4.6 highlights the major components of the developed application for protecting
personal data. The data processors and data subjects were the main actors of the developed
tool.Data processors get consent from data subjects before collecting and processing data.Once the
data subjects consent to the collection of their data,the data is stored in and modified to fulfil the
purposed for which the data was collected.Data subjects are also provided with the option to opt
out from the application when they do not want their personal data processed.

Data Storage

Encryption

Data Processing activities opt-infout

Collects F‘ersnnaI.Data Consent
Data Processors ~ |—————3»| Collection jq—— Data Subjects

opt-in fout

Figure 4.6:Context Diagram

4.4.5.2 Level One Dataflow Diagram

According to Chi (2021) Data flow diagram is a visual representation of how the information flows
within a system. It gives better understanding of the system operation to discover potential
problems, improve efficiency and develop better processes. Figure 4.7 illustrates the data flow

diagram for the developed personal data protection tool.
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Figure 4.7:Level One Data Flow Diagram

4.5 Security Design

Wigmore (2020) notes that security design is an application development approach that seeks to
protect applications against exploitation and resilient to attacks through continuous testing,
authentication safeguards and adherence to best application development practices. The developed
tool for personal data protection focused on five key security controls as depicted by figure 4.8
The security design adopted during the development of the tool provided consent to personal data
collection, authentication, authorization, data validation and encryption controls.

Encryption was the main method used to secure stored personal data. Data encryption reduced the
risk of personal data misuse as access was limited only to authorized people with the right key. In
addition, Privacy by design approach was applied to safeguard the privacy of data subjects,” by
collecting adequate and minimal personal data in relation to the purposes of this study. During data
collection, data subjects were immediately informed about the purpose of data collection, the

processing purposes and information about the duration of storage of their personal data. The
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developed tool also provided the data subjects with the option to withdraw consent from processing
activities.

The developed application makes use of SSL certificates to securely transmit data to the backend
server through the APIs. The developed tool transmits data through HTTPS for secure

communication.
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Figure 4.8:Security Design

4.6 Network Design

Technopedia (2021) explains that network design is planning the implementation of the network
infrastructure. It involves evaluating, understanding, and scoping the network implemented. This
study used the client-server architecture as part of the network design. The architecture consisted
of computers connected to a central server over internet connection.
Figure 4.9 illustrates the network diagram that served as a blueprint for the network physically.
Typically, the network design included the following.

a) The endpoint URL

b) Backend Server

c) PostgreSQL database

d) IP Addresses
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The flow of data within the network is unidirectional and forms a cycle. As illustrated in figure
4.9, the client (data processors using their computers) initiated requests to the server. The server
processes the requests and sends back data to the client. The typical flow of data within the network
was as follows:
Client requests data from server.
Server processes the client’s requests.
Server queries appropriate database for data.
Database returns the queried data back to the server.

The server processes the data and sends it back to the client.

o o~ w D E

This process repeats.
4.7 Wireframes

As illustrated in figure 4.10 the developed application data subjects and data processors were
required to select their profiles and input their username and passwords for secure authentication.

Once the users confirm their identity, they are allowed to have access to the application.
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Figure 4.10:Wireframes Showing Authentication Page
Figure 4.11 illustrates the home page of the developed tool. Data processors and data subjects can

navigate the dashboard to carry out various tasks like view and modify the collected personal data.

()
=~ Personal Data Protection TOOL -
Logout

permissions Profiles [Users

Main Dashboard

Figure 4.11:Dashboard

Figure 4.12 illustrates the personal data collection form and sample data that data processors
collect from the data subjects. Data subjects are required to agree to the terms and conditions to
show consent to personal data collection. In the same context, data subjects were provided with
the option to opt-out from personal data collection and processing. In addition, the developed tool
allows data processors to edit the personal data collected as well as add more information if needed.

Once the collected data has accomplished its purpose, it is permanently deleted and discarded.
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Figure 4.12:Personal Data

4.8 Conclusion

This chapter presented the system architecture of the integrated personal data protection tool which
consists of five major components that include get personal data, data access, personal data storage,
personal data processing and personal data deletion. Further, the system design tools used to model
the tool were discussed in the chapter to indicate data flow and module interaction within the
application, as well as the interactions of the actors within the system. To close the chapter, security
design and network design were presented. Security design was used to illustrate the approach

taken to protect the developed tool against possible exploitation and attacks. In the same context,

Agree to term and conditions

Submit form

network design illustrated a blueprint of the physical network.
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Chapter 5: System Implementation and Testing

5.1 Introduction

This chapter covered the implementation of the integrated personal data protection tool and
highlighted the hardware, software and network specifications required to build the tool. To close
the chapter, the testing tools and procedures used to validate the performance of the tool were
described in detail.

5.2 Development Environment

5.2.1 Hardware Environment

Table 5.1 illustrates the specific hardware requirements which were used to develop the

application.
Table 5.1 Hardware Environment
Device Name Wangui-PC
Processor Intel Core i7-10510U
Device ID FOF6CDDF-2696-49EC-816A-555E88FE10C5
Product ID 00329-10286-34367-AA700
RAM 16GB

5.2.2 Software Environment
The features and functionalities of the Software used to build the application are as follows.

a) Java programming language Version 8 is a high-level, object-oriented programming
language, which allows applications to run on a variety of platforms. This language was
used to build the APIs.

b) IntelliJ IDEA Community edition is the integrated development environment (IDE) that
was used for coding the Java program. IntelliJ IDEA was a suitable development
environment because it offers a wide variety of Java frameworks and instant code analysis.

¢) Postman-This is an API platform tool used for designing, building, and using the APIs.

d) PostgreSQL version 13 was the database management system used for personal data
storage.

e) PostgreSQL Server was used to add, access, and process the personal data stored in the
PostgreSQL database.

f) Windows 10 Enterprise was the operating system used to run the application.
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5.2.3Network Environment
a) JBoss webserver community edition which is an open-source platform developed by Red Hat,

to implementing Java applications, was used to run, deploy, and manage the developed
application.
b) Heroku is an open-source platform that was used to run and operate the developed application.

5.3 Application Programming Interfaces

The personal data protection tool developed had several modules that were in the form of
application programming interfaces (API) that interacted in accordance with the functional and

nonfunctional requirements of the tool.

5.3.1 Data Collection
Data collection was manually collected from the data subjects then it was input to an API. The

collected data was filtered to ensure that minimum data is collected to achieve the quality and
accuracy of the output. Different personal data that identified the data subjects was used in this

study. Figure 5.1 illustrates the personal data variables collected.

First Tame

Last Name

Family MName

Date of Birth

Gender

Next of Kin

Phone number

email

Passport number

Social security number
KRA number

Birth certificate number
Identification number
Identification photos
Title number

Physical address
Country of Origin
County of Origin
Permanent residence
Designation and Role
Employment status
Current employer
Education qualifications
Salary range

Bank account details
Name of bank

Branch name

Account name

Account number
Disability status
Health records- allergies
IP addresses

Political affliations
Religion

Tribe /MNative Language

Figure 5.1:Personal Data Collected
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In the same context figure 5.2 illustrates the personal data collection form and sample data that

data processors collected from the data subjects.

Personal Data Protection Tool

Personal Details Personal Information
Passport Number Social Security Number
. Country
First name Middle Name KRA Humber ". '
Birth Certificate Number — '
Address Gender Choose... Addrass 2
& n -
Next of Kin Detalls Email Designation Education Qualifications
Phone number Date of Birth
Role Salary Range
m m Palitical Affliations Emplc-,-er
Bank Account Datails Health Deatails

MNative Language

Additional Information Tribe

Info

Religion

Agree to term and conditions

Submit form

Figure 5.2:Personal Data Collection Form

Further, data classification was done to group sensitive data and non-sensitive data. Sensitive data
required an extra level of security, so it was encrypted during data storage. Table 5.2 shows how
some personal data was classified.

Table 5.2 Personal Data Classification

Sensitive Personal Data Non-Sensitive Personal Data
e Social Security Number e First Name
e KRA Number e Last Name
e Title Number o Family Name
e Account Number e Mail
e Bank Details e Designation and Role

Figure 5.3 illustrates how data was recorded in the API with actual personal data for further

processing activities.
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Figure 5.3:Sample Personal Data

5.3.2 Store Personal Data
The personal data collected was stored in a PostgreSQL database. Data was arranged in a table

format which consisted of columns and rows to include the relationship the data. All the sensitive
data was encrypted to ensure its confidentiality and integrity of data during storage and retrieval.
RSA Encryption technique was used to encrypt and decrypt data.
Sharma (2018) notes that RSA is a public key encryption technique that provides security by
encrypting and decrypting the data, so that only authorized users can access the data. In this study,
the data processors used the public key whereas the private key was used by data subjects who
originally owned the data. The encryption technique involved three steps:

a) Key Generation
This step involved generating two keys, public key E, and Private key D. In addition, two prime
numbers (PR1 and PR2) were included in the process. Four prime numbers are multiplied and
computed as N1. Further, two prime numbers are computed as N2 to increase the complexity of
the encryption algorithm.
The basic steps of key generation process used for RSA encryption were as follows.

1. Selected two sets of large prime numbers. The first set included PR1 and PR2, while the

second set included prime numbers P and Q.

2. The values of N1 and N2 were calculated as N1=P*Q*PR1, N2 =P*Q

3. Selected the public key E

4. The private key D was computed from D*E=1
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5. The public key comprised of a pair of E and N1 and private key pair as D and N2

b) Encryption
This stage involved generating a ciphertext from the given plaintext. The process used the public
key to generate the cipher text.
The formula for generating the cipher text from the given plain text was,
C=M mod(N1)

c) Decryption
In this step, the original plain text was retrieved by using the values of cipher text. The formula for
generating the plain text was found by M=C mod (N2)
RSA encryption algorithm was used in this study because it is safe and secure for transmitting
confidential data and it is very difficult for attackers to crack the message since the technique
involves complex computations. Figure 5.4 outlines the working of RSA technique applied in the

study.

RSA

Data Subject Data Processor

A

Communication Channel

Y S
Plan Text : . Plan Text
personal data Encryption :D{ Decryption perzonal data

- N N

Public Key Private Kev

Cipher Text

Figure 5.4:Encryption Technique

The personal data submitted by data subjects in plain text format is encrypted using the public key
of the data processor. Further, the data processor decrypts the ciphertext using the private that is
only known to the party.

KRA PIN and account numbers were classified among the sensitive data. Figure 5.5 illustrates the

encrypted format of the account numbers stored in the database.
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Figure 5.5:Account Number Encryption
Figure 5.6 illustrates the encrypted format of the KRA PIN stored in the database.
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Figure 5.6:PIN Encryption

5.3.3 Opt-in /Opt-out
Opt-in and Opt-out mechanisms were used to obtain people’s consent for the collection, use and
processing of personal data. Figure 5.7 illustrates the opt-out option that data subjects have and by

clicking on the terms and conditions, data subjects indicated their consent to personal data
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collection. The opt-in process described an affirmative action by the data subject to offer their
consent for data collection. In the same context, the opt-out option enabled the data subjects to

withdraw consent for processing activities.

Personal Data Protection Tool

Personal Details

Personal Information

Role

Palitical Affliations

Bank Account Details

Passport Number Social Security Number
A Mumb Country
First name Middle Name KRA Number ¥
Birth Certificate Number —
Address Gender Choose... Address 2
Mext of Kin Details Email Designation Education Cuabfications
Phone number Date of Birth

Salary Rangs
Employar

Health Deatails

Native Languags

Additional Information Tribe

Info

Religion

Agree to term and conditions

Figure 5.7:Page Indicating Consent

Figure 5.8 illustrates the opt-in method.

Figure 5.8:Opt-in Method
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Figure 5.9 demonstrates the database response when the data processors queried the database to

check if a data subject had opted in. The database responded with the “True” Status code.

Optin
GET v http://localhost:8080/ew-1.0/Optin
Params Auth Headers (8, Body ® Pre-req. Tests Settings Cookies Body v
Query Params Pretty  Raw Preview  Visualize HIML v =
KEY VALUE DESCRIPTION oo Bulk Edit E i p g e
1 f"success":true, "statusCode":"00"}

Figure 5.9:0Opt-in Response
In the same context, phone numbers were used to check whether the data subject had opted out
from personal data collection and processing activities. Figure 5.10 illustrates the opt-out method

used to filter the data subjects who had opted out.

OptProcessor optOut(String phoneNumber) {

Figure 5.10:0pt-out Method
Figure 5.11 demonstrates the database response when the data processor queried the data base The

database responds with the “True” Status code.

OptOut
GET v http://localhost:8080/ew-1.0/OptOut
th Headers (8) Body ® Pre-req. Tests Settings Cookies Body v
JSON v Beautify Pretty Raw Preview Visualize HTML
< | i 1 i"success":true, "statusCode":"00"}
2 “phoneNumber" : "254711195921"
3 R

Figure 5-11:Opt-out Response

5.3.4 Personal Data Access

This study applied the use of OTP to authorize data processors to access personal data. This step
ensured that only authorized users access the data. This step controls who accessed, modified,

deleted, or performed any activity on the personal data. Figure 5.12 illustrates the OTP page.
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Password
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Remember me Enter OTP to —|
procead

Confirm identity

Figure 5.12:0TP Page
Figure 5.13 illustrates the OTP sent to authorize data access.

EW - DATA PROTECTION [/ DataAccess

POST v http://localhost:8080/ew-1.0/DataAccess

Params Auth Headers (8) Body ® Pre-req. Tests Settings

raw v JSON v

1 H

2 "data-processoxr":"2547@2376550",
3 "otp":"0239934",

4 "data-subject":"254712234578"

5

Figure 5.13:Data Access OTP

5.3.5 Personal Data Processing

In this stage, the data inputted during data collection was processed.it involved organizing, editing
and dissemination of data. This section covered all the activities described in the study. Figure
5.14 illustrates all the data processing activities which include collecting, viewing, updating, and

deleting personal data.

Main DaShboal'd ‘ permissions Profiles |Users
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Figure 5.14: Data Processing Activities

Figure 5.15 illustrates how data processing OTP was generated.

Figure 5.15: Data Processing OTP

5.3.6 Personal Data Deletion

Personal data deletion involved permanent erasure of personal data from the data storage upon
data subject’s request. This process was carried out under various conditions such as.
1. Personal data was no longer necessary in relation to the purposes for which it was collected.
2. Data subject withdrew consent of data processing.
3. Personal data have been unlawfully processed.

Figure 5.16 illustrates the data deletion request and approval process.

Figure 5.16: Data Deletion Request
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5.4 System Testing

Manual and automated testing was carried out to check the functionality, reliability, performance,
and the security of the developed tool. Manual testing was carried out to identify possible bugs,
issues, and defects of the application.

Different categories of potential users were requested to carry out system testing. These individuals
were employees of organizations that collect personal data, moreover some were human resource
personnel who are mainly the custodian of personal data within an organization. Further,
individuals who have previously shared their personal data with organizations also took part in

testing the effectiveness of the developed tool. Table 5.3 illustrated the test cases generated during

manual testing.
Table 5.3 :Test Cases

Test | Name Test Description Pass Fail

Done

5 Personal Data Encryption Sensitive Data stored | 5 0
should be encrypted

3 Personal Data Access Send OTP to authorize | 3 0
Data Access

5 Personal Data Processing Send OTP to authorize | 5 1
Data Processing

3 Personal Data Deletion Delete Data Request 3 0

2 Opt-in Select opt-in field 2 0

2 Opt-out Select opt-out field 2 0

Total 20 1

The test results were passed for 19 users which represent 95 % of the total tests conducted. A
failure result was noted in one user who could not receive the one-time password. See Appendix
Further, automated testing was also carried out to test the functionality and reliability of the

application. Postman tool was used for automated testing and to sanitize and validate inputs. Figure

5.17 indicates the test results which are denoted by a success message.
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Figure 5.17: Test Results
5.5 System Validation

System validation was carried out to ensure the developed tool achieved the research objectives.
This was done by getting feedback from potential users and recording their feedback. This helped
in determining whether the developed tool was applicable for secure collection, secure storage and
secure processing of personal data as well as ensuring confidentiality and integrity of personal
data.

Potential users of the developed tool were randomly selected to carry out system validation. Same
as in the system These individuals represented organizations that collect personal data. In the same
context, individuals who have previously shared their personal data with organizations also took
part in the system validation process. 70% of the users found the tool useful and would recommend
it for protecting personal data. Additionally, 83% of the users were able to validate the developed
functionalities of the tool. In summary, the results from validation show that the developed
integrated tool can be effective in personal data protection. For more information on validation

results refer to Appendix B

5.6 System Performance

In this stage, users also verified the performance of the developed tool to ensure that it fulfilled the
research objectives. The performance of the developed integrated personal data protection tool was
determined by its ability to encrypt personal data to ensure secure storage, the opt-in and opt out
mechanisms that allowed data subjects to have control of their data, as well as its ability to send
OTPs that regulated access to personal data.

Table 5.4 indicates the performance of the tool in achieving each functionality.

Table 5.4 System Performance

Functionality Pass Rate
Send and Receive OTP 90.9%
Opt-in and Opt-out Option 100%
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Data Encryption 100%

Average Performance 96.9%

5.7 Conclusion

This chapter covered the implementation of the integrated personal data protection tool and
provided a detailed description of the hardware, software and network specifications used to build
the tool. Further, the chapter provided a breakdown of the modules, interfaces and the processes
involved in the tool. To close the chapter, the testing tools and procedures used to validate the
performance of the tool were described in detail.
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Chapter 6: Discussion of Key Results

6.1 Overview

This chapter analyses the key findings derived from the study and from the development, design,
and testing developed integrated tool. The developed tool was reviewed to ascertain that it met the
research objectives. The study results were also reviewed to examine whether they concurred with

the literature review and that all the research questions were answered.

6.2 Objective One: Identifying Categories of Personal Data

The first objective of the study was aimed at identifying categories of personal data processed by
organizations. This objective was achieved through systematic literature review whereby the
literature revealed that organizations collect personal data for decision making and advertisement
purposes.The common personal data collected to identify someone is the name. name is the most
common means of identifying someone. However, a combination of identifiers is used to identify
an individual. Such identifiers include but are not limited to personal identification numbers,
address information, personal characteristics, and property information.

The literature further categorized personal data into sensitive data and non-sensitive data. Sensitive
personal data is a category of personal data that requires extra protection. In today’s technological
world organizations are collecting, re-using, and processing personal data on an unprecedented
scale, without observing data limits, this has led to an increasing concern about the effectiveness
of the existing data protection law and the need for a comprehensive tool for personal data

protection.

6.3 Objective Two: Reviewing Techniques, Tools and Approaches used by organizations to
securely process personal data

The second objective of the study was to review the techniques, tools and approaches used by
organizations to securely process personal data. This objective was achieved by systematic
literature review methodology in that that the literature identified several techniques and
approaches used to securely process personal data. Data encryption, data masking, data
anonymization and data pseudonymization are the common tools that organizations use to protect
personal data.

The literature reviewed the existing data protection tools are prone to errors and require constant

improvement for them to recognize the emerging data threats. Other data protection tools are rigid
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because and can be exploited remotely by users. These gaps can be addressed by the development

of an integrated tool for protecting personal data.

6.4 Objective Three: Designing, Developing and Testing an integrated tool for Personal
Data Protection

The third research objective was to design, develop and test the developed tool for protecting
personal data. The objective was achieved by employing the agile development methodology that
guided the design, development, and testing of the integrated tool. The tool was designed and
modelled using various tools that included flowchart, use case, sequence diagram and ERD
diagrams.

Development of the personal data protection tool was done using IntelliJ and Java Object oriented
programming language. The APIs were setup using Postman API testing tool. Before delivery and
deployment, manual and automated testing were carried out to test the functionality of the tool.

User feedback was also collected using standard google forms.

6.5 Objective Four: To validate the effectiveness of the developed tool in securing the
processing of personal data

The fourth and final objective was aimed at validating the effectiveness of the developed in
securing the processing of personal data. This objective was achieved by collecting personal data
from potential users and allowing them to test the tool as well as recording their feedback.

The results from the validation survey showed that an average of 70% of the users found the
developed tool relevant and would recommend it to others. The results also showed that the

developed tool had a high accuracy rate and can reliably be used to protect personal data.

6.6 Conclusion

This chapter discussed how the research objectives were actualized by identifying the common
personal data collected by organizations to identify individuals. Further the chapter pointed out the
challenges faced by organizations in securely processing personal data. The chapter also discussed
the tools used to design, develop, and test the developed system.

To close the chapter, the tools used to validate the developed application as well as its accuracy

were described.
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Chapter 7: Conclusions, Recommendation and Future Work

7.1 Introduction

This chapter summarizes the main purpose of the study, which was to develop an integrated tool
that helps organizations to securely store and securely process personal data. Through conclusions,
this chapter also summarizes the research objectives and how they were achieved through literature
review, design, the, development and testing of the integrated tool. Further, this section gives
recommendations on the developed tool as well as suggestions for future work that can be done to
extend this study.

7.2 Conclusion

This study focused on developing an integrated tool for personal data protection, and applied an
integrated approach to ensure secure collection, secure storage, secure access, and secure sharing
of personal data. One-time passwords were used to ensure secure access and sharing of data, and
RSA encryption technigque, was employed to protect all the stored sensitive data. Further, the tool
provided opt-in and opt-out options that allow data subjects to have more control of their data.
The literature review revealed the gaps in the existing tools and approaches used to protect personal
data prompting the need to develop an integrated tool to address the deficiencies. The developed
tool met the functional and non-functional requirements as well as the stated objectives. Further,
validation and testing were done where the results proved that the tool can be used to protect
personal data.

7.3 Recommendation

The researcher recommends that, while using the developed tool, individuals and organizations
should collect and process personal data lawfully to ensure data quality and that they must maintain
security safeguards to protect the data. Any personal data collection and processing with malicious
intentions is highly discouraged and the researcher will not bear any responsibility. Moreover, the

use and application of this tool should be in accordance with the Data Protection Act 2019.

7.4 Future Work

To extend the results from this study, and make the developed tool more robust, future work can
focus on creating a backend application that consumes the data sent by the APIs and implements

more backend components to make it dynamic.
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Moreover, future work can extend the data encryption technique used in the study, to include two
different types of encryptions, for instance combine RSA and AES encryption techniques to

exploit the advantages of each technique to build a high security encryption algorithm.
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Appendices

Appendix A: Personal Data Collection Form

Personal Data Collection Form

* Reguired

1. Do vyouconsent to collection of your personal data?
Mark only one oval.

Yes
Mo

Mayhsa

2. Full narmas *

3. Date of Birth *

4. Phone Number *

Ermail Addrass *

]

6. Passport Numbaer *
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10.

1.

12

KRA Mumbar *

Identification Mumbers *

Emgployment Status *
Mark only one oval

Full tirme

Par time

Bank Details *

Bank Account Mame *

Bank Account Murmber

Gender
Mark only one oval.

Farnale
Male

Other:
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14. Disability Status *

15 Addresses *

16.  Profession *
Mark only one oval.

Gawernment Official

Consultant
Demestic Workes
IT Epacializt
Teacher

Student
Financial Sector

Other:

17.  Comments
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Appendix B: Personal Data Protection User Feedback

Personal Data Protection
Thiz is a swurvey Tonm lor user feedback

* Required

1. Are you willing to share your personal data for research purpose? *
Mark only one oval.

Mo

eI

2. Have you opted in for Personal data collection and processing
Mark only one oval.

Yeg

Mo

3. Did you receive OTP to authorize Personal Data Processing? *
Mark only one oval.

Yes

Mo

4. Iwould recommeand this tool for personal data protection *
Mark only one oval.
Agres
Meiitral
Strangly agree
Dizagres

Strangly dizagres

5. How effective is the tool in protecting your personal data *

dark only B Oa
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Appendix C: Validation Test Responses

Are you willing to share your personal data for research purpose?
22 responses
® No
@ yes
Have you opted in for Personal data collection and processing
22 responses
® ves
® No
Yes
22 (100%)
Did you receive OTP to authorize Personal Data Processing?
22 responses
® Yes
® Mo
| would recommend this tool for personal data protection
22 responses
® Agree
@ Neutral
@ Strongly agree
@ Dizagree
@ Strongly disagree
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How effective is the tocl in protecting your perscnal data

22 responses

15
10
5
O(Clb%] 0 ((‘)%) O(?%J Q (t‘)%] O((ll%] Q ((‘)%l 0(?%]
0
1 2 3 4 5 i} 7
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