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Abstract

Today’s world has seen a rapid increase in the number of users of mobile devices. Since the first
mobile launch in the last quarter of the 19" century, mobile devices have evolved from their weight
cost and functionalities to become pervasive tools. Mobile technology has provided us with mobile
and flexible tools to work with, communicate, and store data. As mobility and flexibility increase,
so are the risks to the information accessed from mobile devices. The devices host a lot of sensitive

personal data which attackers can illegally access.

The sensitive personal data focuses on a category of select data, which the user gets to identify as
sensitive on the mobile devices in the format of contacts, text messages, audios, videos, and
documents such as word, pdf, excel, among others. Once exposed to unauthorised personnel or
access by applications can cause exposure or harm to the user and the subjects related. Mobile
devices and their storage have come under increasing attack, putting the sensitive data on the
device in jeopardy. In addition, the data in the device's local storage is at risk of threats associated
with the mobile, such as spam, virus, spyware, theft and loss of device and unauthorised access

due to non-utilisation of the basic security measures deployed by mobile manufacturers.

The proposed solution is an Android application tool that secures all sensitive personal data on
mobile devices by securely storing them in the remote cloud using cryptographic techniques. The
research adopted the Agile methodology to develop the proposed solution. The methodology is
more flexible and adaptable with making changes to the tool while allowing for faster delivery
within a short time. The tool uses the AES 256 algorithm, and this is because from analysis of the
symmetric algorithms, it is secure and with high computational complexity, and thus, any access
to the encrypted data by an intruder requires comparatively more time decrypting. The tested and
validated prototype provides a mechanism for restricting user access to the data with a set of
authentications in the system. The tests evaluated the system performance in which it showed the
encryption process and access of data averaged to a few seconds depending on the size of the file,
leading to a high rating of performance. Furthermore, it exhibited a high accuracy result for
confidentiality in the storage of data in the system. Compatibility tests further showed that the tool
could be accessible in the different versions of the Android operating system.

Keywords: Mobile Data, Encryption, Confidentiality, Authentication, Privacy,
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Chapter 1: Introduction

1.1 Background of Study

As technologies advance, mobile phones and tablets are becoming more common tools for
everyday use. Mobile devices are tools capable of storing and processing large amounts of
information and can be carried around easily by users. Thus, mobile devices have become essential
devices in modern lives. The devices tend to hold numerous types of user data, ranging from public
to private data. Some personal data include contacts, text messages, videos, photos, and documents
(Boyles et al., 2012).

With the growing use of the internet and smartphones, there have been considerable increases in
applications developed to meet users’ needs and demands. These applications have been found to
gain access and disclose personal information from the users’ devices by accessing them through
the android permissions granted (Hutchinson & Varol, 2018). Despite google security measures in
ensuring that malicious applications do not make it to the store, it is inevitable that some infected
disguised applications still make it through the security screening process and to the users’ mobile
devices. Research conducted on privacy and data management on mobile devices by Boyles et al.
(2012) indicates that there has been an increase in the malicious mobile applications and other
repackaged applications acting on the adversary’s behalf that execute on the mobile devices. File
systems are easily accessible; once malware gets to inspect user’s data, they steal sensitive
information, thus invading the users' privacy with a breach of their confidentiality.

The theft and loss of mobile devices are rampant, and it is an area of security concern regarding
confidentiality for users (Prey, 2020). Another area of security concern is mobile devices with
unprotected local storage, and this is usually due to vulnerabilities from operating system or
manufacturer model defects that can be exploited and situations where users do not get to utilise
the basic authentication methods such as pin and lock patterns to protect the data from being
accessed. Once such a device falls into the wrong hands, it becomes easier for unauthorised
personnel to access the device local storage and access the sensitive data that can easily be used in

ways that can negatively harm or impact the user (Kearns, 2016).



Confidentiality is such an essential element in maintaining humanity, social responsibilities, and
relationships, and as such, humans value their privacy and the protection of their sensitive data.
Data can reveal information about a person, including their relations in life, through contacts,
images, videos, messages, and documents stored on mobile devices. There is a possibility of
hijacking this data for potential misuse, and once this happens, the hijacked sensitive data threatens
the privacy of the users with a chance of a range of negative consequences. Hoven et al. (2019)
discuss moral reasons for limiting access to personal data and giving users control over it. The
moral reasons include prevention from harm, informational inequality, informational justice and
discrimination, and the encroachment on moral autonomy and human dignity. Ciphr (2020) reports
that several cases of mobile data breaches have been experienced over the years; some of them
have been reported, while for others, the users ignored and dealt with the consequences privately.
Among the people who have been reported to have experience mobile data breaches on their
personal sensitive data, they include the celebrities Emma Watson, Tiger Woods, and Olympics
Skier Lindsey Vonn. Due to hacking, their data from their local mobile storage was leaked online,
costing them their reputation. This act shows the need for mobile data protection as a security

concern for extensive consideration.

Security measures such as passwords are utilised as a standard measure in securing sensitive data
on mobile devices. Although the use of a password as a security mechanism may contribute to
confidentiality, its protection is instrumental to the safety of the data. Whilst technology is often
considered the cause of the confidentiality problem, it also provides several technological ways to
help prevent the issue. These technologies include communication anonymising tools such as Tor
and Brave browsers. They allow users to browse the web and share content securely. Cryptography
is a technology for confidentiality used to protect data through encryption to transform it into an
unreadable form. Other technologies include hashing for secure storage of passwords and virtual
private networks to create secure connections over networks and the use of antiviruses in devices

for detection, neutralisation and eradication of viruses, malware, and spyware. (Hoven et al., 2019)

This study strives to achieve confidentiality on the sensitive personal mobile data, focusing on
securing the select data files identified by the user as sensitive, ensuring to secure them remotely
and making them available. The designed tool provides a solution for enhancing the confidentiality

of the users’ sensitive data on the mobile device storage. The tools use the encryption algorithm



AES 256 to encrypt the data and then get uploaded to the cloud, where it is stored for availability

and protection from unauthorised personnel and applications.

1.2 Problem Statement

Several threats are associated with smartphone devices, leading to unauthorised access of the
mobile user device, putting the data in the mobile device in jeopardy. In the research conducted by
Rashidi and Fung (2015), several security threats have been identified on android devices. Further
analysis and research by CVE details (2021) identify the following rising security threats on
android mobile devices, information leakage, permission escalation attacks, denial of services, and
malware attack through repackaged applications. When an adversary acts upon these threats, they
strip the users of the right to privacy by compromising the confidentiality of data in mobile devices.
In the bid to secure data at rest on smartphones, developers have come up with applications such
as lock patterns, pins, and fingerprint readers to prevent unauthorised access to it. However, further
research established that hackers could easily crack patterns and pins to grant them access to the
data in smartphones (Zednet, 2016). Therefore, this poses a problem as the sensitive data stored in
the mobile device in unencrypted format can be accessed and read by malicious hackers and other
users in case of mobile loss. In the event of a mobile ransomware attack, the malware steals
sensitive data or locks the mobile device permanently, demanding payment before unlocking it or

returning the data to the user, thus making the data unavailable

1.3 Research Objectives

The study aims to design and develop a user-friendly tool to enhance confidentiality for the

sensitive personal user data stored in smartphone mobile devices.

1.4 Specific Objectives

1. To identify the threats for breaching the confidentiality of data stored in mobile devices
and their effects

2. To review the current tools and solutions for enhancing confidentiality and availability in
sensitive personal data on mobile devices and identify the existing gaps.

3. To design, develop and test a mobile application tool for enhancing confidentiality of

sensitive data on the mobile device and securely store them in the cloud.



4. To validate the security effectiveness for providing confidentiality of the data through

encryption and availability via cloud storage of the application.

1.5 Research Questions

1. What common threats exist for breaching the confidentiality of sensitive personal data
stored in mobile devices?

2. What tools and solutions exist for enhancing confidentiality in sensitive personal data on
mobile devices for users?

3. How will the application be designed, developed, and tested to enhance the confidentiality
of sensitive data on the mobile device and making it available?

4. How will the application be validated for security effectiveness?

1.6 Scope and limitation

The mobile data encryption tool is an android virtual drive encryption utility application that
streamlines the confidentiality and availability of data stored in android smartphone devices. This
tool enables users to store their sensitive data without worrying about confidentiality when the
mobile device is lost and the availability of the data. It gets to encrypt the data and uploads it to an
online server where it is stored in an encrypted form, in which it can be retrieved and viewed from

any android smartphone mobile device with the use of the encryption key created by the user.

The data stored can be retrieved using a different mobile device using the user's logins credentials

to access the application in case of a device loss.

Owing to the popularity of Android-based smartphones in the market, as they hold most of the
market share, the scope of this tool is limited to the android operating system.

1.7 Significance of the study

Mobile devices are at risk and vulnerable to attacks for unauthorised access, there have been
several solutions so far that have been provided to safeguard access to the mobile devices, but with
time they are proving not to be the most robust ways of providing confidentiality of the data in
storage. With these tools, there are processes through which attackers can access the security

features on the mobile devices, and to some extent, some users do not utilise the basic features



such as passcodes, making it even more straightforward for the attackers to get access to the
information.

Mobile devices theft and loss are also quite rampant to be overlooked. With the amount of sensitive
and personal information stored on mobile devices, it is essential to protect sensitive data from

unauthorised access and get exposed by malicious applications and users.



Chapter 2: Literature Review

2.1 Introduction

Mobile devices such as smartphones and PDAs are now essential personal and business
communication tools. Among other functions, mobile devices are used to make calls, exchange
multimedia messages, surf the web, check emails, pay bills, download games, download music,
and more. To support its functions, mobile devices today carry with them confidential information
such as emails, messages, pictures and contact numbers, which exposes the owners of these devices
to security risks and threats unknown before. In a survey by the computer security professional,
42 per cent cited theft of mobile devices as a top information technology threat (Grover, 2016).

However, the loss of the device itself is perceived to be small compared to its content value.

Data has got much value in the digital world, and thus protecting data is of utmost importance. Not
only must the transactional data be safeguarded, but the sensitive personal data as well, as it gets
to reveal relationships of individuals and cooperates. In realising the importance of protecting
confidential information, some entities and users have taken vital steps to secure the information
and data within their premises and computers. However, often preserving the confidentiality of
data residing in mobile devices is either overlooked or taken lightly, resulting in the loss of
essential and confidential data. Since, in this case, most data and information are no longer just
residing in static devices like servers and storage, protecting the data and information in the mobile
devices is thus becoming a critical issue. A report published on mobile security indicates that 2 out
of 10 companies have experienced a mobile cyber-attack with a larger utterly unaware of whether

they have been breached (Dimensional Research, 2017).

2.2 Mobile Devices and Personal Data

With the increase in mobile device sophistication, smartphones hold much power due to the
amount of data available in them. The information generated and stored on these devices can either
be classified as public or private information based on the sensitive nature of the data. It is essential

to protect the sensitive data in the device from prying eyes.

According to Ohm (2015), Sensitive data is described as data that can be used to enable the privacy

or security of an individual when placed in the wrong hands. When lost or accessed unauthorised,



sensitive information can lead to significant contractual or legal liabilities, especially at the
organisation level, as it can cause severe damage to the organisation image and reputation and
individual negative reputation. In this research, sensitive data can be identified based on the users’
knowledge of the compelling form of harm it can cause to their daily lives. It can also be found on
the state of damage it exposes the user to and the harm that the data can cause and tell most of

about the subjects involved in the data from the relationships that can be linked.

There is the idea that the variety of laws that define sensitive data have a common approach
underneath the surface. It derives the unstated factor that helps determine whether some specific
type of data is sensitive and worthy of protection. This thou get to serve as a descriptive and
normative restatement of the factors that add up to the conclusion of sensitivity. Sensitive data can

be further classified into at least three types. The three types of classification entail.

Inherently sensitive information: This data can cause concrete harm merely by being known to
another. This category of information can usually be connected to a category of ancient damage
such as blackmail and harassment. The information can be often considered embarrassing, and as
such, such kinds of data tend to be held closely in confidence. The second category of sensitive
data can be classified as inferential sensitive data; This type of data is connected to harm through
at least one inferential or predictive step. This can be from past or present documents of individuals
relating to education, ethnicity, and creditworthiness. The third category of sensitive data can be
classified as Instrumentally sensitive data. The data in this category can lead to harm, but not,
merely through the knowledge or inference of another person, the damage it causes if from being
used, example in this category could be hackers obtaining a document bearing your home address,

which gets to be used with stalkers and predators to harm someone.

2.3 Mobile Device Platforms

The mobile environment is perceived to be vulnerable due to its features such as open medium,
network topology and decentralised management. The threats associated with mobile devices
vary depending on the operating systems (Kearns, 2016). A mobile operating system is a
software that allows smartphones and other devices to run applications and other programs, and
they manage cellular and wireless connectivity and access to the device. The mobile operating
systems in the market include Apple 10S, Android, Blackberry and Windows. Android mobile



devices are the most popular used operating system in the market, as they take up to 75% - 80%
of the mobile devices in the market (Zhernakov & Gavrilov, 2017). Despite Android having the
largest market share, Apple operating system has been considered for some time to be more
secure. This is primarily attributed to Apple being a closed system while Android offers an open-
source system (Garg & Baliyan, 2021). The open-source code is available to developers and
device manufacturers to build applications for the platform and modify the system to the needs

of the hardware performance.

Farooq (2018) described the Android system structure as a Linux Kkernel that implements a
monolithic architecture whose components are interconnected and composed as one piece. All the
kernel components such as shared memory, power management and drivers run in the same layer
with no isolation between them. Figure 2.1 show an android operating system architecture. Device
manufacturers often use custom drivers to support their hardware, and this customisation gives a
chance of having poor quality made drivers that could pose a security threat. Unlike Android
Operating System, Apple 10S cannot be installed on any device that is not produced by Apple as
there is no license for that, and this gives it a security advantage in managing the tests and quality

of drivers being implemented in the 10S architecture.
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Figure 2.1: Android Operating system architecture

Source: (Tam et al., 2017)



2.3.1 Operating System Protection

The operating system communicates directly with the hardware or the drivers. Its main principle
is to provide hardware features to users of its system. The security of the operating system is thus
focused on protection mechanism and its control access. Protection mechanism access control to
a system works by limiting the types of file access being granted to users. This mechanism ensures
that only authorised processes from the operating system can operate on the memory segments,
the processors and other device resources. Protection is provided by a mechanism that controls the
access to applications, processes or users to the defined resources in the system (Wessel et al.,
2015). Security in the system ensures the authentication of the system users and in protecting the
integrity of the information in the system. The security system thus prevents unauthorised access,

malicious alteration of data and system modification to introduce inconsistency.

As the Operating System become more sophisticated and pervasive in its applications, the need to
protect its integrity has risen (Furnell et al., 2008). Protection was initially conceived as an adjunct
to multiprogramming operating systems, so untrustworthy applications could safely share a
standard logical to a directory of files. With such, modern security concepts would now need to

evolve as there is an increase in the use of shared resources in the operating system.

While the application makes access requests to gain the necessary permissions to protected
resources granted by the kernel, the user also controls some of the permissions. One central
problem, however, is the inability of users to make good security choices. According to Li and
Clark (2013), the typical users neither have the necessary understanding of the available security
mechanisms nor the ability to utilise those protection mechanisms to their full benefit properly.
Thus, users have little trouble granting dangerous permissions when installing free Android
applications. The burden placed on users to manage arcane security options is a risk opportunity

for attackers to take advantage of the gap between the perception and reality of risk.

2.4 Threats for personal data in mobile devices

Today, mobile devices have come under increasing attack, and no one is immune. Mobile devices,
just like personal computers, are vulnerable to spam, viruses, spyware, theft, loss, and even
phishing attacks. The data breach may not be as widespread as reported, but it is rising (Collett,
2017).



2.4.1 Loss or Theft of Device

The convenience of mobile devices, has led to information being stored in it that is both sensitive
to the user and confidential to corporates. This is quite a challenge as it further aggravates the risk
of loss of confidential information. With the devices being tiny, it makes it relatively easy to move
around with, and in most cases, the devices tend to be stolen or sometimes misplaced, and with the
confidential information stored in it, it can get to be misused if it falls into the wrong hands
(Hernandez et al., 2018).

2.4.2 Malware and Spyware

Mobile Malware and Spyware is also a significant threat to mobile devices. In research conducted
and a report published in the first quarter of the year on mobile threats, McAfee labs could detect
more than 1.5 million new mobile malware incidents of mobile devices (McAfee, 2017). Hackers
use mobile malware to gain access to devices to access unauthorised data. This malware can find
its way to mobile devices through malicious applications installed on the devices. The malware
could have codes that get to execute on the mobile devices, and with the various access permission
granted through the android permissions, they can get to monitor, track activities, steal sensitive
data from the mobile device, including making unauthorised calls and sending text messages on

behalf of the user.

2.4.3 Permission Escalation

Android applications do not usually have permissions associated with them by default. They are
usually enforced with android mandatory access control in the form of a permission system, and
thus, to gain access to the applications, they request the user for the permissions needed during
installation. Rashidi and Fung (2015) classify android permissions into four categories. These
categories include normal, dangerous, signatures and signatures or system permissions. Normal
permission is the lower risk permission granted to the applications to access the isolated
application features with minimal risk to other applications in the system and the user. Dangerous
permission is higher-risk permission granted to applications to access and control the private user
data, which can negatively impact the user. Signature permission is that type of permission given
to the application by the system based on whether the requesting application has a signed certificate

similar to the application declaring the permission. Signature or system is the permission granted
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to applications in the android system image or signed with a certificate similar to the application
declaring the permission. The threat thus emanates from giving irrelevant access to applications
during the installation process. During installation, applications usually request the user access to
system resources such as contacts, SMS, gallery, camera, and storage. The applications requesting
permission often are designed with no options for the user to grant access selectively; it usually
either in whole or not granted at all, which leads to the successful or unsuccessful installation of
the application (Farooq, 2018). The granting of permission leads to many applications gaining
access to personal data on a mobile device.

2.4.4 Insecure Data Storage

In the OWASP, Mobile Top 10 list that identifies the type of security vulnerabilities that are faced
by mobile apps globally, it enlists insecure data storage as the second most vulnerability on mobile
devices (Qian et al., 2019). It categorises the insecure data storage risk as easy, with common
prevalence, average detectability, and severe impact if exploited. It further explains the easy ways
through which an adversary can access the insecure data storage by gaining access to a stolen

device or by using malware that can be facilitated through repackaged applications.

2.5 Trends Increase in Vulnerabilities

Further study on the android vulnerabilities has revealed a drastic increase in android
vulnerabilities over the years (Umasankar, 2017). Statistics from the ultimate security vulnerability
data source supports the claim. The CVE details are an all-vulnerability database that uses common
identifiers to represent the vulnerabilities using a common vulnerability scoring system score
(CVSS). Based on the CVSS, further classification of the identified vulnerability is done based on

its severity level. Table 2.1 indicates the vulnerability increase over time.

Table 2. 1: Number of Vulnerabilities reported on Android over the years

YEAR No of Vulnerabilities
2013 7

2014 13

2015 125

2016 523
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2017 842

2018 613
2019 414
2020 859

Source: (CVE details, 2021)

Further statistics on the vulnerabilities provide an overview of the most occurring and reported
threats over the years on android devices. The highly reported is the code execution vulnerability,
followed closely by the denial-of-service attack and gaining information for storage of mobile

devices. Figure 2.2 gives an overview of the vulnerability analysis.

Vulnerability Analysis

® Gain Privillage

= Remote code Execution
= Denial of Service

= Buffer Overflow

® Gain Information

= Memory Corruption

%

Figure 2.2 Android Vulnerability Analysis

Source: (CVE Details, 2019)

The identified vulnerabilities have been rising over the years. The figure 2.3 gives an overview of

the common trends by year and rise.
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Figure 2.3: Vulnerability Trend Over the Years

The identified vulnerabilities have been exploited over time by hackers using various malware and

viruses to gain access to mobile devices.

Hence with more sensitive data in devices against the vulnerabilities in the device storage,
safeguarding it is a requirement, and the best techniques are required in offering the necessary
protection for the data at rest on the mobile devices. Cryptography algorithms are widely available

and recommended for use to accomplish data security (Irwan et al., 2016).

2.6 Cryptography

During storage and transmission of data, it is crucial to secure the data only to be read or processed
by those for whom it is intended, and cryptography achieves this. Cryptography is a method in
which information and communication are protected with codes only to be accessed by those it is
intended. The protection is achieved using mathematical concepts, and rule-based calculations

called algorithms to transform the data in hard to decipher ways, as shown in figure 2.4 (Kessler).
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Figure 2.4: Cryptography process
(Source: TechTarget)

There are many processes of achieving cryptography using algorithms, but the most common and
widely used methods can be grouped into two major categories: Asymmetric and Symmetric

Cryptography.
2.6.1 Asymmetric Encryption

Asymmetric encryption is also known as public-key encryption. In this type of cryptography,
encryption is usually accomplished using public and the other key private. The private key is used
to encrypt, decrypt and digitally sign files, and the public key can be used to do the same. The
public key is freely distributed and widely accessed for use, while the private key is only known
to the user. Despite the broadcast of the public key being that they are generated as a pair, it does
not make the private key insecure, as the knowledge of one does not allow someone to determine
the other key quickly. To accomplish the encryption process for using the technique, it does not
matter which key is applied first, as both keys are required for the process to be complete (Solanki
& Patel, 2012).

Merkle, Diffie and Hellman introduced the idea of Public Key Cryptography. Its main goal was to

provide privacy for two parties to communicate securely over a non-secure channel.

2.6.2 Symmetric Key Cryptography

This cryptography is also known as private key cryptography, in which encryption and decryption

are performed using the same key. Symmetric cryptography is based on a block cipher or a stream
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cipher concept. The majority of encryption applies the block concepts as they are mostly used to
encrypt large data sets. In this concept, the set lengths of the data sets are usually encrypted in
blocks of data to achieve the final encryption (Kaur & Mahajan 2013). The Symmetric algorithm
in use among them includes Data Encryption Standard (DES), Advanced Encryption Standard
(AES), International Data Encryption Algorithm (IDEA) and Blowfish.

2.6.3 Comparative Analysis of Encryption Algorithms

As electronic data rises, there is an expanding essential for data protection, and in selecting the
most effective algorithm, the encryption must ensure complete protection without compromising
efficiency (Toldinas et al., 2011). In a research conducted by Yegireddi and Kumar (2016) on the
performance evaluation of different cryptographic algorithms, they determined that the security of
an algorithm is based on the length of the key in use. The comparison of the private and public-
key cryptography showed that private key algorithms require less memory than the public key
algorithm, while in terms of speed, it was determined that the computational speed of the private
key algorithm is much faster than the public key algorithm.

In further comprehensive evaluation research by Patil et al. (2016), a comparative analysis of the
commonly used encryption algorithms' performance efficiency and security measures is carried
out. The comparative analysis is of the algorithms AES, Blowfish, DES and RSA using the
parameters key length, turnability, speed, encryption ratio and security attacks. The
implementation results reveal that the algorithm Blowfish scores the highest average entropy speed
per byte of encryption, while RSA is the least efficient in terms of encryption speed. Blowfish
takes the least memory in the memory required, followed closely by AES and DES, while RSA
requires the most extensive memory. In evaluating the algorithms based on the parameter of
avalanche effects, the AES algorithm scores the highest, thus making it the most efficient for use
in applications where confidentiality and integrity are of the highest priority (Patil et al., 2016).
The common algorithm on energy consumption cost analysis of mobile data encryption and
decryption research conducted by Pry and Lomotey (2016) concluded that the AES algorithm is

the most effective for mobile devices due to its low power usage.
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2.7 Mobile Confidentiality Best Practices

As an IT strategy for ensuring confidentiality, integrity and availability of the data, encryption
provides the solution to protect the data that lives on and between the devices. Encryption is one
of the most powerful ways to keep the user’s data safe, and while it isn’t impenetrable, it’s a
significant deterrent to hackers (Kumari, 2017). Even if data does end up getting stolen, it will be
unreadable and nearly useless if it’s encrypted. According to Heath (2018), mobile phone makers
and operating systems developers have incorporated encryptions on the devices to be utilised by
the users. The devices can achieve the available encryptions solutions in the following ways.

Full device encryption (FDE): This is the primary way to protect the mobile devices and the at-
rest data. Any files saved to the device are automatically encrypted.

Pre-encrypting data that’s synced with the cloud: there are some software available that can get to
pre-encrypt data before it is synced to the cloud, making it unreadable by the cloud or anyone who
hacks into it. This leaves the files still stored on the device unencrypted and are still vulnerable.

File encryption: This provides a way to encrypt at-rest data on a file-by-file basis, not to be read if
intercepted. This isn’t automatic, but it’s beneficial because it stays encrypted after leaving its

place of origin.

As a common solution to users on enhancing confidentiality of data, different mobile models and
researchers have come up with various mobile tools to solve the challenge.

2.8 Review of the Existing Solutions
2.8.1 Samsung Knox Platform

This is a security feature developed by the Samsung Electronics Group for the protection of data
in the devices. A whitepaper published by the Samsung Knox platform (2015) states that the
Samsung Knox platform is an integrated suite of security features that protects sensitive data on a
Knox enabled device. Knox is built into the hardware and software protection of the Samsung
flagship devices. The Samsung Knox is serviced by the principles of software integrity, data
storage protection, data isolation and the least privilege to provide security for the mobile user.
The system is developed to detect any modification in the kernel, and it offers secure boot, trusted

boot, and security enhancements for android protection. The whitepaper by Samsung Knox on the
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Knox overview reveals that for the software to ensure data protection with the least privilege, it
ensures a minimum level of access for applications in the device to do their job. Furthermore, it
provides on-device encryption for Knox sensitive data protection and further isolates data by
providing a secure workspace that stores private data away from the untrusted application

(Dorjmyagmar et al., 2017). Figure 2.5 shows a standard Knox architecture.

Normal World Secure World

|
|
I Trusted Trusted
Guest A Guest A Guest B Guest B | Rt
App1l App2 Appl App2 s Appl
|
| Trusted Boot
Guest Linux Kernel A Guest Linux Kernel B | oS Firmware
|
| Container
Hypervisor | (PKM / RKP)
------------------------- I
SMC
Runtime EL3 Firmware (Secure Monitor) Boot
Firmware

Figure 2.5: Samsung Knox architecture

Source: (Dorjmyagmar et al., 2017)

The Multi-layered mobile security platform consists of the Trusted Execution Environment that
resides in the secure world in ensuring storage of sensitive data, processing and protection. The
trust zone Trusted Execution Environment performs attestation and provision of the secure storage

mechanism for crypto keys (Krishnan, 2015)

Despite the security measures implemented in the system in ensuring confidentiality and integrity,
further research conducted by Dorjmyagmar et al. (2017) on the security analysis on the Samsung
Knox reveals that there are attacks scenarios that can be utilised to get access to the user device.
Among the vulnerabilities include clipboard data exposure with CVE 2016-3996 that an adversary
can use to intercept the contents of the Knox clipboard. Furthermore, ecryptfs Key Exposure with
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CVE-2016-1919 reveals a gap in which an adversary can decrypt the Knox data without the user
password. This is because the key used for encryption, the master key, is generated by the key
derivation algorithm PBKDF2 that is susceptible due to the inadequate generation of the ecryptFS
key. Knox USB attack using ADB and man in the middle attack is also the other attack scenarios

identified for Samsung Knox.

2.8.2 AppLock for Efficient storage Encryption

AppLock is an android mobile-based solution that provides a secure framework for storing data on
mobile devices. The developed solution was provided by Lu, Kuo and Fang in their research for
efficient storage encryption for Android mobile devices. The solution integrates AES, Bcrypt,
PBKDF2 encryption and MD5 hash schemes to provide efficient storage (Lu et al., 2016).

The AppLock solution consists of three components for the design of privacy: The Activity lock
subsystem, data protection, and authentication system. The Applock activity lock subsystem
implements an interface that enables the user to lock applications in the device using a password.
The password is defined by the user and protects in storage by the MD5 hashing algorithm. The
data protection subsystem implements an interface that allows the user to select a list of files from
the data stored on the mobile device to protect it. The files are protected with the use of a password
that the user enters. The subsystem then uses BCrypt to generate the first set of ciphertext code
which becomes Key 1 and is stored locally on the device. The data protection subsystem further
uses the PBKDF2 to generate the second set of ciphertext code, which becomes Key 2 and is used
to encrypt the data with AES encryption. Figure 2.6 provides an overview of the overall procedure
for the AppLock data protection system, while figure 2.7 gives an overview of the encryption

procedure.
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2.8.3 CryptAll Application for Data Security

A CryptAll android solution is a tool developed to provide data privacy that uses AES 256-bit
encryption and decryption algorithm to accomplish confidentiality on mobile devices. It was
developed by Vishare et al. (2017) in their research on data security using authenticated encryption
and decryption algorithm for android devices. The tool provides the features for registration,
encryption, and decryption with an option for cloud backup of the encrypted files. The figure 2.8
provides an overview of the CryptAll application interface. It functions in a way that the user gets
to mark the sensitive files in the device, and in the event of an intrusion, the files marked as
sensitive are automatically encrypted on the device. Furthermore, the solution offers a backup to
cloud option for the encrypted files to prevent data loss. However, to accomplish this, the file has

to be manually encrypted and manually uploaded to the cloud.
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Figure 2.8 CryptAll System architecture

Source: (Vishare et al., 2017)

2.8.4 Mobiflage for Deniable Storage

The Mobiflage is a solution designed for data confidentiality on mobile devices using plausible deniability
encryption. It enables Plausible Deniability Encryption by hiding encrypted volumes with random data in
the device free storage to conceal the existence of additional volumes. Mobiflage implementation is in two

variants, the Mobiflage-SD designed for use on devices with FAT-32 removable SD cards, while the

20



Mobiflage-MTP variant is designed for use on devices that share a single internal partition for both
applications and user-accessible data (Skillen & Mannan, 2014).

Mobiflage consists of features that define the mode of operations of the device into two, that is, the standard
mode and the Plausible Deniable Encryption mode. The standard mode is used for the device's day-to-day
operation by providing storage encryption without deniability. In this mode, the user supplies their decoy
password at boot time, and the storage media is mounted in the default way. The plausible deniable
encryption mode is used whenever the user needs to store sensitive data whose existence may need to be
denied when coerced. The user supplies their true password during boot to activate the PDE mode and
mount the hidden volumes. Figure 2.9 illustrates the PDE mode. In the storage layout, the entire file is
encrypted with a decoy and formatted for regular use. This is referred to as the outer volume. Hidden
volumes are additional file systems created at different offsets within the disk and encrypted with different
keys. Hidden volumes are the decoys, but there exists at least one volume containing the actual sensitive

data that s encrypted with the true key.
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Figure 2.9: Mobiflage Initialization Process

Source: (Skillen and Mannan, 2014)
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2.8.5 Mobile Data Self Encryption Scheme for Data Security

In a research paper by Chen and Ku (2009) on a self-encryption scheme for data security in mobile
devices, they proposed a novel data encryption scheme to address the issue of data security.
Looking at the data as a binary bitstream, the self-encryption scheme would generate a keystream
by randomly extracting bits from the stream. The length of the keystream is dependent on the user
security requirement. The bitstream is encrypted and the ciphertext stored on the mobile device,
whereas the keystream is stored separately, making it computationally complex to recover the
original data from the ciphertext. Gurdhalkar et al. (2018) further developed a system to provide
security to the data on mobile. In the self-encryption system, the data would be browsed or added
from a micro SD, encrypt the file, and store the encrypted file on the Micro SD or the internal
mobile storage, and the encryption key would then be uploaded to the server for storage. The
system utilised the AES 128 Algorithm for encryption of the data.

2.9 Summary of Gaps with Existing Solutions

The tools discussed above are available to provide confidentiality of sensitive data captured on the
mobile device. However, the tools still leave a gap in which the files in the device are vulnerable
to threats in the android operating system being exploited. The encryption keys stored in the
device's internal memory are susceptible to being accessed by intruders or leaked by malware as
they reside on the libraries in the same execution environment as the malware and spyware, which

often infect the device. Rooted devices are more often at risk in this case.

Some solutions have limiting access to the users. For example, the Samsung Knox is only available
on Samsung model devices and high-end devices, limiting other low-level Samsung phones and
other models of android devices. For business resiliency, data should always be available to enable
continuity; this needs to apply to users' mobile device data. In the event of loss of device for users,
the data is often lost. Thus, this data can only be available for tools that store the data on the cloud.
Unlike all the other solutions provided, CryptAll gets to keep a copy of its encrypted files in an
online database. This makes it easier for users to retrieve the files when there is a need. However,
the retrieval process is consuming since the files can’t be viewed directly from the tool. Instead, it
should be decrypted and then saved on the phone drive for viewing. The users should then delete

the file once again after viewing.
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2.10 Conceptual Framework

According to Jabareen (2009), a conceptual framework represents a network of interlinked
concepts that offer a comprehensive understanding of a situation. It creates an illustration of the
concepts derived from the research to provide a conceptual distinction while organising the ideas

to depict the relationships between the system elements, as shown in figure 2.10.

Figure 2.9 is divided into three phases: inputs, processes, and outputs of the proposed system. The
inputs are independent variables, mainly the sensitive data in the mobile devices that the tool
depends on to accomplish its function. The inputs also include the user login credentials and

encryption key, determining the user's access to the system.

In the second phase, security is applied to the inputs to the system. The security process includes
secure authentication for user logins and encryption keys to the system for access, encryption and
decryption of the files added to the system and hashing the passwords and keys created for secure
storage. The data added to the system and encrypted on the mobile device level is transmitted to

the webserver for storage in the cloud.

The files uploaded to the server are encrypted, and the access passwords and encryption keys
created by the user are encrypted using a password-based key derivation function and stored in
hashed form. In addition, a salt function is added to the hash before storage to help strengthen the
security of the encrypted passwords so that in the event of identical passwords created by users,

they would not have the same hash during storage.

Al: ADD DATA
AZ: UPLOAD DATA

B1: RETRIEVE DATA B2: DOWNLOAD DATA

Figure 2.10: Conceptual Framework for Developed System

Source (Researcher)
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Chapter 3: Methodology

3.1 Introduction

Prior to developing the mobile data encryption tool for securing and storing personal sensitive data
remotely, extensive research needed to be undertaken to provide the foundation on which the
system's design and development will be achieved. This chapter seeks to give the formal
documentation for the phases and design methodology that the mobile data encryption tool was
subjected to during its development life cycle to achieve the research objectives. Agile Software
development methodology was adopted in this development.

3.2 Research approach for Objectives 1 and 2

As part of this study, descriptive research was considered to achieve the research objectives one
and two, with a survey form on mobile data confidentiality sent to users who represented a sample
of the population of mobile users. This was to collect information from the mobile users that would
contribute to understanding the confidentiality of mobile data and habits concerning the storing of

sensitive data on mobile devices.

Further research was carried out, with a broad reading of documents regarding mobile systems and
security and discussed in the literature review to identify the common threats associated with the
breach of confidentiality and availability of data stored in the android mobile devices. The common
threats identified included memory corruption, privilege escalation, malware and spyware, and the
loss of mobile devices. In the research, several solutions have been identified that are available for
providing confidentiality of data. The tools and solutions reviewed include Samsung Knox,
Mobiflage solution for plausible data deniability, Applock for efficient storage encryption,
CryptAll and mobile self-encryption Solution. A review of the tools has been further discussed in

the literature review.

3.3 Research approach for objectives 3 and 4

To achieve the objective three and four of the research, a mobile application tool for enhancing
confidentiality of data was designed, developed, and further validated for the solution's
effectiveness. This was accomplished by following a software methodology process, and for the

design and development of the Mobile data encryption tool, agile software methodology was used.
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Agile Software development life cycle methodology, as illustrated by figure 3.1, is an iterative
methodology that breaks the developed product into small increments to minimise the amount of
upfront planning and design. This methodology involved continuous planning, testing, and
integration to ensure the delivery of a quality and secure mobile application tool. It offers a realistic
approach to software development in an environment where technology and user needs are
continuously changing, user-focused, more flexible in making changes and faster implementing it.
(Schell Deborah, 2018).

The steps that were followed in the methodology included.

e Planning

e Requirement Analysis
e Design

e Development

e Testing
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Figure 3.1 Agile Software development Methodology

(Source: Tutorialspoint, 2019)

3.3.1 Planning

Planning is the initial phase of agile methodology, which sought to outline and facilitate the process
through which the development of the mobile data encryption system was undertaken. This phase
entailed defining the mobile data encryption system's problem, objectives, functionality, and
quality requirements. A plan was developed further to estimate the project scope and application

requirements for the tool.

3.3.2 Requirement Analysis

This is the second phase of agile methodology that focuses on gathering the requirements for the
developed tool. This phase was used to identify the requirements for the design and development

of the mobile data encryption tool based on the analysis of the various gaps identified in the
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existing solutions. The outcome of this phase was used to define the technical approaches that
were followed to develop the tool successfully. With successive iterative, changes were made to
the requirements of the tool to achieve the specific objectives defined. For the implementation of
a successful system, it is paramount to apply a proper analysis of the data that was collected.

The various methods through which the requirement analysis achieved this was through;

3.3.2.1 Literature review

To further understand the area of study, a literature review was done focusing on the Android
Operating System security and then on the platform's mobile data storage. This was achieved by
reading much literature about the development of systems providing similar solutions and the
scope of their functionalities. The goal was to obtain more knowledge on how the platforms are
built and work. However, privacy being the focus, the literature review further focused on
identifying the significant threats that exist in the Android mobile platform. In accomplishing the
study's second objective, a review of existing solutions was done in the literature review to identify
the gaps in the solutions available in providing data confidentiality for the mobile users on the
android platform.

This was helpful in a way that:
* It helped in getting new ideas that one may not have thought about the research.

« It helped preview what security solutions others have used and derive their strengths and

weaknesses.

« It helped give more insight into how similar systems had been developed previously and their

various components.
« It eased the development process.

3.3.2.2 Observation and applications review

In this requirement analysis technique, | installed the available existing tools identified from the
literature review that provide the solutions. Such available tools included the AppLock, CrypAll,

Mobiflage and Samsung Knox. Their documentation was reviewed to understand more their
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functionalities and discover the areas where improvement is needed. The documents reviewed

included academic papers, online articles, and journals.

3.3.2.3 Questionnaire

A feasibility study was conducted using survey forms on mobile data privacy focused on
confidentiality and user habits. This was done using an online questionnaire form created with the
help of google forms and sent to a sample of the population of mobile users. The responses received
were analysed using the google form analysis tool and represented using graphs and charts. See

Appendix A.

3.3.3 Design

In this phase, requirements identified in the prerequisite stage of requirement analysis gets to be
interpreted. The database schema has been defined, and Unified Modelling Language diagrams

modelled to create a visual representation of the developed tool.
The design phase was vital as it guided the subsequent steps of the actual building of the system.

The analysis and design tools that were utilised for the design phase of the data and process

include:

e Entity-relationship diagrams — This was used to model the database schema to show the
relationships between the entities in the mobile data encryption tool during database design
and development

e Use Case diagrams — This diagram was used to show how the mobile users interact with
the mobile encryption tool.

e Sequence diagrams — This diagram gets to show how objects interact with one another and
in the order of interaction.

e Class diagrams — This diagram was used to model the static view of the proposed tool by
showing the system’s classes, attributes, operations, and the relationship that exists among
the defined objects.

e Wireframe diagram — This was used for sketching of the Android mobile application to

give a visual representation of the structure and system functionality.
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3.3.4 Development

In this phase, the actual development of a prototype of the mobile encryption tool was carried out.
This includes the mobile application and database on the backend. This development was
facilitated using the following tools:

3.3.4.1 Backend Development

MySQL was used as the backend tool for the database design and management of the mobile
encryption tool and as well as establishing a connection between the server and mobile application
device. The reason for using MySQL is that it is scalable and flexible as it handles deeply
embedded applications and can handle large amounts of data. In addition to its scalability and
flexibility, it allows for the customisation of requirements for specific functionalities. It also offers
the implementation of solid security features with high performance to meet the demanding

performance for requirements. (Oracle, 2019)

The Application is hosted on an online Apache HTTP server. This is because PHP is an Open-
Source platform, independent, it supports all major web servers and databases, and it has multiple
layers of security to prevent threats and malicious attacks

3.3.4.2 Mobile Application Tools for Programming

The developed tool is an Android mobile application, and It is implemented in a Java Environment.
The source code is written in Java utilising the android classes. The JavaScript Object Notation
(JSON) has been used to provide the interface between the Android application and the database.
The reasons for choosing Android as the client application included availability of flexible
software development kit, Android Development Tools availability and support from online

developer communities.

3.3.5 Deployment
3.3.5.1 Implementation

For the successful implementation of this tool, a direct methodology was used. This involved
installing the tool in smartphone devices running various Android versions and later trying to

correct any upcoming problems and errors.

29



3.3.5.2 Testing

In this stage, system acceptance testing was conducted to test the system functionality of the tool

regarding the system functional and non-functional requirements and the objectives specified.

Penetration testing on the tool was carried out to test the security features of the proposed tool
being implemented to ensure the objectives have been met.

3.4 Summary

Research Methodology is core in the successful development of the mobile encryption tool. It
ensured that the data obtained from literature and application review was accurately interpreted to
come up with the requirement specifications of the developed mobile application. The iterative
agile software development methodology ensured flexibility in developing a well-supported
mobile application tool for encryption and availability of data that would effectively ensure

confidentiality and availability of data in the android smartphone devices
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Chapter 4: System Architecture and Design
4.1 Introduction

This chapter aims to cover the system design and architecture of the mobile sensitive data
encryption tool, which satisfies the requirements that were discovered and gathered during the
requirement analysis phase. The developed system allows android smartphone users to create
accounts together with an encryption and decryption key, add confidential data from their phones
to the system for secure storage. During the addition of the data to the system, the files are
encrypted and stored in a secure location on the server. The users get to access the data from the
mobile application tool with the use of a decryption key. The system has been developed using the
agile methodology.

4.2 Functional Requirements

The functional requirements are the various functions and capabilities that the system must
perform to achieve the objective of the user. The functional requirements for the developed mobile

data encryption system include;

i.  Account Registration: This function ensures that a mobile device user is registered into the
system by setting up an account with a valid username, email, and password.

ii.  Login to System: This function gets to grant the user access to the system by authenticating
the provided email and password from the system.

iii.  Creation of Cryptography Keys: This function enables users to create cryptographic keys
that the system uses for encryption and decryption of data. The key is of a valid length as
enforced in the system security policy.

iv.  Add Data to the System: This function enables the users to access the data stored on their
mobile device in different formats and select the required sensitive files that the user would
need to be added to the system.

v.  Encryption and Upload of data: This function enables the user to add a valid encryption
key to encrypt the files selected by the user and upload them for storage in the cloud.

vi.  Decryption and download of data: This function enables the user to access the files stored

in the system. It will allow the user to select the file they would like to access, which are
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Vii.

in an encrypted format, enter a valid decryption key, and allow time to be decrypted. The
user gets to download the file decrypted for storage on the mobile device.
Logout from System: The user should be able to log out of the system to allow for

disconnection of all operations in the system.

4.3 Non-Functional Requirements

They are requirements that describe the system operational capabilities and the constraints that

enhance its capabilities to perform efficiently. These requirements do not affect the system's main

functions; however, they are essential in the operation of the proposed system.

The following are the non-functional requirements that were identified in the requirement phase;

Vi.

Vii.

Security: The system should be able to address the concepts of confidentiality, integrity,
and authentication. These concepts ensure that the information in the system would be
accessed only by the authorised users, ensure that it has not been altered from its original
state and be able to authenticate that the user is whom they say they are by using the
encryption and decryption keys that are only known to them to access the data stored.
Performance: The system should be able to respond to the various user interactions in the
system within a short time.

Reliability: The system should be able to perform its functions without failure and
downtimes.

Availability: The functionalities and services offered by the system should be available for
use with all the required operations. It should also enable the users to access their data at
any given time and from any given device that is compatible whenever it is needed.
Scalability: The system should allow for the addition of new features without affecting its
services and performance.

Compatibility: The mobile application should be able to run on the different available
versions of the Android Operating system.

Usability: The system should offer ease of use for all users across the board regardless of

their technical knowledge and minimal steps to accomplish tasks.
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4.4 System Architecture

System Architecture is a conceptual representation that describes the structure, behaviour, and
views of a system. The developed system is based on a three-tier client-server architecture. These
consists of the user interface layer, an application layer and the data storage layer, as shown in

figure 4.1.
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Figure 4.1: Three-Tier Client-Server Architecture

4.4.1 Layer 1/Tier 1: Client layer

The client layer is the presentation layer in the developed mobile data encryption tool and consists
of the Android mobile application. The user interacts with the system through this layer. The
application contains the interface through which the user performs the various functions on the
tool. This function includes the account setup and login, creating a private encryption key used to
encrypt data in the system, adding confidential data, and retrieving data to an android mobile
device from the server. The types of data files supported by the system include Audio files, Videos,

Images, Contacts, Text messages, and documents.
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4.4.2 Layer 2/Tier 2: Application layer

The application layer is the middle tier between the client and the data server. The layer consists
of the system logic that implements the access rules and data processing. In the tool, the middle
tier consists of the transcoder, which performs the encryption and decryption functions to enhance
data confidentiality. The encryptor validates the encryption key provided by the user against the
hash for the key created by the user and stored in the server and proceeds to encrypt the file selected
by the user and then transmits it for storage in the server. The decryptor functions so that the user
gets to download a copy of the encrypted file to the device and then provide the decryption key,
which is validated and utilised to decrypt the file to a form that is readable by the user. The
decrypted file does not get saved on the device, and for the encrypted file downloaded, once the
user logs out of the system, the file is automatically deleted from the mobile device's internal

storage.

4.4.3 Layer 3/Tier 3: Data Layer

The third tier is the data server layer, and this is the resource manager that carries out the function
of data storage. The data server is protected from direct access by the clients, and the application
layer acts as a medium of exchange of the processed data between the server and the client. This
layer is composed of MySQL relational database server that is protected from direct access by the
users. The server hosts all data and files uploaded to the system and those required by the user to
access the system. The files include audio, videos, text messages, pictures, contacts, and
documents in an encrypted format. The user logins and encryption key are stored in an encrypted
form in a database on the online server. Interaction to the data layer is only accessible through the
application tier. The database is hosted in a virtual machine to provide redundancy and recovery

for the system in enhancing its availability.

4.5 System Design

In this phase of Agile Methodology, the system development focused on the design structure of
the mobile data encryption tool. It will entail the modelling of the conceptual structure and
behaviour of the system, with the use of diagrams to logically represent the system and provide
insight into the actual implementation of the system. The system design is supported by a use case
diagram, a sequence diagram, a class diagram, and an entity-relationship diagram to model the

database schema.
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4.5.1 Use Case Diagram

A use case is a behavioural diagram used to show the different ways in which the user is
represented as an actor to interact with the various system functionalities. Figure 4.2 illustrates the
actor who is the smartphone device owner, interactions with the mobile data encryption tool and

the relationships that exist with the use case involved.
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Figure 4.2: Use Case Diagram
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4.5.2 Use Case Descriptions

Table 4. 1: Account Register Use Case Description

Use Case Name

Use case Description

Primary Actor
Stakeholder

Preconditions

Post Conditions

Main Flows

Alternate Flows

Account Registration

This use case allows the user to create a user account to the
mobile encryption tool system, and it is triggered by the user
sending an account registration request. They provide the
personal information required to the system, and they are saved

in the system.
Mobile Phone User
Mobile Owner

The user should provide valid information for the creation of

an account
New Account successfully registered.

Unique Id for the user is generated and saved in a database for

access during the login process.

The user provides a unique user ID.

The user provides a valid email address.
The user provides a valid password.

The user submits information to the system

Invalid email address, username or password provided; system

displays an error “invalid email/password” message.

Missing email address, username or id, system display an error

message prompting for a valid email or username to be entered.
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Table 4. 2: Login Use case Description
Use Case Name Login

Use case Description This use case allows the user to login into the mobile
decryption tool system to be able to access the functionalities
being offered by the system. To login to the system, all the
users need to enter a valid email address and password in which
upon successfully authentication of the credentials entered, the
users will be redirected to the homepage where they get to

access the functionalities provided by the system

Primary Actor Mobile Phone User

Stakeholder Mobile Owner

Preconditions The user should provide a valid account already created.

Post Conditions Successful authentication of the credentials provided will

direct the user to the homepage.
Main Flows The user enters the email address.
The user provides a password.
The system validates the account details provided.

The system authenticates the user and redirects to the

homepage.

Alternate Flows Invalid email address, username or password provided, system

displays an error “invalid email/password” message

Missing email address, username or id, system display an error

message prompting for a valid email or username to be entered.
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Table 4. 3: Creation of Encryption/Decryption Key Description

Use Case Name

Use case Description

Primary Actor
Stakeholder

Pre-conditions

Post Conditions

Main Flows

Alternate Flows

Create encryption and Decryption keys

This use case allows the user to create a cryptography key that
will be used by the system to perform the function of
encryption and decryption of data. The system uses the
symmetric algorithm AES 256 in accomplishing its task; thus,
only a single key will be created for use in both encryption and

decryption.

Mobile Phone User

Mobile Owner

The user should provide a valid account already created.

The user should provide a key with a valid length as enforced

in the system policy.

Successful creation of cryptography key.

Cryptography key saved in an encrypted format

The user enters the cryptography key.

The users re-enter the cryptography key.

The system validates the length of the key as it is entered.
The user submits a key of valid length to the system.

The key is successfully created and stored in the system in an

encrypted format.

The length of the key is invalid, and the submit button is

inactive.
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Table 4. 4: Encrypt Data Use Case Description

Use Case Name

Use case Description

Primary Actor
Stakeholder

Preconditions

Post Conditions

Main Flows

Alternate Flows

Encrypt & Upload Data

This use case allows the user to add confidential data in various
formats to the system for storage to the server in the cloud in
an encrypted format. The use case is triggered by the need to
add data to the system.

Mobile Phone User

Mobile Owner

The user should be logged in to the system.

The user should have valid cryptography keys created.

User should have data available on the mobile device storage.

Successful encryption of data and uploaded to the cloud server
for storage

The user selects the type of data category to add to the system.

The user selects the files needed to be stored from the mobile

storage

The users enter the encryption key.

The system validates the encryption key.

The system encrypts the files added to the system.

The system uploads the encrypted files to the cloud for storage.

Invalid encryption key provided, the system displays an error

“invalid email/password” message
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Table 4. 5: Table Decryption of Data Use Case Description

Use Case Name

Use case Description

Primary Actor
Stakeholder

Preconditions

Post Conditions

Main Flows

Alternate Flows

Decrypt View and Download Data

This use case enables the user to be able to access the data that
already stored in the server. The users get to select the file they
need to access and add a decryption key that will decrypt the
file to a format that is readable by the user. This use case is
triggered by the need for the user to access and view the data

that is in the system.

Mobile Phone User

Mobile Owner

The user should be logged in to the system.

The user should have a valid decryption key.

The user should have data encrypted and stored in the system.
Successful decryption of file and ready for download.

The user selects the file to access

The user enters the decryption key.

The system validates the decryption key provided.

The system downloads a shadow file to the device and decrypts
it.

The user can view the file and ready to save it to mobile

storage.

Invalid decryption key provided, the system displays an error

“invalid key” message
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4.5.3 Sequence Diagram

A Sequence Diagram is used to show the interaction between objects in the system arranged in
sequential order. Figure 4.3 shows the interactions between the users and the three different entities
in the mobile encryption tool. The three entities are the mobile user interface, authorization server
and content server. The diagram gets to show the different messages that were exchanged in

sequential order, and the responses received.
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Figure 4.3: Sequence Diagram for Mobile Data Encryption Tool
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4.5.4 Class Diagram

A class diagram is used to describe the system structure by showing the system classes, the
attributes and operations of these classes. It also shows the relationships that exist among the

objects. The figure 4.4 shows the class diagram for the Mobile data cryptography tool.

MOBILE DATA ENCRYPTION SYSTEM CLASS DIAGRAM
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Figure 4.4: Class Diagram

455 Database Schema

A database schema represents the relationship between the objects and information in the database.
The database design for the mobile data encryption tool has been depicted in figure 4.5 with an
entity-relationship diagram. It consists of three tables that represent the main entities in the system.
The tables are users, files and encrypt. Each table has a primary key that provides a unique

identifier for the table and is set to auto-increment and generates a unique number whenever a new

record is inserted into the table.
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Figure 4.5: Entity Relationship Diagram
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The tables below describe the main attributes of the tables shown in the entity-relationship

diagram.

4.5.5.1 User Table Description

The table below contains information provided by the user to the system for the successful setup

of their account.

Table 4. 6: User Table

Field Data Type Index Notes

Id int Primary Key, Auto increments with every new record
inserted

Unique_id varchar Foreign key  Generates a unique id for the account

created
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Name varchar Captures the username of the user

account

Email varchar

Encrypted_password  varchar Password hashed with salt and stored in
an encrypted format

Created_at DateTime

Modified_at datetime

4.5.5.2 Encrypt Table Description

The table below holds the cryptographic key created by the user for use in the system for
encrypting and decryption of data

Table 4. 7: Encrypt Table

Field Data Type Index Notes
Id int Primary Key Auto
User_id varchar Foreign Key A unique id generated by

the system for each key
created that is used for
retrieval of data from the

system

Encrypted_key varchar The encryption key is
hashed with salt and stored

in an encrypted format
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4.5.5.3 Files Table Description
The table below is used for the storage of data that has been uploaded to the server.
Table 4. 8: Files Table

Field Data Type Index Notes

Id int Primary Key, Autoincrement key with every

new record created

User_id varchar Foreign Key id generated for each key that is
used for retrieval of files from the

system
File_name varchar
File_type string
File_ext varchar
File_size int

Updated_at  datetime

4.5.6 Network Design

The network design topology implemented in the system is the server-based network design. The
client connects the smartphone device that contains the application to the internet for connection
to the server and transmission of data for storage. The server is hosted online, providing centralized
storage for the user files and data. The requests sent to and from the server for storage and access
of the data are transmitted and responded to over the HTTPS protocol to avoid interception by

hackers.
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4.5.7: Security Design

In the security design, the system has implemented access controls such as user logins,
authentication, and encryption to provide confidentiality for the user by denying access to
unauthorized users. The user logins and private encryption keys are created by the user during sign
up to the system and are transmitted to the server over a secure HTTPS channel and stored in the
server in an encrypted format. The sensitive personal data added to the system is first encrypted at
the device level using the private keys known to the user, using the encryption algorithm AES 256
and transmitted to the server for secure storage.

4.5.8 Wireframes Diagrams

A wireframe diagram is a sketch that is used to give a visual representation of the structure and
functionalities of a system. The figure below shows a wireframe diagram for the proposed mobile

data encryption system to provide an overview of the mobile application user interface design.

4.5.8.1 Account Registration

The figure 4.6 shows a user account registration screen, where the user gets to set up their account,
the login page and the home interface that will be displayed once the user successfully registers

and logins into the account.
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Figure 4.6: Account Registration and Login

4.5.8.2 Cryptography Key Creation

Figure 4.7 shows the screen in which the user gets to create the encryption keys that will be used
by the system for the encryption and decryption of the data.

47



a o — - ¥

HOMEPASE : HOMEPASE

USERNAME USERNAME
| CREATE cRyPTOGRAPSY KEY |
AUDIOS DOCUMENTS
[E nter Key ]
»
< [\Cc\nfurm Key ']
IMAGES CONTALTS
VIDEOS SMSs

Figure 4.7: Cryptography Key Creation
4.5.8.3 Encryption of Data
Figure 4.8 shows the screen on which the user will be able to add data by selecting from among

the data contained in the mobile storage and enter a valid encryption key for the data to be

encrypted and automatically uploaded to the cloud server for storage.
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4.5.8.4 Decryption of Data

This is the interface from which the user gets to decrypt and view the data that is already stored in
the server. The user enters a valid decryption key, and the data is automatically decrypted by the

system for the user to access it in a readable format. Figure 4.9 show the screen interface.
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Figure 4.9: Decryption of Data
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Chapter 5: System Implementation and Testing

5.1 Introduction

This chapter focuses on implementing the mobile data encryption tool, highlighting the significant
functionalities and tests carried out to validate the tool. This section includes screenshots of
important user interfaces and the tests carried out.

5.2 Implementation Environment

5.2.1 Hardware requirements
The mobile data encryption tool development was done by a computer running a 64-bit version of

windows and tested on an android mobile device with the following hardware requirements.

1. The processor was a core i5 dual-core with 2.4GHz speed.
RAM of 8GB
Hard drive of 320GB

Android Device with Android OS version 7 and above.

P w N

5.2.2 Software Requirements

The system was divided into two modules, the backend and the frontend modules. To support the
development of these two modules, | utilized the following tools.

Backend development

The proposed mobile data encryption tool’s backend system development and implementation

used the following tools:

1. PHPv7.1.1.1.
2. MySQL v5.6.43

Programming Tools
The development of the mobile application used the following.

1. Android Studio
2. Java 8
3. Gradle 3.6.1
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5.3 System Modules

The main components of the system modules are as shown below.

5.3.1 Account Creation and Login

On installing the application to an android mobile device, a new user has to create an account by
providing valid details as requested and submitting them. Once an account has been set up, the
user can log in to the system by providing a valid email address and password, which would need
to be authenticated by the system before being granted access. Figure 5.1 shows an account

registration screen and the login screen for the mobile application.

Figure 5. 1: Account Registration and Login Screens
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5.3.2 Create Cryptography Key

On the first-time successful login to the screen, the user will be prompted for the creation of
cryptography keys that would be utilized for encryption and decryption of data. The keys need to
be of valid length for the system to accept. Figure 5.2 shows a cryptography key creation screen

for the mobile application.

[] getKey(String password CryptoException

[1 salt = .getBytes(StandardCharsets.
SecretKeyFactory secKeyFactory = SecretKeyFactory.getInstance
KeySpec spec = PBEKeySpec(password.toCharArray salt
SecretKey pbeSecretKey = secKeyFactory.generateSecret(spec

pbeSecretKey.getEncoded

NoSuchAlgorithmException | InvalidKeySpecException ex

CryptoException

Figure 5. 2: Creation of Cryptography key

5.3.3 Home Screen

After successful login to the system, the user will be redirected to the home page of the mobile
application. The home page screen is shown in figure 5.3. The home page screen contains the
categories of data from which the user navigates to add data to the system.
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5.3.4 Encrypting data

Data will be added from the mobile device storage. Figures 5.4 shows a screen from the mobile
application interface for encryption of data process. Once the user has selected the files that need
to be added to the system, the user will be prompted for an encryption key that will be validated
by the system before the encryption of the file can begin. The figure 5.5 shows the source code for
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key validation before once the user inputs key. The data will then automatically upload to the cloud
for storage in the database in an encrypted format as shown by figure 5.6 source code on the

function for data upload once the file has been encrypted.
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Figure 5. 4: Add data from Mobile Storage Screen
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5.3.5 Decrypting data

The user gets to access the data that has been added to the system by decrypting the files. The user
logins into the system select the category of data from which the file they would need to access is
contained. From the select category, the file is downloaded by the user, and it will be available in
the download category in the system. On the download category, a click on the file to view it will
prompt for a decryption key to complete the process. Successfully validating the key will lead to
the user accessing the file in a format that is readable. Figure 5.7 shows the source code
implementing the functionality for download of data, while figure 5.8 shows the source code

process for validation of keys to server and decryption of the file selected by the user

Figure 5.7: File Download Source Code
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5.3.6 Created User Account Details

The user account created to get to be stored on the cloud server database. Figure 5.9 shows the
table in which the user accounts credentials are stored once a new account has been created. The
new record created is identified with a unique user id that is randomly generated. The username
and email provided by the user are stored against the user id generated and passwords which are
in an encrypted format.
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Figure 5.9: User accounts Records Created in System

5.3.7 Encryption Key Storage

The System uses symmetric key cryptography for both encryption and decryption of the sensitive
data that is selected by the user for storage. The symmetric key is defined by the user during sign
up, and the key is encrypted and transmitted to the cloud for storage in an encrypted format.
Figure 5.10 gives an overview of the storage of the key. The key is stored against a unique
identifier key created for each user during sign up. No other user details are stored with it, which

makes it hard to identification if unauthorized access occurs.

59



« Showing rows 0 - 13 (14 total. Query took 0.0002 seconds.)

SELECT * FROM “encryf_p_tb"

[ Show all Number of rows: | 25 w Filter rows: | Search this table Sort by key Mone A
+ Options
— T — ¥ id user_id encrypted_password salt created_at
[0 &7 Edit 3¢ Copy @ Delete 43 5e9d575578c6e4.37737036 SuEGIDgd1FQPSVLWTE6TwBhe5MjJINDUWYmF] 922c450bac 2020-04-24 07:52:02
[0 &7 Edit % Copy @ Delete 44 5ea312e95d9ef5.64304547 ydTeelUwtojUyhGanQXfjlokX4UyYjdkNGE2OTZi 2b7d4a696b 2020-04-24 19:52:30
[J 7 Edit ¥ Copy @ Delete 45 5Sea3lecedfeef1 57559982 +ZuploViV+Py96SIIJKGywZIphYmQyN2ViYzly abd27ebc22 2020-04-24 20:17:53
[0 &7 Edit % Copy @ Delete 46 5eald1fffod32c7.78670005  xivXYgNdz1lJFaYrqTgHzM5zQZs0NzY 10TASNV] 476590965¢c 2020-04-24 20:21:45
[0 &7 Edit % Copy @ Delete 47 Gebfc7abG6b00 42650549 qpolKWnf+WmdSpllOr5uil1 3NgEBIMTRKMTESMTdk b14d11917d 2020-05-16 14:01:36
[J &7 Edit #ECopy @ Delete 48 5ec6a73594ff56.97688218 OyOxWNOPxBvmcKDvay6P3mJ+7DMINGZiM2JiZDM2 54fb3bbd36 2020-05-21 19:08:04
[0 &7 Edit 3¢ Copy @ Delete 49 5ebfb685d1e6b4.33773926 MIQgtZ0AvgVh205A9q17xCJZTBmYmRMNmMFZmR]  fbdféabfdc  2020-05-23 20:20:19
[0 &7 Edit % Copy @ Delete 50 5ecbf3d7380bb6.75420360 CqjBarvVuREENTEZzPU123AZw0oNANDMIMWU3MTZi  ad351e716b 2020-05-25 19:38:19
[0 &7 Edit 3¢ Copy @ Delete 51 5ed0d6191ach29 62476452 S/72ydITSJPAXXIr0e9A2SuvUJIMOTgyYTYOMmUw  f982a642e0 2020-05-29 12:31:06
[0 &7 Edit % Copy @ Delete 57 5ed0dch9257cf8.04568770 NIOTXVEEChIQZRSIMIZAF3UI4zZDImMGM2YWFh 3d2f0cbaaa 2020-05-29 13:00:12
[0 7 Edit % Copy @ Delete 51 5ed0de652613a9.59475524 2ROREnWSMKngW\W\/8yahCSaWPixc1ZJA30ODBhY|Ey 5f0780ab12 2020-05-29 13:05:59
[0 &7 Edit % Copy @ Delete 62 5edbe73da3s600.27234929 HvcRhevpiqudspMIpfGETNEMemiwM2ZM3YmVhNIMO  03c7beaB34 2020-06-02 08:47:23
[0 &7 Edit %¢ Copy @ Delete 63 5ed7703434b0d5.68902960 O7EVhAhqEnybVEMRMtTOPnHBmgs2ZjlyNTZINGV] 6f2256bdec  2020-06-03 12:41:59
[0 &7 Edit % Copy @ Delete 64 5ed772f1576034.17519546 wYd0bokS8UNEX/3TYtlaLgLIiTUZMGZIYmIOZTES 60febbde17? 2020-06-03 12:53:37

T [J Check all With selected: 7 Edit 3z Copy @ Delete |5 Export

Figure 5.10: Symmetric Key Stored

5.4 System Testing
This section describes the tests that were performed on the developed mobile data encryption tool
to ascertain if the set objectives were achieved. It describes the different tests that were carried out

to validate the functional and non-functional requirements of the system.

5.4.1 Functional Requirements

Functional tests were done to ascertain whether the system functions work as per the system
requirement. The use case tests were done in which testing measures were set to determine the
success or failure of the functions implemented. The tables below show the main use cases and the

results obtained from the test.
Table 5. 1: Account Creation Test Case
Identifier 1

Test case Account Creation
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Description A user creates an account using their personal information

Utilized use case Register Account
Results Successful creation of an account
Pass / Fail Pass

Table 5. 2: Login and Logout Test Case

Identifier 2

Test case Login and Logout

Description A user creates an account using their personal information

Utilized use case Login, Logout

Results Successful login to the system and access is granted, successful logout

from the system and directed to login screen

Pass / Fail Pass

Table 5. 3: Cryptography Key Creation Test Case

Identifier 3

Test case Cryptography key creation

Description A user creates an encryption and decryption key of valid length
Utilized use case Create encryption and decryption key

Results Successful creation of cryptography key

Pass / Fail Pass
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Table 5. 4: Encrypt Data & Upload to Server Test case

Identifier
Test case

Description

Utilized use case
Results

Pass / Fail

4
Encrypt data and upload for server

Aser adds files to the system, they are encrypted and uploaded to the

server for storage
Add data from mobile storage
Successful encryption and upload of data to the server for storage

Pass

Table 5. 5: Download and Decryption of Data Test Case

Identifier
Test case

Description

Utilized use case
Results

Pass / Fail

5
Decryption of data

A user downloads data from the server decrypts using the key to a format

that is readable
View data
Successful decryption of data for viewing

Pass

5.4.2 Compatibility Testing

Compatibility tests were carried out in two phases. The first phase was in the development

environment, while the second phase was in the production environment once the system was

stable for deployment. This test was done to check whether the developed Android mobile
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application is capable of running on different Android platforms that exist on smartphones in the

market. Table 5.6 show the compatibility results against the Android platforms.

Table 5. 6: Android Platform Compatibility Test

Android OS Code Name Version No API Level Test Results
Oreo 8 26 Pass
Oreo 8.1 27 Pass
Pie 9 28 Pass
Android 10 10 29 Pass

5.4.3 Usability Testing

This test was conducted to determine whether the developed application met the users objective.
In order to determine the goal of this, the test was performed by a sample of 10 users whereby they
got to install the application on their mobile devices, navigate through it and after which respond
to a questionnaire. The areas of focus for the tests were: user-friendliness, functionality, aesthetic
and acceptability.

5.4.3.1 User Friendliness

This involves the ease of learning and use of the system. The APK of the system was shared with
ten potential mobile users. They were able to install the tool on their android mobile devices and
test the ease of learning and use of the application on the mobile devices. The respondents provided
their feedback with responses ranging from easy, average and difficult. 60% of the respondents
found the application easy to use, while 40% found it to be average. Figure 5.11 provides a

summary of the results.
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How easy was it to access the system and navigate through it
10 responses

® Easy
@ Average
@ Difficult

Figure 5. 11: User Friendliness Testing Feedback

5.4.3.2 Functionality

The Mobile users tested how the system functioned. This entailed testing the functionality of the
system against the user needs. The respondents provided feedback on the functionality of the
system after testing it, and they ranged from their responses from very satisfied, satisfied, neutral,
dissatisfied and very dissatisfied. 40% of the respondents were very satisfied with the
functionalities the system provided, 50% were satisfied, and 10% of the users were neutral. Figure

5.12 provides a summary of the results.

How satisfied are you with functionalities implemented by the system to offer confidentiality and

availability of data
10 responses

@ Very Satisfied
@ Satisfied

@ Neutral
@ Disastisified
@ Very Disatisfied
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Figure 5. 12: Functionality Testing Feedback

5.4.3.3 User Interface Aesthetic

User aesthetic is defined by the look and feel of the application design and flows to the users. The
system was tested for its appearance to the users. 90% of the respondents found the system to be
attractive, while 10% of the respondents found the appearance of the system to be average. Figure

5.13 provides the summary of the results.

How attractive do you find the appearance of the system to be

10 responses

Attractive 9 (90%)

Average 1 (10%)

Unattractive 0 (0%)

Figure 5. 13: User Interface Aesthetic Testing Feedback

5.4.3.4 Acceptability

This test was carried out in ensuring that the system was a success and was well accepted by the
users. 90% of the respondents indicated that they would use the system for enhancing
confidentiality of the sensitive data on their mobile devices, while 10% of the respondents were

not sure if they would use it. Figure 5.14 provides a summary of the results.
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Would you consider using the system to secure your confidential data
10 responses

® Yes
® No
@ Maybe

Figure 5. 14: System Acceptability Testing Feedback

Conclusion

The data gathered at the requirement gathering and analysis stage provided fundamental
information that was used in the implementation of the system. The system design aided in the
development of the mobile data encryption tool in ensuring that the developed tool met the research
objective of the study. Various tests were carried out on the tool to validate the functional and non-

functionality requirements of the system.
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Chapter 6: Discussion of Results
6.1 Introduction

This chapter aims to discuss the findings of the research concerning the specific objectives that

were set.

6.2 Research Objective One Discussion

From the specific objectives set in chapter one of this research objective, the first objective was to
identify the common threats that are associated with mobile data storage for breaching
confidentiality. As discussed in the literature review, it has revealed that smartphones have gained
quite a market share at a rapid rate as they have got so many functions to aid in the day-to-day life
of the user, and with this, they have attracted a high number of security threats. Among the threats
identified in the research, they include the loss of data due to insecure data storage and loss of
mobile phone device, malware and spyware on the phones, lack of use of the inbuilt security

mechanism on the phone by users.

Insecurity storage of mobile storage is a high risk in the study, especially for android based mobile
devices. As discussed in the study, the android operating system architecture has standard security
issues noted in its operating system architecture due to its inherent code complexity. The Operating
System libraries or the applications on the platform can be utilized by attackers to get access to the
private user data stored in the shared internal device storage. Most attackers have managed to
compromise devices by using malware and spyware, which are often incorporated in the legitimate

application being installed from application stores.

Due to the physical size of mobile devices, they easily get lost or stolen, and with this, they
subsequently fall under the control of others. This act leaves the data on the device vulnerable to
access by unauthorized users. With some users lack of security awareness and utilization of the
inbuilt security mechanisms for securing devices, private data stored on the devices can easily be
accessed from the storage, while for those devices with security mechanisms such as pins, patterns
and password utilized, third party applications can be used to break the security mechanism for

access to data storage.
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6.3 Research Objective Two Discussion

The second objective of the research was to investigate and study the current tools and solutions
in use for mobile data confidentiality. This specific objective was intended to give an insight into
the existing solutions being used to address the problem of the security of data at the rest of the
mobile device’s storage. To understand the gap in the issue, several applications in use were
reviewed, and their strengths and gaps acknowledged. In this study, it was noted that the available
applications offering the solution for data privacy are primarily available in flagships phone
models, and thus they were unavailable for middle-level phones or the old models of devices
already in use. Among those that cut across all models of phones, the mobile devices were noted
to lack the concept of availability of data, as the data was stored on the mobile device storage after
encryption, and due to the risk of the operating system security, this posed a threat of data leakage
where the encryption key stored on the mobile storage can be leaked by malware. Further research
and evaluation on the cryptography method were done to determine the most appropriate
algorithms that can be implemented. There is a valuable algorithm available that would be ideal
for the task, including AES and blowfish, but in comparison to achieving both speed and efficiency
while getting the job done, AES came out to be the most appropriate algorithm.

6.4 Research Objective Three Discussion

The third objective of the research was to design, develop and test a working mobile application
tool for data confidentiality. This was achieved through the design, implementation and testing of
the tool developed. The tool was developed to address the main vulnerability of secure data
storage. To achieve this, the tool was developed to be able to enable the user to store their sensitive
data in a secure location in a format that would not be readable by unauthorized parties. The data
would be stored in a secure location in the cloud, where the user can be able to access the data at
any given time. The password and cryptography key for the user is stored in a server that is not
accessible by the client. Connection to the server is via a middle-tier application that handles the
logics enforced in the application, and it creates the connection between the client and the server

to be able to access the data whenever needed and from any android enabled device.

6.5 Research Objective Four Discussion

The fourth objective of the research project was to validate the effectiveness of the solution

provided by the tool. The objective was to be achieved by validating the data security concepts of
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confidentiality. The developed tools security solutions were tested in which it was noted that for

confidentiality, all the confidential user data were stored in an encrypted format using the key

provided by the user to encrypt it; thus, the files would not be able to be accessed by any

unauthorized person. For the storage of the key and password created by the user, all the

information were stored in a server using the SHA3 hash algorithm and combined with salt to

make it more secure during storage. Encryption of data was carried out using AES 256 Algorithm,

which is quite a solid algorithm to break. For the availability of data, the files were encrypted and

uploaded to a cloud-based server from which they can be accessed wherever they are needed.

6.6: Comparison of the tools for enhancing confidentiality

The table below provides a comparative overview of the features provided by the available tools

for enhancing confidentiality and the developed system features as well.

Table 6.1: Comparative analysis of Available Similar Tools

Applications MobiFlage For | Crypt4All Samsung App Lock FileCrypt
Comparison Plausible Knox (Proposed
against Deniability Developed System
Features
Supported by a | YES YES NO (Limited YES YES
wide range of to Samsung
smartphone High-End
Models)

Range of File Limited range Limited range All types of All kinds of All kinds of files
Supported of files of files files in local files in local in local device

(Documents) (Documents) device storage | device storage | storage
Key Generation | Derived by the | Generated by Derived with Generated by | Generated by user
for Encryption | system the user PBKDF2 user
Storage of On-device On-device On-device On-device Cloud
Encryption Key
Backup of the NO YES (hastobe | NO NO YES (Automatic)
files to the done manually)
cloud for
availability
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Chapter 7: Conclusions, Recommendations and Future Work
7.1 Conclusions

The research of this project was focused on the development of a mobile application that would
provide security for the users’ confidential data while making it available. The tool was intended
for Android device users to enable the users to store the selected sensitive files from their mobile
devices in an encrypted format using the algorithm AES 256 to encrypt the data with a key only
known to the user and upload it cloud for secure storage. The Mobile application system was

developed and was able to fulfil the requirement specification successfully.

7.2 Recommendations

Security is a significant concern in mobile devices for data at rest. The proposed approach aims to
not only give the user satisfaction of storing their personal user data securely on the devices but
also available wherever it is needed. To provide more security, the encryption key and the files
can be deployed on different servers to make it more complex in case of an attack on the server as

there will be two separate machines to be attacked.

The focus of the system was for the storage of selected files in a remote location; however, further
study can be done, and improvements done to secure the local data storage on the device and secure

different storage levels from being accessed without an encryption key.

7.3 Future Work

For further research on mobile privacy and confidentiality, the application can be modified to
provide more functionality in the scope of secure communication. Communication allows the users
to be able to share messages and data within the application without any interception in an
encrypted format. This can get to incorporate the use of combined algorithms such as AES 256
and RSA for authentication. The future study would also focus on the need to deploy the
application on mobile devices across the different platforms to be able to provide confidentiality,

availability across the different devices.
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Appendices
Appendix A : Mobile Data Questionnaire Responses

An online survey form was created with the use of google form to obtain data from users. A total
of 123 responses were successfully received to help in answering some of the research questions
about mobile data privacy and in designing the system. Responses from the online questionnaire
were analysed using the Google forms analysis tool. Graphs and Charts were used to depict the

answers from respondents, as shown below.

1. What is your Gender?

123 responses

® Female
@ Male

2. Age Group

123 responses

® 18- 20 years
® 21-30vyears
@ 31-40 years
@ 41-50 years
@ 50+ years
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3. Do you own a mobile device?
123 responses

® Yes
® No

4. What type of mobile phone do you own?
123 responses

@ Smartphone
@ Feature Phone
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5. Which operating system does your mobile device operate on?
123 responses

@® Android

@ 10S (Iphone)
@ Windows

@ Symbian

@ Blackberry

6. What security mechanism do you use on locking and unlocking your screen to secure your

phone
123 responses

Pattern Lock Screen Mechanism 31 (25.2%)

Password Lock Screen
Mechanism

Pin (Numeric) Lock Screen
Mechanism

28 (22.8%)

37 (30.1%)
Fingerprint 57 (46.3%)
Facial Recognition 19 (15.4%)

None
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7. How often do you store confidential/sensitive data on your mobile device?
123 responses

@ Very Often
@ Often

@ Sometimes
@ Rarely

@ Never

7 (b) Do you feel if these sensitive / confidential data stored on your phone is accessed by

unauthorized personnel or leaked it can cause a security breach?
123 responses

® Yes
® No
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8. Rate the confidentiality or sensitivity of types of data you have stored on your mobile device?
(With 5 being highly confidential and 1 not confidential)

123 responses

60

40

29 (23.6%)

20

21 (17.1%)
16 (13%)

13 (10.6%)

10. Have you ever lost or misplaced your mobile device?
123 responses

® Yes
® No
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11. Are you aware of existing technologies that you can use to protect data on your mobile device

123 responses

® Yes
® No

12. If yes, what technologies do you use to protect data in your mobile phone? (List the

technologies)
42 responses

“ y
4 (915%)
3(7.1%)
3
2 (4.8%) 2 (4.8%)
2

1 (S EENACIA SN2 A% (1A L2 1E122.4%)] AL A2 AYN AL 21421424

2FA Biometrics which... Google Inbuilt hard mem... Passwords Two step verifica...
App locking soft... Device Encryptio... Huawei Safe N/A Samsung Data... encryption
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Appendix B: Encryption and Decryption Code

File processFile(@NonNul encrypt, @NonNull File inFile onNull String inputKey Exception {
String fileName = inFile.getNam
String IV =
IvParameterSpec ivSpec = IvParameterSpec(IV.getBytes(StandardCharsets

[1 keyStart = inputKey.getBytes(StandardCharsets. )

KeyGenerator kgen = KeyGenerator.getInstance(
SecureRandom sr = SecureRandom.getInstance(
sr.setSeed(keyStart)
kgen.init( 1 sr)
SecretKey skey = kgen.generateKey()

[1 key = skey.getEncoded()

retKeySpec ySpec = SecretKeySpec (key

Cipher cipher = Cipher.getInstance(

(encrypt) {
cipher.init(Cipher. skeySpec, ivSpec)

1
cipher.init(Cipher. eySpec, ivSpec)

FileInputStream fileInputStream utStream(inFile)

[]1 inputBytes = [( ) inFile.length()]

fileInputStream.read(inputBytes)

[] outputBytes = cipher.doFinal putBytes)

ix = encrypt ?

File mFile = File.createTempFile(prefix, fileName)

FileOutputStream fileOutputStream = FileOutputStream(mFile)

fileOutputStream.write(outputBytes)

fileInputStream.close()
fileOutputStream.close()

mFile
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Appendix C: Downloaded File Auto Deletion Code

In the event of logout from the system Code

Intent(

Work Schedule in case user exits the application without logging out
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equest.Buil . ).setInitia TimeUnit. J.build()
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