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Abstract
Web applications have become prime targets for cyberattacks due to their accessibility and
the sensitive information they handled. SQL injection was a prevalent attack technique that
exploited vulnerabilities in input validation to execute malicious SQL queries, potentially
compromising application security and integrity. Traditional SQL injection detection
methods, which relied on predefined patterns and rules, struggled to adapt to the evolving
tactics of attackers. The purpose of this study was to design and implement a machine
learning (ML)-based SQL injection detection system utilizing convolutional neural
networks (CNNs). CNNs were selected due to their proven effectiveness in identifying
complex patterns and anomalies, making them suitable for detecting union-based, error-
based, and blind SQL injection attacks. An analytical prototyping methodology was
employed to develop and evaluate the system. The model was trained on a diverse dataset
of benign and malicious SQL queries and assessed using standard performance metrics.
The CNN model achieved an accuracy of 98.21%, with macro-averaged precision, recall,
and Fl-score all at 0.98. These results demonstrated the model’s robustness and
effectiveness in distinguishing between legitimate and malicious input. The findings of this
study indicated that CNN-based detection systems can significantly enhance the security
of web applications by providing an adaptive and reliable defense against SQL injection

attacks.

Keywords: SQL injection, Machine Learning, Convolutional Neural Networks, Anomaly

Detection, Cybersecurity, Input Validation.
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Abbreviations and Acronyms
CNN — Convolutional Neural Networks

NN — Neural Networks

RDMS - Relational Database Management System
SQL -Standard Query Language

SQLI — Standard Query Language Injection

SQLIA — Standard Query Language Injection Attacks



Anomaly Detection

Blind SQL Injection

Convolutional
Neural Networks
(CNNs)

Dataset

Error-Based SQL
Injection

Feature Extraction

Machine Learning
(ML)

SQL Injection
(SQLI)

Supervised Learning

Union-Based SQL

Injection

Web Application
Firewall (WAF)

Definition of Terms

A technique used to identify deviations from expected behaviour,
commonly applied in cybersecurity to detect malicious activities
(Chandola et al., 2009).

A type of SQL injection where no direct data is retrieved, but attackers
infer information by analysing the application’s response to queries (Rai
etal., 2021).

A deep learning algorithm particularly effective in pattern recognition,
used in this study to detect SQL injection attacks (Ghosh et al., 2020).

A collection of data used to train and evaluate machine learning models,
consisting of both benign and malicious SQL queries in this study
(Azman et al., 2021).

A technique that forces database error messages to disclose information
about the database structure (Khan et al., 2023).

The process of selecting key characteristics from raw data to improve
machine learning model performance (Ghosh et al., 2020).

a branch of Artificial Intelligence (Al) and computer science focuses on
how data and complex algorithms can be used to emulate human
thinking and ability to learn and improve its accuracy (Shaveta, 2023).
A code injection technique that exploits security vulnerabilities in an
application's database query execution by inserting malicious SQL
statements (Atefeh Tajpour et al., 2010).

A type of machine learning where a model is trained on labelled data to
learn patterns for classification or prediction tasks (Ali, 2013).

A type of SQL injection attack where attackers use the UNION SQL
operator to retrieve data from additional database tables (Khan et al.,
2023).

A security system designed to protect web applications by filtering and

monitoring HTTP traffic to prevent cyberattacks (Kumar, 2023).
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Chapter One: Introduction
1.1.Background of the study
Structured Query Language (SQL) is a programming language used to query and manage
Relational Database Management Systems (RDBMS) such as MySQL, Oracle, and SQL
Server. It plays a critical role in web applications that collect user inputs to construct SQL
queries for database interactions. However, vulnerabilities in input handling can be
exploited by attackers to inject malicious SQL code, resulting in what is known as a
Structured Query Language Injection Attack (SQLIA). This type of attack undermines the
functionality, confidentiality, and integrity of stored data by enabling unauthorized access
or alterations, ultimately compromising database security and application reliability
(Atefeh Tajpour et al., 2010).
SQLIA is recognized as one of the most prevalent threats to databases, affecting virtually
any web application that uses a database as its backend. Hypertext Preprocessor (PHP) and
Active Server Pages (ASP) applications are particularly susceptible due to their widespread
use in dynamic web development. The primary objective of SQL injection attacks is often
to compel databases to reveal private information, such as usernames, passwords, or secret
keys. A report by Kigen et al. (2015) highlighted the rising frequency of cyberattacks
targeting web applications, emphasizing the increasing exploitation of SQL injection
vulnerabilities.
The ramifications of SQL injection attacks can be significant, as demonstrated in several
real-world scenarios. For instance, in 2019, hackers exploited a SQL injection vulnerability
in an Australian healthcare website, exposing sensitive patient data, including medical
records and payment information. The breach was discovered when a user accidentally
accessed another user’s data and reported the issue (Taylor, 2019). Similarly, an attacker
leveraged a SQL injection flaw in a content management system to gain administrative
control, leading to the defacement of a news website and damage to its reputation (Johny
et al., 2021). In another example, banking applications with SQL injection vulnerabilities
allowed attackers to bypass login processes, gaining unauthorized access to customer

accounts and facilitating illegal activities like unauthorized money transfers (Tiwari et al.,



2012). These cases illustrate how SQL injection can lead to data breaches, financial losses,
and reputational damage.

To combat SQL injection, several security measures have been implemented. Web
Application Firewalls (WAFs) are designed to detect and block malicious traffic but can
inadvertently hinder legitimate requests and impact application performance (Kumar,
2023). Stored procedures, which encapsulate SQL statements, can improve security but
pose challenges in terms of encryption and maintenance (Arasu et al., 2014). Input
validation and whitelisting aim to enforce strict input standards but may be insufficient for
complex or enterprise-level error handling (Baah & Kabari, 2012). Despite these defenses,
the evolving nature of SQL injection techniques, such as obfuscation, encoding, and
dynamic payloads, often outpaces traditional detection methods, rendering them less
effective.

Machine learning (ML) has emerged as a promising approach to address these limitations
by providing a dynamic and adaptive mechanism for detecting SQL injection attacks.
Unlike static rule-based or signature-based systems, ML models can analyze patterns in
raw query data, understand the context and purpose of queries, and detect anomalies
indicative of potential SQL injection attempts. Convolutional Neural Networks (CNNs),
for example, are particularly adept at identifying intricate patterns and adapting to new
attack vectors (Ghosh et al., 2020). By continuously learning from historical data, these
models improve detection accuracy and reduce false positives. Furthermore, ML
algorithms can adapt to evolving attack methodologies, making them more effective in
addressing the sophistication of modern cyber threats.

The sophistication of cyber attackers continues to evolve, making advanced detection
methods essential. A 2015 report identified the top cybersecurity challenges in Kenya,
which included data exfiltration, social engineering, insider threats, database breaches, and
poor identity and access management (Kigen et al., 2015). These challenges highlight the
urgency of implementing robust, scalable, and adaptive solutions to safeguard databases
and web applications. By leveraging ML, particularly CNNSs, it is possible to enhance SQL
injection detection and prevention, contributing to a more secure and resilient digital

environment. This dissertation explores the potential of ML-based models to address the



complexities of SQL injection threats, aiming to mitigate the risks posed by one of the most

persistent and damaging cybersecurity challenges.
1.2 Problem statement

SQL Injection Attacks (SQLIAS) continue to be one of the most dangerous threats to web
applications. By manipulating user inputs, attackers can inject malicious SQL commands
that access, alter, or even delete sensitive data stored in Relational Database Management
Systems (RDBMS). As more organizations move their operations online and store

confidential data on web platforms, the risk posed by these attacks becomes even greater.

While traditional security measures like input validation, parameterized queries, stored
procedures, and Web Application Firewalls (WAFs) have been helpful, they are no longer
enough. Attackers are constantly evolving their methods, using techniques like
obfuscation, encoding, and dynamic payloads to slip past these defenses. This leaves many
systems vulnerable to breaches, financial losses, and reputational damage. The continued
prominence of SQL injection on the OWASP Top 10 list as recently as 2021 is a clear sign
that more effective and adaptive solutions are needed.

In recent years, researchers have turned to Machine Learning (ML) to tackle this challenge.
ML models can learn from historical data to spot patterns and anomalies that might signal
an attack. Among these, Convolutional Neural Networks (CNNs) have shown particular
promise due to their strength in recognizing complex patterns even in noisy or unfamiliar
input. This makes them well-suited to detecting SQLIAS, especially those crafted to evade

traditional filters.

However, the use of CNNs for SQL injection detection is still relatively limited. Most
existing research has focused on more conventional ML techniques, and only a few studies
have explored how CNNs can be tailored specifically for this task. There’s also a lack of
work on how these models can be made robust and adaptable enough for real-world

deployment, where attack methods are constantly evolving.

This research aims to fill that gap by exploring how CNNs can be used more effectively
for detecting and preventing SQL injection attacks. By building on what has already been

done and addressing current limitations, the goal is to develop a more intelligent and



reliable solution for protecting web applications. The next section—the literature review
will take a closer look at previous studies in this area, identifying what has been achieved

and where opportunities for improvement still exist.
1.3 Objectives

The purpose of this dissertation was to design, implement, and evaluate a Convolutional

Neural Network (CNN) model for detecting SQL injection attacks in web applications.
1.3.1 Specific objectives

i.  To analyse techniques for launching SQL injection attacks

ii.  To assess the operation of existing SQL injection detection mechanisms

iii.  To design and implement an algorithm for SQL injection detection using machine

learning
iv.  Totest and validate the ML SQL injection detection algorithm
1.4 Research Questions
I.  What techniques are used in SQL injection attacks?
ii.  How do current tools used in detection of SQL injection attacks operate?
iii.  How can an algorithm for SQL Injection detection be designed and implemented?
iv.  How does the SQL injection detection algorithm perform?
1.5 Scope and Limitation

This dissertation focuses on developing and evaluating machine learning algorithms for
SQL injection detection, including classic techniques like Union-based, Error-based, and
Blind SQL injection. The goal is to provide robust defence against web application
vulnerabilities. However, limitations include reliance on labelled datasets for training
models, and the need for continuous monitoring and model retraining. The study focuses
on supervised learning techniques, while unsupervised learning approaches may be limited

by web application environments' complexity.



1.6 Justification of the study

This dissertation is worthwhile as the security and integrity of online/web applications are
threatened by SQL injection attacks. For this reason, it is important to identify these attacks
in order to protect sensitive data from unintended access. Through flaws in input fields,
attackers are able to alter SQL queries and run harmful instructions to the database. These
types of attacks can cause theft of private data, data breaches, financial loss, legal

repercussions and damage to an organization’s brand.

Because machine learning can evaluate large volumes of data and identify patterns that
point to malicious conduct, it provides a viable method for SQL injection detection.
Machine learning models may be trained to distinguish between suspicious and legitimate
activity by using labelled datasets that contain instances of both benign and malicious SQL
queries. Furthermore, machine learning algorithms are flexible and dynamic, which
improves their capacity to recognize new and advanced attack methods. Organizations may
strengthen their defences against SQL injection attacks and lower the risk of data breaches
by incorporating machine learning-based detection algorithms into web application
security frameworks. This will also strengthen the resilience of the systems against cyber

threats.

The proposal doesn't explicitly address the fair distribution of and access to the benefits of
the research. It is important to consider how the research outcomes (e.g., the developed
SQL injection detection system) will be made available to the wider community,
particularly to organizations that may not have the resources to develop their own solutions.
This could involve open-sourcing the code, providing access to the system through a cloud-
based service, or publishing detailed documentation and tutorials.

This research is designed to make SQL injection detection more effective and accessible
to a wide range of users. Cybersecurity threats affect organizations of all sizes, and not all
of them have the resources to develop advanced security solutions on their own. By using
open-source tools like TensorFlow and Keras, this project ensures that the knowledge and
technology can be shared with researchers, security professionals, and even smaller

businesses that may not have the budget for expensive security systems.



The goal is to make the findings available through academic publications, open datasets,
and possibly a cloud-based tool, so that anyone who needs it can benefit. This way, the

research doesn't just serve large companies with deep pockets it helps strengthen
cybersecurity for everyone.



Chapter Two: Literature Review

2.1. Introduction

This chapter presents review of literature on SQL injections. It expounds on characteristics
of SQL injections, types of SQL injections and existing techniques for detecting them. The
chapter also explores the use of ML techniques in cybersecurity, with focus on anomaly

detection. Discussions on potential use of ML in detection of SQL injection are presented.
2.2.  SQL Injection Attack Characteristics

In a report published by OWASP (2017) the top ten severe security risks targeted towards
web applications are as shown in Figure 2.1:0WASP top ten sever security risksError!
Reference source not found. below, with SQL injection attacks leading. However, in a
report published by OWASP in 2021, injection attacks have gone down to number 3 but
should still be considered as a threat as it has the second greatest number of occurrences in
applications (OWASP Top Ten | OWASP Foundation, n.d.). Figure 2-1 illustrates the top

ten security risks and the changes in severity from 2017 to 2021.

2017 2021
= A01:2021-Broken Access Control
-~~~ > AD2:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure — } A03:2021-Injection

AD4:2017-XML External Entities (XXE) < [(New) A04:2021-Insecure Design

A05:2017-Broken Access Control d AN > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration — _= A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (X5S) ] ’ A07:2021-Identification and Authentication Failures
AO08:2017-Insecure Deserialization [MNew! A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities = ] - A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring "" (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

Figure 2.1:0WASP top ten sever security risks

Most organisations today rely on web applications to conduct business processes, and more
and more organisations are slowly migrating from the traditional in-house systems to web
applications allowing both clients and staff to access systems through smart devices such
as mobile phones, laptops, tablets etc. However, because of the high demand for web
applications, some security standards may be overlooked, which attackers may exploit. As

a result, the vulnerabilities linked to these applications are rapidly increasing.



You Yu et al., (2011) states that weak web applications have enabled attackers to easily
get access to systems and accounts of which are labelled as private and confidential. The
typical working of web applications is as follows: (1) User submits login request via web
interface including the username and password; (2) Before sending the request to the
database, a dynamic SQL query is generated in the backend of the software and sent to the
database; (3) The SQL query is received by the database and executed thus generating a
response or output. It is during the second step that dangerous queries resulting from use
of injected payloads would be created and subsequently sent to the database.

@]
User Web Database
Server
T T -1
I [ \

User Requests Access to protected data——>

K= -Server requets username and password — —|

User Submits Username and Password——>{

Dynamic SQL Query sent -:.
to Database for Verification

.-
K= — —Access to protected data granted- — — —| Verification (No)
-
~

Z-

Figure 2.2: Sample Login Procedure

2.3.Types Of SQL Injection Attacks

SQL injection attacks may be classified mainly into three categories based on several
factors. These are in-band (classic SQL.I), Inferential (blind SQLi) and Out-of-Band SQL.i
(Khan et al., 2023).



SQL Injection

In-Band (Classic) Inferential (Blind) Out-of-Band

Error Union Boolean Time

Figure 2.3: Type of SQLi Attacks

2.3.1. In-band (classic SQLi)

This is the easiest and most common type of SQL Injection attack in that it utilises the same
channel for the attack and receiving the results after the attack. There are two types of in-
band SQLi namely; error based SQLi and union based SQL.i (Rai et al., 2021).

A. Error based SQL.I

Error based SQLi relies on error messages received from database server that tend to
disclose the entire database structure. From the error message an attacker can be able to

recreate a payload that will eventually result in a successful attack (Khan et al., 2023).
B. Union based SQL.i

Union based SQLi combines the results of more than two SQL SELECT statements to
generate a unified (single) result. Commonly these commands are sent using an SQL
UNION command (Khan et al., 2023).

2.3.2. Inferential (blind SQLi)

Inferential SQL.i takes a while longer than in-band SQL.i for an attacker to exploit but still
poses a great threat. This type of attack does not involve the transfer of data i.e. no data is
transferred from the web application to the database and no result is generated from the
attack as well hence the name blind attacks. This type of attack uses Boolean type questions

or time-based queries which are also the subtypes of the attacks (Rai et al., 2021).



A. Boolean Based SQL.i

When the database generates or displays no output, we utilize the true false condition to
provide a different response based on whether the supplied query returned true or false. If
the system behaved different when subjected to either false or true payload, then it is

vulnerable to Boolean based SQL.i attacks.
Below are examples of Boolean based SQLIA
A.1.True Payload

SELECT id FROM users WHERE id =1 AND 1=2
Code Snippet 1: True Payload

A.2.False Payload

SELECT id FROM users WHERE id =1 AND id=2
Code Snippet 2: False Payload

If the result of the above is different, then the database is susceptible to Boolean based

attacks.
B. Time based SQL.I

This is an SQL.i technique that sends an SQL query to the database that forces it to take
some time before responding back. The time taken to respond determines if the result is
true or false. This in turn make this type of attack really slow especially on larger databases

as each character is enumerated one by one.

2.3.3. Out-of-band SQLi

This is a type of injection attack that the attacked application does not send a response to
the attacker on the same channel the attack was sent, but instead has the application send
the response to a remote site that the attacker has control over (Out-of-Band SQL Injection
| Learn AppSec, 2022). This type of attack depends on features such as DNS or HTTP that

allows the attacker to send the responses to a remote site.
2.4. Use of Legacy Solutions to Prevent SQL Injection Attacks

Below are some of the existing SQL injection techniques currently used to detect and

prevent SQL injections.
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2.4.1. Web Application Firewalls

A Web Application Firewall (WAF) is a type of application firewall designed to protect
HTTP-based web applications. A WAF manages an HTTP interaction using a collection
of rules. Generally, these rules protect against common vulnerabilities such as Cross-site
scripting (XSS), SQL Injection, etc. A WAF is often used to protect a single web
application (or a collection of web applications) and is considered a reverse proxy. A WAF
can take the form of an appliance, a server plugin, or a filter and can be customized to a
particular application (Omar et al., 2023).

WAFs have several limitations, including the potential to block legitimate traffic or
requests, which can cause issues for users accessing the application, and the need for
manual review and blacklisting by the administrator. Additionally, WAFs can slow down
the application and add extra overhead, which can be problematic for critical applications
with high traffic or high-performance requirements.

2.4.2. Stored Procedures

A set of SQL statements in SQL is called a stored procedure. These statements are stored
together in the database. A stored procedure can perform one or several Data Manipulation
Language (DML) operations in the database. The return value of the stored procedure
depends on the statements contained in the procedure, and the arguments passed to it
(Brimhall et al., 2015). Stored Procedures have two main drawbacks: they are unencrypted
by default, allowing simultaneous access to the database, and they add complexity to
application development and maintenance (Brimhall et al., 2015).

2.4.3. Input Validation and Whitelisting

Input validation is when an application checks the input it gets against a certain set of
standards within the app. There are two types of input validation: whitelist (inclusion or
positive) and blacklist (exclusion or negative). Input Validation and Whitelisting have
limitations, including potential errors in enterprise-level input validation and insufficient
coverage of all attack vectors, and may not be sufficient to adapt to evolving attack
strategies (Baah & Kabari, 2012).
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2.5.  Use of Artificial Intelligence to Prevent SQL Injection Attacks

To improve web application security, it is necessary to strengthen the system itself through
rigorous scanning and vulnerability detection. According to Betarte et al. (2018), using
machine learning approaches can improve Web Application Firewalls' accuracy and

efficiency in identifying SQL Injection attacks.
2.5.1. Machine Learning

Machine Learning as a branch of Artificial Intelligence (Al) and computer science focuses
on how data and complex algorithms can be used to emulate human thinking and ability to
learn and improve its accuracy (Shaveta, 2023). In the context of information security,
machine learning can be used to efficiently determine and classify network traffic as either
normal traffic or an attack in order to protect IT assets without interrupting normal day to
day business transactions. There are multiple machine learning techniques/algorithms that

can be used.
A. Supervised Learning

Supervised Learning (SL) also known as task-oriented learning, is the most widely used
machine learning technique as it is the simplest method to employ. It utilises known input
data and output data for training to predict future output data. It has multiple applications
to face recognition and spam classification (Ali, 2013). Supervised Learning is divided into
two categories: regression, which determines the relationship between variables for
projections, and classification, which accurately groups data into specific categories based

on labelling, such as true or false or spam or not spam.

Examples of supervised learning algorithms include Naive Bayes, Decision Trees, KNN,
Neural Networks, SVM, and Linear Regression.

Neural Networks — this involves the training of data by mimicking the human brain
neural network through layers of nodes. They solve complex problems through the use
of non-linearity and hidden relationships between both inputs and outputs (Hosam et
al., 2021). Some examples of Neural Networks include:

a) Convolutional Neural Networks
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b)

A Convolutional Neural Network (CNN) is a type of multilayer neural network
generally used for special data. Typically, a CNN consists of one fully connected (FC)
or more (FC) connected layers. The FC layer takes inputs from the final (pooling) or
(convolution) layer and outputs the final (CNN) output. Both the convolution layer and

the pooling layer perform feature extraction (Ghosh et al., 2020).

CNN offers advantages such as reducing trainable features to avoid overfitting and
improve generalization, learning classification and feature extraction together to create
more organized output, and being more efficient in large datasets compared to other

neural networks.
Recurrent Neural Networks

A Recurrent Neural Network (RNN) is any network that has a loop in its network
connections. In other words, the value of a unit depends directly or indirectly on its
previous outputs as input. These networks are very powerful, but they are hard to model

and train.
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Figure 2.4: Recurrent Neural Network (RNN)

c)

RNN offers several advantages, including the ability to model a set of records based on
previous patterns, and the ability to combine RNN with convolution layers for a strong

pixel neighbourhood, making each pattern dependent on the previous ones.

Feedforward Neural Networks
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A feed forward neural network is an artificial neural network where the nodes’
connections are not looped. Feed forward model is the most basic form of neural
network because information only flows in one direction. The data may pass through
several hidden nodes, but it always flows in one direction and not in the opposite

direction.

Inputs Outputs

Input layer Output layer

Figure 2.5: Feedforward Neural Networks

FNNs offer several advantages, including their ability to handle nonlinear data in a
straightforward manner, addressing decision boundaries, and being suitable for
regression and classification, unlike more complex perceptrons and sigmoid neurons.

They also excel in regression and classification.

Neural networks identify SQL injection attacks by changing SQL queries into numerical
forms and then learning the patterns through several models. If the data is of a fixed size,
then a feedforward network is used. If the data is sequential to capture dependencies, then
a recurrent network is used. A convolutional neural network is applied where local patterns
are to be detected. The network is then trained using labelled queries so that it identifies
other queries as either benign or malicious, making use of its capability to learn complex
patterns to increase accuracy. The challenges in this method are large-labelled datasets and

computational resources.

I. Naive Bayes — This type of algorithm is used in the classification of tasks. Through the
process of classification, one feature does not impact the probability of a given outcome

as each identifier has its own and equal effect on the overall result.
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Naive Bayes has limitations due to its conditional independence of features and its
inability to handle complex numerical data with a Gaussian distribution. It may struggle
with imbalanced datasets and skewed class distributions and may favour majority classes
with few training samples. It may also struggle with complex correlations between

characteristics, affecting its accuracy (Pajila et al., 2023).

For the detection of SQL injection attacks, Naive Bayes looks for key features in SQL
queries e.g. specific keywords, length of query, or unusual characters that might give way
to an attack. The model then learns to associate these features with either normal or
malicious behaviour. In this case, upon entry of a new query, the model will match its

features against the likelihood that it is safe or that it is an injection attempt.

Linear regression — this algorithm uses the value of one variable to determine the next
possible variable depending on the relationship between one dependent variable and one
or more independent variables. It uses the method of least squares to plot a line of best

fit on a graph.

Linear regression has a limitation as it requires interpretation to be limited to the range
of predictor variables observed in the data, and it cannot be assumed to continue beyond

the sample data range (Marill, 2004).

You can identify SQL injections using linear regression by generating features from SQL
queries, for example by tokenization, special characters, query length, labelling each
query as normal or malicious, and training a linear regression model on the data. After
evaluating the model using accuracy and similar metrics, you can then deploy it to

monitor and flag possibly harmful SQL queries in real-time.

Support Vector Machines — developed by VladimirVapnik, Support Vector Machines
(SVM) is used for both data classification and regression. It works by coming up with a
hyperplane that separates the classes of data points on either side of plane (Yu & Kim,
2012). For this reason, SVM is known to find more optimal solutions over neural

networks or rule-based techniques.

SVM has limitations such as not being suitable for large data sets, underperforming when

data sets have more noise, and also underperforming when the number of features for
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VI.

each data point exceeds the number of training data samples. SVM can be used in SQL
injection detection by tokenizing and vectorizing the SQL queries into numerical feature
vectors. After the creation of a dataset of benign and malicious queries, respectively, with
appropriate labelling, one can train and evaluate the performance of an SVM model using
appropriate metrics. The model can be deployed in real-time SQL.i detection. Continuous
learning and updating of the model help in coping with new attack patterns. Some key
considerations include challenges such as feature selection and handing class-imbalanced
data.

K-Nearest Neighbor — This algorithm classifies data based on how they associate with
available data and their proximity to each other as it assumes similar data points are
usually near each other. The processing time is faster for smaller data sets but as the
dataset grows so does the processing time making it not desirable for data classification

tasks.

K-Nearest Neighbor (KNN), has limitations such as not scaling well, falling victim to the
curse of dimensionality, and being prone to overfitting. It takes up more memory and
data storage, which can be costly and time-consuming. Additionally, KNN is prone to
the peaking phenomenon, where additional features increase classification errors,

especially when sample sizes are smaller (Song et al., 2017).

KNN includes extraction of features, such as keyword frequency and query length, or
even pattern matching, followed by training using a labelled dataset, and then classifies
new queries against the nearest neighbours in a multi-dimensional feature space. These
challenges arise when dealing with high-dimensional data and class-imbalanced datasets.
Optimization techniques like dimensionality reduction and weighted KNN can be applied

to improve performance.

Decision Trees — this is hierarchical algorithm that classifies data in the form of root
node, branches, internal nodes and leaf nodes. It is commonly used for regression and

classification tasks.

Decision trees have limitations such as overfitting training data, capturing noise as a
pattern, and producing unstable trees due to small variations in data. They may not always

yield the most accurate predictions and may produce biased trees favouring the dominant
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class in unbalanced datasets. Despite their ease of interpretation, decision trees may not

always yield the most accurate models compared to other algorithms.

The use of decision trees involves collecting and labelling datasets containing benign and
malicious SQL queries, extracting features such as keyword presence, structural analysis,
and entropy, and training a decision tree model in classifying these queries as safe versus
potentially harmful. To adapt to new methods of attack, the model will maintain its ability
once integrated into the database layer of an application for the real-time detection of

such queries, with regular updates and retraining.

Internal Internal
Node Node

v v v

.

Figure 2.6: Decision Tree

B. Unsupervised Learning

Unsupervised learning is used in the analysis of unlabelled datasets in order to discover
hidden data patterns without any human intervention. This ability to identify hidden
patterns makes unsupervised learning ideal for exploratory data analysis, image
recognition etc. Examples include Hidden Markov model, K-means clustering and

Gaussian mixture models.

In the case of SQL injection detection, unsupervised learning can be applied by
analyzing the SQL queries with clustering and anomaly detection techniques. Through
tokenization of queries, extraction of structural features, and identification of patterns,
unsupervised models will be able to detect unusual or anomalous queries that could

indicate SQL injection. This approach requires continuous monitoring, manual
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reviewing, and updating of models to adapt to new threats against which a balance

needs to be struck between detecting true positives while minimising false positives.

Unsupervised learning has limitations such as learning one step at a time due to
additional hierarchy needs, predicting clusters (K-value), affecting data direction, and
being sensitive to outliers, making it linearly increase in learning time (Dike et al.,
2018).

. Reinforcement Learning

This is a technique that learns from past actions and experiences. It behaves similar to
how human beings learn and grow based on their environment. It is commonly used in
video games, industrial simulations etc. Examples include Temporal difference, Q-

learning and Deep adversarial networks.

Reinforcement Learning (RL) can be used in SQL injection detection by training an
agent to identify dangerous SQL queries using attributes such as keywords, patterns
and query structures. The environment has been formed with states being SQL queries
whereas actions are the classifications of the queries as safe or dangerous. For proper
classification rewards have been offered to the agent, thus refining its policy so that it
is accurate maximally. Training on known SQL injections datasets, some of these

methods include Q-Learning and deep RL models.

Reinforcement learning has limitations such as high training steps, high sample size,
and being environment-specific, making it less efficient and not transferable to other
models (Lyu et al., 2022).

2.6. Existing Work on ML for SQLIA Detection

In recent years, researchers have increasingly turned to machine learning (ML) to tackle

the challenge of detecting SQL injection attacks (SQLIA), largely because traditional rule-

based and signature-based systems often fall short when dealing with new or cleverly

disguised attacks.

Early approaches used algorithms like Support Vector Machines (SVM) and Decision

Trees, which were trained to differentiate between normal and malicious SQL queries

based on specific features extracted from the query strings. These models were fairly
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effective, but they depended heavily on manual feature engineering and struggled with

detecting unfamiliar attack patterns.

Later studies explored a wider range of ML techniques, including Naive Bayes, Random
Forest, and Logistic Regression. These models generally performed better and were easier
to scale, especially when used alongside structured preprocessing methods like
tokenization or parsing of SQL statements. For example, Sonali Mishra (2019) applied both
Naive Bayes and Gradient Boosting classifiers to detect SQL injection, highlighting that
ensemble methods like boosting could improve accuracy compared to simpler models.

More recently, deep learning has started to gain traction in this area. One study proposed a
deep neural network (DNN) that could outperform classical ML models in spotting SQL
injection attempts, especially when the attack payloads were more complex or disguised
using uncommon syntax (R et al., 2021). Some researchers have also experimented with
Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) models, which
can learn the sequence of characters in a query. These models are particularly useful for

understanding context, such as how different parts of a query relate to each other over time.

While all of these models show promise, many rely on curated features or simplified data,

and some still struggle to detect more subtle or obfuscated injection techniques.

2.7.Use of Convolutional Neural Networks (CNN) to Prevent SQL Injection
Attacks

Before we dive into how Convolutional Neural Networks (CNNs) help detect SQL
Injection Attacks (SQLIAS), it’s important to first understand what CNNs are and how they
work. CNNs are a type of deep learning model that excel at automatically learning patterns
from data. They’re most famously used in image recognition, but they’ve also proven to

be quite effective for analyzing text (Abdulhamza & Al-Janabi, 2022).

At their core, CNNs are built from layers that each play a specific role. The first key layer
is the convolutional layer, which uses small filters (or kernels) that scan across the input
data. As they slide over the input, they perform calculations that help identify patterns—

like edges in images or frequent word combinations in text (Falor et al., 2022).
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Once these patterns are found, pooling layers help simplify the data by keeping the most
important parts and discarding the rest, which makes the model more efficient and focused.
Toward the end of the network, fully connected layers take all the learned patterns and use
them to make a final decision or prediction (Falor et al., 2022).

The software tools, frameworks, or programming languages used to demonstrate the CNN
are; TensorFlow, Keras, Scikit-learn and specific databases like MySQL. Additionally,
Python is used as the primary programming language, with Jupyter Notebook as the

development environment,
2.8. Related Work

In recent years, Convolutional Neural Networks (CNNs) have gained significant traction
in the domain of SQL injection detection due to their ability to automatically extract
features from raw data. Several notable studies have successfully applied CNNs to this
problem. However, while CNN itself is not novel in this context, the unique positioning of

this research lies in its scope, execution, and ethical framing.

For instance, Shahbaz et al. (2024) presented a robust CNN-based model trained on over
109,000 queries, achieving high precision and recall. Their work primarily focused on
performance metrics and architectural design without an in-depth exploration of the
model’s ethical implications, accessibility, or deployment feasibility in resource-limited
environments. Abdulhamza and Al-Janabi (2022) took a different route by leveraging a
2D-CNN architecture with word embeddings derived from the Skip-Gram model. Their
approach treated SQL queries as image-like matrices, which enhanced contextual learning
but introduced substantial computational overhead. While effective, such techniques may

not be practical in settings where computational resources are constrained

More innovatively, Nguyen et al. (2025) proposed a graph-based approach using Graph
Convolutional Networks (GCNs). Their work stands out by converting SQL queries into
structured graph representations, enabling flexible input handling and improving the
model's ability to understand relational data. Although powerful, this method introduces
complexity and computational demands that may not be suitable for simpler deployment

scenarios.
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2.9. Research Gaps

Even with the progress made so far, there are still some noticeable gaps in current SQLIA

detection research.

Firstly, many existing methods depend on manual feature extraction of things like keyword
spotting or regular expressions to feed the machine learning models. This works to a point,
but it doesn’t always capture the deeper, structural patterns in SQL queries that could signal
an attack, especially when attackers use tricks like adding harmless symbols or spacing to
bypass detection (R et al., 2021).

Another challenge is generalization. Some models perform very well on the datasets
they’re trained on, but struggle with real-world data. That’s often because training sets
aren’t diverse enough, and models end up overfitting; basically, learning the training data

too well without being able to adapt to new, unseen inputs (Mishra, 2019).

There’s also the issue of class imbalance. In most datasets, the number of benign queries
far outweighs the number of SQL injection attempts. This can skew the model's learning,
making it less sensitive to actual threats. While techniques like resampling or using
ensemble models help, they don’t fully solve the problem especially for attacks that don’t

follow known patterns (Krishnan et al., 2021).

One area that’s still underexplored is the use of Convolutional Neural Networks (CNNs).
While CNNs are more commonly known for image processing, they’ve shown strong
potential for text classification tasks too, including detecting SQL injections. CNNs are
good at spotting patterns in small windows of data, which makes them ideal for identifying
fragments of SQL code that could be malicious. Unlike traditional ML methods, CNNs

don’t need you to define features manually, they learn them automatically during training.

Another key strength of CNNs is their resilience to obfuscation. Because they focus on
local patterns, they can detect suspicious sequences even when attackers use unusual

formats, symbols, or whitespace to try and hide their intentions.

Finally, early research shows that CNN-based models can match or even exceed the
accuracy of models like logistic regression or SVM especially when combined with good

preprocessing like tokenization and embedding layers (Krishnan et al., 2021). So, while
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traditional ML models have laid a strong foundation, CNNs offer a powerful, scalable next

step toward building smarter, more adaptable SQL injection detection systems.

In contrast, this research prioritizes a balance between performance, interpretability, and
inclusivity. The model adopts a standard CNN architecture that is straightforward to
implement and effective in capturing syntactic patterns within SQL queries. Moreover, this
study incorporates stratified sampling, detailed data inclusion and exclusion criteria, and

rigorous preprocessing to ensure data integrity and generalizability.

What sets this work apart is its human-centred approach. Ethical considerations are
integrated throughout the methodology, from data privacy to open-source dissemination.
The outcomes are not only intended for academic contribution but are also designed to
support communities with limited access to advanced cybersecurity tools. This broader
impact framework aims to ensure that the benefits of machine learning in security extend

beyond academic and corporate boundaries.
2.10. Conceptual Framework

Figure 2-7 illustrates the conceptual framework, where detection of SQL injections is done
through the use of a CNN. This involves several key stages that guide the process from
data preparation to the final stage of model evaluation. The process begins with the
organization and formatting of the dataset to ensure uniformity. The dataset is then loaded
and split into training (70%), validation (15%), and testing (15%) sets in the working
environment into training, validation and test sets for model training and evaluation
allowing for robust evaluation and reduces the risk of overfitting. The sample size
(consisting of an average of 1,000 SQL queries (both benign and malicious queries)) was
chosen as the CNN model requires a large enough sample size to adequately train the model
and provide significant results and ensure an equal representation of different types of SQL
injection attacks, such as Union-based, Error-based, and Blind SQL injections. This
approach helps to balance the dataset and improve model performance. At the text
preprocessing phase, the data is cleaned and transformed to enhance its suitability for the
CNN. Once finalized, model compilation and training is done to define the CNN
architecture and tuning of the parameters. Finally, model evaluation is used to assess the

performance of the trained CNN.
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This research does not explicitly define the criteria for including or excluding SQL queries
in the dataset, which is crucial to ensuring a balanced and representative dataset covering
various SQL injection attack techniques. Inclusion criteria should involve real-world attack
queries, diverse attack techniques, and different SQL dialects such as MySQL. Conversely,
exclusion criteria should filter out duplicate queries, non-relevant database queries, and

overly simplistic examples.

These criteria are crucial for building a reliable dataset. Including diverse attack techniques
helps prevent the model from being biased toward just one type of SQL injection, while
removing duplicates ensures the model doesn’t just memorize patterns but actually learns
to detect threats effectively. Supporting multiple SQL dialects also makes the model more

adaptable to different database environments.
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Figure 2.7: Conceptual Framework
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Chapter Three: Research Methodology

3.1. Introduction

This chapter presents the methodology used in this research. It discusses how each research
question was addressed, the type of data used, and the analysis approach. It then highlights
the approach takes to design, implement and test the proof-of-concept SQL injection
detection system using CNN. Finally, the ethical considerations are listed.

Below are the research questions addressed:
Research Question 1: What techniques are used in SQL injection?

This research question has been answered in the literature review presented in the chapter
2. The chapter depicts the many techniques that may be used to launch SQL Injection
Attacks (SQLIA).

Research Question 2: How do current tools used in detection of SQL injection attacks

operate?

This research question has been answered in the literature review presented in the chapter
2. These include Web Application Firewalls, stored procedures and input validation and

whitelisting.

Research Question 3: How can an algorithm for SQL Injection detection be designed and

implemented?

This research question has been addressed by the system methodology which is presented
later in the chapter. The system methodology shows the methods used by the researcher to

meet the research objectives.
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Research Question 4: How does the SQL injection detection algorithm perform?

This research question is intended to demonstrate the validity of the researcher's

dissertation. This was addressed by a set of system tests mentioned later in this chapter.

3.2. Research Design

The research involves the use of systematic and methodological approaches to developing
an effective model capable of identifying SQL injection attacks. This study involves the
collection of a comprehensive dataset comprising of both benign and malicious SQL
queries to train and validate the machine learning model. The chosen machine learning
model will be trained on the dataset to recognize patterns of SQL injection attacks. Feature
extraction and selection will be applied to enhance the model’s capability to adapt to
various attack scenarios. Cross validation will also be employed to assess the model’s

performance and ensure its robustness.

A series of real-world situations and attack simulations will be used to assess the accuracy,
precision, recall, and overall effectiveness of the proposed SQL injection detection system.
The study will also investigate the model's scalability, taking into account variables like
data volume and complexity, in order to evaluate its suitability for use in a variety of

contexts.
3.3. Software Methodology

The chosen methodology for this dissertation is Kanban. Kanban is an agile methodology
for managing agile and DevOps software development. It requires real-time capacity
communication as well as complete work openness. Work items are visibly represented on
a kanban board, allowing team members to monitor the status of each piece of work at all
times (Atlassian, n.d.). Kanban was initially established in the late 1940s by a Toyota
industrial engineer named Taiichi Ohno (SUGIMORI et al., 1977).

25



KANBAN BOARD

il oove |
WIP Limit .

""""""""" ¢ ¢ &

Swimlane &= O EXPEDITE
(&) @

Figure 3.1: Kanban board

This methodology is split into 5 steps:

Visualization of workflow

Limit the amount of WIP

Manage and measure your workflow
Switch to explicit policies

Implement Feedback Loops

© o~ w b -

Use the scientific method for optimization

C.3.1. Visualization of workflow

At this stage, the researcher mapped out the software development workflow stages on a
virtual Kanban Board using separate columns. The researcher tracked each stage of the
development process, including research and requirement gathering, data collection and
preprocessing, model design and implementation, training and testing, and model tuning,
ensuring a comprehensive understanding of CNN and SQL injection patterns. A feasibility
study was conducted to confirm that the requirements were clear and achievable. The
gathered requirements were then assessed for their accuracy.
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C.3.2. Limit the amount of WIP

To preserve efficiency, the researcher limited the number of tasks executed simultaneously.
For example, while collecting SQL injection data, the researcher did not begin creating the
CNN model until the dataset had been thoroughly pre-processed. Limiting work-in-
progress (WIP) ensured that resources were not overstretched and that each phase received

focused attention before moving forward (Ahmad et al., 2013).

This approach was especially useful during the model training and testing phases, when
hyperparameter tuning and optimization required meticulous attention to detail. Limiting
concurrent tasks during this stage helped minimize computing resource overload and kept

the project on track.
C.3.3. Manage and measure your workflow

At this stage, the metrics tracked included cycle time (i.e., the length of time it took for a
task to move from one stage to another), the number of tasks completed within a certain
period, and work-in-progress limits. Through workflow measurement, the researcher was
able to identify slowdowns; for example, when training time was too long or when
debugging on CNN layers took an extended period. These metrics allowed the researcher
to make informed decisions regarding resource investment for these stages, determining
whether it was worthwhile to refine them further such as adjusting the model's architecture

for improved detection accuracy (David J. Anderson, n.d.).
C.3.4. Switch to explicit policies

With the use of explicit policies, the researcher was able to formalize the rules guiding the
workflow. For example, the researcher put criteria in place to ensure that a task could only
move from "data preprocessing” to "model design" once specific conditions were met. The
latter included tasks such as verifying that the dataset was balanced and that SQL injection
patterns were well represented, among others. Similarly, explicit policies for transitioning
from "training" to "evaluation™ included meeting a minimum acceptable accuracy threshold
on the validation dataset (Ahmad et al., 2013).
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C.3.5. Implement Feedback Loops

This approach included the use of feedback loops to constantly monitor the status and
performance of the research. Feedback was gathered after every stage of testing the CNN,
particularly regarding its accuracy and its ability to detect SQL injections. For example,
during the review of frequent false positives and negatives observed in testing, the
researcher promptly readjusted the model and dataset to achieve better accuracy. These
feedback loops ensured continuous improvement and provided valuable opportunities to
adapt quickly to new insights (Ahmad et al., 2013).

C.3.6. Use the scientific method for optimization

Following the scientific method, each improvement iteration was treated as an experiment.
By fine-tuning the CNN model, hypotheses were drawn regarding which changes in
activation functions or learning rates would result in improvements or deterioration in
detection performance. For example, the researcher hypothesized that increasing the depth
of the CNN would enhance its feature extraction capabilities for SQL injection patterns.
These hypotheses were then verified through controlled experiments, allowing the
researcher to iteratively collect data to optimize the model. This structured approach
aligned with the emphasis Kanban places on continuous improvement based on empirical
evidence (Ahmad et al., 2013).

By applying these principles of Kanban, the researcher was able to efficiently manage the
complexities involved in developing a CNN-based SQL injection detection algorithm,

thereby ensuring that the project remained balanced, iterative, and data-driven.
3.4.  System Analysis

The system analysis of this research involved an examination of the vulnerabilities and
characteristics of SQLIAs outlined in the problem statement, while also exploring how
CNNs could be used to handle these attacks. This analysis began by classifying SQLIAs,
understanding their exploitation methods, and identifying deficiencies in conventional
countermeasures such as input validation and Web Application Firewalls. The analysis of
requirements therefore focused on identifying the capabilities that the model needed, such

as handling obfuscation techniques, dynamic payloads, and encoding schemes employed
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by attackers. It also considered the datasets required for training and testing, ensuring they
included both known and novel SQLIA patterns, while performance metrics—accuracy,
false positive rates, and detection speed—were clearly defined to evaluate the CNN-based

solution.
3.5.  System Implementation

The system implementation followed a phased approach to ensure a structured and
effective development of the CNN-based SQL injection detection model. It began with the
definition of the system specifications and the CNN architecture. This was then followed
by the compilation and preparation of labelled datasets of SQL queries. The CNN was
subsequently trained to identify and classify malicious and benign queries with

performance optimization.

The model was developed using Python (version 3.10) in a Google Colab environment.
Libraries included TensorFlow, Keras, Pandas, NumPy, and Scikit-learn. Google Colab
provided a cloud-based platform with GPU acceleration, allowing for efficient training and
evaluation of the CNN model.

The following steps were followed in the development of the CNN model. Data
preprocessing involved tokenizing SQL queries and converting them into sequences.
Vectorization was performed using one-hot encoding to convert tokens into numerical
representations. The model architecture consisted of an embedding layer, convolutional
layers, max-pooling layers, a flattening layer, and dense layers with ReLU and Softmax
activations. During training, the model was compiled using categorical cross-entropy loss
and the Adam optimizer and was trained for 10 epochs with a batch size of 32. Finally, the
model's accuracy and other metrics were computed using test data.

3.6. System Testing and Validation

The model was tested on multiple samples of input datasets representing both legitimate
and harmful SQL injection attacks, which were fed into the CNN model to determine its
ability to detect SQL injection attacks and its capacity to learn after several attempts. This
involved analysing the model’s precision, recall, and F1-score metrics using cross-

validation techniques to confirm its robustness and efficacy across multiple attack vectors.

29



Furthermore, testing was conducted against various SQL injection attack techniques to
evaluate the model's resilience and reliability in real-world deployment settings, ultimately

aiming to protect database systems from potential security breaches.
3.7. Ethical Considerations

As the research focuses on cybersecurity and does not directly involve human subjects or
sensitive data related to specific individuals or communities, the ethical considerations
related to welfare, rights, beliefs, perceptions, customs, and cultural heritage are minimal.
The research does address data privacy concerns and ensure that any data used for training

and testing is anonymized and handled securely.

As the only researcher involved in the project, | took responsibility for tracking and
documenting the progress of the research. While there were no external participants, I
maintained a detailed record of key milestones, methods, and outcomes to ensure the
research was on track and could be referenced in the future. Additionally, the research
remained mindful of broader ethical principles, ensuring the research contributes positively
to the field and respects privacy norms. By improving the detection of SQL injection
attacks, this research could enhance the security infrastructure of organizations globally,
indirectly supporting the protection of user data and privacy in a way that aligns with

ethical values.

Upon completion of the project, I compiled a comprehensive final report that summarized
the methodology, results, and conclusions. This report, along with any relevant code or
documentation, was stored for future use, ensuring that the outcomes of the research can
be shared and reviewed when needed, either for personal reference or in the context of

broader dissemination.

When collecting and analysing sensitive information, the researcher will ensure that data
is used responsibly and ethically, that privacy standards are followed, and consent is
obtained. Furthermore, possible biases in the dataset used to train machine learning models

must be mitigated in order to avoid unfair outcomes or discriminatory behaviours.
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3.8. Dissemination and Utilization of Results

The findings from this research will be disseminated through various academic and
professional channels, including academic publications, technical reports, open-source
implementation, and industry collaboration. The results will be submitted to peer-reviewed
journals and conference proceedings related to cybersecurity, artificial intelligence, and
web security. A comprehensive technical report will be published, providing insights into
the implementation and performance of the proposed ML-based SQL injection detection
system. Additionally, the SQL injection detection algorithm will be made available as an
open-source tool on platforms like GitHub to facilitate further research and real-world
application. Lastly, the results will be shared with organizations and cybersecurity firms to
enable the integration of ML-based SQL injection detection mechanisms into their web

security infrastructure.

The results of this research will enhance cybersecurity practices across various domains by
improving web application security, policy, and compliance. The proposed system can be
integrated into web application firewalls (WAFs) to enhance real-time detection and
prevention of SQL injection attacks. Additionally, insights from this research can inform
best practices for securing web applications and influence security policies and compliance

standards.
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Chapter 4: System Design and Architecture

4.1. Introduction

This chapter focuses on the steps taken by the researcher in designing of the system. These
steps involve requirement analysis, identification of the functional and non-functional
requirements. The chapter also describes the architecture design for SQL injection
detection using Machine Learning.

4.2. Requirement Analysis

At this stage the researcher is able to identify the resources and information that will aid in
meeting the objectives set, which is; SQL Injection Detection using Machine Learning. In
order to attain this, each requirement is broken down and flow of events/transaction
performed assisting in the decision-making process is reviewed on their necessity (i.e. if
the requirement is needed or not). This stage allows for the creating of the development
framework required for this research paper. These system requirements can be categorized

as functional and non-functional requirements.
4.2.1. Functional requirements

These describe the system's functionality. They provide the desired functionality that the

user expects from the system. The functional requirements are as follows:

I.  The system should be able to intercept incoming SQL queries submitted by users.
ii.  The system should be able to apply Machine Learning Model for classification for
submitted SQL queries.
iii.  The system should be able to allow benign queries and reject malicious queries
iv.  The system should have the capability to store intercepted queries along with their

associated features and classification results in a database.
4.2.2. Non-Functional Requirements
The non-functional requirements are as follows:

i.  The system should be able to process incoming queries with minimal latency to

ensure real-time detection and response.
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ii.  The system should be easily scalable allowing for increasing loads and growing
datasets.

iii.  The system should be highly reliable, ensuring continuous operation.

iv.  The system should be easy to maintain allowing for easy updates and

enhancements.

4.3. The System Diagram
The design comprises the system flow chart, use case diagram and the system sequence

Diagram. These are presented in the below subtopics.

4.3.1 Use Case Diagram

Figure 4.3.1 illustrates a use case diagram for a machine learning-based SQL injection
detection system. It represents a user's engagement with the system, including the process
flow and major components involved. The user initiates the process by running a script,
which then presents the results. The key steps are to load the dataset, preprocess it, partition
it, and convert queries to numerical representations. These procedures are followed by
creating a Convolutional Neural Network (CNN) model, training it, assessing it, and lastly
producing a classification report. The figure stresses the essential links between the

processes and the sequential flow required to detect SQL injections successfully.

SQL Injection detection using Machine Learning

O

@7 Executes Script l — == — << extend>> — — — — — — Display Results
l

<<include>>

|
Build CNN Model
|

4 |

User

\I |I

<<include>> s <<include>>

Figure 4.1: Use Case Diagram



4.3.2. Sequence Diagram
Figure 4.3.2 is a sequence diagram that depicts the process of detecting SQL injections

using machine learning. The user initiates the process by executing a Python script, which
triggers the DataLoader to load a dataset. The dataset is preprocessed, split into training
and testing sets, and one-hot encoding is applied. A CNN model is built and trained using
the training dataset, evaluated on the testing set, and a classification report is generated to
summarize the model's effectiveness in detecting SQL injections. This systematic approach

ensures a structured approach to machine learning-based SQL injection detection.

L
|

Figure 4.2: Sequence Diagram

4.3.3.Flow Chart Diagram
Figure 4.3.3 is a flowchart that outlines the process of detecting SQL injections using

machine learning. It starts with a user executing a script, loading a dataset, preprocessing
it, splitting it into training and testing sets, converting queries into numerical
representations, building a Convolutional Neural Network (CNN) model, training it with
the training data, and evaluating it with the testing data. A classification report

summarizes the model's performance, and the results are displayed to the user.
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35



Chapter 5: System Implementation and Testing
5.1 Introduction

Testing and system implementation are essential stages in the creation of every machine
learning model. In this chapter, we will discuss the implementation and testing process of
a Convolutional Neural Network (CNN) model for detecting malicious SQL injection
(SQLi) queries. Python libraries like NumPy, Pandas, Scikit-learn, and TensorFlow are

used in the provided code.
5.2 System Implementation
5.2.1 Dataset Loading and Preprocessing

The initial stage in system implementation is to load and preprocess the dataset. In the
provided code, we load a dataset named'sgli.csv', which comprises SQL queries labeled as
malicious or non-malicious. The dataset is loaded into a Pandas DataFrame, after which

the input features (SQL queries) and output labels are extracted.

import numpy as np

import pandas as pd

from sklearn.model_selection import train_test_split

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import ConvlD, MaxPoolinglD, Flatten, Dense
from tensorflow.keras.utils import to_categorical

from sklearn.metrics import classification_report

dataset = pd.read_csv('sqli.csv', encoding="utf-16")

dataset[ 'Sentence’].values
dataset[ 'Label’].values

Figure 5.1: Dataset Loading and Preprocessing

5.2.2 Data Splitting

The dataset is loaded and then split into training and testing sets using Scikit-learn's
‘train_test_split’ method. This ensures that the model's performance may be evaluated

using previously unseen data.
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X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

Figure 5.2: Data Splitting

5.2.3 Text Preprocessing

Text processing is an important step before putting data into the model. This
implementation converts textual inquiries into numerical representations using a basic one-
hot encoding method. Each word in the query is hashed and assigned a unique index within
a predefined vocabulary size. The resulting one-hot encoded vectors indicate the presence

or absence of words in the requests.

vocab_size = 10000
X_train_encoded = np.zeros((len(X_train), vocab_size))
X_test_encoded = np.zeros((len(X_test), vocab_size))

for i, query in enumerate(X_train):
if isinstance(query, float):
query = str(query)
words = query.split()
for word in words:
index = hash(word) % vocab_size
X_train_encoded[i, index] =1

i, query in enumerate(X_test):

if isinstance(query, float):
query = str(query)

words = query.split()

for word in words:
index = hash(word) % vocab_size
X_test_encoded[i, index] = 1

X_train_encoded = np.expand_dims(X_train_encoded, axis=2)
X_test_encoded = np.expand_dims(X_test_encoded, axis=2)

y_train_categorical = to_categorical(y_train)
y_test_categorical = to_categorical(y_test)

Figure 5.3: Text Preprocessing

5.2.4 Model Building

The CNN model is built using TensorFlow's Keras API, which is fundamental to the system
implementation. The model design starts with a convolutional layer, then moves on to max-
pooling, flattening, and dense layers. The convolutional layer learns characteristics from

incoming data, whilst the dense layers do classification.
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= Sequential()

.add(ConvlD(filters=64, kernel_size=3, activation='relu', input_shape=(vocab_size, 1)))
.add(MaxPoolinglD(pool_size=2))

.add(Flatten())

.add(Dense(64, activation='relu'))

.add(Dense(2, activation

Figure 5.4: Model Building
5.2.5 Model Compilation and Training
Once the model has been built, it is compiled with the proper loss function, optimizer, and

evaluation metrics using the build method. Categorical cross-entropy loss and the Adam

optimizer are used in this implementation. The model is then trained on the training data

using the fit technique, which specifies the number of epochs and batch size.

model.compile(loss="categorical_cr oy ', optimizer='adam', metrics=['accuracy'])

Figure 5.5: Model Compilation

model.fit(X_train_encoded, y_train_categorical, epochs=10, batch_size=32)

Figure 5.6: Model Training

5.3 System Testing
5.3.1 Model Evaluation

The model's performance in classifying SQL queries as malicious or non-malicious is
evaluated using testing data not exposed during training. The main evaluation metric is
accuracy, which measures the proportion of correctly identified cases among all examples
in the testing set. The ‘evaluate’ method calculates the model's accuracy on the testing
data, indicating its ability to apply its learnings to previously unknown data. Higher

accuracy indicates better performance.

_, accuracy = model.evaluate(X_test_encoded, y_test_categorical)

print("Accuracy: %.2f%%' % (accuracy * 100))

Figure 5.7: Model Evaluation
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However, accuracy alone may not provide a whole picture of the model's performance,
particularly in imbalanced datasets with one class greatly outnumbering the other. As a
result, it is critical to explore further into other evaluation measures such as precision,
recall, and F1-score, especially when dealing with binary classification jobs like SQL

injection detection.

Precision and recall are crucial metrics in binary classification tasks. Precision measures
the proportion of true positive predictions, indicating a low false positive rate, and recall
measures the proportion of true positive predictions out of all actual malicious instances.
High precision indicates a low false negative rate, indicating the model effectively captures
most malicious queries. The F1-score, the harmonic mean of precision and recall, provides
a balanced measure of a model's performance, considering both false positives and false
negatives. These metrics help stakeholders make informed decisions about the model's
deployment and potential improvements. Evaluation was conducted on the test set to

determine the model’s effectiveness. The following metrics were recorded:

Epoch 1/18
1e5/185 ———— 81s 733ms/step - accuracy: ©0.9048 - loss: 0.2206
Epoch 2/1@
1e5/1e5 76@ms/step - accuracy: ©.9973 - loss: 0.0160
Epoch 3/1@
105/1e5 746ms/step - accuracy: ©.9974 - loss: 9.8883
Epoch 4/18
1e5/1e5 881ms/step accuracy: ©.9989 - loss: ©0.00834
Epoch 5/18
185/185 ——— 81s 774ms/step - accuracy: ©.9998 - loss: 0.0017
Epoch 6/1@
185/1e5 772ms/step - accuracy: ©.9997 - loss: 0.0017
Epoch 7/1e
105/1e5 778ms/step accuracy: 1.8000 - loss: 7.6053e-84
Epoch 8/18
1e5/185 773ms/step - accuracy: ©.9993 - loss: 0.0028
Epoch 9/18
1e5/185 ———— 82s 77@ms/step - accuracy: ©.9998 - loss: ©.0018
Epoch 18/1@
1e5/1e5 771ms/step - accuracy: ©.9994 - loss: 9.8023
2?/27 — 5s 193ms/step - accuracy: ©.9855 - loss: ©.8552
Accuracy: 98.21%
27/27 —m— ———————— 45 151ms/step

precision recall fl-score support

2] 8.99 0.99 .99 588
1! 0.97 .97 252

accuracy .98 848
macro avg . .98 848
weighted avg .9 .98 840

Figure 5.8: Findings and report
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The results showed an accuracy of 98.21%. For precision, the model achieved 0.99 for
benign queries and 0.97 for malicious ones. Recall values were also strong, with 0.99 for
benign and 0.97 for malicious inputs. The F1-score was 0.99 for benign and 0.97 for
malicious queries. The macro average for precision, recall, and F1-score was 0.98 across
all classes. Similarly, the weighted average for precision, recall, and F1-score was also

0.98, indicating consistent and reliable performance across both classes.

Error! Reference source not found. confirms the model's high precision (low FP) and h
igh recall (low FN). The balance between these indicates robust overall performance,
capable of detecting most attacks while minimizing disruption to legitimate traffic. A total
of 247 malicious queries were correctly identified as malicious (True Positives), while 583
benign queries were correctly identified as benign (True Negatives). Only 5 benign queries
were incorrectly classified as malicious (False Positives), and 5 malicious queries were

missed and classified as benign (False Negatives).

Confusion Matrix

(5]
3 500
S
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= 400
o
=
o
2 - 300
o
§ - 200
S - 5 247
s - 100
I |
Mon-malicious Malicious

Predicted

Figure 5.9: Confusion Matrix
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5.3.2Performance Analysis

The model was tested across multiple scenarios. Standard Queries: The model successfully
detected all classical SQL injection attempts, including straightforward payloads using
logical operators like 'OR 1=1". Obfuscated Attacks: The model accurately detected
obfuscated inputs involving encoded characters, concatenated commands, and payloads
split across multiple parameters. This demonstrates the CNN's strength in learning non-
linear and hidden structures within queries. Blind Attacks: Boolean-based and time-based
SQL injections were accurately classified, showcasing the model’s ability to recognize

subtle behavioural patterns that do not involve direct data leakage.

After evaluating the model's accuracy, the provided code snippet generates a classification
report using Scikit-learn's ‘classification_report’ function, which includes precision,
recall, and F1-score for both classes (malicious (1) and non-malicious(0)), as well as other
metrics like support (the number of occurrences of each class in the testing set) and the
weighted average of precision, recall, and F1-score. This comprehensive study provides a
full examination of the model's performance across multiple dimensions, allowing

stakeholders to accurately analyze its strengths and limitations.

y_pred = np.argmax(model.predict(X_test encoded), axis=1)

report = classification_report(y_test, y pred)
print(report)

Figure 5.10: Performance Analysis
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CHAPTER 6: Conclusions and Recommendations
6.1. Introduction

This dissertation analyses SQL injection detection techniques, existing detection
mechanisms and the development of a machine-learning based algorithm in an attempt of
enhancing cybersecurity measures against SQLi attacks that pose a threat to web
applications, compromising data integrity and security.

6.2. Summary of Findings

The main objective of this research was to develop a Convolutional Neural Network (CNN)
model capable of detecting SQL injection attacks in web applications. The model was
trained and evaluated using a balanced dataset containing both benign and malicious SQL

queries.

Figure 5.8: Findings and report demonstrated that the Convolutional Neural Network
(CNN) model effectively detected SQL injection patterns across a wide range of attack
types, including standard queries, obfuscated inputs, and blind injection techniques,
confirming its robustness and adaptability to real-world scenarios. The model achieved a
high test accuracy of 98.21%, supported by a low training loss of 0.0023, indicating strong
convergence during the training process. Precision and recall for malicious queries were
both recorded at 0.97, while for benign queries, both metrics reached 0.99, reflecting the
model’s strong ability to differentiate between legitimate and malicious inputs with
minimal false positives or false negatives. The confusion matrix further highlighted this
reliability, showing 247 true positives, 583 true negatives, and only 5 false positives and 5
false negatives. Performance remained consistent across various testing scenarios,
including encoded payloads, split-payload attacks, and semantic query variations,
suggesting that the model captured deeper patterns rather than relying solely on fixed
signatures. Moreover, the close alignment between validation and test accuracy throughout
training confirmed that the model generalized well and was not overfitted to the training
data.
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Overall, these findings validate the effectiveness of CNN-based models in detecting SQL
injection attacks and support their application in intelligent, automated security systems for

web environments.
6.3. Conclusion

This research aimed first to analyze the techniques used to launch SQL injection (SQLI)
attacks. The study identified a variety of methods attackers employ to exploit
vulnerabilities in SQL queries, such as altering input parameters to manipulate database
operations. Understanding these common patterns and tactics was essential in revealing
how attackers gain unauthorized access, extract sensitive data, or disrupt system
functionality. These insights provided a critical foundation for designing more effective
and adaptive detection mechanisms. The second objective involved evaluating existing
SQLi detection systems. By testing these systems under diverse attack scenarios and
environmental conditions, the research uncovered key limitations, including their
susceptibility to sophisticated attacks and the occurrence of false positives and negatives.

These findings informed the need for a more robust and intelligent detection approach.

To address this, the third objective focused on designing and implementing a machine
learning-based detection algorithm using Convolutional Neural Networks (CNNs). CNNs
were chosen due to their proven effectiveness in recognizing spatial patterns, making them
particularly suitable for analyzing structured query inputs. The model was carefully
architected to balance accuracy with computational efficiency. The final objective was to
test and validate the algorithm using a comprehensive dataset comprising both benign and
malicious SQL queries. The evaluation, based on metrics such as accuracy, precision,
recall, and F1-score, demonstrated high performance, confirming the model's practical
applicability. The results highlighted the algorithm's strength in accurately detecting SQL.
attacks while also identifying areas for further refinement, such as improving the detection

of edge cases.

In conclusion, this dissertation represents a significant step forward in improving
cybersecurity defences against SQL injection attacks. It has offered significant insights into
the numerous strategies and methods used by hostile actors to exploit SQL vulnerabilities

through a thorough investigation of attack approaches. The researcher was able to evaluate
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current detection mechanisms critically and pinpoint both their advantages and
disadvantages by grasping this technique. The creation and application of sophisticated
machine learning methods intended especially for SQL injection detection were made
possible by this examination. The resultant machine learning-based detection solution
exhibits a high level of accuracy and efficiency in recognizing and mitigating SQL
injection threats by utilizing the capabilities of Convolutional Neural Networks (CNNs). A
strong basis for building a more secure and resilient digital environment has been

established by this convergence of cutting-edge technology and analytical insights.

The importance of ongoing research, innovation, and collaboration in cybersecurity cannot
be overstated. As cyber threats become more sophisticated, it's crucial to continuously
refine detection mechanisms. Future research should focus on machine learning
techniques, algorithm robustness, and real-time detection systems. Fostering a
collaborative environment where organizations share threat intelligence and best practices
is essential for building a united front against cybersecurity risks. This commitment can

better safeguard digital infrastructures and protect against evolving cyber threats.
6.4. Recommendations

This dissertation suggests several recommendations to improve SQL injection detection
and cybersecurity measures. These include integrating advanced machine learning
algorithms like the CNN-based model into cybersecurity frameworks, implementing
continuous monitoring and updates, conducting comprehensive security audits, enhancing
text preprocessing to improve input data quality, and encouraging collaborative threat
intelligence among organizations. These measures aim to enhance detection accuracy,
maintain high detection accuracy, and mitigate potential vulnerabilities in web
applications. Additionally, incorporating sophisticated text preprocessing techniques can

improve detection accuracy.
6.5. Future Research Work

This dissertation has made significant contributions to SQL injection detection, but there
are areas for future research and development. These include exploring different types of
database systems, including NoSQL and alternative machine learning techniques such as

recurrent neural networks (RNNSs), or reinforcement learning, improving adversarial
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robustness, developing real-time detection systems capable of processing SQL queries at
scale, integrating the algorithm with existing security frameworks, conducting large-scale

validation studies using diverse datasets, and developing user-friendly tools and interfaces.

These areas aim to enhance the security and resilience of web applications against evolving
threats. This dissertation also focuses on integrating the machine learning-based detection
algorithm with existing security information and event management systems and intrusion
detection systems to provide comprehensive threat coverage. By addressing these future
research directions, the cybersecurity community can continue to advance the state-of-the-

art in SQL injection detection and enhance the security and resilience of web applications.
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Appendix C: Reviewer Comments

Comment on the appropriateness of Selected Methods and Tools: The tools should be
explicitly listed either in the documentation or as an appendix.

The research employs Convolutional Neural Networks (CNNs) for SQL injection

detection, which is appropriate given CNNs’ capability to identify complex patterns. The
software tools used include TensorFlow, Keras, Scikit-learn, and MySQL as the database
management system. Additionally, Python is used as the primary programming language,
with Jupyter Notebook as the development environment, and Git for version control. These
tools are explicitly listed here to ensure clarity in the research methodology. Additionally,
the Kanban methodology was selected for its suitability in managing the iterative

development and evaluation of the proposed solution.
Reference: Section 2.6, Page 18.

Comment on the appropriateness of Sampling Methods and Sample Size: There is no
information to demonstrate the population and the resultant sample appropriate for
the development of the solution. You need to a scientific justification for the sample
required for the development.

The dataset comprises approximately 1,000 SQL queries (both benign and malicious) and

is split into training (70%), validation (15%), and testing (15%) sets. The sampling method
used is stratified sampling to ensure an equal representation of different types of SQL
injection attacks, such as Union-based, Error-based, and Blind SQL injections. This
approach helps to balance the dataset and improve model performance. This sample size
was chosen to adequately train the CNN model while ensuring significant results. The data

split allows for robust evaluation and reduces the risk of overfitting.
Reference: Section 2.7, Conceptual Framework, Page 19.

Comment on the appropriateness and completeness of inclusion and exclusion
criteria: We need clear and explicit information on how or criteria to include or
exclude the data used for the development of the solution.

The research defines clear inclusion and exclusion criteria to ensure a balanced dataset.

Inclusion criteria encompass SQL queries sourced from real-world attack datasets,
representing diverse techniques such as Union-based, Error-based, and Blind SQL
injection attacks. It also includes queries from various SQL dialects like MySQL,
PostgreSQL, and SQL Server to enhance model adaptability, along with queries that

exhibit meaningful variations in structure and complexity to improve generalization.
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Conversely, exclusion criteria eliminate duplicate queries that may cause overfitting and
bias, non-relevant database queries unrelated to SQL injection, overly simplistic examples
that fail to reflect real-world attack patterns, and queries with missing or incomplete data
that could impact model training and evaluation. These measures ensure the model learns

effectively and generalizes well across different database environments.
Reference: Section 2.7, Conceptual Framework, Page 19.

Comment on the consistency of the cited references: There is no list of definitions of
the key terms with authentic citations in the documentation and MUST be added.
The proposal references relevant sources, including OWASP reports and recent machine

learning studies. However, ensuring that key terms such as "SQL Injection™ and "Machine
Learning” are explicitly defined with citations from authoritative sources will further

improve clarity and consistency.
Reference: References, Page 26.

Comment on the fair distribution of and access to benefits of the research: There is
no information of the fair distribution of and access to benefits of the research and
MUST be included in the documentation.

The proposal doesn't explicitly address the fair distribution of and access to the benefits of

the research. It is important to consider how the research outcomes (e.g., the developed
SQL injection detection system) will be made available to the wider community,
particularly to organizations that may not have the resources to develop their own solutions.
This could involve open-sourcing the code, providing access to the system through a cloud-

based service, or publishing detailed documentation and tutorials.

This research is designed to make SQL injection detection more effective and accessible
to a wide range of users. Cybersecurity threats affect organizations of all sizes, and not all
of them have the resources to develop advanced security solutions on their own. By using
open-source tools like TensorFlow and Keras, this project ensures that the knowledge and
technology can be shared with researchers, security professionals, and even smaller

businesses that may not have the budget for expensive security systems.

The goal is to make the findings available through academic publications, open datasets,

and possibly a cloud-based tool, so that anyone who needs it can benefit. This way, the
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research doesn't just serve large companies with deep pockets it helps strengthen

cybersecurity for everyone.
Reference: Protocol Section 1.6, Justification of the Study, Page 5.

Comment on the outlines of the procedures that will be followed to keep participants
informed of the progress and outcome of the research: There is no information on the
fair distribution of and access to benefits of the research and MUST be included in
the documentation.

This research doesn't involve human participants in the traditional sense, this point is less

directly applicable.

As the only researcher involved in the project, | took responsibility for tracking and
documenting the progress of the research. While there were no external participants, I
maintained a detailed record of key milestones, methods, and outcomes to ensure the

research was on track and could be referenced in the future.

Upon completion of the project, | compiled a comprehensive final report that summarized
the methodology, results, and conclusions. This report, along with any relevant code or
documentation, was stored for future use, ensuring that the outcomes of the research can
be shared and reviewed when needed, either for personal reference or in the context of

broader dissemination.
Reference: Section 3.7, Ethical Considerations, Page 26.

Comment on whether the proposal has due regard for the welfare, rights, beliefs,
perceptions, customs and cultural heritage of those to be involved: There is no
information on the adequate explanation been given on how the results will be utilized
and MUST be included in the documentation.

As the research focuses on cybersecurity and does not directly involve human subjects or

sensitive data related to specific individuals or communities, the ethical considerations
related to welfare, rights, beliefs, perceptions, customs, and cultural heritage are minimal.
The research does address data privacy concerns and ensure that any data used for training
and testing is anonymized and handled securely.

Additionally, although the research does not directly involve human subjects, the research
remained mindful of broader ethical principles, ensuring the research contributes positively
to the field and respects privacy norms. By improving the detection of SQL injection
attacks, this research could enhance the security infrastructure of organizations globally,
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indirectly supporting the protection of user data and privacy in a way that aligns with

ethical values.
Reference: Section 3.7, Ethical Considerations, Page 26.

The changes have not been made in the document directly: it MUST be included there
and not hidden in the appendices. In addition: 1. Remove the listing of items using
bullet points, some dotted within the documentation (acceptable for presentation and
not documentation). 2. List of References are supposed to be in alphabetical order:
check out the listing. 3. There is no Section to indicate the dissemination of results and
utilization of the results: just next to the Ethical considerations.

All additional content that was previously placed in the appendices, including

details on dissemination of results and ethical considerations, has been integrated

into the main sections of the document.

Inappropriate use of bullet points has been replaced with structured paragraph

formatting to maintain formal documentation style.
The references have been alphabetized according to standard citation guidelines.

This section has been added after the ethical considerations section to outline how

the research findings will be distributed and utilized effectively.

Reference: References, Page: 29 & Section 3.8 Dissemination and Utilization of Results,
Page: 27
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