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   Abstract 

This study aimed at developing an algorithm for the identification of terror events and 
hotspots using K-means clustering and discriminant analysis, with pre-terror recruitment, 
planning and preparatory activities as the determinant factors. Rules and logic for 
quantifying the risk state of a pre-terror event based on the values of the constituent 
determinants of that pre-terror event, for example recruitment as determined by factors 
such as age of recruits, location and terror organization involved, were developed. K-
means clustering was used to come up with two clusters based on the risk value 
combination of the pre-terror event activities. The two clusters represented the outcome of 
having a terrorist event happening and a terrorist event not happening, and were duly 
labelled. Discriminant analysis was used on the now labelled clustered dataset to come up 
with two identification functions, one for terror event happening  and another for a terror 
event not happening. Unseen possible values for pre-terror event activities were fed into 
the developed algorithm and an identification of whether a terror event would take place 
and possibly where was accomplished. The purpose of this identification as per the aim of 
the study was to offer insights to the organizations dealing with counterterrorism 
activities. The general public would benefit from this effort once a possible terror attack 
was prevented before it actually took place. The main research question that guided this 
study was how accurately a possible terrorist attack incident could be identified before it 
happened. This study used data from the Global Terrorism Database (GTD) retrieved 
from the National Consortium for the Study of Terrorism And Responses of Terrorism 
(START) to come up with geospatial datasets as part of a geodatabase with spatial and 
temporal information on areas that have been attacked before and the risk values of their 
constituent pre-terror events. 
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Chapter 1: Introduction 

1.1 Background of the study 

Terrorism is the “premeditated use or threat to use violence by individuals or subnational 

groups to obtain a political or social objective through the intimidation of a large audience 

beyond that of the immediate victims”, (Enders & Sandler, 2012, as cited in Sandler, 2014). 

Terrorism as analyzed by Otiso (2009), has multiple facets to it, the first being that it can be 

viewed from a legal standpoint as a violation of laws of a nation, from a moral standpoint 

as the violence being inhumane and morally wrong, and finally from a behavioral 

approach, in which case terrorism is characterized by its nature in that it is destructive to 

both property and lives. For instance according to statistics from the Global Terrorism 

Database (GTD), more than 98,773 terrorist attacks were reported between 2001 and 2016, 

which resulted in approximately 238,808 deaths. These incidents are spatially aggregated 

in the Middle East, South Asia, and North Africa, which are considered geopolitically 

vulnerable regions There are certain areas, regions, countries or continents that have a 

high risk of experiencing frequent terror attacks (Braithwaite et al., 2007). These are called 

terror hotspots. For an area to be considered a terror hotspot, it ought to have either been 

attacked before, is in close proximity to an area that has been attacked before, or has 

similar characteristics to an area that has had a terror attack before. 

 

Terror events and hotspot identification refers to the process of trying to locate areas, 

regions, countries or continents that are more susceptible to attacks by terrorists. Various 

techniques and tools have been utilized to try and identify these hotspots.  Braithwaite et 

al. (2007) used spatial statistics in their research to identify terrorism hotspots while 

Nemeth et al. (2014) identified terrorist hotspots using Geographic Information Systems 

(GIS). Another technique that has been used to identify an area as a hotspot indirectly by 

predicting future terror events is the Hawkes Process (Tench et al., 2016; Porter & White, 

2012). Hasisi et al. (2020) did their research on spatial clustering and distance decay of lone 

terrorist vehicular attacks, to check whether there is a correlation between terror hotspots 

and “hot-routes”, the transport route used by attackers. Machine Learning techniques 

such as Support Vector Machines (SVM) as used by Mo et al. (2017), K-Nearest Neighbor  

(K-NN) and Naïve Bayes (NB) (Abou-El-Enien et al., 2015) and Random Forest (RF) (Saha 

et al., 2017), have been used in research related to terrorist attacks in a hotspot area. 



 

   2 

 

Discriminant analysis is a statistical technique for grouping observations into distinct 

groups based on the combination of select individual characteristics of the observation 

variables (Dikko & Osi, 2014). Research done by Wang et al. (2013) utilized Discriminant 

Analysis by using geospatial discriminative patterns to understand spatial distribution of 

crime. K-means algorithm is an unsupervised machine learning technique that is used to 

optimize outcome through finding K groups in the data (Li & Wu, 2012).  This research 

uses the discriminant analysis and k-means tools as part of a novel algorithm to analyze 

pre-terrorism events: recruitment, planning and preparation activities and their 

constituent sub-activities: radicalization, terrorist cells creation, communication both 

online and offline, funds request and transfer, training, espionage, assembling weapons, 

travelling to target locations, surveying the target locations and any  other form of 

ancillary crime such as killing informants and accomplices. The pre-terrorism activities 

and sub-activities can be presented spatially and temporally as soon as they are detected 

and reported to visually show linear trends and patterns leading to an actual terrorist 

event. 

 

1.2 Problem Statement 

The identification of possible terrorist activities and hotspot areas continues to be a 

challenging task for researchers and government agencies concerned. This is due to the 

fact that parameters involved in the identification are not always well defined with a 

direct correlation to an area being a possible terror hotspot.  Examples of these parameters 

include: age and gender demographics of an area, economic status, religion, marital status, 

population density of an area, proximity of an area to a capital city, political and 

leadership style and the type of terrain of that area.  These parameters involved in the 

identification are usually based on a specific area and region of a country and even 

continent and are very biased and stereotypical to a large extent, for example profiling 

areas where certain religions and ideologies are practiced or assuming that areas within 

and in the outskirts of capital cities are the likely hotspot areas. Different motives from 

different terrorist groups also introduce a lot of ambiguity in terms of which factors, 

whether economic, political or social and religious, are the real triggers of the attacks. The 

area that will be attacked at times does not necessarily have a direct correlation with the 
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motive. Therefore there is a lot of variability in the determination of a common end goal, 

which is a possible terrorist attack in a certain location.  

 

Terrorism has a complexity dimension to it comprising of a myriad of known and 

unknown factors. This makes it difficult to predict, especially at an early stage (Gao et al., 

2013).  According to Afsar et al. (2014),  a lot of research has been done explaining root 

causes of terrorism, but there is a gap when it comes to identifying patterns of terrorist 

attacks, including the hotspots over space and time. Some factors such as demographics 

and economic factors can add some perspective to the present and past states of terrorist’s 

activities in an area, but they cannot be used to identify future terrorist activity related 

events accurately without some bias. 

 

Research on application of technology to counter terrorism generally has been conducted. 

In predicting terrorism related variables like the group that was involved, weapons used 

and casualties, Machine learning models have been applied widely. These include SVM, as 

used by Mo et al. (2017) in their research on prediction of terrorist events based on 

revealing data. Artificial Neural Networks (ANN) are also being used in research 

(Samantha & Elliot, 2011;Uddin et al., 2020), K-NN and NB as applied by Abou-El-Enien et 

al. (2015) in their research and RF as used by Saha et al. (2017) to predict weapon types 

used in an attack, the actual attack type and the types of organizations as targets. Hawkes 

process is used to predict future terror events as shown in the research done by Tench et 

al. (2016) and also in another research by Porter and White (2012). 

 

This study proposes the development of an algorithm that considers a neutral and 

unbiased dataset of an area that depicts terrorism pre-attack activities as they take place 

over space and time. Pre-terrorism event activities: recruitment, planning and preparatory, 

and their sub-activities as determinants such as radicalization, terrorist cells creation, 

communication both online and offline, funds request and transfer, training, espionage, 

assembling weapons, travelling to target locations, surveying the target locations and any  

other form of ancillary crime such as killing informants and accomplices  are considered 

because they are objective and unbiased. Through the unsupervised machine learning 

technique using k-means, two clusters are achieved of pre-terror events that lead to a 
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terror event and pre-terror events that do not lead to a terror event. Discriminant analysis 

tool is used on the dataset to create two identification functions: one for terror event 

happening and another for a terror event not happening based on the two clusters from 

the k-means algorithm, by statistically analyzing values that characterize a cluster. When 

these discriminating functions are given values of the pre-terrorism events activities and 

sub-activities as they are detected, an identification of whether an actual terrorism event 

will result or not and possibly where based on the entries so far is accomplished. The 

algorithm is used to develop a terrorist attack event and hotspot identification system. 

 

1.3 Objectives 

1.3.1 General Objective 

The aim of this research is to develop an algorithm that can be used for the identification 

of terrorism events and hotspots, to provide awareness and aid counterterrorism, using k-

means and discriminant analysis approach on pre-terrorism activities and sub-activities. 

1.3.2 Specific Objectives 

i. To analyze the spatio-temporal activities and sub-activities of pre-terrorism events 

and terror hotspots. 

ii. To examine existing techniques used to identify terrorism events and hotspots 

using a spatio-temporal approach. 

iii. To design and develop an algorithm for the identification of terrorism activities 

and terror hotspots using k-means and discriminant analysis approach. 

iv. To validate the reliability of the proposed algorithm in identifying terrorism 

activities and terror hotspots. 

 

1.4 Research Questions 

i. What are the spatio-temporal activities and sub-activities of pre-terrorism events and 

terror hotspots? 

ii. How are existing techniques used to identify terrorism events and hotspots using a 

spatio-temporal approach? 

iii. How can an algorithm for identifying terrorism activities and terror hotspots using k-

means and discriminant analysis approach be designed and developed? 
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iv. How can the reliability of the proposed algorithm to identify terrorism events and 

hotspots be validated? 

 

1.5 Justification 

Terrorism is a vice that usually brings a lot of suffering: physically, mentally and 

psychologically for those affected. Innocent victims end up losing their lives. When this 

happens, the effects are felt by the entire community, especially where those victims are 

the breadwinners for their families or skilled workforce such as doctors and teachers. 

Those who survive the attacks end up having disabilities caused by the violence involved 

in the attack, either loosing limbs to explosives or bullets lodged in their bodies that 

cannot be removed.  

This study dealt with how to use past patterns and trends from the pre-terrorism activities 

conducted by terrorists as they prepared for the actual attack in the cases where the attack 

occurred, to identify a possible attack before it happens based on current pre-terrorism 

activities as they happen. An algorithm developed using k-means clustering technique 

and discriminant analysis was used for this trend and pattern analysis and identification. 

This boosts counterterrorism efforts through identifying possible terror events accurately. 

In the field of academics, the algorithm developed adds new knowledge to the domain of 

classification and identification algorithms. 

 

1.6 Scope and Limitation 

This study focused on identifying the occurrence of a possible terrorist attack and the 

likely location it could occur. This is based on three general pre-terror events: recruitment, 

planning and preparatory activities, and their determinant characteristics such as where 

they take place, duration of time they take place, age demographic of those involved, the 

group name of the terror organization, any legal and illegal ancillary activities such as 

raising and transfer of funds, training and weapon movement, travelling to target 

locations and surveillance activities.  

 

The study worked with the incidents that were present in the developed geodatabase from 

terrorist incidents extracted from the GTD database for four purposive sampled countries: 

Kenya, Nigeria, Somalia and Iraq. Despite this sample of countries considered, the tool is 
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not specific to any region of the world, it could be applied globally on any pre-terror 

activities to determine if they can lead to a terror event. The tool would be used on 

reported or detected pre-terror activities as done by any person from the entire population 

in an area and not just a particular group of interest. 

 

The approach used to create an association of the occurrence of a terror event or lack of 

from the independent pre-terrorism activities and sub-activities considered the risk 

quantification of that activity to the overall determination of the terrorism event in a 

combined state. This means that the pre-terror sub-activities’ characteristics: where they 

take place, duration of time they take place, age demographic of those involved, the group 

name of the terror organization, any legal and illegal ancillary activities such as raising 

and transfer of funds, training and weapon movement, travelling to target locations and 

surveillance activities’ risk values, would determine their specific associated pre-terrorism 

activities’: recruitment, planning and preparatory risk values when combined. This would 

in turn determine the overall risk value of the final terror event happening or not when 

also combined for the three pre-terrorism activities. The pre-terror activities and sub-

activities were identified but they did not have a consistent data type and value that could 

be used to model the risk associated with them when it came to overall determining the 

possibility of a terror event. The research involved an improvisation technique of 

imputing a range of values to represent risk factors of High, Medium and Low, based on a 

scale of the range of values from 1.0 – 10.0. Values between 1.0 – 4.0 represented Low risk, 

4.1 – 5.9 represented Medium risk and 6.0 – 10.0 represented High risk. The researcher 

worked with the column on Country, Town, Terrorist Organization, Latitude and 

Longitude data from the GTD dataset, the other columns on a custom eventID, 

Recruitment, Planning and Preparatory risk value columns and Terror_Event were created 

based on the risk value imputation discussed earlier. A geospatial dataset was created 

from this dataset. 
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Chapter 2: Literature Review 

2.1 Introduction 

This chapter provides a review of relevant literature related to the study with the aim of 

analyzing the spatio-temporal activities and sub-activities of pre-terrorism events and 

terror hotspots and examining the existing techniques being used to identify possible 

terrorism events and hotspots. The gaps in the existing literature are pointed out and the 

chapter looks at how a specific research gap can be addressed by the proposed algorithm. 

 

2.2 Theoretical Framework 

The Crime Pattern theory explains why certain areas are hotspots for crime. It states that 

crimes do not occur randomly in space, time or society. According to Brantingham and 

Brantingham (1999, as cited in Wortley & Mazerolle, 2008), there are eight rules of crime 

pattern theory that can be analyzed to conclude on the general formation of hotspots. 

 One of the rules is that as individuals move through a series of activities they make 

decisions. When activities are repeated frequently, the decision process becomes 

regularized. This regularization creates an abstract guiding template. For decisions to 

commit a crime this is called a crime template. 

 Second, most people do not function as individuals, but have a network of family, friends 

and acquaintances. These linkages have varying attributes and influence the decisions of 

the others in the network.  

Third, when individuals are making their decisions independently, individual decision 

making processes and crime templates can be treated in a summative fashion, that is, 

average or typical patterns can be determined by combining the patterns of individuals. 

The fourth rule says that individuals or network of individuals commit crimes when there 

is a triggering event and a process by which an individual can locate a target or a victim 

that fits within a crime template. Criminal actions change the bank of accumulated 

experience and future actions.  

The fifth rule states that individuals have a range of routine daily activities. Usually these 

occur in different nodes of activity such as home, work, school, shopping, and 

entertainment or time with friends, and along the normal pathways between these nodes.  
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On the sixth rule, people who commit crimes have normal spatio-temporal movement 

patterns like everyone else. The likely location for a crime is near this normal activity and 

awareness space.  

The seventh one states that potential targets and victims have passive or active locations 

or activity spaces that intersect the activity spaces of potential offenders. The potential 

targets and victims become actual targets or victims when the offenders willingness to 

commit a crime has been triggered and when the potential target or victim fits the 

offender’s crime template.  

Lastly, the prior rules operate within the built urban form. Crime generators are created 

by high flows of people through and to nodal activity points. Crime attractors are created 

when targets are located at nodal activity points of individuals who have a greater 

willingness to commit crimes. 

 

2.3 Spatio-temporal activities of pre-terrorism events and terror hotspots 

Terror hotspots are locations that are more susceptible to terror attacks. Research has been 

done to understand what factors, characteristics or activities can make an area to be a 

potential terror hotspot, and in what magnitude and correlation level. According to Smith 

et al. (2006), terrorists operate within the constraints and boundaries of both space and 

time. 

The Global Terrorism Index (2019) shows the distribution of the terror attacks according to 

locality on the map in 2018 as illustrated in the Figure 2-1 below: 

 

Figure 2- 1: Distribution of the terror attacks according to locality on the map in 2018 

Source: (GTI,  2019) 
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According to the statistics from the GTD, more than 98,773 terrorist attacks were reported 

between 2001 and 2016, which resulted in approximately 238,808 deaths. These incidents 

are spatially aggregated in the Middle East, South Asia, and North Africa, which are 

considered geopolitically vulnerable regions (Hao et al., 2019).  

 

Guo et al. (2016) in their research on Visual analysis methods of terrorism events, talked of 

how uncertainty in spatio-temporal distribution of events made it difficult to forecast a 

single event. However with a wide range of events data leading up to a terror activity, 

spatio-temporal patterns and trends could be extracted. The argument herein was that 

inasmuch as terrorism events happened “suddenly”, there was usually a relationship 

between internal attributes item such as event time, event location, the manipulating 

organization and target type. From the report, the researchers identified the terror group 

Islamic State of Iraq and the Levant (ISIS) to be operating mainly in Iraq and Syria, with 

the main targets being civilians, police and military. The attacks were most frequent in 

June to October in a given year.  

 

Smith et al. (2006) published a report on the identification of Behavioral, Geographic and 

Temporal patterns of terrorism preparatory conduct, as pre-incident indicators of 

terrorism incidents in the United States from 1980 to 2002. A comparison was made 

between traditional criminality and terrorism activities, where it was noted that the former 

could happen abruptly without prior excessive planning as long as the offender’s 

willingness to commit a crime had been triggered when the potential target or victim 

fitted the offender’s crime template. For terrorism events, they were usually preceded by a 

lot of planning activities, some within legal lines while others were illegal like ancillary 

and preparatory crimes. The report sought to find if there was a substantial open source 

spatio-temporal data on terrorist activities before a terrorism event and whether a pattern 

or trend could be identified from it, so that an intervention could be made prior to a 

terrorist attack. Smith et al. (2006) also identified 4 major categories of pre-terrorism event 

activities – Recruitment, Preliminary Organization and Planning, Preparatory conduct and 

then the actual Terrorist act.  

The Figure 2-2 illustrates these pre-terrorism events activities and their constituent sub-

activities:  
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Figure 2- 2 Flow chart of terrorist group activity 

Source: (Smith et al., 2006) 

 

Still in the report by Smith et al. (2016), its noted that terrorist incidents were committed 

slightly over 3 months from the time the planning activities and consequently preparatory 

activities took place. A large percentage of the planning and preparatory activities took 

place closer to the target location, however their relationship was not linear to avoid easy 

detection. On average for international terrorists, more than 50% of terrorist attacks took 

place within a 0-45km radius from the planning and preparation locations.  

The Figure 2-3 below shows the pre-terrorism event activities with respect to time: 

 

  

Figure 2- 3 Temporal Patterns of terrorist group activities 

Source: (Smith et al., 2006) 
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O’Neil (2007) conducted research on pre-terrorism events, and discussed their 

characteristics–some being legal, while most were illegal and criminal, right before a 

terrorist event, and proceeded to discuss why they were on the rise. These activities were 

committed because there were needs and these included: funding, security, 

operatives/support/preparatory, propaganda and means and/or appearance. These 

activities, especially the ones that were of a criminal nature took place geographically 

away from the terrorist target location. These activities included: fraud schemes, petty 

crime, identity theft and immigration crimes, counterfeiting money and goods, 

import/export violations narcotics trade and illegal weapons procurement, incitement, 

training, bribery and phone scams and cell phone activity. O’Neil argued that most pre-

cursor activities related to raising funds for a terror cause, were conducted in wealthy 

western nations. The choice between a legal or a criminal pre-cursor activity for future 

terrorist event depended on the risk level of detection. 

 

Khalsa (2005) presented a terrorism forecasting methodology using indicators that 

encompassed terrorists’s intentions, capability and target vulnerability. Indicators 

according to McDevitt (2002, as cited in Khalsa, 2005, How to Forecast Terrorism ) were 

defined as “ those [collectable] things that would have to happen and those that would 

likely happen as [a] scenario unfolded”. These included terrorist travel, weapons 

movement, terrorist training, target surveillance, and tests for security. 

 

Smith et al. (2013) and Piazza (2014) identified characteristics of communities where 

terrorism perpetrators lived and also looked at pre-incident activities prior to an attack. 

The researchers checked whether attackers lived close to where they conducted pre-

incident activities prior to a terrorist event. The purpose of the research was to identify 

characteristics of communities where terror planning events occurred – the researchers 

used census data of a specific residential location where terrorists and their sympathizers 

lived. The characteristics included the socioeconomic status, type of politics and 

leadership style in that country where the residential location above is in i.e democracy or 

dictatorship, whether there had been any form of military intervention, the laws set by the 

government with respect to human rights, freedom to speak out and air grievances 

without fear of oppression, and finally how the country treated religious and ethnic 
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minority. These characteristics on their own could not be used to predict future terrorist 

events as they would stereotype some places and people. However they can be used to 

provide insight and magnitude to the pre-terror activities like recruitment, planning and 

preparatory activities. For example, a certain age group and people facing poor economic 

situations such as high unemployment can be vulnerable to recruitment, the ethnic 

diversity of a place can enable terrorists to camouflage well without detection. 

 

In a study done by Polo (2020) on how Terrorism spread due to emulation, it was 

theorized  that groups would emulate the terrorist choice of others if they happened to 

share a similar political grievances and spatial networks. The researchers tested that 

theory on a new and original group-level data set of ethnic and ethno religious terrorism 

collected between 1970 and  2009 using geospatial analysis and spatial econometric 

models-with the conclusion that indeed emulation did influence a terrorist’s tactic choice. 

This tactic choice involved their preparatory behavior/characteristics and activities and 

eventual the actual terror act.  

 

 

2.4 Existing techniques used to identify terrorism events and terror hotspots using a 

spatio-temporal approach  

The various degrees of some of the pre-terror determinants above could be analyzed in 

combination through statistical models such as Multivariate Analysis of Variance 

(MANOVA), Logistic regression, Factor Analysis, Multi-Dimensional Scaling, 

Discriminant function analysis, Log-Linear Analysis, Cluster Analysis and Structural 

Equation analysis to explain crime occurrences in an area (Dikko and Osi, 2014). The 

following section looks at various existing techniques in literature: 

 

2.4.1 Using GIS and Random Forest Method 

Hao et al. (2019) developed a geospatial statistic tool based on Kernel Density to analyze 

the spatio-temporal evolution of terrorist attacks on the Indochina peninsula .Using 

Random Forest algorithm, 15 variables were used in prediction of potential risk of terrorist 

attacks in the Indochina Peninsula. The researchers followed the following steps: 
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1: Extracted the terrorist attacks on the Indochina Peninsula from the GTD and using the 

ArcGIS software to spread terrorist attacks on the map;  

2: The “Kernel Density” function in ArcGIS and OriginLab were used to analyze the 

evolution of terrorist attacks from a time and space perspective;  

3: Preparation of spatial geographic data and corresponding raster data of the terrorist 

attack; 

4: Construction of the RF algorithm to predict terrorist attacks at the spatial scale on the 

Indochina Peninsula 

 

Figure 2- 4 Using Random Forest to simulate a terrorist act. 

Source (Hao et al., 2019) 

 

The figure 2-4 above shows how the RF algorithm was used to simulate a terrorist attack, 

whereby multiple element types were introduced into a RF classifier that was used to 

predict potential terrorist threats. 
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Figure 2- 5 Spatial distribution of potential terrorist attack risk. 

 Source (Hao et al., 2019) 

 

The figure 2-5 above shows hotspots and coldspots when it comes to potential terrorism 

events happening in a certain region. From the research findings, some high risk hotspot 

areas were Southern Thailand, Bangkok and its surrounding cities, Middle Cambodia, 

southern parts of Myanmar. 

The research does not consider temporal aspects of a terrorist event. The aspect of 

estimating when an attack will occur is very vital in the accuracy of the prediction model, 

which will properly guide counterterrorism. 
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2.4.2 Prospective Space – Time Scan Statistics 

Gao et al. (2013) worked on an approach to model terrorism activity for detection at an 

early stage that involved monitoring and detecting space-time clusters of terrorist 

incidents using prospective space-time scan statistics. These clusters provided indicators 

of potential outbreaks of terrorist incidents.  

The researchers used the GTD dataset for documented terrorist incidents from 1998 to 

2004, which included a total of 7,231 incidents. These incidents had attributes such as date 

of terrorist attack, name of attack place, type of weapons used, target type, number of 

casualties and terrorist organization name. Gao et al. (2013) considered only the date of 

terrorist attack and name of the attacked place – to obtain the number of incidents per 

each location. The researchers proceeded to create a geocoded dataset, using attributes 

such as Country name, province name, city name and specifically provided longitude and 

latitude values. 

 

The technique used involved doing a Space-time scan statistics on the geocoded dataset, 

using software tool for spatial, temporal and space-time scan statistics called SaTScan. A 

Space-time scan statistics uses 3D cylinders to represent two spatial dimensions and one 

temporal dimension. The base of a cylinder represents a 2-D circular window in 

geographic space, and the height of the cylinder represents a time range.  

The Figure 2-6 below shows incidents of terror related activities over space and time, with 

the base representing space and height representing time. 

 

 

Figure 2- 6 Cylinders showing clusters of incidents in space and time. 

Source : (Gao et al., 2013)  
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These researchers demonstrated that clusters detected at an earlier time could predict 

clusters detected at a later time, hence could detect terrorism outbreaks at an early stage 

after analysis. The researches stated that what differentiates their work from existing 

terrorist event forecasting tool is that it has a low data requirement and secondly, it 

considered both spatial and temporal information. 

 

This research by Gao et al. (2013) provides a way to forecast an incoming terror event in a 

select area, and the likely time period, based on past terror events. This early detection of 

terrorism outbreak can help in counterterrorism measures through allocating a good 

percentage of resources to the select region.  

 

This tool however has its weaknesses. The regions forecasted are too general, most likely 

due to lack of refined data on locations like street addresses and even specific targeted 

structures like hospitals, schools, military base etc. The time forecasted in months is also 

general to offer an exact counter date and time. The research uses a final outcome, in this 

case a terror event in space and time to predict a future terror event in space and time, 

without considering the indicators of these terror events which can make the tool more 

refined and offer multiple points of counterterrorism intervention. Another weakness is 

the assumption that terrorists will always follow their usual criminal template during an 

attack. 

 

2.4.3 Risk Terrain Modelling Framework 

Onat (2019) did research whose aim was to identify the correlates of terrorism in space. 

The physical structures in areas where terrorist events took place were examined and 

patterns identified to check if there was a correlation between the terrain and the terror 

incidence. The research focused on terrorist events committed from 2008 to 2012 in 

Istanbul, Turkey. The researcher argued that there was a terrorism exposure risk in urban 

centers infrastructure where people lived, worked and recreated, based on their social 

routine. The technique of Risk Terrain Modelling sought to identify places that were ideal 

for terrorism to occur, given the existing environmental contexts. 

 Using Risk Terrain Modelling framework on data on police incidents and infrastructure 

(for example buildings like schools, hospitals), (Onat, 2019) used GIS analysis techniques 
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together with an event count model. Once data was aggregated and combined for 

different buildings, it led to the identification of higher risk infrastructure in relation to 

terrorist attacks.  

The researcher obtained the data from the Counter Terrorism Department at the main 

headquarters of the Turkish National Police, cleaned up and geocoded it. The dependent 

variable in this case, terrorism was identified, and the independent variables, the 

predictor, Infrastructure was also identified. It was concluded that regardless of terrorists’ 

intent, the significantly associated infrastructure increased the risk in the surrounding 

areas where these features were located.  

 

The Table 2-1 below illustrates the best model specification for the Risk Terrain Modelling 

Framework. 

Risk Factor Operationalization Spatial 

Influence 

(meters) 

Coeffient Relative Risk 

Value 

Bakery Proximity 440 1.2931 3.6441 

Religious Facility Proximity 440 1.0127 2.7530 

Bar/Club Density 660 0.9171 2.5021 

Grocery Store Density 660 0.8725 2.3930 

Franchise Proximity 660 0.7864 2.1956 

Office Block Proximity 660 0.5741 1.7755 

NGO Proximity 440 0.5735 1.7744 

Eatery Density 220 0.5245 1.6896 

Table 2- 1: Best specification model for the Risk Terrain Modelling framework 

Source: (Onat, 2019) 

 

This research goes a level deeper in analyzing the spatial environments where terror 

events take place, to prove that depending on the different types of buildings and the 

activities that take place inside, a risk magnitude can be identified.  

2.4.4 Hawkes processes 

Hawkes process is a stochastic process in which past events have the potential of 

temporarily raising the probability of future event, on the assumption that the excitation is 
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“ positive, additive over past events and exponentially decaying with time” (Hawkes, 

1971; Liniger, 2009, as cited in Mei & Eisner, 2017). In another study by Laub et al. (2015), it 

was also pointed out that one of the characteristic of the Hawkes processes was that they 

self-excited, to mean that given a certain period of time, each arrival of an event increased 

the rate of future arrivals. 

The Figure 2-7 below illustrates the Hawkes Process visually, showing events as they 

triggered by previous events as they happen. 

 

(a) Poisson Cluster Process       (b) Branching Structure 

Figure 2- 7 Illustration of Hawkes Process algorithm visually 

Source:  (Zhang et al., 2018) 

 

Hawkes process was used to predict future terror events, in the research done by Tench et 

al. (2016) and also another by Porter and White (2012).  Other areas of application include, 

analysis and prediction of earth quakes and also used in financial analysis and stock 

market prediction. 

2.4.5 New framework that uses patterns and relations to understand terrorist 

behaviors 

 Research by Tutun et al. (2017) aimed at coming up with a new framework to analyze and 

understand terrorist activity patterns, specifically suicide attacks, and be able predict 

future events, leading to prevention of a potential terror attack. Among the features of the 
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tool were a model to select features for similarity function called an Evolutionary 

Simulating Annealing Lasso Logistic Regression (ESALLOR) model, a new weighted 

heterogeneous similarity function to estimate the relationships among attacks and finally a 

graph-based out-break detection to define hazardous places for the outbreak of violence. 

Data was obtained from GTD and RAND Database of Worldwide Terrorism Incidents 

(RDWTI) .The researchers reported that the experimental results from the framework 

found patterns in terrorism data with up to more than 90% accuracy. 

 

This research focused a lot on preventing suicide attacks, and this limits its full usefulness 

in detecting terrorist activities in general, where suicide as a tactic has been ruled out. 

 

2.4.6 K-means clustering  

K-means algorithm is an unsupervised machine learning technique that is used to 

optimize outcome through find K groups in the data (Li & Wu, 2012). It is mostly applied 

in data mining and pattern recognition. 

 

The k-means clustering equation is illustrated in  Equation 2-1 shown below: 

 

𝑗 = ∑

𝑘

𝑗=1

∑ ||𝑥𝑖
(𝑗)

− 𝑐𝑗 ||
2

𝑛

𝑖=1

 

Equation 2- 1 k-means clustering Equation  

 

Where , 𝑗 is the objective function, 

∑𝑘
𝑗=1  Represents the number of clusters, 

∑𝑛
𝑖=1  Represents the number of cases, 

 ||𝑥𝑖
(𝑗)

 - 𝑐𝑗  ||
2   represents the distance function, with  𝑥𝑖

(𝑗)
 being case  

  i and 𝑐𝑗  the centroid for cluster j 
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The following algorithm describes how k-means works, as analyzed by (Gill, 2013). 

 

Input: Set of N items to cluster 

 D = {d1, d2, d3, d4…dN) 

Select a number of clusters desired, k where k <= N 

K = {k1, k2, k3, k4…kN) 

C = {c1, c2, c3, c4…cN) 

Where k is a subset of D as a temporary cluster and C is the centroid of 

those clusters. 

And therefore k1 = {d1}, k2 = {d2}, k3 = {d3}, k4 = {d4}…..kn{dN}, 

c1 = d1, c2 = d2, c3 = d3, c4 = d4…cN=dN 

 

Output: K = {k1, k2, k3, k4….kN} 

 C = {c1,c2, c3, c4…cN} 

 

Here K is set of subset of D as final cluster and C is set of centroids of these cluster. 

 

K-means algorithm has a computational complexity of O(T K n), where n is the number of 

input patterns, K is the desired number of clusters, and T is the number of iterations 

needed to complete the clustering process (Pakhira, 2014). 

2.4.7 Discriminant Analysis 

Discriminant Analysis is a statistical technique for grouping observations into distinct 

groupings based on the combination of select individual characteristics of the observation 

variables (Dikko & Osi, 2014). The type of data for the independent variables, i.e the 

individual characteristics is continuous in nature while that of the final group categories 

or the dependent variables is discrete. The main idea behind Discriminant Analysis is 

looking what combination of variables can be used to identify group membership. A 

linear combination of the discriminating variables is formed and once a variable set which 

provides very high accuracy in discriminating group or category membership, it can be 

used in classification of new cases where the new values of the variables are available, but 

the final grouping or categorization is unknown (Yekinni & Ayogu, 2015). 
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The following equation 2-2 illustrates discriminant analysis:-  

 

𝑍𝑗𝑘 = 𝑎 + 𝑊1𝑋1𝑘 + 𝑊2𝑋2𝑘 … + 𝑊𝑛𝑋𝑛𝑘   

 

 Equation 2- 2 Discriminant Analysis equation 

Source (Ramayah et al., 2010) 

 

Where, 𝑍𝑗𝑘 is the discriminant Z score of discriminant function j for object k 

𝑎 is the intercept, 

𝑊1 is the Discriminant coefficient for the independent variable i. 

𝑋𝑗  Is the independent variable i for object k. 

 

The following algorithm describes how discriminant analysis tool works: 

1. Compute the global mean (M) using all the observations from all groups 

2. Compute Mean, m for the observations in a distinct group.eg m1, m2…mN for N 

groups 

3. Compute covariance matrix c for each of the groups , c1, c2…cN, for N groups 

4. Compute within class scatter matrix C 

5. Create discriminant functions f1, f2…fN for N groups. 

 

The Linear Discriminant analysis algorithm has a computational complexity time of O(mnt 

+ t3), where m is the number of samples, n is the number of features and t = min(m, n) 

(Cai et al., 2008). 
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2.5 Proposed Algorithm and Conceptual Framework 

This research proposed a novel algorithm to identify a terrorist attack event and an 

estimate hotspot location where this event was likely to occur. The algorithm combined 

the unsupervised learning method of k-means clustering and discriminant analysis. 

 
Steps of the proposed algorithm: 
 

i. Using an existing dataset that has pre-terror events, and final outcome from past 

terrorist events that happened and those that did not, omit the outcome value 

column and only retain the pre-terror events data. 

ii. Apply k-means clustering on the data, with a value of k as 2, to obtain two clusters. 

iii. Once this data has been clustered, check the cluster value the pre-terror activities 

are placed in.  

iv. Compare this cluster value and check if they represent items that have the same 

terror event output value from the column that was omitted in step i. 

v. Count the number of values correctly clustered versus the one not correctly 

clustered to get the level of accuracy of the k-means algorithm in this clustering. 

vi. If the data from step i did not have an outcome value column to begin with, now 

that the clusters have been identified this data can be labelled so as to proceed and 

use it in a discriminant analysis tool. 

vii. Use Discriminant analysis to train a percentage of this dataset, include the outcome 

variable, as it is. Test the model using the remaining dataset. Confirm model 

accuracy vs from the one retrieved through k-means. 

viii. Test the model using a new single user input on pre-terror events and check the 

category it was classified in by the discriminant analysis model. This category is the 

final outcome of whether a terror event is likely or not. 

 

The art of combining the two tools above in the proposed algorithm meant that the 

computational complexity of the general k-means algorithm and the computational 

complexity of the discriminant analysis was aggregated. 
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The Figure 2-8 below illustrates the conceptual framework of the system. 

 

 

 

Figure 2- 8:   Conceptual Framework 
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Chapter 3: Research Methodology 

3.1 Introduction 

A research methodology is a systematic way to conduct research. This research was aimed 

at developing an algorithm for identification of terrorist attack events and hotspots using 

k-means clustering algorithm and discriminant analysis Approach. This chapter describes 

the research methodology and research methods that were used. In the system 

development methodology, all steps of the appropriate methodology are analyzed. The 

research design appropriate for this type of research is looked at as well as data collection 

and data analysis procedures. 

 

3.2 Agile Software Development Methodology 

The Agile Software development is characterized by being iterative, with evolving 

requirements, regular feedback, client involvement and fast output of a prototype. This 

prototype can always be improved upon in another iteration process of the agile 

methodology(Kumar & Bhatia, 2012). This system development methodology was 

considered for this project because of the iterative nature of the development life cycle. 

When utilized in this project it allowed for repeated improvements on the algorithm being 

developed. The Figure 3-1 below illustrates the various phases of the agile software 

development methodology. 

 

Figure 3- 1 : Phases of Agile Methodology 

Source:  (Thakur and Kaur, 2013) 
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3.2.1 Requirements 

This step involved collecting the necessary prerequisite data for conducting the project 

from existing literature and various stakeholders involved in the research for each 

iteration in the agile methodology.   

3.2.2 Design 

The design stage involves defining the architecture and design of the system. This was 

achieved through a well-researched and thought out novel algorithm. 

3.2.3 Development 

The third step called development stage involves actual implementation of the algorithm 

developed in the design stage. This stage involved Programming the proposed system by 

implementing the proposed algorithm. R programming language was used to achieve this. 

3.2.4 Testing 

Testing involved verifying if the identification algorithm designed and implemented 

actually performs well, and whether successfully deployed in the application area of 

concern, which is counterterrorism. 

3.2.5 Implementation and Deployment 

This step involved releasing the final product of an iteration for actual use in another 

iteration until the final aggregated tool was achieved. In this study, this involved 

integrating the developed model together with ESRI’s ArcGIS desktop software on a 

specially prepared geodatabase to visually show areas spatially on a map.  

3.2.6 Review 

This stage involved gathering feedback and new ideas for the product that has just been 

deployed and is in use. Any problems that arose were noted. With this new insight, the 

next iteration could always start.  

 

3.3 Research Design 

Research design is concerned with how the research is conducted. The research objectives 

and consequently source of data, data collection methods and tools and finally data 

analysis guided the research design. This was a constructive research that aimed at 
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developing an algorithm to identify terrorist attack events and hotspots. The model 

developed using this algorithm was evaluated using a specially prepared geodatabase.  

The research incorporated both qualitative and quantitative methods of research. 

3.3.1 System Analysis 

Structured System development approach was adopted for this research. In Structured 

System approach a list of instructions would be executed in the order they were written by 

default. The development process involved writing of R programming language scripts 

that would run on the back-end of the system and be executed whenever the system was 

being used for terrorism event identification.  R uses generic functions to process data, 

which is normally passed as arguments.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       

Structured System Analysis (SSA) was done to identify functions that to be designed to 

handle data in the R scripts. Unified Modelling Language (UML) was used to design the 

Entity Relation Diagrams (ERD), Context diagram and Data Flow Diagrams (DFD). 

3.3.2 System Design 

Structured System design (SSD) techniques will be used to transform the output from the 

System Analysis stage into actual designs techniques for the specific objects identified. It 

involves Logical data modelling, data flow modelling and entity behavior modelling.  A 

context diagram was used to show the interaction of the system with external entities. 

DFD were used to describe how data flows through the processed in the algorithm, in this 

case the functions and logic points 

 

3.4 Target Population and Sampling/Experimental setup 

The target population is the specific group of focus for the study. This study considered 

the characteristics of events that have happened in preparation of a terrorist event as 

perpetrated by the terrorists. These include recruitment and radicalization, planning 

meetings, training, preparatory activities like smuggling weapons and illegal immigration 

to a target location. Towns that have been hit by terrorists were the point of focus, as well 

as those which have not but appear to have the preparatory events recorded. The GTD 

dataset provided by START was used, and data on the locations attacked by terrorists was 

be obtained using purposive sampling. The study worked with the incidents that were 
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present in the developed geodatabase from terrorist incidents extracted from the GTD 

database for four purposive sampled countries: Kenya, Nigeria, Somalia and Iraq. 

 

Despite this sample of countries considered, the tool was not made to be specific to any 

region of the world, it could be applied globally on any pre-terror activities to determine if 

they can lead to a terror event. 

 

3.5  Data Collection 

Data collection involves collecting information from the relevant sources to guide the 

researcher in solving the research questions. 

Data retrieved from the Global Terrorism Database (GTD) provided the locations that 

have experienced terror related activities. This dataset was retrieved from START’s official 

website. The study worked with the incidents that were present in the developed 

geodatabase from terrorist incidents extracted from the GTD database for four purposive 

sampled countries: Kenya, Nigeria, Somalia and Iraq. The researcher worked with the 

column on Country, Town, Terrorist Organization, Latitude and Longitude data from the 

GTD dataset, the other columns on a custom eventID, Recruitment, Planning and 

Preparatory risk value columns and Terror_Event were created. 

 

Pre-terrorism activity: recruitment, planning and preparatory events data was retrieved 

from research that had already been done to identify them. The pre-terror activities’ 

determinant sub-activities were identified but they did not have a consistent data type and 

value that could be used to model the risk associated with them when it came to overall 

determining the possibility of a terror event. The research involved an improvisation 

technique of imputing a range of values to represent risk factors of High, Medium and 

Low, based on a scale of the range of values from 1.0 – 10.0. Values between 1.0 – 4.0 

represented Low risk, 4.1 – 5.9 represented Medium risk and 6.0 – 10.0 represented High 

risk. A new geodatabase that supports plotting on a map characteristics variables of an 

area that has previously been hit by terrorism was made.  
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3.6  Data Analysis 

The analysis of data in this research study involved the process of cleaning the data to 

remove any missing values, inspecting and transforming the data into a format that can be 

analyzed to get insight on the objectives of the study. This format is the geospatial data. 

This research utilized both qualitative and quantitative data analysis methods. For the 

qualitative data analysis, the study relied on deductive approach because there was 

inadequate time and data resources to extensive research. 

 

3.7 Research Quality 

Research Quality involves check against two criteria: reliability and validity. Reliability 

involves the ability to replicate processes and achieve consistent results while validity is 

the extent to how appropriate the tools, techniques and data used are for the research 

problem. 

 

The geospatial dataset developed from the GTD dataset was divided into areas that have 

experienced terrorism before, and areas that have not, as determined by pre-terror 

activities perpetrated by the terrorists in preparation, through the k-means algorithm. 

After identification, the two categories were labelled as “Yes” and “No” in terms of 

experiencing terrorism. This newly labelled dataset was divided into two, a training set to 

be used to train a discriminant analysis model so that it can learn patterns in the data, and 

a testing dataset to evaluate the accuracy of terror event detection and consequently 

hotspot location identification. 

 

3.8 Ethical Consideration 

The study did not require collection of data from the field, therefore the ethical approval 

that was sought was through the Strathmore Institutional Ethics Review Committee (SU-

IERC). The study involved identification of future terror events, and the cost of 

misidentification had to be considered. If a terrorist attack was to be identified as 

imminent and does not take place, there will be a big relief, but people always live in fear. 

On the other hand the cost of misidentification is greater when an imminent attack is 

dismissed off and it actually ends up happening. 
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Chapter 4: System Analysis, Design and Architecture 

4.1 Introduction 

This chapter describes the analysis of requirements and design of the proposed system 

based on the algorithm designed. UML diagrams were used to show the system design 

and architecture, various actors and their interaction with the system. 

 

4.2 System Analysis 

System analysis involves coming up with the requirements of the system; what the system 

should do. This study was aimed at developing an algorithm that will identify a potential 

terrorist attack event and allow an area to be labelled as a terror hotspot. This analysis 

section outlines the functional and non-functional requirements that were provided in the 

implemented solution. 

4.2.1 Requirements Gathering 

Data collection involves collecting information from the relevant sources to guide the 

researcher in solving the research questions. 

Data on pre-terror activities such as recruitment and radicalization, planning meetings, 

training, preparatory activities like smuggling weapons and illegal immigration to a target 

location was retrieved from various existing research literature done by researchers 

working with similar data for different implementation and tools. This specific 

information guided the research on the aspect of defining credible rules for the algorithm 

developed. 

 

Data retrieved from the GTD provided the locations that have experienced terror related 

attacks in the past. This dataset was retrieved from START’s official website. This dataset 

was transformed into a geospatial dataset that can be loaded as a geodatabase in 

Geographic Information System like ESRI’s ArcGIS. A new dataset of places that have not 

been hit by terrorism, yet appear to have had some similar pre-terror activities was also 

developed by the researcher and also transformed into a geospatial dataset.  

 

The analysis of data in this study involved the process of cleaning the data, inspecting and 

transforming the data into a geospatial format that could be analyzed to get insight on the 
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objectives of the study. This research utilized both qualitative and quantitative data 

analysis methods. 

4.2.2 Functional Requirements 

Functional requirements are characteristics that the system must have; what it is expected 

to do when being used. The functional requirements gathering involved looking at the 

specific functions of the system and methods of operations it would have, and its 

responses to user inputs and any exceptions encountered. The main categories of system 

actors were regular users and administrators.  The following were the functional 

requirements: 

i. User can launch the system to commence use. 

ii. Check safety state of an area – Users can use the system to key in the required 

variable values that explain pre-terror event such as recruitment of young 

people in an area for example age and their employment status. 

iii. Generate reports inform of statistical data and visual elements like map images 

that has data on them – Users can generate reports based on the information 

generated after analysis of whether a terror event is imminent based on pre-

terror events values. 

iv. Manage datasets and retrain model – Administrators can update the datasets 

that the model is learning from and retrain it. 

v. Manage system use and scaling and maintenance issues – the administrators 

should be able to assist with system crashes or any form of help as requested by 

a user. 

vi. Users and administrators can save their progress and close the system after use. 

4.2.3 Non-Functional Requirements 

Non-functional requirements deal with the design, quality features and constraints and 

external factors that may influence the system’s performance. The following were the non-

functional requirements: 

 

i. Availability – The system should always be available for use. 

ii. Reliability – The system should give reliable and consistent results after analysis 

and processing. 
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iii. Accuracy – The system will be providing sensitive output, therefore it should have 

a very minimal error rate. 

iv. Usability – The system should be designed and developed with a layman user in 

mind, a GUI interface is preferred. 

v. Maintainability – The system should be easily corrected and fixed in case of an 

error detection. 

vi. Scalability – The system should be able to cover more geographical areas, and their 

characteristics incorporated. 

 

4.3 System Architecture 

The system architecture shown in the Figure 4-1 below illustrates the layout of the 

application implementing the algorithm. 

 

 

 

Figure 4- 1 System architecture 

4.4 System Design 

System Design involved creating diagram models of the system to be developed based on 

the analysis report, using the UML notation. This study adopted the Structured System 

Design methodology. 

4.4.1 Context Diagram 

A context diagram defines the boundaries of the system to be developed. It identifies the 

flow of information between the system and external entities. The entire software system 
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is shown as a single process. It is also known as a level 0 data-flow diagram. There were 

two major categories of system users identified for the system; the normal users and the 

administrator. Both interact with the system providing various data items and instructions 

and getting results from the system. The Figure 4-2 below shows a context diagram for the 

system. 

 

 

Figure 4- 2 Context Diagram 

 

4.4.2 Data Flow Diagram (DFD) 

The DFD models the flow of data through the system and activities that process the data. 

Data flow diagrams have levels, starting with level 0 (context diagram), level 1, level 2 and 

so on. As the level number increases, the complexity and detail of the system represented 

by the flow diagram also increases. Sub-processes begin to appear, as well as data stores. 

For the design of a system model developed from the proposed algorithm, the Figure 4-3 

shows the level 1 data flow diagram designed. 
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Figure 4- 3 Data Flow Diagram 

 

4.4.3 Entity Relation Diagram (ERD) 

An ERD is a data modeling technique that graphically illustrates an information system’s 

entities and the relationships between those entities. An ERD is a conceptual and 

representational model of data used to represent the entity framework infrastructure. 

Elements of an ERD include: entities, relationships and attributes. The Figure 4-4 shows 

the designed ERD for the system. 
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Figure 4- 4 ERD Diagram 
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4.4.4 Wireframes of the system 

A wireframe is used to design the desired layout of the system to be developed. It 

establishes a basic structure of the main interfaces before full styling, content and logic 

functionality is implemented. Figure 4-5 below shows the designed system wireframe for 

the system implemented using the proposed algorithm. 

 

 

 

Figure 4- 5 System Wireframe. 
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Chapter 5: System Testing and Implementation 

5.1 Introduction  

This chapter describes how the algorithm was defined and used to develop an 

identification model. How the model was tested and validated is also covered. The process 

of building a geodatabase of geospatial datasets was the first step in the process of 

implementing the algorithm. The second step involved building the model using R 

programming language and testing it for identification accuracy. 

The final section of this chapter describes the use of the model in identifying future 

terrorist attack events and showing highlighted hotspot areas.  

 

5.2 System Implementation 

The system implementation started with preparation of a geospatial dataset from the 

existing terrorism data.   It involved data cleaning and imputing missing values. 

 

Using Microsoft Excel software, a comma separated value (.csv) file was created. The csv 

file was loaded with data selected from the GTD dataset retrieved in purposive sampling 

technique. The columns that were of interest to the researcher from the GTD dataset were 

the Country, Town, Terrorist Organization, Latitude and Longitude data. A column was 

created for denoting whether the terrorist attack event happened and this was populated 

with the character value “Y”, to show that it did. The following columns were added, a 

custom eventID, Recruitment, Planning and Preparatory risk value columns which 

represents values that can be analyzed to explain the outcome, which is Terror_Event. 

The researcher also created and imputed extra rows of data for risk values on Recruitment, 

Planning and Preparatory that would lead to there being No terror event, ie “N”. 

 

For the specific predictor variables: Recruitment, Planning and Preparatory activities, 

datasets were also created based on the risk values of the characteristics of the sub-

activities that constitute them: where they took place, duration of time they took place, age 

demographic of those involved, the group name of the terror organization, any legal and 

illegal ancillary activities such as raising and transfer of funds, training and weapon 

movement, travelling to target locations and surveillance activities’ risk values. When 

these risk values are combined, they determine the final risk value of the predictor 
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variable, which would in turn be used to produce the final risk value that exists in the first 

dataset mentioned earlier.   

The .csv dataset was transformed to a geospatial dataset, a shape file (.shp) for showing 

point data using ArcGIS, which is a GIS owned by a company called Esri.  

The proposed algorithm was interpreted as represented in the equations below, where the 

data items were the exact ones used for the study. The variables used in the study were 

selected from the basis of what existing research reports on their effect on the final 

outcome of a planned terrorist attack. 

 

The K-Means Clustering applied equation 

Two functions for the two clusters were represented as shown in the equation 5-1 below: 

YesTerrorEvent = ∑ ||𝑥𝑖
(𝑗)

− 𝑐𝑗 ||
2𝑛

𝑖=1  

NoTerrorEvent = ∑ ||𝑥𝑖
(𝑗)

−  𝑐𝑗 ||
2𝑛

𝑖=1  

 

Equation 5- 1 Application of the K-Means clustering equation to the study variables 

 

∑𝑛
𝑖=1  Represented the number of variables that were considered for the K-Means, in 

this case 3, recruitment, planning and preparative risk values. 

 ||𝑥𝑖
(𝑗)

 - 𝑐𝑗  ||
2   represented the distance function, with  𝑥𝑖

(𝑗)
 being case one of the 3 

variables  recruitment, planning and preparative risk values,  and 𝑐𝑗  the centroid for 

either of the clusters YesTerrorEvent or NoTerrorEvent. 

 

Discriminant analysis applied equation 

The equation 5-2 below shows the determination of the two discriminant functions that 

would be used to identify a terror event or lack of, where a is the intercept, Wi is the 

discriminant coefficient for the independent variable i, in this case recruitment, planning 

and preparatory variables. 

DAfuncYesTerrorEvent = a + W1(recruitment) + W2(planning) + W3(preparatory)  

DAfuncNoTerrorEvent = a + W1(recruitment) + W2(planning) + W3(preparatory)  

Equation 5- 2 : Discrimination functions from values of the determinant variables 
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After the necessary data was prepared, the second step which is the implementation of the 

proposed algorithm as a model commenced. R programming language was selected as the 

implementation tool and R Studio as the Integrated Development Environment (IDE). R 

was selected as it offers a lot of open source packages are very useful in statistical analysis 

and machine learning.  The model was developed to run as an R script being linked and 

called from the earlier mentioned Arc GIS program. This linkage is possible because of a 

tool known as the R-arcGIS-Bridge. The model of the computer used to implement and 

run the model was a HP Probook 4230s computer, running windows 10 Operating System.  

 

The ArcGIS provided the User Interface.   There is a map interface that shows the user the 

location of pre-terror activities, from the recruitment, planning, preparatory and the actual 

terrorist event location. This is a visual representation of the transformed .csv file dataset 

into a geospatial dataset.  A user hides or displays a particular pre-terror event indicator 

on the left pane, in the map as shown in Figure 5-1 below.  

 

 

 

Figure 5- 1: ArcGIS Interface showing the pre-terror events in Kenya, Nigeria, Somalia and Iraq 

as these were the selected areas in the dataset used. 

 

 

 



 

   39 

 

A user can interact with the data input section by launching and filling the required data 

for the variables that are needed to give the three pre-terror activities: recruitment, 

planning and preparation events a risk value. The user can select the geospatial dataset 

they want to run the variables against, and also specify the output folders of the statistical 

analysis plots and tables produced by the model, as shown below in Figure 5-2. 

 

Figure 5- 2: Data Input form for user 
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Once the data was submitted to the R script for analysis when user clicked the “Run” 

button, it was passed to a function in the R script that was expecting the exact given set of 

input parameters, and output links to folders. This function had to have the name     

tool_exec( in_params, out_params), see the figure AB1 from Appendix B. 

 

Immediately the input and output parameters were received, they got stored in local 

variables and were passed down to a system of logical statements that determined 

whether their value posed a high, low or medium risk, in relation to that particular pre-

terror activity pointing to an actual terror activity, as illustrated in the figures AB-2, AB-3 

and AB-4 from Appendix B. The final risk values from all the three pre-terror activities 

determinants were aggregated using a simple count algorithm, see the figure AB-5 from 

Appendix B, to determine which risk level appeared frequently, and this was be the 

overall risk state of a particular area. 

 

After the final risk value had been evaluated, it had to be checked against the existing 

dataset values, which were used to place the new unseen risk values of recruitment, 

planning and preparatory in one of two clusters, either a terror event happens or it does 

not, using the k-means algorithm as implemented in the R script. This is shown in the 

figure AB-6 from Appendix B. The algorithms second part was a discriminant analysis 

implementation to predict the final Terror_event column value from the existing dataset 

which was subdivided into training and testing datasets in magnitudes of 66% and 34% 

respectively. It was used to predict the Terror_event column value of any provided pre-

terror events risk values. Refer to the figure AB-7 from Appendix B. 

The results from both the k-means clustering and discriminant analysis four tables of 

analysis results, which were sent to the ArcGIS for view by the user. 

 

In the case where data is missing for a specific variable such as in the case of 

communication and meetings being virtual hence lacking a spatial characteristic, or as in 

case of the terrorists not fully following their crime template by either skipping some pre-

terror activities or not following them in a linear order, their risk values can be calculated 

by altering the logic to expect a binary input value. For example during data input, the 

presence of detection of communication and meeting without a spatial aspect could be 
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given a medium risk value in the logic, as opposed to a high risk value when the locations 

are known. In the case of terrorists not following their crime template in conducting the 

pre-terror events, the independently detected activities could be given a medium risk 

value because it infers lack of order in the strategy, as opposed to a scenario where 

activities are taking place one after another, the previous one triggering the next and a 

trend is visible, which would be a high risk. 

 

5.3 System Testing 

The system aimed at predicting the identification of a possible terror event, and a 

highlighted hotspot location. The model was given a set of pre-terror activity events and 

their constituent values, and from this it was able to run a k-means clustering instance and 

obtain 2 clusters, one for when a terror event resulted from those values of the pre-terror 

events, and another for when there was no terror event given the values of the pre-terror 

events. These clusters could be compared to the actual states of whether the terror event 

happened or not, so as to check the accuracy of the identification process. 

 

Unit testing was implemented in the input form from ArcGIS internally. When the user 

provides a new unseen set of pre-terror event values, they cannot leave a particular field 

blank. The user is not also able to field a wrong data type value in a field, as illustrated in 

the Figure 5-3 below: 

 

Figure 5- 3 A warning message to tell the user not to leave out blank fields. 
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In the R script code internally, some logic was put in place to make sure that the system 

does not run when the keys in invalid data. For example a user can field a negative value 

as age or duration of a particular event, the model should not process that as illustrated in 

figure AB-8 from Appendix B. 

 

Table 5-1 below shows system testing done: 

Test Case  Importance Level Results 

Can the user launch the system to 

use? 

High The system launches once the 

user clicks on it. 

Can the user generate reports 

from the system? 

High The system will generate any 

desired report output and 

displayed or stored. 

Does the system allow the 

administrator to update datasets 

or the logic in the model? 

High The system accepts any new 

updates from the administrator. 

Can the system fail safely Medium The model was integrated into 

the ArcGIS software which fails 

safely in case of a crash. 

Can the system allow user to save 

current progress and resume 

later? 

Medium The model was integrated into 

the ArcGIS software which allows 

saving of progress on analysis.  

Table 5- 1: List of Different Test cases and Results done on the system. 

 

Testing System Accuracy 

The accuracy of the system in correctly clustering pre-terror events was looked at, and 

below are the results per the incidents looked at versus what is the actual state of events. 

The dataset that was used for testing the model developed had 61 countries, 41 of which 

are positive for terrorist attacks and 20 did not have any attack despite having detected 

some characteristics similar to that of the ones that led to a terror attack, but in different 

magnitudes.   
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The Figure 5-4 below shows the results from the k-means algorithm from the analyzed 61 

countries: 

  

Figure 5- 4 Results from k-Means clustering algorithm 

 

The results were that 19 items were placed in cluster 1, and this represented the pre-terror 

events that did not lead to a terrorist event. 41 items belonged to cluster 2 which 

represented pre-terror events that led to a terror event. 1 item was misclassified into 

cluster 2, yet it belonged to cluster 1 as per the var2 label shown in figure 5-4 above.  

The model therefore demonstrated good accuracy level. 

 

The figure 5-5 below shows the output from the testing dataset of the discriminant 

analysis tool. There were 8 items correctly classified under no terror event happened, and 

12 events classified correctly as happened. 1 item was misclassified into the category terror 

event happened. This could be interpreted as an outlier because the k-means algorithm 

above showed the same behavior in output. 

 

 

Figure 5- 5 Results from Discriminant analysis algorithm 

 

5.4 System Validation/Deployment 

The system was used to validate a user entry of unknown and unseen values of pre-terror 

event activities and sub-activities’ characteristics. The results are shown in the figures 5-6 

and 5-7. 
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Figure 5- 6 Input form with values from user 

 

 

Figure 5- 7  The input instance of pre-terror values will result to a Y as predicted by the 

discriminant analysis tool. 
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Chapter 6: Discussion 

6.1 Introduction 

This chapter analyzes the results from the study relative to the objectives that were to be 

met. The purpose of this research was to develop an algorithm that can be used for the 

identification of terror events and hotspots, to provide awareness and aid 

counterterrorism, using k-means and discriminant analysis approach on pre-terrorism 

activities and sub-activities 

 

6.2 Identifying pre-terror activities 

During literature review stage, it was discovered that minimal research had been 

conducted on the spatial and temporal characteristics of a potential terror event and 

hotspot. Many of the research papers were looking at how to utilize the already identified 

characteristics in various novel tools. However for the existing studies that do look at 

identifying the characteristics, they ended up with the same set. This gave confidence in 

the characteristics selected for this research.  These included but not limited to terrorist 

cells creation, recruitment activities and radicalization, planning activities such as making 

a lot of phone calls to areas known to be a terrorist harbor, training the terrorists on using 

weapons and espionage and preparatory activities like assembling weapons like guns and 

bombs, getting funding, travelling to target location, surveying the target location, and 

ancillary crimes to maintain order such as murder of informants. 

It is evident that the characteristics are not very many and in most cases, there tends to be 

a thin line between a normal criminal activities such as moving weapons from one gang 

member to another for normal robbery crimes versus moving weapons for terrorism 

purposes. This therefore means that a pre-terror activity must be put in context, so as to be 

analyzed together with other pre-terror activities to determine the overall pattern of 

leading to a terror event. This study maintained the same variables that represent the 

characteristics of a terror event happening, which is presence of recruitment, planning and 

preparatory activities. 

 

6.3 The existing tools for identification 

During the research process it was discovered that research has been done on the process 

of identification of terror hotspots, using spatial and temporal datasets. The techniques 

looked at in the literature review part include: Hawkes process, Risk terrain modeling 
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framework, Prospective Space – Time Scan Statistics and the Random Forest Method.  

Some research material sought to highlight the final concentration of the terror events as 

the likely location of a potential attack because of the concept on repeat victimization, 

which states that an area that has had a terrorist attack is more likely to experience another 

terrorist attack, than an area that has not been attacked before. Such techniques are very 

useful in explaining how the characteristics of such hotspots areas make it a suitable 

environment for attacks. Factors such as economy of an area, demographics like number 

of youth and population density, type of target location – military base and terrain of an 

area for example can explain why it was possible for that terror event to take place, but 

cannot be used to identify another terrorism event based on similar characteristics. This 

leads to stereotyping and bias for example policing heavily a certain region because 

people of a particular ethnic group or religion reside there. Based on this finding it was 

therefore important to look at tools and techniques that analyze data that actually can be 

objective in its prediction of terrorist attack events. 

 

6.4 K-means and Discriminant analysis combined algorithm 

The research sought to identify terror events before they happened based on past pre-

terror events. This means that in order to get a valid and reliable output, the algorithm had 

to identify patterns in activities that could potentially lead to a terrorism event and similar 

ones that would not. Hence it was important to first implement a tool that first places 

these activities into clusters based on their values. The k-means algorithm was used for 

that grouping purpose. From this clusters, labels of whether a terror events happens given 

a set of values for the pre-terror activities, were assigned.  From this stage the statistical 

method of discriminant analysis could be used to confirm the end results of the cluster the 

k-means algorithm would assign to a new set of pre-terror activity values. Another thing 

to note is that the terrorism identification process had to be general enough to be used in 

any other area in the world. 

 

6.5 Validating the k-means and Discriminant analysis combined algorithm 

The tool developed was tested for reliability using a specially prepared dataset. This 

dataset was first created as a .csv file and later geocoded into a geospatial dataset so that it 

could be plotted on a map as points. The dataset had a field called Terror_Event that had a 
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value of either be “Yes” or “No”. This field was firstly hidden from the model, and it was 

up to the model to find the patterns that could lead to a terrorist attack by analyzing the 

risk factor values in the pre-terror activities field of recruitment, planning and preparatory 

events. The model was tested for performance by comparing what was the actual values in 

the Terror_Event, versus the cluster the values appeared to be in after the k-means 

algorithm. This gave the confidence level of the model, as shown in the Figure 6-1 below: 

 

 

 Figure 6- 1 Results from k-Means clustering algorithm 

 

In the case of hotspot area identification, based on the combination of ideas from the 

research done by Smith et al.(2006), where it is discovered that over 50% of terrorist 

attacks took place within a radius of 0-45km from the planning and preparation location 

and from Onat (2019), who showed that specific buildings ‘ concentration over space and 

even proximity to such buildings can raise the risk value of an area to a terrorist attack, a 

radius from the last reported known planning or preparation location can be used to draw 

the outline of a circumference which would enclose the hotspot areas.  The Figure 6-2 

below shows this. 

 

 

Figure 6- 2 An area highlighted as a possible terror hotspot. 
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Chapter 7: Conclusion and Recommendation 

7.1 Conclusion 
 

Predicting exactly where and when a terrorist attack will occur is a very difficult task, 

given that a lot of varying factors go into planning and preparing for the attack. This fact 

however does not deter or demoralize any counterterrorism measures being put in place. 

In fact there have been successful reports of terrorism being stopped at one of its planning 

or preparatory activity stages. Some of the solutions that exist in trying to identify a terror 

attack before it happens end up just giving an estimate based on where the last event 

occurred and variables that were in play then, and if these variables were to be used to 

predict a terror event, it would lead to a biased model. This research aimed at using data 

collected on pre-terrorism activities and attempt to identify whether the final terrorism 

event happens or not, how soon and even where. The pre-terror activities included: 

recruitment, planning and preparatory events. The research set to achieve four objectives 

as discussed below: 

 

The first objective set to analyze the spatio-temporal characteristics/activities of pre-

terrorim attack events and terror hotspots. Through extensive literature review, the 

following were identified: recruitment, planning and preparatory events. In detail they 

include terrorist cells creation, recruitment activities and radicalization, planning activities 

such as making a lot of phone calls to areas known to be a terrorist harbor, training the 

terrorists on using weapons and espionage and preparatory activities like assembling 

weapons like guns and bombs, getting funding, travelling to target location, surveying the 

target location, ancillary crimes to maintain order such as murder of informants  

The second objective was to examine existing techniques used to identify terror events and 

hotspots using a geospatial dataset and a time variable. These techniques were analyzed 

and looked at extensively in chapter two, literature review. They include but not limited to 

Random Forest model, Space-time scan statistic tool and Hawkes process. 

 

The third objective was to design and develop an algorithm for the identification of terror 

events and hotspots using k-means clustering and discriminant analysis approach. Agile 

software development methodology was considered. The design part was done using 

Structured System Analysis and Design. Implementation was done through developing 
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the tool as an R script to run on ArcGIS, a system for analyzing and processing geospatial 

datasets. 

The final objective of the study was to test the performance of the system; its reliability in 

identifying a terror event right before it happens. The model based on the validation 

dataset evaluated achieved a percentage of above 95% in its prediction of whether a terror 

event happens based on the dataset used.  

 

7.2 Recommendations 

Based on the findings from the study, the following recommendations are made: 

The system can be tested with a wide variety of datasets to from different parts of the 

world so as for the patterns of pre-terror activities to be visually visible globally. 

An inclusion into the dataset and analysis of the type of infrastructure found in an area as 

a variable can be used to highlight buildings with a high risk in that identified hotspot, 

narrowing down the scope of a possible risk spot. 

Have the model integrated as a server side program connecting to clients that are web 

based and mobile based for easier use – Google maps integration. 

 

7.3 Future Work 

For the logic part of the algorithm, more combinations of the logic rules can achieve a 

stronger risk identifier. A statistical model that actually generates a value based on a 

specific risk value can be identified, as opposed to the random value generator, given a 

range, as used in the current study. 
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Appendix A: Originality Report 

 

  

Figure AA- 1: Originality Report 

 

 

 

 

 

 

 

 

 

 

 



 

   56 

 

Appendix B: Code Snippets of the Identification Model  

 

 

Figure AB- 1: The tool_exec ( ) function and some of the expected input and output parameters 

 

 

 

 

 

 

 



 

   57 

 

 

 

Figure AB- 2: Calculating Recruitment activity risk value logic 
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Figure AB- 3: Calculating Planning activity risk value logic 
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Figure AB- 4: Calculating Preparatory risk value logic 

 

 

Figure AB- 5: Logic for aggregating risk values. 
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Figure AB- 6: K-means Clustering in the algorithm 

 

 

 

Figure AB- 7: logic for outputting results for KMEANS clustering from R script to ArcGIS 

 

 

Figure AB- 8: Discriminant analysis in the algorithm 
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Figure AB- 9: Writing the results from Discriminant analysis algorithm to ArcGIS as a table 

 

 

Figure AB- 10: Exception handling for negative values of age 

 

 

  

 

 


