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ABSTRACT 

Monitoring operational risks in the claim processing continue to present a challenge to 

many insurance firms. This is largely due to poor approaches used to monitor 

operational risk and many insurance firms have experienced capital losses, brand and 

reputation erosion. This study sought to propose a framework for monitoring 

operational risks in the claim processing using the decentralized Blockchain 

Technology taking a case study of Sanlam Insurance Company. To develop the 

proposed framework, the study was based on specific objectives that include: 

investigate the operational risks associated with the claims processing in the company; 

review the indicators of operational risks in claims processing in the company; review 

how information communication technology has been utilized to monitor operational 

risks by the company. The study adopted a qualitative research methodology with the 

primary data collection instrument being a semi-structured interview. Descriptive and 

inferential data analyses were conducted. From the study human error was the most 

prevalent operational risk (100%) followed by system failures (77%), accounting 

errors (55%) and fraud (44%). It was established that customer dissatisfaction (66.7%), 

IT failure (55.6%), and errors (44%) were the leading operational risk indicators. 

Further the study established the existence of a positive relationship between the 

operational risk indicators and the type of operational risks experienced by the 

insurance company. There was also a high level of adoption of ICT technology in the 

company (100%). The immutability characteristics of the Blockchain was considered 

more important by the respondents at an index score of 1.33 (33%). Based on the 

findings, the researcher proposes a framework that utilizes Blockchain Technology’s 

immutability characteristics to monitor the claims processing in the company. The 

proposed framework would provide clients and insurance agents with the means of 

managing claims in a transparent, irrefutable and responsive manner. 
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CHAPTER ONE: INTRODUCTION 

1.1. Background to the study 

Operational risk in insurance worldwide has always been difficult to quantify, adequately 

measure, and monitor. This can be attributed to a culture of operational risk not being rooted 

in control processes, poor organisational structure, and work processes that don’t allow an 

organisation to identify losses in data (Hermit and Arab, 2012). Similarly, operational risks 

are difficult to appropriately quantify due to their infrequency and uniqueness within 

companies (McShane, 2018). Lloyds of London and its franchises have identified that focus 

for operational risks should be on identification, management and monitoring. However, 

there is a need to acknowledge that operational risks can both be isolated or intertwined 

with other risk categories which further complicates its identification, measurement, 

management, and monitoring (Manning and Gurney, 2005). Furthermore, operational risks 

are organisational focused and therefore a general framework that can be used to manage 

risk  that applies across a spectrum of company is difficult to come by. It is for this reason 

that this study narrows to a company specific so as to contextually analyse effectively the 

study constructs. 

This study therefore focuses at proposing a framework for monitoring operational risks at 

Sanlam Insurance company with an aim of generalising it to cover the entire insurance 

sector since there are no public study findings on operational risk monitoring especially in 

one of the key processes within an insurer, claims processing. This chapter introduces 

operational risks, gives an overview of the Kenyan industry, discusses operational risks 

within the industry and technology used within the insurance industry, introduces Sanlam 

Insurance, and finally discusses the problem statement, objectives, and research questions.  

1.1.1. Operational Risks in the Insurance Industry 

Operational risks are considered to be the biggest cause of financial failures affecting many 

insurers worldwide (Hoffman, 2002). Traditionally, these risks have been difficult to 

quantify, insure and manage as they are found to be context driven and embedded in 

management culture, organisational structure, and the desires of those who manage risk 

(Power, 2006; Johnson, 2006). Operational risks therefore consist of failures resulting from 
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people, processes, systems, and/or external events. Despite these risks having been in 

existence for centuries; their impact on companies’ profitability was often thought to be 

relatively insignificant. However, within the last few decades, recent trends in globalisation, 

global internet connectivity, improvements in technologies, and value chain dependencies, 

have made operational risks an increasingly significant source of risk (Chernobai, 2008). 

In order to quantify operational risks, the insurance industry has relied on two key 

governance committees for Risk Management; the Basel Committee that has over the years 

set standards for defining and measuring operational risk; and solvency II which was 

introduced in the last decade in response to various insurers defaulting in the 2007/08 

financial crisis. Solvency II was developed based on the three pillars of Basel II regulation 

(Wagner, 2014). Basel Committee is an internationally established committee that 

developed Basel I, II, and III standards that focus on banking supervision and has been 

widely adopted within the insurance industry for its defined categories for operational risk. 

It has three pillars namely: minimum capital requirements, supervisory review, and market 

discipline. Operational risk under the Basel Committee has evolved to an advanced measure 

of determining a firms’ internal operational risk. Although Basel II/III has stronger focus 

within the banking industry with respect to maintaining high liquidity, it has been utilised 

widely within the insurance industry in the aid of categorising operational risks as there is 

no explicit Solvency II definition of operational risk quantification, and measurement 

(Gatzert, 2012). Solvency II mainly focuses on both financial and non-financial risks that 

are peculiar and non-systematic with lower correlation.  

The insurance industry relies on two main frameworks; Basel II/III (especially relating to 

qualitative categorization of operational risks) and Solvency II (purely sets capital 

requirements for an insurer). Basel Committee on Banking Supervision (2004) breaks down 

operational risks into seven (7) categories: internal fraud; external fraud; Employment 

practices and workplace safety; clients, products and business practice; damage to physical 

assets; business disruption and systems failures; execution, delivery, and process 

management. These can be characterised by improper processing of policy documents due 

to inefficient systems, poor user understanding of systems, inaccurate claims procedures 

and controls leading to internal/external fraud, lack of compliance with provisions of 

insurance acts and other operational/legal risks, miscommunication of deadlines, inaccurate 
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processing of client data, vendor disputes, accounting or data entry inaccuracies, and other 

failures (Oscar ,, 2013). Solvency II establishes the need for insurers to hold capital reserves 

of 200% of the base capital for a fixed time horizon (up to one year) in order to act as a 

buffer in event of any unforeseen catastrophic events. Operational risks exist in every 

organisation due to influence and interaction of internal and external events, people, 

processes and technology; but their inappropriate management often leads to significant 

losses (Mitra ,, 2016).  

Now more than ever, insurance and financial systems have become more complex and 

interconnected. This has led to challenges in understanding and mitigating operational risks 

which have become too tedious and complex. Over the past decade, at least nine (9) 

insurance companies in Kenya have collapsed as a result of poor operational risk 

management; attributed mostly to fraud (Insurance Regulatory Authority, 2017). This 

prompted IRA to establish a comprehensive risk management guideline for the insurance 

sector covering all risks, effective June 2013, with specific realisation of the correlation 

between the level of returns earned and operational risk.  

Operational risks have been defined as the risks of adverse change in the value of capital 

resources of the company resulting from operational events such as inadequacy or failure 

of internal systems, personnel, procedures, or controls, as well as external events 

(International Association of Insurance Supervisors, 2020). Many of these risks arise as a 

consequence of conducting day-to-day business operations and are typically managed with 

little or no incident. It refers to the risk that results from inadequacies in the management 

of otherwise quantifiable risk and unforeseen external events that can impact an insurer. 

Some of the operational risks may include events and actions or inactions, such as fraud, 

human error, accounting errors and system failures.  

Insurance companies including Sanlam Kenya can monitor and manage operational risks in 

claims processing. Policyholders can notify claim requests which are received by the insurer 

in order for them to begin claims processing. The claims processing procedure consists of 

notification which includes; all necessary documentation attached; policy checks and 

reviews used to check for validity; damage evaluation; and lastly, payment. At each given 

stage of the process, there can arise various operational risks. The likely operational risks 

of note include; Fraud (external or internal), inaccurate data entry, incorrect payment 

details, delays according to set timelines and reputational damage in the event of poor 
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customer service. Dealing with operational risk entails identification, analysis and 

mitigation, and monitoring of the different risk categories.  

Since operational risks are a distinct risk category, the value of effectively managing them 

has increased considerably. The forms and manifestations of these risks keep on changing. 

For example, in recent years, cyber risk has become a critical operational risk for insurance 

regulators to address given the increase in cyber incidents, including data breaches, identity 

theft, ransomware attacks, and denial of service among other challenges (Basel Committee 

on Banking Supervision, 2004). As operational risk remains difficult to identify and assess, 

given that the causes are extremely heterogeneous, companies must constantly innovate on 

how to manage and mitigate them. Therefore, a robust operational risk management 

framework must be put in place by companies so as to deal with potential challenges. 

Operational risk management (ORM) involves risk assessment, risk decision making, and 

implementation of risk controls to achieve acceptance, mitigation, avoidance and transfer 

of risk (Yang ,, 2017). In the last few decades, increasing complexities and volume of risks 

have led to the realisation that information systems ought to provide benefits for integrating 

risk management activities and optimising risk management performance (Breden, 2017). 

As such, operational risk monitoring should be integrated into the management of an 

organisation both in the policies, governance, and culture of the company as well as its 

structure and processes (Marshall, 2000). This will include institutionalisation of 

procedures to ensure properly managed risk, cohesion of goals through training of staff, 

developing risk and controls culture, and establishing dependency relations between roles 

and responsibilities. King (2001) states that these factors jointly determine the way in which 

an organisation operates, hence, failure in any of these factors will lead to operational risk. 

1.1.2. Insurance Claims Processing 

The claims processing procedure in Sanlam and most other insurers consists of;  

Figure 1.1 Claims Processing  
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Notification: The client notifies the insurer of a claim request either through a walk-in to a 

branch, telephone, email or letter.  

Registration/Capture: The branch representative or claims officer then begins the process 

of registering the claim request, verifying that the necessary supporting documentation is 

attached, cover is confirmed, and any other required checks (e.g., Anti-Money Laundering 

(AML) screening through various sanctions and other lists.) 

Audit/Assessment: Once the initial officer has confirmed validity of the documentation 

and coverage, the documentation is then forwarded to the claims department for further 

processing. The forwarded documentation can be presented electronically, physically or in 

both formats depending on the internal procedures of the insurer. At this stage, further 

checks are performed by the claims team, and claims adjusters. This is to validate the claim 

request, claim amount payable, validity of damage (e.g. vehicle damage and amount needed 

for repair, spare parts, any third party injury bills or any other costs) are commensurate with 

the claim amount available/requested.  

Majority of insurers both global and local face challenges at the audit/assessment stage with 

respect to fraud. Fraud is termed as claims extortion involving acquiring financial advantage 

through falsification of an actual position (Scwab, 2014). There are four main categories of 

insurance fraud that affect claims processing namely: internal fraud, policyholder fraud, 

intermediary fraud and insurers’ fraud which can arise both internally and externally to the 

insurer  (Akomea-Frimpong, 2016). Internal fraud involves commission of fraudulent 
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activities by an insurer employees while external fraud encompasses fraudulent activities 

by third parties (policyholder, and other stakeholders) in business with insurers.  

Globally, insurers face “gargantuan losses running into billions stunting growth and 

financial well-being” (Akomea-Frimpong, 2016). Health insurance fraud suffers the 

greatest loss of approximately $40-60 billion a year in the US alone while in Kenya, 

fraudulent losses account for 40% of insurance claims paid (Akomea-Frimpong, 2016).  

Payment: Once investigations and validity of a claim is concluded, the claim request is then 

forwarded to the finance unit to issue payment to the client. Relatively small sum payments 

can be lumped and paid quickly if they are below a defined amount (Mahlow, 2016). In 

comparison, standard claims and complex claims take a relatively longer time as there is 

closer inspections and necessary approvals either from senior management or external 

validators/auditors before they are settled. Payments are then released and depending on the 

amount, can be deposited into policyholders’ accounts or mobile money wallets.   

Closing/Archiving: Once the process is complete and payment initialized, the policyholder 

is informed through listed modes of communication of when to expect payment and amount 

payable. Depending on bank procedures and complexity of the claim, the average majority 

of claim requests are settled within 2 weeks to 3 months of notification. 

The objective of claims process is to compensate the policyholder for covered incidents in 

the policy taken. The insurer’s procedures in the claims process validate the request, 

authenticate it, and reimburse money to the policyholder, healthcare provider, or any third 

party as indicated by the claim. The insurer can also choose to reject the claim request if 

through the claims process it is found to be fraudulent or outside of policy terms.  

At each given stage of the process, there can arise various operational risks. The likely 

operational risks to be of note include: Fraud (external or internal), inaccurate data entry, 

incorrect payment details, delays according to set timelines, and reputational damage in the 

event of poor customer service.  

Operational risk monitoring entails; identification, analysis, and mitigation of the different 

categories of risks. Effective monitoring of operational controls within insurers ensures 

optimal internal and external client engagement and feedback (Siddiqui & Sharma, 2010), 

approval matrices designed for payments are always adhered to, and escalations are done 
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where key decisions are necessary. This translates to smooth process operations, increased 

customer feedback, growth in business volumes as insurers build brand image, 

reduction/elimination of costs due to efficiency, and an overall profit and insurer growth. 

The converse of lack of proper monitoring leads to direct economic losses such as; regulator 

penalties and fines, reputational damage, reduction in sales, legal proceedings against 

insurers, increased operational risk economical capital holding, loss of share price and 

market share leading to lack of investor confidence: that could result in hostile takeovers. 

1.1.3. Overview of Insurance Sector in Kenya and Sanlam   

This study concentrated on the Kenyan region and the Kenyan insurance industry. The 

Kenyan insurance sector is divided into General (55.2%), Life Insurance (27.6%), and 

Pensions (39.8%) where the General Insurance (GI) sector is the largest in size despite low 

market penetration (2.3%) compared to other key economies (Insurance Industry Release 

Report, 2021). Every year, The Insurance Regulatory Authority (IRA) updates their annual 

reports and claim ratios’. In Quarter one (Q1) 2021, the claims payment ratio for general 

liability claims increased to 9.2% (Q4 2020: 8.4%). The claims payment ratio for general 

non-liability claims decreased to 64.7% in Q1 2021 from 70.3% reported in Q4 2020. The 

claims payment ratio for the long-term insurance business increased to 73.7% compared to 

73.1% observed in the previous quarter (Insurance Regulatory Authority Report, 2021). In 

order for companies to make a profit in the insurance industry, all paid premiums are 

allocated according to the expenses listed in the policy agreement. If majority of all paid 

premium to an insurer is retained over the 12-month period of majority of GI policies 

instead of payment in claims, the insurer is able to release these funds as profit generated. 

There are a variety of participants in the industry namely: customers, insurers, reinsurers, 

brokers, agents, banks and risk managers. The Insurance Regulatory Authority (IRA) sets 

and enforces the statutes regulating the industry. Aside from the IRA, The Association of 

Kenyan Insurers (AKI) and Insurance Institute of Kenya (IIK) act as secondary self-

regulating authorities with key roles in accrediting, training, professionally educating and 

managing brokers, agents, and intermediaries. Kenya’s total premium revenue for 2020, as 

listed by IRA, was Ksh.232.95 billion 56.2% of which was attributed to GI (Insurance 

Regulatory Authority, 2020) in comparison to a global premium income of USD 6,292 

billion with 53.7% attributed to global GI companies. As at 2021, 56 insurance companies 

operated in Kenya (Insurance Regulatory Authority, 2021).  
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1.1.4. Sanlam Insurance Company 

Sanlam Insurance Kenya is a subsidiary of Sanlam Ltd. a Pan-African financial institution 

based in South Africa. It provides individual, group, short-term and long-term insurance 

solutions. Sanlam holds 3% market share in General Insurance and 6% in long-term 

business (IRA, 2020) in Kenya. As per the 2020 IRA annual statistics report, Sanlam 

General Insurance paid out 2% of all industry claims made whilst Life insurance paid out 

4% of industry claims made. However, the regulator offers no insight or reporting on any 

operational risks that the company faces or how they monitor risk and its management 

including operational risk management.  

Sanlam Kenya has adopted technology to assist with claims administration and other back-

office needs but is yet to implement advanced tools to better manage, and monitor risks 

inherent in the business. However, the company has implemented governance structures 

that enable it to adequately prepare and note any risks arising in the course of everyday 

business, including; Group risk management policies, risk appetites, and ERM frameworks, 

board committees on Audit, Actuarial and Risk functions providing assurance on risks 

facing the business, dedicated Risk and Compliance function, and ownership of risk & 

controls within the business (Sanlam, 2020). 

1.1.5. Technology Usage in Monitoring Operational Risks 

Insurers globally have generally been among the slowest to adapt to changing customer 

behaviour, digital disruption, and regulatory pressures. Competitive marketplaces are 

forcing insurers to refine their current strategy and operating models by implementing 

technological solutions. Further to this, various growth-related internal and external 

challenges such as low-interest rates, soft pricing conditions to technology advancements, 

and the expectations to deliver profitable and sustainable growth amidst these changing 

environments are some of the hurdles the insurers are facing. As a result, insurers and 

technology firms have had to innovate and collaborate extensively on a mission to reduce 

the problems named above. Some of these technological tools used extensively include 

predictive data analysis, artificial intelligence, Big Data, Machine Learning, IoT (Internet 

of Things), Chabot’s and drones, among many others that have yet to show a profitable use 

case in the industry (Mitra ,, 2016).  
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Insurers and insureds are already adopting some of these instruments for their business 

purposes. The scope of adoption for insurers and insureds varies widely as a result of the 

different industries and portfolio of businesses these two distinct groups operate. However, 

Insureds and Insurers are more likely to employ some similar tools to improve; value chains, 

product distribution channels, customer services, client services, backend operations, and 

risk monitoring. Marsh, a well-known insurance and reinsurance broker as an example, has 

been working on a United Nations (UN) financed project to create modelling applications 

that include assessment of value at risk (VaR), Monte Carlo simulations and stress testing, 

and models of financial projections inclusive of test scenarios that can potentially negatively 

affect an insurer (Njegomir, 2011). Despite the above modelling being mainly utilised to 

identify, measure and monitor other insurer risks, they have been adopted to deal with 

operational risks.  

Value at Risk (VaR) has been transformed to OpVaR that is contextualised using 

operational risk and creates a percentile loss distribution on losses or failures from 

operational risks (Barros, 2013). VaR measures the potential loss in the value of a risky 

asset or portfolio over a defined period of time given a confidence level of 95% (unknown, 

2020). OpVaR can then be defined as the minimum potential loss an insurer will incur 

should any operational risk arise. This can be modelled using Monte Carlo Simulation that 

allows for building a useful distribution of losses for monitoring and making decisions about 

operational risk. Operational risks are slowly becoming the largest contributor to the total 

risk portfolio of an insurer, although some operational risks may be dominant while others 

require triggers in order to fully realise the scope of their effects (Mitra ,, 2016).  

With increasing connectivity and internet penetration around the world, fraud, cyber and 

other technology risks are on the rise and there is still a distinct lack of understanding on 

the manner in which to address them.  Other contributors to operational risks outside of an 

insurer’s control include natural disaster, war, political strife, global warming, terrorism and 

so on, which may lead to increased operational risks outside of the control of technology. 

However, having robust technological monitoring of risks will enable adequate and timely 

response.  

Blockchain Technology was first introduced in a published paper by Satoshi Nakamoto in 

2008 and was the base for the introduction of his first peer-to-peer electronic cash system 

relying on cryptography (Bitcoin) in 2009 (Sarmah, 2018). It provided a solution to the 
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problem of currency duplication and double-spend (McKinsey, 2016). It gained notoriety 

due to its transparency, decentralisation, safety, and speed in settling payments for goods 

and services. Its decentralisation and cryptographic elements are key in ensuring that the 

technology is tamper proof.  

Blockchain can be considered as an architecture of three layers; applications (which is the 

top layer), decentralised ledger (middle layer made up of a consistent and tamper proof 

global ledger where transactions are grouped into blocks and cryptographically linked), and 

Peer-to-Peer (P2P) network (bottom layer consisting of nodes and messages that can be 

built on any physical infrastructure) (Sarmah, 2018). It relies on four foundations to be 

effective: consensus – agreement of all participants to follow the same rules; immutability 

– permanence of records; provenance – knowledge of asset origination, owner, and time 

period owned; and finality – a single ledger for the whole network. It is a technology that 

allows creation and editing of transactional records managed by a cluster of computers 

(Neale, 2020). Similarly, there are different types of Blockchain; public, private, semi-

private, sidechains, permissioned ledger, distributed ledger, shared ledger, fully private or 

proprietary Blockchains, and tokenized or token-less Blockchains.  

However, since Blockchain Technology appeared on the global technology map, in the last 

15 years, it has caused innovation and rapid evolution in the manner by which organisations 

work. It has created new business models, transformed previously inefficient methods, and 

created/improved product and service delivery value chains. By leveraging Blockchain 

technologies, insurers can dramatically reduce operating costs through automating manual 

tasks involving data entry in areas such as underwriting, claims, and reinsurance (Breden, 

2017). This in turn has the potential to increase processing speeds, improve data quality, 

eliminate fraud, and provide real-time transaction transparency. 58% of surveyed 

executives and experts from the information and communication technology sector believe 

that 10% of global GDP will be achieved by the mid-2020s through the use of Blockchain 

Technology as per World Economic Forum (WEF). Similarly, a survey ‘Blockchain in 

Insurance: Risk Not, Reap Not’ (2018) states that, 86% of respondents affirmed the very 

important impact of Blockchain on the insurance industry, from which 54% predicted the 

transformation of the industry citing potential benefits in speeding claim process, 

simplifying and upgrading administrative processes, and record keeping offering more 

transparency in addition to fraud reduction (Mitra ,, 2016).  
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1.2. Statement of the Problem 

Operational risk consists of failures resulting from people, processes, systems, and/or 

external events that remain difficult to monitor since the causes are extremely 

heterogeneous (Johnson, 2006).  The existing methods of monitoring them are equally weak 

and easily manipulated to defeat the very purpose they are supposed to serve. Similarly, 

lack of adoption of new value-based technologies in the industry creates problems such as; 

fraud, data entry, verification errors and long processing periods on claims, rise of operation 

risk costs, and declining customer satisfaction. Crucial to note, the lack of capacity and 

leadership on these new technologies within the regulatory bodies also exacerbates the 

operational risks experienced in claims processing. (Simon-Kutcher, 2017) states, the main 

reasons pushing clients to change their insurers are costly pricing (29%), mismanaged 

claims (20%), cover not adapted to policyholders needs (16%) and premiums escalations 

without justification (7%). 

Therefore, there is a need to develop a sound operational risk monitoring framework that 

extends well beyond the confines of formula-based quantification as is the case now and 

employs new technology within the claims processing. Moreover, lack of proper operational 

risk monitoring has led to direct economic losses such as regulator penalties and fines, 

reputational damage, reduction in sales, legal proceedings against insurers, increased 

holding of operational risk economic capital, drop in share price and market share leading 

to lack of investor confidence resulting in hostile takeovers. The likely operational risks of 

note include Fraud (external or internal), inaccurate data entry, incorrect payment details, 

delays according to set timelines and reputational damage in the event of poor customer 

service.  

Dealing with operational risk entails identification, analysis and mitigation, and monitoring 

of the different risk categories. The operational risk framework should cover the company’s 

business activities and should be an integral part of an efficient Enterprise Risk 

Management (ERM) framework. Therefore, an insurance firm’s underlying operational risk 

in the claims processing should thoroughly review the claims processing activities in order 

to identify and estimate the framework input requirements. Blockchain Technology can be 

used to assist firms to track the claims processing activities in order to flag out any potential 

operational risks. Moreover, it can promote accuracy and transparency of claims 

transactions through increasing an insurers’ ability to identify, monitor, and mitigate 
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operational risks associated with claims transactions while increasing customer engagement 

and satisfaction.  

Furthermore, the monitoring of the operational events around the claims processing 

including acquiring, processing, sharing, and securing operational loss data that will lead to 

making real-time decisions (Omasete, 2014). This will translate into smooth process 

operations, increased customer feedback, growth in business volumes as insurers build 

brand image, and reduction or elimination of inefficiency costs. Despite the potential of 

Blockchain Technology to tackle the problems stated, limited study has been undertaken in 

Kenya to determine how to monitor operational risks in claim procedures. Similarly, there 

is limited study that exists to analyse how different types of operational risks are monitored, 

or frameworks in use for monitoring operational risks in claims processing and studies on 

developing a framework based on Blockchain Technology for monitoring operational risks 

within claims processing in insurers. It is in this backdrop that the current study seeks to 

develop a framework on integrating Blockchain Technology in monitoring operational risks 

arising from claims processing. 

1.3. General Objective of the Study 

The purpose of this study was to develop a framework for monitoring operational risks in 

the claims processing in the insurance firms utilising Blockchain technology.  

1.3.1. Specific Objectives 

i. To examine the claim processing operations in Sanlam; 

ii. To analyse the operational risks indicators within the claims processing 

operations and approaches of monitoring them at Sanlam insurance; 

iii. To review how information communication technology has been utilised to 

monitor operational risks at Sanlam insurance; and 

iv. To propose an operational risks monitoring framework that uses Blockchain 

technology in the claims processing at Sanlam insurance. 

1.4. Research Questions 

i. What are the claim processing operations in an insurance firm? 

ii. What are the operational risk indicators associated with the claims processing and 

approaches of monitoring them at Sanlam Insurance? 
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iii. How has information communication technology been utilised to monitor 

operational risks at Sanlam Insurance? 

iv. How can Blockchain technology be integrated in the claims processing so as to 

monitor the operational risks at Sanlam Insurance?  

1.5. Significance of the Study 

This study was expected to be significant to insurance companies, the general public and 

the insurance regulators as it would offer valuable contributions from both theoretical and 

practical perspectives. Theoretically, it would provide a general understanding of 

operational risk monitoring practices and their effect on financial profitability as well as 

develop a framework for Blockchain technology to be used in monitoring claims 

processing. The study is expected to enable insurance companies to record risk, increase the 

speed, accuracy and transparency of their claims processes using the Blockchain technology 

framework. This should translate into better performance, business growth and maintenance 

of competitive advantages. Apart from benefiting the insurance companies, the general 

public will benefit from the study through improved insurance services in the form of 

reduced premiums and better monitoring of risks in order to inform actions taken (especially 

with regard to fraud).  

The study would also be useful in government policy making institutions/commissions 

through the Ministry of Information, Communication and Technology, and independent 

institutions by putting in place policies that allow insurance industry regulators and 

stakeholders to access the Blockchain framework as a starting point for bringing digital 

technology that fosters regulator-industry collaboration on insurance practices.  

Embarking on this research aims at contributing to the body of knowledge by developing a 

framework for Blockchain technology in monitoring operational risks in claims processing 

in all insurance firms in Kenya.  

1.6. Scope of the Study  

In view of the study, the research takes into consideration the insurance industry in Kenya. 

Since, technology adoption is inherently influenced by the context in which it is to be 

adopted, Zhengchuan and Yufei (2009) further considered that claims processing function 

is dependent on the organisation policies and procedures (Girling (2013). The study was 
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scoped to a case study of Sanlam Insurance and data collection done in a span of two weeks. 

The study was limited to development of a framework for monitoring operational risk in 

the claim processing using Blockchain Technology.  
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CHAPTER TWO: LITERATURE REVIEW 

2.1 Introduction 

This chapter presents literature review with regard to monitoring operational risks in claims 

processing within insurers, discusses existing technology used to monitor operational risks, 

and presents the case for the integration of Blockchain in claims processing. The chapter 

discusses theoretical foundations which comprise theories supporting the study as presented 

by other scholars and researchers. The chapter is organised thematically in line with the 

study objectives and presents the empirical literature review, research gaps, as well as the 

conceptual framework of the study.  

2.2 Theoretical Framework 

A theory is a generalisation about a phenomenon that explains how or why the phenomenon 

occurs (Avolio, Yammarino & Bass, 2009). The study is anchored on three theories namely; 

Structural Contingency Theory, Agency Theory and Risk Management Theory. 

2.2.1 Structural Contingency Theory 

Structural contingency theory is an extension of the contingency theory that states that there 

is no superior way of doing something that can be replicated in all circumstances for 

effective management of an organisation (Flynn ,, 2010). Structural contingency theory 

therefore offers an explanation on how an organisation should operate by linking the 

strategies and decisions it pursues with its contingencies which include organisation 

structures, processes, environment, performance and technologies (Bouriche, Wilson and 

Kishk, 2021).   

The theory further supports the argument that organisational performance comes from 

fitting the organisation characteristics to key contingency factors related to a particular 

challenge an organisation faces (Donaldson 2001). Moreover, an organisation whose 

characteristics fit with the contingencies will outperform those that do not fit (Miles, 2012). 

The contingency fitting focuses on the effect of an independent variable over the dependent 

variable through a moderating factor. Further, the theory suggests it is possible to reject one 

way of doing things to adopt an alternative way based on the circumstances.  
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Through holistic configuration which is a form of analysing organisation fit, the overall 

internal coherence of a set of organisational attributes, or simultaneous interdependencies 

among variables that are subject to multiple contingencies within Sanlam were achieved 

(Cao, Wiengarten & Humphreys, 2011). This formed the basis for understanding the 

interplay between different variables and processes involved in the claims processing. 

By applying the structural contingency theory in this study, it helped in understanding the 

role of the principals and the agents in comparison to the goals of the company. 

Furthermore, to achieve an organisation’s goals will greatly depend on; employee’s ability 

to achieve it, level of technology in the organisation, structure and task at hand and the 

support given by the company owners (Mutegi, 2013). The goal of most private 

organisations like Sanlam is to maximise returns on investment and create value for 

shareholders. This can be achieved by a keen consideration of both internal and external 

contingencies. Internal contingencies involve the task to be achieved, whether it is 

structured or not, the kind of resources to be used and levels of uncertainty and 

interdependence. In this particular case, these internal contingencies can be considered as 

operational risk categories and their levels of correlation. The external contingencies 

include the political forces, technological effect, government regulations and the general 

public. All these contingencies have an effect on insurance firms especially so where the 

general public expects to see faster, efficient, and easier ways in which to have their claims 

processed.  

This theory therefore provided a foundation understanding the various contingencies 

considered in the proposed framework and also the basis for proposing an alternative way 

of monitoring operational risks associated with claims processing through the adoption of 

Blockchain technology. 

2.2.2 Agency Theory 

Agency theory offers an explanation on the relationship between the party giving authority 

(principal) and the party receiving the authority (agent). Principals in this capacity delegate 

tasks and some decisions to agents in order for the agents to complete these tasks in the best 

interest of the principal (Davis, 2016). The principal in the agency theory and in the context 

of this study refers to the owner of the company or shareholders while the agent refers to 

the management, who is expected to take control over the management of the owner’s 
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assets. The differences between the interests of the principal and agents often may result in 

a conflict of interests. Sometimes conflicts may arise when the managers want to maximise 

their levels of expectations against the wishes of the owners. On the other hand, the 

company owners may wish to maximise profit margins thereby creating conflicts when the 

managers’ expectations are not aligned to the company owners (Abbas ,, 2021). Once such 

conflicts arise, the principals will then need to give attention to conflict resolution through 

incentives (Mitchell & Meacham, 2011).   

Jensen and Meckling (1976) notes that causes of the agency conflicts can be categorised 

under the following motivations: a) Moral hazard which is the dishonest behaviour by the 

actors at the expense of other parties’ interests. For instance, the company management may 

choose the most suitable investment options for themselves and not the most profitable 

option for the company; b) Earning retention whereby the management shifts towards 

maintaining stable company income levels whereas the company owners would prefer a 

higher cash distribution through internal investment options; c) Risk aversion where the 

management would prefer to make safe investment decisions within their ability and they 

avoid investment decisions they consider likely to increase the company’s risk even when 

the option is not the best choice for the company; d) Time horizon where the management 

pays attention to the cash flow statement based on the predetermined project timeline. This 

leads to biases in decision making in favour of short-term projects which may have higher 

accounting returns instead of long-term projects with greater net present value for the 

company.  

Sanlam as a company is potentially faced with these four scenarios and through the agency 

theory the interaction between principal and agent in the present research problem is 

underscored. Building on the proposition by Abbas ,, (2021) of tackling such conflict 

situations through auditor monitoring and guidance in pointing out to the managers the 

interests of the company owners’, to facilitate them in making decisions aligned with the 

interests of the company owners’. Furthermore, agency theory underpins the procedure of 

risk management as a response to conflicts between administrative motivating forces and 

shareholder interests, this theory was critical in understanding how the possible risks that 

may arise in the claims processing in Sanlam insurance company could be associated with 

different players.  
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2.2.3 Risk Management Theory 

Risk management theory is sometimes referred to as the risk management model. Risk 

Management theories were first developed after World War II but did not have published 

materials until the early 1960s from Mehr and Hedges in 1963, and Williams and Heins in 

1964 (Dionne, 2013). 

The risk management theory is based on three concepts: utility, regression and 

diversification (Ajupov, 2019). The utility concept was proposed by Daniel Bernoulli in 

1738 to guide the decision-making process whereby people were expected to pay attention 

to the size of the effects of different outcomes in selecting alternatives. The concept of 

regression also called the rule of regression function has been used in varied circumstances 

to calculate probability of risks and making predictions based on identifiable business risk 

factors. Diversification concept is more of a strategy that has been used to guide institutions 

to intelligently arrive at investment decisions that minimises deviation from maximising the 

rate of return.  

The risk management theory has been applied in financial institutions to distinguish 

between two varieties of deposit banking risks: temporary or fixed-term, and resource risks 

(Rusanov, Natocheeva, Belyanchikova,  & Bektenova, 2017). The fixed-term deposit risks 

are associated with threats of early withdrawal of funds by depositors from banks earlier 

than the agreed fixed term. The resource risks are associated with the failure of both the 

creditors and depositors in giving the bank their temporarily free funds either through 

making a term deposit, or buying securities issued by the bank hence starving off the bank 

of funds. The two risks have inherent characteristics of claims in the case of insurance since 

they are sometimes dramatic and unexpected due to factors like emergence in the market of 

a more attractive offer from other banks, inadequate actions of banking supervisory and 

regulation authorities, undermining the confidence of depositors in the banking system 

institutions, deterioration of the bank position, and loss of reputation (Ajupov et al 2019). 

These factors have also been pointed out to be the influencers of some claims made in the 

insurance industry. 

Wenk (2005) notes that risk management incorporates; identification, assessment, and 

prioritisation of risks followed by coordinated economical application of resources to 

mitigate, monitor, transfer, and control the probability or impact of unfortunate events or 
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maximise the realisation of opportunities. Corvellec (2009) also notes that risk matters can 

be addressed from within the organisational modus operandi through contracts, selective 

view of responsibility and dialogues with employees. Haubenstock (2003) however argues 

that effective risk management can bring far reaching benefits to all organisations, whether 

large or small, public or private sector. Studies by Gollier (2003) state that these benefits 

include, superior financial performance, better basis for strategy setting, improved service 

delivery, greater competitive advantage, less time spent firefighting and fewer unwelcome 

surprises, increased likelihood of change initiative being achieved, closer internal focus on 

doing the right things properly, more efficient use of resources, reduced waste and fraud, 

better value for money, improved innovation, and better management of contingent and 

maintenance activities.  

The significance of this theory as pointed out by Dorfman (2007) is that it describes cost 

effective operational risk management as creation of a well-defined embedded risk 

management practice, co-signed through top-to-bottom management dialogue. Sofiane, 

(2020), indicates that the application of risk management theory could offer a framework 

through which an organisation can lower its likelihood of known risk events occurring.  For 

instance, having a risk monitoring policy/framework will allow the organisation to manage 

operational risks in an integrated manner that considers threats at each level of the entire 

organisation (Drennan & McConnell, 2007). Therefore, for an organisation to thrive it will 

need to formulate policies on risk management strategy, and organisational objectives and 

develop predictive models that lead to optimal performance and reduced risk exposure. 

Hence, the application of the risk management theory in this study was central in 

understanding the potential risks in Sanlam, the strategies used to manage them, the 

responsibilities assigned to different employees in case a particular risk occurs, and how the 

risks are monitored. It is through these parameters that the proposed framework for 

monitoring operational risks in claims processing is structured. 

2.3 Empirical Literature  

2.3.1 Operational Risk management 

The Basel Committee on Banking Supervision (2004) defines operational risk as the risk of 

loss resulting from inadequate or failed processes, people or systems or from external 

events. Similarly, the Global Association of Risk Professional (GARP) distinguishes 
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operational risk management as the qualitative assessment of operational risks. The Basel 

Committee further identifies some of the categories of operational risk to include; 

unauthorised activities, unethical employment practices and workplace safety, theft and 

fraud, internal security breaches, and business or market practices, product flaws, and 

selection, sponsorship & exposure. 

Operational risk indicators are an important tool within operational risk management. They 

facilitate operational risk management activities and processes, including: risk 

identification; risk monitoring and control assessments; and the implementation of an 

effective risk management and governance framework.  

In an operational risk context, a risk indicator, commonly known as a key risk indicator 

(KRI), gives a metric that provides information on the level of exposure to a given 

operational risk which the organisation has at any particular point in time (Coleman, 2009). 

KRIs are an important tool within risk management and are used to enhance the monitoring 

and mitigation of operational risks and can be used to gauge effectiveness of systems and 

controls put in place by an organisation. If a risk indicator falls outside of its normal range, 

it can indicate a possible operational issue and provide a basis for penalties, or positive 

incentives to reduce agent-principal problems (Tripp, 2004).  

Operational KRIs enable risk managers to identify conditions that may result in losses and 

act upon them before actual losses are realised; the metrics also act as indicators of changes 

in the risk profile of a firm. They therefore play an important role as a way to facilitate 

changes in strategic objectives, review of existing structures within the organisation, review 

of risk appetite and policies, and allow for the organisation’s management to reassess 

operational risk management activities and their efficacy. This includes risk identification; 

risk and control assessments; and the implementation of a governing risk appetite, risk 

management and governance frameworks.  

Scandizzo (2005) states that risks can be mapped to the business activities in which they are 

prevalent and where key risk factors and drivers can be identified. This results in complex 

rich qualitative assessment giving clear indications to which faulty parts of the process can 

be changed in order to lower overall operational risk exposure. 

The complex operational functioning of insurance companies has led to the emergence of 

operational risks that can affect the business operations of insurance companies. Operational 
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risks are very difficult business risks that affect both the insurance company and the 

customers. These operational risks arise from imperfection of business processes and 

technology systems. In previous analysis of operational risks in a company, tracing of the 

information systems stability, customer requirements, and errors in internal control were 

treated separately. The need to consolidate and standardise the analysis of operational risks 

has led to the development of a framework called Solvency II. 

Risk management is core in strategic management and corporate governance of any 

organisation. It is also central in strategic and operational decision making in an insurance 

company. The growth of operational risk management is a regulatory driven approach 

which requires managers to determine the level of risk capital (Acharyya, 2012). However, 

the success of the implementation process of operational risk management depends on the 

availability of information and expertise of employees in the insurance company. The key 

human resources groups involved in risk management in an insurance company include 

internal auditors, risk modellers, compliance and business managers. 

The main goals of risk management in an insurance company are provision of protection 

from potential events that manifest operational risks; alleviating the effects and impacts that 

may arise from operational risk; and establishment of controls due to the occurrence of 

operational loss events. 

The structure of the process of operational risk management is integral to the broad process 

of risk management in the insurance company. It therefore must be effective, safe and 

economical. Since operational risks are specific, the activities that lead to them must be 

accurately defined and functions for managing them in terms of roles and responsibilities 

of the stakeholders across the organisational structure in an insurance company clearly 

spelled out. This is also dependent on the establishment of an efficient and reliable system 

of risk management that is accurate and timely in terms of information on all the relevant 

data, and software support for the implementation of an adequate model for managing 

operational risk. 

Successful operational risk management is largely dependent on the identification of key 

processes and the types of operational risk arising from these processes, relating to people, 

communication of products and systems. Therefore, the adoption of a company-wide 

definition of operational risk by all employees of the insurance company is critical in 
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understanding and identifying a risk event. Correct risk identification forms the basis for 

the development of monitoring and control of operational risks. The identification of 

operational risk considers the structure of the insurance company, the quality of human 

resources, organisational changes and turnover per employee (internal factors), and other 

external factors that can affect the achievement of the objectives of the insurance company. 

After the identification of the operational risk, management of the identified risk may 

involve risk mitigation, risk-taking, risk avoidance or sharing, and risk transfer. 

2.3.2 Monitoring Operational Risks 

Dhanushkoti and Coates (2006) define monitoring as the regular and ongoing collection and 

analysis of information to track progress against set plans and check compliance to 

established standards. In the insurance sector, specifically the claims department, 

monitoring makes use of available information on claims processing in order to make 

comparisons both internally and externally.  Krishnan (2010) states that the existence of a 

reliable monitoring system or framework is extremely significant for evaluation of claims 

processing.  

Asokere and Nwankwo (2010) posit that monitoring of operational risks in claims 

processing can be done by identifying areas that need to be adapted or changed. This would 

enable insurers to identify trends and patterns, adopt strategies and inform decisions on 

actions to be taken. Crawford (2007) states that the process of monitoring can involve 

tracking the use of inputs and resources, the progress of activities, and the delivery of 

outputs. Insurers can also create more robust models of operational risk management and 

monitoring which can become better as more data is collected on identified Key Risk 

Indicators (KRI).  

KRIs are relevant in monitoring and in forward-looking analysis of operational risk to 

complement statistical analysis where there is insufficient data (Finlay, 2004). KRIs can be 

specific causal variables or proxy drivers of events and/or losses related to operational risk. 

It can be quantitative or qualitative; objective or subjective but, in order to be useful, must 

link to one of the key risk drivers or better yet to one of the mechanisms generating an 

operational failure (Scandizzo, 2005).  

The KRI can be classified into three categories according to Tripp (2004). Exposure related 

– these are volume-based indicators that allow measurement throughout processes likely to 
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incur operational failure. These however lack dynamic measurement to notice changes in 

loss rate. Loss related indicators – these measure events associated with operational losses 

and are considered lagging indicators hence insufficient alone. Cause-related indicators – 

these measure factors identified as drivers for operational losses and are leading indicators. 

Leading indicators are usually tough to identify as they rely on a causal relationship between 

indicator and associated operational loss, and are complex but valuable.  

According to Diggelmann (2011) KRIs are critical predictors of unfavourable events 

adversely impacting organisations. They enable the user to monitor changes in risk exposure 

and give a method for setting early warning signs. This can then enable an organisation to 

report risks, prevent crises, mitigate and transfer them before they fully crystallise. 

Monitoring indicators are therefore metrics used to monitor identified risk exposures over 

time with relevant data performing this function considered a risk indicator. Shiller (2006) 

states that a metric may be considered to be a risk indicator when it can be used to measure; 

the quantum (amount) of exposure to a given risk or set of risks, the effectiveness of any 

controls that have been implemented to reduce or mitigate a given risk exposure and how 

well insurers are managing their risk exposures (the performance of their risk management 

framework). Expressed slightly differently, this implies that an insurance firm will typically 

make use of three different types of indicators: risk indicators, control effectiveness 

indicators and performance indicators (Vaughan & Vaughan, 2008). This study however, 

focuses on the risk indicators. 

The risk indicators should therefore be understood to be the predictors of adverse events 

that are likely to negatively impact the organisation. In general, some of these indicators 

can impact the organisation once the environment changes. Therefore, the operational risk 

indicators are likely to be dependent on the organisation’s environment and hence not static. 

A clear mechanism of identifying the indicators and where in the claims process they apply 

should be robust enough. The general criteria for establishing the operational risk indicators 

involve the following steps: understanding the cause-effect relationship between the 

organisation's goals and some root cause factors; understanding the relative significance 

that each of these root cause factors has on the overall achievement of the goals; and creating 

a system that collects high-quality data about these indicators. Some of the indicator data 

points in the claims processing include errors, regulatory changes, economic downtime, 

staff turnover, customer satisfaction among others.  
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2.3.3 Operational Risks in claim processing in USA 

Within the US industry, banks and insurers have in the past had operational loss events 

greater than $50 million, some of which indirectly affected a few other industry players due 

to contagion risk (Cummins, 2012). Investigating using network analyses, allows players to 

note which firms within the industry are likely to encounter severely negative effects from 

contagion risks and can aid in risk mitigation measures (Eckert and Gazert, 2019). This was 

especially noted during the financial crisis of 2007/08. One such insurer that experienced 

extensive losses was AIG which resulted from CDS (Credit Default Swaps) written by the 

insurer. This points to a failure in the control environment within the insurer and adequate 

risk management.  

Major lessons have established that operational risks should include; corporate culture, 

training, experience, ability to cooperate, and willingness to obey rules since human factors 

grossly affect operational risks (Chofaras, 2004). Similarly, the lack of comprehensive 

operational risk databases negatively impacts risk-based pricing and appropriate operational 

risk-based capital allocation.  

Within claims processing, the operational risks arising are categorised as per Basel II 

operational risk categories. One of the major findings in Chernobai (2011) research is that 

operational losses are a consequence of a poor internal control environment, poor 

governance, and accountability/oversight.   

2.3.4 Operational Risks in claim processing in Europe 

In Europe and the UK operational risks are thought to be difficult to accurately determine 

and are often inseparable from other risks (Manning, 2005). Therefore the main approach 

chosen is to first identify operational risks in claims processing and thereafter attempt to 

quantify the insurers appetite threshold for each of the said operational risks.  

One of the largest insurance market franchises is Lloyd’s of London which holds a capacity 

of 62 underwriters with capacity of £221 million of which 60+% is in property and casualty 

with over half of that as reinsurance (Manning, 2005). Similarly, 45% of their business sits 

in the US while 39% in the UK and Europe. This therefore exposes Lloyds to a diverse set 

of operational risks.  
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Manning (2015) posits that Lloyd’s (among many other insurers) in the market have 

adopted the Basel definition of operational risk with a slight change that includes both direct 

and indirect operational losses. Operational risks have a bearing on other risks faced by any 

underwriter. Poor controls in claims processing can result in market risk or enhance credit 

risk for an insurer. This also includes operational risk arising from people and their 

management.  

Subjective understanding of risks by individual underwriters can lead to significant losses 

where pricing is below defined levels for new risks, lack of understanding of risks but an 

underwriter accepts the class of business, or inadequate controls in underwriting business 

leading to losses. These risks are therefore prevalent when claims are made and can lead to 

regulatory sanctions, fines, or loss of operating licence.  

Therefore the ability of a European/UK insurer to identify risks and loss events will allow 

it to make appropriate changes to its systems and controls, thereby reducing operational risk 

failure. Another key observation is the need for data collection and analysis in order to truly 

quantify and monitor operational risks. Within EU/UK insurers, the majority of high 

frequency low impact risks are accounted for daily but low frequency, high impact risks are 

at the tail end of most models of operational risks (Manning, 2005). A truly standardised 

model for measuring, monitoring, and mitigating operational risks is difficult due to distinct 

internal approaches within insurers to governance, operational risk identification, differing 

control frameworks, level of technology adoption within insurers (i.e. claims processing 

systems), and interpretation of operational risks.  

Spanish insurers have over the years struggled with the lack of an external database nor 

developed expertise in standardisation of operational risk data to identify and predict 

operational risks. However, due to the availability of health insurance operational losses 

database, operational risk and statistical techniques were used to develop models useful to 

risk management (Barros, 2012). Barros (2012) in his research utilised an external database 

of operational risk insured losses, concerning claims and incidents reported by 21 Spanish 

health insurers between 1998 and 2008. This database contained 1200 claims of insured 

losses worth €10.7m from general insurers. A broker reviewed the data to ensure the losses 

were covered under policy hence producing a consistent and homogeneous set of data which 

was then used for further analysis. The findings of this research showed that internal 

databases are necessary and the manner in which they are treated is key for operational risk 
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modelling under Solvency II and future modelling of operational capital charges (Barros, 

2012).   

2.3.5 Operational Risks in claim processing in Africa 

As indicated in section 1.1.2 operational risks in the insurance industry could be events and 

actions or inactions that may lead to capital loss. Therefore, organisations must guard on 

them by consistently monitoring and managing their operational risks (Ohando, 2015).  It 

therefore becomes imperative that insurers seek to monitor levels of operational risk 

exposure as a formal process and a fundamental business requirement. Risk, control, 

monitoring, and performance indicators provide information on operational risk and any 

potential future losses, making it possible to identify and monitor elevated levels of 

operational risks early on and to take appropriate measures. 

However, due to the lack of a structured way to share data between different insurers on 

operational risk losses, there is a distinct lack of operational databases that can be utilised 

to quantify operational risk.  

2.3.5.1 Operational Risks in claim processing in Sanlam Insurance Company  

Sanlam Kenya has employed various methods to try to quantify, measure, mitigate, and 

monitor operational risks. The methods used include; robust governance policies cascaded 

within the organisation, board committees on audit and risk functions within the 

organisation, and fully employed enterprise risk management framework including 

documented processes used to identify, measure, monitor, and mitigate operational risks.  

Within claims processing, one method used extensively is risk and control registers that set 

out risks per process performed within the claims department according to their standard 

operating procedures, their correlating operational risk categorization as per Basel II, and 

controls employed to mitigate these risks. The business unit then assesses itself using 

inherent risk (frequency multiplied by severity) before control measure is applied and after 

control measures are applied. This is done monthly to ensure any gaps are spotted and any 

potentially catastrophic operational loss is dealt with before it crystallises. The claims 

department also does a self assessment of departmental functions relating to operational 

risk and the risk department also assesses the claims unit on a quarterly schedule to ensure 

controls meet the risks on which they are applied to.  
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Bi-annually, the risk and compliance department also performs an overall audit of 

operational risk using a risk appetite document that states the company’s risk appetites and 

thresholds as set from the parent company. Table 1.1 shows an extract of the risk appetite 

assessment tool in use at Sanlam Insurance Company. 

Table 1.1: Risk Appetite Framework Sanlam Kenya (example) 

Risk 

Type 

Risk Appetite 

Statement 

Measurement 

Indicator 

Threshold Actual RAG  

Brand 

Risk 

Sanlam brand is 

not to be 

associated with 

any negative 
transactions, 

activities, and 

events  

1. Number of 

adverse media 

reports 

2. Number of 
regulatory 

investigations 

 

 

 

        0 

 

 

 

     0  

Fraud 

Risk 

Incidences of 

internal or 

external fraud 

will not be 

tolerated and 

immediate action 

will be taken on 

the offending 
party if 

discovered  

Number of 

reported fraud 

cases 

 

Number of 

investigated 

fraud cases 

 
Number of 

prosecuted 

fraud cases 

 

        0 

 

 

 

        ALL 

 

 
 

        0 

 

     4 

 

 

 

     4 

 

 
 

      0 

 

     …                 …      

 

2.3.6 Comparative Operational Risk Monitoring  

2.3.6.1.1 Case of EU and UK 

Insurers in Europe are, by regulation, required to adhere to solvency II directives on 

measurement and capital required in order to ensure optimal exposure to operational and 

other risks. Solvency II aims to provide a standardised principle of measuring and managing 

operational risk. This has transformed the manner in which operational risks are perceived. 

Recent trends in globalisation, technology advancement, and competitive requirements 

have transformed views of operational risk and the far-reaching consequence of inadequate 

management. Organisations looking to be successful in an environment of uncertainty 
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should give emphasis on innovation, increased risk tolerance and striving for a culture of 

change acceptance and adaptation in order to thrive (Torre-Enciso, 2013). 

Gazert (2009) further states that the impact of operational risk on insurers can be measured 

under risk-based capital assessment of Solvency II directives. Operational risks are 

considered to be complex to measure and assess. Approaches like operational value at risk 

(OpVaR) (without considering diversification effects) can aid in the study of the impact of 

dependencies between operational risk, loss distribution, and among others (Gazert, 2009). 

Risks are then measured across claims management, policy administration and particular 

risk management. Advancing information systems will lead to using richer and much more 

complex models to efficiently allocate capital in risk modelling (Torre-Enciso, 2013). 

OpVaR provides information on minimum potential loss suffered within a given time period 

and certain level of statistical confidence (Torre-Enciso, 2013). This can then be used to 

perform monitoring exercises.  

In the UK, banks have collaborated on a confidential database that enables them to access 

accurate data for evaluating operational risk. There are also worldwide emerging 

proprietorial databases such as OpVaR and Basel II/III that have also aided in the 

measurement and monitoring of operational risk (Tripp, 2004). However, insurers in the 

UK lack this sort of collaborative database that can be used to determine operational risk 

exposure accurately. One method insurers employ to overcome this is use of statistics on 

claims data issued from regulators, but this still lacks the true accuracy needed to determine 

and monitor operational risks.  

Due to the extensive networks such as the actuarial professional body UK, insurers are still 

able to pull together data from different sources which enables better estimation of 

operational risks. For an effective Blockchain operational risk monitoring process, 

extensive data collection will be required for effective quantification of operational risk 

indicators and monitoring of operational risk. Tripp (2004) also states that having a 

comprehensive set of risk indicators along with corresponding escalation triggers will 

enable an effective risk reporting process. This will entail having a good database of losses 

on operational failure, quantitative targets for improvement and good techniques for 

predictive analysis.     
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2.3.6.2 Case of Tunisia 

In a regional analytical study done by Hermit (2012) based on a list of key risk indicators, 

analysis was performed to understand the link between KRIs and operational risk events 

that exist in the Tunisian insurance sector. It was noted that since each event risk was 

associated with a set of key risk indicators, it became easier for insurers to create faster data 

analysis for organisational operational risk. Events considered to be under “clients, products 

and business practice” and problems associated with “execution, delivery and process 

management” were mainly correlated with “omissions and actions and inactions of 

employees” whilst “Business disruption and system failures” arose from “lack of internal 

control” and “actions and inactions in management process”. “Internal and external fraud” 

were linked to key indicators such as “governance” and “changes in market conditions” 

(Chernobai, 2009).  

Hermit (2012) study evaluated operational risk as per the four levels of granularity in the 

Tunisian insurance industry namely: activity (auto, causality, life, etc.), sub process 

(underwriting, claims, etc.), operation (registration, regulation, etc.) and elementary task 

(mailing a cheque, etc.). Each business line was then associated directly or indirectly to 

operational risk. Measurement of operational losses was assessed using questionnaires 

capturing frequency and the severity was then assessed through industry experts.  

2.3.6.3 Case of Kenya  

As indicated in section 1.1.2 operational risks in the insurance industry could be events and 

actions or inactions that may lead to capital loss. Therefore, organisations must guard on 

them by consistently monitoring and managing their operational risks (Ohando, 2015).  It 

therefore becomes imperative that insurers should seek to monitor levels of operational risk 

exposure as a formal process and fundamental business requirement. Risk, control, 

monitoring and performance indicators provide information on operational risk and any 

potential future losses, making it possible to identify and monitor elevated levels of 

operational risks early on and to take appropriate measures. They permit statements to be 

made on trends and can serve as indicators in early-warning systems. Examples of key 

operational risk indicators include staff fluctuation rate, days of sick leave, hours of 

overtime, number and duration of system failures, internal audit findings, frequency of 

complaints, and wrong account entries (Omasete, 2014). 
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Operational risk monitoring could also be seen in the broader context of operational risk 

management. In Kenya, some companies that have managed their operational risks by 

instituting clear and sound strategies have registered significant growth (Chepkoech & 

Rotich, 2017). A study by Njuguna (2017) indicates that adherence to clear written policies 

and procedures is key to the management of operational risks in Kenya. The study also 

recommends the following strategies for effective management of operational risks, 

establishment of operational manuals, establishment of internal system controls for 

detecting potential frauds, conducting random spot checks and internal audits and 

benchmarking and adoption of technologies.   

2.4 Technology Utilisation in Monitoring Operational Risks  

Over the last few decades, insurers have been adopting technology in order to improve 

efficiency and reduce expenses. In the last decade alone, the majority of insurers have 

shifted focus to acquiring and building technology allowing for better and larger data 

collection and management. The current focus of claims processing technology is ensuring 

a system that offers speedy assessment whilst maintaining robust service delivery. Several 

claims processing technology vendors exist in the market today offering a range of services 

that allow for recording of claims, ability to approve and validate, escalation to senior 

management, AML screening of clients, and integration to other systems in the claims 

processing cycle. This integration includes links to banks, assessors, adjusters, medical and 

smart card providers, and mobile money services (Stein, 2006). 

However, there is scope for operational risks in claims processing that can be measured and 

monitored through the use of technology, the available systems require large proportions of 

manual data entry which are often riddled with inaccuracies. Neale (2020) states that for 

insurers to survive long-term, their ability to innovate is important with a majority of 

insurers today who are focusing on automating and improving the claims process. Current 

improvements involve telematics, augmented reality, drones, and other remote inspection 

technologies.  

According to Sinisia (2015) the general insurance industry adequate risk quantification and 

understanding insurers require rich data done through use of telematics data allows for 

combination of mileage, speed, location, time, total duration of trip, G-force, (extrapolated 

from telematic devices) to improve billing methods through alignment of individual price 

and risk more precisely. Jayanthi (2019) discusses the use of computer-based methods to 
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facilitate inspection of vehicles to detect damage and problems emanating from previous 

repair and guide in estimating cost of repair for direct and indirect damages while Soles 

(2014) discusses the use of impact detection system using sensing devices for identifying 

damage related to structural integrity. These particular devices use electromagnetic readings 

to produce damage data. Jayanthi (2019) further proposes a system that utilises augmented 

reality to measure damage to the body of vehicles and therefore determine appropriate 

payable claim payments. These systems can then be used to monitor operational risks 

arising from inaccurate claim amounts based on structural integrity readings, losses from 

poor repair and inspection of vehicles, frequency of losses from particular third-party’s poor 

repair services, and any fraudulent activity.   

According to Catlin, Paliath and Segey (2014) meeting clients’ needs at any time of the day, 

and without delay, is a priority for most insurance companies. But this is an almost 

impossible task for a human workforce. Artificially intelligent technology, like robo-

advisors, step into the breach. Properly deployed robot-advisors can handle routine or 

repetitive insurance operations that do not need human intervention, like collecting 

customer data, processing queries, and even underwriting new policies. This technology 

could eventually replace brokers and automate most duties, while still offering customer 

support similar or better than that provided by humans. Other “Robo-advisors'' include 

insurance advisors and asset management by automated systems. Though a relatively new 

innovation in insurance, robo-advisors are already standard practice in wealth management 

and financial services. Once trained, they run according to a set script (Desyllas & Sako, 

2014). Robo-advisers could then be employed by insurers to monitor operational risks 

arising from process inadequacies. 

One documented example of an employed robot adviser is Lemonade, an American top-

rated fully digitised insurance company that deploys its services almost entirely through 

virtual assistants. Initially, it utilised AI assistants - Jim and Maya -to perform simple 

operations but in 2017, Jim successfully executed a theft claim in just 3 seconds. In Europe, 

French insurer, Natixis Assurances, has taken the step to entrust contract termination and 

email processing to a robot capable of carrying out the equivalent amount of six-day labour 

of a staff member in a single night (Businesswire, 2020). More and more insurers are 

considering the benefits of entrusting certain manual tasks to artificial intelligence in order 

to improve accuracy and speed. This will in-turn reduce or all-together eliminate operational 

risks arising from inaccuracies in capturing data and maintaining policyholder information. 
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It would also reduce costs associated with the need for physical labour, costs related to 

fraudulent activities, and improve customer experience.  

According to Deloitte (2020) the establishment of a system based on the technologies of 

artificial intelligence (AI) is not risk-free and there are concerns related to AI. Some of these 

concerns include the insured’s preference to maintain human contact, finality of decision 

making, back-office administrative, recurrent or accounting tasks, concerns regarding job 

security, and operational risks resulting from robot malfunction, failures, bad programming 

and misinterpretation of data.  

Gamification is another insurance industry innovation that is rapidly gaining traction and 

considered a powerful tool to activate massive growth within areas of historically low 

performance (Sheehan, 2020). Though gamification is not a new technology, many insurers 

have recently started to adopt it as a way of creating more customer-centric digital solutions. 

Due to its relatively low implementation cost, gamification is currently one of the prevailing 

IT trends in insurance (Hunter, 2011). Gamified elements foster closer relationships with 

clients, for example, gaming tactics can work on advertising life insurance to millennials on 

known, popular interactive digital platforms (Zichermann & Cunigham, 2011). Operational 

risks related to employment practices and workplace safety can then be monitored through 

gamified elements (Grove, 2011). Risk associated with employee relations, diversity, and 

inclusion in the workplace can be monitored and addressed through incentives for 

employees to produce, learn, and become more resourceful. One such example is the use of 

applied gamification to the claims scheduling process to drive engagement in the insurance 

industry (PwC, 2020). 

Ross, Sebastian, Beath, Mocker, Moloney and Fonstad (2016) argue that the growth of the 

Internet of Things (IoT) has been a game-changer for businesses and consumers’ alike , 

pushing customer’s attitudes towards rapid results as the norm. IoT is primarily a connected 

chain of devices: mobile phones, printers, computers, cloud services, and any other related 

technology. The consequence of which is the elimination of paperwork and reduction of the 

tedious delays caused by the physical exchange of documents. IoT technology will enable 

faster customer engagement to assess claims, facilitate prompt data review and processing 

by agents, allow for simultaneous inter-departmental access to data to accurately adjust 

premiums, and on-board new clients (World Insurtech, 2020). However, the increased 
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creation of sensitive data on networks will need sufficient monitoring to ensure no risk of 

breach. 

Big data is changing insurance in significant ways. Companies are employing AI-enhanced 

predictive models using data available internally and externally to reveal profitable trends 

and patterns. Wargin (2020) states that without big data and machine learning for process 

automation, marketing and customer interaction will be less productive leading to losses 

attributed to competitive pressure. The potential benefits of big data such as better data 

collection, and automation will positively impact operational risk management. General 

insurers are documented as using data analytics and software engineering to assess risks 

related to motorists to better design products, improve customer selection, and monitor 

exposure to risk limits (Schwab, 2017).   

There are however some major challenges to automating processes using machine learning 

such as limited knowledge of AI throughout industries, and the increased need for extensive 

processing power to run algorithms and collect significant amounts of data and creation of 

scripts to process tasks (Swiss Re Institute, 2020). As more and more insurers adopt 

automated claims processes, operational risks related to people will be eliminated as those 

related to systems and processes are likely to become more prominent. It is noted that 

implementation of insurance technology will begin with the simplest and least costly 

solutions and progress to more complex and costly projects (Neale, 2020).  

2.4.1 Blockchain Technology in Insurance Sector 

Blockchain is a distributed, open source, and community-based ledger that ensures 

accountability and transparency (Gera, 2020). It relies on four foundations to be effective: 

consensus – agreement of all participants to follow the same rules; immutability – 

permanence of records; provenance – knowledge of asset origination, owner, and time 

period owned; and finality – a single ledger for the whole network. It consists of individual 

transactions cryptographically coded to form a chain of blocks where each block is a 

cryptographically signed real-world transaction requiring multiple party validations that 

then create a permanent record of transactions. As a distributed ledger, Blockchain is a 

common database of validated and encrypted transactions adhering to agreed-upon common 

terms and rules (Quincy Analytics, 2018). 
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Blockchain technology is likely to revolutionise the insurance sector (Grima, 2020). For 

instance, the adoption of the technology will facilitate and speed up operations in the 

insurance firm. Grima (2020), describes Blockchain technology to be a Distributed Ledger 

Technology, which consists of technologies that collects, stores, distributes and facilitates 

exchange of some information/data between private and public users. It therefore consists 

of modules and distributed ledgers that bring together applications that allow for an audit 

trail of all operations performed by peers without the need for a centralised authorization 

and it exists on the entire computing network in an organisation (Pratap 2018). 

Grima et al (2021), posits that research on Blockchain technology is drawing a lot of interest 

on how it can be used to solve challenges related to insurance problems in various sectors. 

In their article they describe how Blockchain technology has been used to address aspects 

of Digital Operational Resilience Act (DORA) and how Blockchain has been used to tackle 

challenges of effectiveness of a digital system application used in the operations of the 

European insurance market sector in terms of DORA. 

With the Blockchain, contracts are embedded in a digital code and stored in some 

transparent and shareable databases with immutable properties (Iansiti and Lakhani, 2017).  

Pratap (2018) identifies some important attributes of Blockchain in the insurance contracts 

and operations context. Some of these important attributes include, transparency, time-

efficiency, precision, security, reliability, data storage, cost savings, and trust (Grima et al, 

2021). Patrap (2018) further notes that the Blockchain technology has unlimited potential 

that can satisfy the needs of regulators and can allow for proportionality in terms of risk 

management and compliance requirements. 

According to Grima , (2021) some of the benefits and characteristics of Blockchain 

technology that can be useful to the insurance industry include immutability of data, which 

means that data cannot be changed (Crawford 2020); ability to automate the claims process 

by integrating salespeople to prevent fraud; transparency of transactions that improves the 

detection of fraud attempts; data verification and preservation so that it may be used over 

times since there is continuous consumer engagement and satisfaction; can promote creation 

of new insurance products relevant to improved means of exchanging sensitive documents 

through creative solutions; implementation of shared central data storage system that 

promotes joint management of the data; secure data and information storage that prevent 
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data loss; robust authentication and verification of users; and promotion of look up to 

historical transactional states. 

A number of researchers note that for an information system to be effective in addressing 

the needs of an IT risk management system, it must have certain characteristics. These 

characteristics include flexibility and adaptability; integration and alignment with 

processes; trustworthiness and reliability; accuracy and consistency; and verifiability 

(Napitupulu, 2016; Tan, 2016; Qatanani and Hezabr 2015).  Other aspects that are important 

of an information system are ability to ensure confidentiality, integrity, authorization, 

authentication, nonrepudiation, and cybersecurity (Napitupulu, 2016; Shagari, 2017). 

Blockchain technology is considered to promote the creation of a system with all these 

characteristics. 

One key tenet to monitoring operational risk is the availability of relevant data that can be 

used to develop key risk indicators. Blockchain Technology has the capability to make 

monitoring operational risk easier and more accurate due to its immutability and capacity 

for large amounts of data. Likewise, there will also be a corresponding increase in security, 

increase in efficiency, decrease in fraud and record sharing (Neale, 2020), and a decrease 

in costs both within the claims process and in monitoring operational risks.  

In designing an appropriate application within Blockchain, insurers will be able to make 

decisions on whether to have public, private or hybrid Blockchain that will allow for 

external nodes to verify data (using the consensus foundation) (Sayegh, 2018) and the use 

of smart contracts in implementation of operational risk monitoring. Blockchain potential 

to eliminate inefficiencies from intermediaries and allow for programmable direct 

interaction with policyholders will permit the use of smart contracts programmed to release 

payment, and alert users on breach of operational risk limits. Within the claim process, 

smart contracts can be deployed throughout to notify, assess, or pay claims and collect data 

applying the foundation of finality.   

Existing insurance systems have achieved a certain degree of automated processing. 

However, due to the lack of a single trusted information source of different transactions, 

the majority of these systems suffer from performance bottlenecks. Additionally, generic 

insurance systems require manual interactions across different transaction processes, hence 

resulting in slow processing, and lengthy payment settlement time (Christidis & 



 

36 
 

Devetsikeiotis, 2016). This has resulted in poor detection of fraudulent claims of which 

implementation of Blockchain and the application of its foundations of immutability, and 

provenance would handle efficiently (Watanabe ,, 2016). 

2.4.2 Technology Adoption in Claims Processing in Kenya and Sanlam  

Shultheis and Sumner (1995) note that IT has changed the nature of the industries in which 

firms operate with respect to products and services offered. IT has increased delivery speed, 

production economics in which Sanlam operates, and concurrently increased globalisation 

and accessibility within Kenyan insurers (Gitonga, 2010). IT offers Sanlam Kenya the scope 

to improve and fully automate its business processes which improves competitiveness, 

allows access to new market opportunities, and allows for exchange of real-time 

information between organisations, stakeholders, and customers.  

Some key adoption of IT with respect to claim processes are in; requiring biometric 

registration and authorization for claims; automating the claim process from notification, 

registration, assessment, payment, and archiving; and sharing information relevant to fraud 

within the industry to the regulator. Biometrics and unique identification coding have been 

employed within Sanlam and the insurance industry to fight fraud through eliminating 

multiple identities and fake documentation (Swapnil, 2018).  

However, ineffective IT governance and control is likely to be the main cause of operational 

problems. This includes lost business, damaged reputations, weakened competitive 

position, and inability to meet deadlines, failed or aborted projects, budget overruns and 

poor returns on investments (Nyakomitta, 2009).  

Some large and complex claims are likely to require manual intervention and IT systems 

may not be optimal or flexible enough to capture all the intricacies of the claims (Kiana, 

2010). Additionally, Sanlam like other insurers has interfaces with service providers that 

are not linked directly which results in poor claims tracking and lack of appropriate 

information to make management decisions. Kiana (2010) also noted that despite the 

existence of good IT systems, these systems were underutilised leading to inefficiency and 

poor customer satisfaction. Similarly, IT systems should be such that they allow for industry 

sharing of information in order to reduce incidences of operational risks arising from 

fraudulent claims.  
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Sanlam Kenya, has employed technology within its claims processing to automate the entire 

process however no specific system is in use for monitoring operational risks. There are 

robust governance structures in place that will allow for integration of IT in order to monitor 

operational and other risks. The company however relies on manual monitoring of 

operational risks including estimation of operational economic capital to be held as a hedge 

against any operational risk occurrence. However, the company is a subsidiary of the largest 

pan-African insurer and has the capacity to introduce a decentralised operational risk 

monitoring tool that could leverage all the advantages of IT.  

2.5 Key Components of an Operational Risk Monitoring Framework  

Operational risk frameworks were first introduced in the early 1990s through the committee 

of sponsoring organisations of the tread way commission (Kirikkaleli ,, 2020). They 

considered that the frameworks should have internal control systems composed of five 

integrated components; control environment, risk assessment, control activities, 

information and communication, and monitoring activities (Pakurár ,, 2019). At the time, 

operational risk was considered residual risks and hence there was no specific framework 

in place to; identify, measure, treat, and monitor them.  

 

In general, operational risk frameworks have the same building blocks which include: loss 

data collection, risk and control self-assessment (RCSA), scenario analysis, and key risk 

indicators. These then feed into governance, policy and procedures creation, and internal 

risk appetite (Girling, 2013). Figure 2.1 illustrates the general structure of an operational 

risk management framework. 
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Figure 2.1: Operational Risk Framework (Girling, 2013) 

 

Governance, policy and procedures creation, culture and awareness, and internal risk 

appetites formed the foundation and pillars upon which operational risk management 

frameworks were built on. The governance component defines the roles, and responsibilities 

of the risk function as well as managing the risk and committees that oversee key decisions 

on risk management. It ensures a formal structure for risk escalation and transparency in 

operational risk management. The policies and procedures elements of the framework 

provide clear, actionable  and measurable guidelines to be followed. They are aimed at 

eliminating ambiguity, increasing autonomy of business units, and reduced regulatory 

supervision. On the other hand, the risk appetite provides a threshold and rating of 

operational risk that a firm may be able to absorb or the limit within which a risk control 

mitigation could be triggered. Further, it is considered embedding a risk management 

culture within the organisation will allow the business to consider risks before any decision 

making at all levels within the enterprise creating a more robust approach to operational 

risk management.  

The framework guides that data collected on both internal and external operational risk 

losses should be mapped to key operational risks. In the insurance sector this could include; 

data entry errors, procedural errors, incorrect payments, invalid claim requests, and client 

complaints. These will then be used in root-cause analysis and automated risk mitigation 

strategies.  Data collected from internal sources needs to be valid and reliable and done 

within effective governance. This data is essential in creating an operational risk 

measurement approach like the Risk and Control Self-Assessment (RCSA). RCSA 

involves; Identification of risks and controls in order to develop effective and efficient 
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control and mitigation strategies for any elevated key operational risks. On the other hand, 

data collected from external sources is important in creating operational risk models, risk 

and control self-assessments, and scenario analysis. Scenario analysis considers high impact 

and low frequency events in order to identify catastrophic operational risks that will lead to 

the collapse of an organisation. It involves stressing the operational risk framework and aids 

in application of innovative solutions.  

As discussed in section 2.3.1, KRIs are used to monitor identified risk exposures over time 

by collecting relevant data on the functional units considered. In the framework, a risk 

indicator can be used to measure; the quantum (amount) of exposure to a given risk or set 

of risks, the effectiveness of any controls that have been implemented to reduce or mitigate 

a given risk exposure and how well insurers are managing their risk exposures - the 

performance of their risk management framework (Shiller, 2006).  

Measurement and modelling, and Reporting are considered the output of the operational 

risk management framework. Operational risk modelling can be performed using advanced 

measurement approaches to combine the operational risk indicators to single points of 

failure or areas of constant errors. These can then be modelled to prioritise operational risks 

management initiatives to address them. Reporting components of the framework provides 

a mechanism to communicate the outputs from the process levels to the various functional 

departments involved in the management of the operational risks. The key to success in 

operational risk reporting is consideration of relevant, concise but precise delivery of 

information that allows for the management to make key operational, strategic, and 

organisational decisions.  

2.6 Claims Processing Flow 

Claims processing is one of the critical stages of claims handling within an insurer. It is the 

point of interaction between the insurer and policyholder, defining customer relationships 

for the majority of insurers globally, and a major contributor to an insurer’s success (Shiu, 

2014). In the European insurance markets, annualised growth of total benefits-and-claims 

spend is more than 4% (€350 billion) yearly. Insurance claims processing is now a much 

longer, and more time-consuming process with several inefficiencies including ageing 

technology, increasing process complexity, and a rising number of fraudulent claims (SAS, 

2012). In order to achieve their goal of higher levels of operational efficiency and better 

process effectiveness, insurers are seeking to implement modern claims systems or enhance 
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their existing claims systems, leverage advanced fraud detection technologies and innovate 

around self-service and straight through processing. The ultimate test or objective for 

insurers is in a consistent, yet flexible and fair manner, transparent, accurate and timely, as 

well as a secure and compliant claims handling process (Mehari & Aemiro, 2013). 

All claims processing in the majority of global and local insurers undergoes the same claims 

procedure in five main processes namely: notification of the claim by insurer, verification, 

assessment, payment, client notification (Mahlow, 2016). Currently in Kenya, the claim 

process begins as a manual process where the claimant presents documentation and claim 

forms either via email or physically. The claims officer then reviews the documentation and 

notifies claimant if he/she is required to provide further documentation for the process to 

continue. The claims officer then confirms validity of policy, up-to-date premium 

payments, any pending policy loan payments, and if the peril is covered under the insured’s 

policy.  

Majority of insurers both global and local face challenges at the audit/assessment stage with 

respect to fraud. Fraud is termed as claims extortion involving acquiring financial advantage 

through falsification of an actual position (Scwab, 2014). There are four main categories of 

insurance fraud that affect claims processing namely: internal fraud, policyholder fraud, 

intermediary fraud and insurers’ fraud which can arise both internally and externally to the 

insurer (Akomea-Frimpong, Andoh & Ofusu-Hene, 2016). Internal fraud involves 

commission of fraudulent activities by an insurer’s employees while external fraud 

encompasses fraudulent activities by third parties (policyholder, and other stakeholders) in 

business with insurers. Globally, insurers face gargantuan losses running into billions 

stunting growth and financial well-being (Akomea-Frimpong ,, 2016). Health insurance 

fraud suffers the greatest loss of approximately $40-60 billion a year in the US alone while 

in Kenya, fraudulent losses account for 40% of insurance claims paid (Akomea-Frimpong 

,, 2016). 
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Figure 2. 4: Claims Process Flow (Akande, 2018)

  

 

Once documentation and initial reviews are complete, the claims officer then initiates 

system claim requests on whichever vendor the insurer uses in order to initiate, track, 

assess, and pay claims. Relatively small sum payments can be lumped together and paid 

quickly if they are below a defined amount (Mahlow, 2016). In comparison, standard 

claims and complex claims take a relatively longer time as there are closer inspections and 

necessary approvals either from senior management or external validators/auditors before 

they are settled. Payments are then released and depending on the amount, can be deposited 

into policyholders’ accounts or mobile money wallets.  

At this stage, potential operational risks arise from incorrect or invalid information 

provided, irregular activity by the claims officer, fraudulent claims request and/or 

supporting documentation. The claim processing technology in place can be considered 

inadequate as it requires manual input and physical documentation.  

2.6.1 Categories of Operational Risks in Claims Processing  

Measurement of operational risk at each of the stages in the claims processing procedure 

involves a quantified approach which questions system integrity, identifies sources of 
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threats whether external or internal, identifies vulnerabilities whether in the procedure 

itself or in the claims recording system. Historically, proper measurement of operational 

risk in monetary terms has been difficult due to inability to quantify monetary loss from 

people or processes. This has affected the ability of an insurer to adequately monitor 

operational risks in monetary terms. Having a system or framework in place would allow 

for a continual monitoring of operational risk and would ultimately reduce the burden on 

an insurer arising from operational costs (Girling, 2013).  

The Basel Committee on Banking Supervision (2004) defines operational risk as the risk 

of loss resulting from inadequate or failed processes, people or systems or from external 

events. Similarly, the Global Association of Risk Professional (GARP) distinguishes 

operational risk management as the qualitative assessment of operational risks. The Basel 

Committee further identifies some of the categories of operational risk to include; 

unauthorised activities, unethical employment practices and workplace safety, theft and 

fraud, internal security breaches, and business or market practices, product flaws, and 

selection, sponsorship & exposure. 

2.6.1.1 Unauthorised Activity 

These are recognized as losses caused by law violations, breach of contract, internal rules 

and procedures. Additionally, loss from internal acts involves at least one internal 

individual giving rise to unauthorised activities which refers to events where the 

perpetrator engages in a deliberate act of wrongdoing, but intends or expects to benefit all 

parties at least in nominal terms. It can also be referred to as trading misdeeds. Types of 

activities that arise from unauthorised activities include intentional failure to report 

transactions that may constitute fraud by a computer or fraudulent registration, insider 

trading, front-running, intentional manipulation of/with documents, erroneously conducted 

operational activities (intentional), trading above limits, misuse of vested responsibility, 

poor determination and presentation of position. 

Insurers have employed segregations of duties between front office and functions in charge 

of supporting, verifying and monitoring transactions (e.g. operations, settlements, legal, 

finance, risk control, compliance and internal and external audit, hereafter called “control 

and support functions”) to monitor unauthorised activities. Insurers should consider 

whether an appropriate physical segregation of functions would enhance the 

implementation of rules and roles associated with claims processing (e.g. front office staff 
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should not have physical access to back-office IT systems, printers and documentation in 

the absence of back-office staff) and if this would mitigate unauthorised activities. Insurers 

should then consider and quantify if system segregation of duties such as initiator and 

approver roles or systems segregation in terms of different systems for the various steps in 

claims processing could further reduce operational risks arising from unauthorised 

activities.   

2.6.1.2 Theft and Fraud 

These are losses caused by acts aimed at personal financial gain from both an internal and 

external act intended to defraud, misappropriate property or circumvent regulations, the 

law or company policy, excluding diversity/discrimination events. Activities generated 

from theft and fraud consists of credit fraud or worthless deposits, theft extortion, 

embezzlement or robbery, misappropriation of assets, malicious destruction of assets, 

forgery, cheque kiting, smuggling, account take-over or impersonation. Other additional 

examples of theft and fraud activities include; tax non-compliance or wilful evasion, bribes 

or kickbacks, insider trading (not on firm’s account), unauthorised funds transfer, wire 

fraud and money laundering. 

Monitoring of losses by insurers arising from activities linked to theft and fraud are carried 

out through conducting investigation on legitimacy of claim requests, ensuring there exists 

adequate systems or physical security controls allowing unrestricted access and fraudulent 

supporting documentation (CGMA, 2012). Similarly, studies indicate that an effective 

fraud risk management framework enables insurers to have controls preventing fraud from 

occurring, detect fraud as soon as it happens, and respond effectively to fraud incidents 

when they occur (ACFE, 2010).  

Insurers should therefore analyse possible sources of fraud and define anti-fraud measures, 

taking into account fraud exposure resulting from market-related activities. Depending on 

the size and type of exposures to fraud within the market-related activities, monitoring 

fraud can then be part of a daily control process within the market area, while other fraud 

monitoring activities may be performed on a less frequent but regular basis.  

2.6.1.3 Internal Security Breaches 

These are losses caused by unauthorised access to data, malicious manipulation of data, 

damage or deletion of data, and unauthorised use of IT systems by internal or external 

parties. Majority of cybercrime activities are as a result; misuse of IT systems, theft of 
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information loss, hacking, manipulation of files and programs, web page defiance, 

inadequate passwords and firewall breakdown.  

Monitoring of such losses can be performed through appropriate design, implementation, 

and maintenance of information systems ensuring a high level of protection in claims 

processing activities. Access to data resources should be monitored through the use of 

proprietary software formally endorsed by senior management in order to automate claims 

processes. Periodic reviews of access requirements and systems should then be updated as 

often as necessary in order to prevent unauthorised access. Additionally, compliance with 

rules should ensure that assigned functions match authorised access and should also 

prevent access to information systems for fraudulent purposes.  

2.6.1.4 Employee Relations 

Losses arising from deceitful acts of employees, convention of health or safety laws or 

agreements, fraudulent payment of personal injury claims, or from diversity/ 

discrimination events is an operational risk arising from employee practices and workplace 

safety. Activities that involve employee relations include; compensation, benefit, 

termination issues, organised trade union activities (industrial action - strikes, picketing), 

hostile environment, wrongful termination, harassment libel/slander/defamation, 

employee illness, breach of non-compete and improper discharge. 

Monitoring of losses arising from activities related to employee relations can be through 

appropriately developed, implemented, and examination of policies and procedures 

relating to leave requirements and staff movements. Tracking should therefore be carried 

out if staffing changes happen between front, middle and back offices or IT and potential 

risks stemming from a change in positions should be counterbalanced by appropriate 

control procedures. Hirsh and Cha (2015) argue that losses can be caused by gender, sexual 

orientation, race, age, religion, or nationality discrimination of employees.  

Monitoring can then be approached through workplace policies, coupled with diligent 

reviewing processes, and will make for not only a suitably diverse workforce but an open 

and accepting workplace culture (Kmec, Hirsh & Skaggs, 2016). Capturing data staff 

recruitment will aid in developing a complete history of the insurer’s effort in promoting 

and maintaining its policies (Kanhai & Ganesh, 2014). 
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Other sources of loss include breach of data confidentiality or code of conduct, violation 

of client’s privacy, lack of transparency, erroneous/unlawful/negligent use of confidential 

data, unauthorised trading practices (aggressive sales), and account manipulation in order 

to create fictitious operations, concealing losses, unapproved access to accounts, and 

nondisclosure of sensitive issues.  

2.6.1.5 Business or Market Practices, Product flaws, and Selection,  

          Sponsorship & Exposure 

Business or Market Practices are losses arising from violation of anti-monopoly 

regulations, improper trading or market practices, market manipulation, insider trading (on 

firm’s account), engaging in unlicensed activities, violation of anti-money laundering law, 

failure to comply with regulatory framework in force, improper advertising, copyright 

infringement, professional negligence and client discrimination. Monitoring can then be 

done through adverse media reports and any issued regulator sanctions or requirements on 

the business.  

Product flaws are losses caused by errors in products, services, models, product defects, 

ambiguous or punitive contract clauses. Whilst selection, sponsorship & exposure are 

losses caused by errors in selection of clients, in analyses of clients’ needs or overstepping 

exposure limits. Monitoring activities can then be performed through evaluation of client 

data, and checks on adherence to policies and risk limits. The use of technology can then 

be leveraged in ensuring that contracts, and policy documentation are fully adhered to 

reducing exposure to operational risk.     

Product flaws are losses caused by errors in products, services, models, product defects, 

ambiguous or punitive contract clauses. Whilst selection, sponsorship & exposure are 

losses caused by errors in selection of clients, in analyses of clients’ needs or overstepping 

exposure limits. Monitoring activities can then be performed through evaluation of client 

data, and checks on adherence to policies and risk limits. The use of technology can then 

be leveraged in ensuring that contracts, and policy documentation are fully adhered to 

reducing exposure to operational risk.     

2.7 Research Gaps 

Kenyan insurers face massive gaps in the existing technology’s ability to comprehensively 

identify, assess, and monitor operational risks. Although insurers have adequate 

information on any risk management activity, there is still a lack of an efficient means of 
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storage and proper document retention necessary for monitoring operational risks in claims 

processing (White, 2005).  

Chudgar (2013) examined risk management in India using existing literature and found 

that prevention of fraud risk was possible through the creation of risk benchmarks; 

identification of vulnerable areas, compliance with applicable laws and regulations, 

formulation a risk policy, and ensuring efficiency and effectiveness of the existing claims 

procedures and their continual improvement. However, the study lacked comprehensive 

literature on how monitoring of operational risk can be accomplished in claims processing 

through adopting technology. 

Generally, the majority of studies conducted on risk monitoring failed to give conclusive 

insights on integration of Blockchain Technology in monitoring operational risks in claims 

processing. According to Mwashi (2017) these studies gave general recommendations on 

automation, general improvement of information systems, regular employee training and 

fraud detection, prevention and reporting; establishment of a fraud department, adoption 

of advanced IT systems, ensuring strong internal controls and the establishment of an 

effective code of conduct as good practice for claims processing (Nyaga, 2018). However, 

there is scarcity of research in the Kenyan insurance industry with regards to Blockchain 

Technology leveraged as a means to monitor operational risk in claims processing.  

The current study sought to design a claims processing framework built on Blockchain that 

will allow for effective and continuous monitoring of inherent operational risks within the 

claims process. It utilised the immutability property of Blockchains as a pillar to 

monitoring operational risks. The objectives of the proposed framework would be; to 

accurately detect operational risk using a decentralised digital repository and to monitor 

the operational risks within the claims process.  

2.8 Conceptual Framework 

As discussed in section 2.3.1, the success of operational risk management is dependent on 

the identification of key operational processes and the types of operational risk arising from 

these processes. The type of operational risks is also influenced by the kind of operational 

risk indicators which are associated  with the operational processes in the claim processing. 

To effectively monitor the potential risks, effective systems involving both people and 

technology will be needed. Figure 2.3, shows a conceptual framework on the key 
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components that can be considered in the development of a framework for monitoring the 

operational risks in an insurance company. The conceptual framework assumes the 

consideration of the internal and external factors that can influence the operations in the 

claims processing. Every claim processing operational activities performed within the 

insurance company will be recorded in a directly accessible distributed database powered 

by the Ethereum Blockchain which possesses the immutable properties. Furthermore, 

everyone including the claimants is allowed to connect to the Blockchain and can transact 

through it with all transactions recorded in a secure manner. 

The integration of Blockchain technology in monitoring operational risks in claims 

processing consists of key risk indicators that can be used as indicators of risks in claims 

processing. The key risk indicators act as the input variables that are fed into the proposed 

predictive model for analysis in order to flag out potential operational risks. The predictive 

model is built on the Blockchain technology so as to provide a mechanism of ensuring 

immutability of the operations once it has taken place. This also supports integrity of data 

during the claims process flow. Upon passing an event based on the input process, the 

predictive model under the Blockchain gives an output as a potential flag of the operational 

risk based on the input risk from the data feed into the framework.  

Figure 2. 5: Operation risk monitoring conceptual framework 
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Operationalization of Variables 

Operationalization of variables provides a means of transforming abstract concepts into 

clear measurable observations. It therefore involves mapping the variables to respective 

indicators or proxies. Table 2.1 shows how the study variables were measured. 

Table 2.1: Operationalization of Variables 

Research 

Objectives 

Variables Indicators/Proxi

es 

Data 

collection 

Data 

Analysis 

Objective 1: To 

examine the 

claim 

processing 

operations in 

insurance firm 

Claim 

processing 

operations 

Filing of loss 

Registering and 

documentation of 

claim 

Risk Assessment 

and adjustment 

Communication 

of risk assessment 

report 

Interview Content 

Analysis 

Objective 2: 

To analyze the 

operational 

risks associated 

with the claims 

processing 

operations and 

approaches of 

monitoring 

them at Sanlam 

insurance 

Operational 

Risk indicators 

Fraudulent 

activities 

Staff turnover 

Security breaches 

Misuse of data 

Unauthorised 

activity 

 IT systems failure 

 Client complaints 

Questionnair

e 

Descriptive 

Objective 3: To 

review how 

information 

communication 

technology has 

been utilized to 

monitor 

operational 

risks at Sanlam 

insurance 

Information 

communicatio

n technology 

used to 

monitor 

operational 

risks 

 IT systems in use 

 Levels of 

automation 

 

 

Interview 

Questionnair

e 

Descriptive 

Content 

analysis 
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Objective 4: 

To propose a 

framework for 

monitoring 

operational 

risks that uses 

Blockchain 

technology in 

the claims 

processing at 

Sanlam 

Insurance 

Framework for 

monitoring 

operational 

risks that uses 

Blockchain 

technology 

Types of 

operational risks 

➢ Fraud 

➢ Human 

error 

➢ Accountin

g eros 

➢  IT System 

failure 

➢ Statutory 

reporting 

failure 

 

Framework 

design using 

Blockchain 

network 

architecture 

Framework 

Analysis 
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CHAPTER THREE: RESEARCH METHODOLOGY 

3.1 Introduction 

This chapter presents an explanation on how the study was conducted resulting in the 

designing of the proposed framework for monitoring operational risks that uses 

Blockchain technology in the claims processing at Sanlam Insurance. It offers a 

description of the research design, the data collection and analysis methods adopted. 

The proposed Blockchain Technology framework seeks to provide a means of 

monitoring potential operational risks in the claims processing thereby enabling the 

management to take corrective measures.  

3.2 Research Philosophy 

A research philosophy is a framework that guides how research should be conducted 

based on ideas about reality and the nature of knowledge (Collis & Hussey, 2014). The 

two main research philosophies are positivism and interpretivism. These philosophies 

represent two fundamentally different ways that we as humans make sense of the world 

around us. In positivism, reality is independent of us and researchers can therefore 

observe reality objectively. Positivism claims that the social world exists externally and 

that its properties should be measured through objective measures, where observers 

must be independent from what is being observed. Since there is just one reality, this 

reality can be expressed by the variables and measured reliably and validly 

(Onwuegbuzie, 2012). Therefore, the researcher should focus on facts, locate causality 

between variables, formulate and test hypotheses (deductive approach), operationalize 

concepts so that they can be measured and apply quantitative methods (Easterby-Smith 

, 2012).  

In interpretivism, reality is seen as highly subjective because it is shaped by our 

perceptions (Collis & Hussey, 2014). It assumes that generation of new knowledge can 

be achieved through subjective approaches. Rossman (2014) proposes a number of 

ways through which realities can be interpreted and new knowledge generated through 

experiences. This therefore calls for the adoption of qualitative research methodologies 

where experts are involved in providing the study data where deductions can be made 

from. This research study is underpinned by the positivism research philosophy. 

Positivism, as a research paradigm, seeks to solve major practical problems and discover 

precise causal relationships through statistical analysis (Kim, 2003).   
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The concept of operational risk monitoring using Blockchain Technology is an aspect 

of risk management through technology. Therefore, the conceptualization of operational 

risk monitoring using Blockchain Technology in claim processing in the insurance firm 

implies that the theoretical basis of the study would be from the risk management using 

technology. This confirms the deductive model adopted in the study since operational 

risk monitoring is an element of risk management. 

In this study, the researcher assumed that there are some realities which exist in the 

insurance business involving claim processing that may need the application of Block-

chain Technology in monitoring operational risks. The existing realities can therefore 

be expressed by the experts working in the insurance company and thus the study 

adopted an interpretive research philosophy.   

3.3 Research Design  

Research design is described as the logical guidelines that show how a study will be 

carried out (Saunders, Thornhill & Lewis, 2014). It can also be referred to as the general 

strategy used to integrate the various components of a study so as to develop a coherent 

and logical guideline for conducting an investigation into the research questions. It can 

therefore be seen as the blueprint of conducting the study and constitutes the elements 

of data collection, analysis and interpretation. Because this study focuses on the 

formulation of a framework for monitoring operational risks using Blockchain 

Technology in the claims processing and measuring levels of risk indicators, a mixed 

research design was adopted. Specifically, structured questionnaires and semi-

structured interviews were used in data collection and both quantitative analysis and 

qualitative analysis were done.  

Since, the claim processing operations are institutional and organisational structural 

dependent, the issue under investigation is therefore considered contextual. Therefore, 

the study adopted a case study method. According to Baxter  et al, (2008) a case study 

method facilitates the exploration of a real issue within a known context using various 

data sources. Further, explanatory and exploratory designs were used in this study. 

Explanatory research was considered because it provides timely details where a small 

amount of information exists. Exploratory research was also considered because it is 

inexpensive, highly interactive and open-ended in nature (DeCarlo, 2015). 
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The research design adopted offered the researcher control on how potential input 

variables interplay based on the existing claim processing procedures so as to develop 

an adaptive framework. The general indicators of the operational risks outlined in 

chapter two aided in the development of the mechanism for flagging out the potential 

operational risk in a claim processing in the context of the selected insurance firm. 

3.5 Target population and Sampling frame 

According to Zhengchuan and Yufei (2009) technology adoption and assimilation by 

the organisation is contextual involving the unique characteristics of the organisation. 

Therefore, understanding the factors that would influence the utilisation of Blockchain 

Technology in organisation requires in-depth contextual analysis of the organisation 

characteristics on its preparedness to adapt to the technology.  The study therefore used 

a case study focusing on Sanlam insurance company specifically the claim processing 

operations.  

The target population constituted all employees of departments directly involved in the 

claims processing at Sanlam Insurance and have a higher direct exposure to operational 

risks. The department considered included Risk & Compliance, Internal Audit, Finance, 

Claims, Underwriting, and Premium Administration departments. The allocation of the 

number of people in each of these departments was arrived at through random selection 

and by seeking their consent to participate.  According to Sekran (1992) assertion that 

sample sizes larger than 30 and less than 500 are appropriate for most research, the 

researcher used census technique as the sampling strategy since the study was a case 

study involving a single insurance firm. In total 48 respondents were involved in the 

study who constituted all the employees in the target departments at Sanlam Insurance 

directly involved in claims processing. The target respondents distributed across the 

departments considered are presented in Table 3.1.  

  Table 3. 1: Target Departments  and Respondents 

 

Target 

Departments 
Interview Respondent 

Number of other 

officers per department 

who respondent to 

Questionnaire  
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Risk & 

Compliance 
Head of Risk & Compliance 3 

Internal Audit Head of Internal Audit 5 

Finance Finance Manager 8 

Claims Claims Manager 8 

Premium 

Administration 
Premium Admin Manager 8 

Underwriting Underwriting Manager 8 

IT Head of IT/Manager 8 

Total 7 48 

3.6 Data Collection 

Since the research was a case study, it relied largely on primary data.  Semi-structured 

interview and structured questionnaire data collection methodologies were used. 

Specifically, for the quantitative data, a structured closed and open-ended questionnaire 

was used to allow room for in-depth query on study constructs to get adequate data from 

the respondents. It was the primary data collection tool. The questionnaire was self-

administered in following the COVID-19 containment protocols. 

Semi-structured interview protocol was used to provide better means of collecting 

quality information due to its ability to allow for high engagement with the respondents 

(Marshall and Rossman, 2014). It was also used in this study to generate confirmatory 

results and clarification from the heads of departments within Sanlam Insurance 

company. Data collected by semi-structured interviews was recorded both on audio and 

written form after obtaining consent from the respondent.  

Both the questionnaire and interview sought to collect data to explore the understanding 

from the practitioner perspective how the operational risks indicators are related to the 

claim processing operations and to determine how potential operational risks could be 

monitored using the identified operational indicators in an insurance firm case of 

Sanlam Insurance Company. Further, the respondents were expected to provide their 

perspectives on the extent to which technology has been or can be used to help in 
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monitoring the operational risks through the operational risk indicators in the claim 

processing leading to mitigation of the occurrence of the potential risks. In light of the 

Covid-19 pandemic, containment and safety measures in place, the researcher was 

limited from physical conduct of the interview and therefore virtual mode of conducting 

of the interview was adopted. 

3.7 Data Analysis  

3.7.1 Data Cleaning 

Since the data collected contained attributes that were not necessary for the development 

of the frameworks, data cleaning was done. Whereas the way operational risks manifest 

is dependent on the organisational contexts, the underlying risk management principles 

are similar (White, 2005). Therefore, the data was checked for correctness based on the 

existing risk management principles. Where there were missing responses, piece-wise 

deletion technique of handling missing data was applied to ensure a balanced data set 

was used in the study.  

3.7.2 Data Grouping  

To develop and test the predictive ability of the proposed framework, there was a need 

to categorise the predictive operational risk indicators of the operational risks in the 

claims processing. The operational risk indicators were grouped based on Tripp (2004 

proposition as cause-related, loss related and exposure related indicators. Both 

explanatory (descriptive) and exploratory analyses were conducted. Specifically, 

explanatory analysis quantitatively described the core attributes of a dataset that were 

relevant to the study. 

3.7.3 Descriptive and Inferential Data Analysis  

As indicated in section 3.3, the study adopted a mixed research strategy. Thus the 

qualitative  and quantitative research approaches were adopted. The qualitative research 

method helped to gain insights into the problem of monitoring operational risks in the 

claim processing operations at Sanlam Insurance Company by examining the opinions 

of specific participants (Fletcher, 2017)[1]. It also provided a means of gaining deeper 

understanding of the opinions behind the given phenomena by answering the research 

questions: what are the claim processing operations in an insurance firm? The 

qualitative research methodology would also help answer some aspects of the research 
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question: How has information communication technology been utilised to monitor 

operational risks at Sanlam Insurance? 

Descriptive analysis was conducted to determine what are the operational risks 

associated with the claims processing and approaches of monitoring them at Sanlam 

Insurance and the type of information communication technology utilised to monitor 

operational risks at Sanlam Insurance. The frequency, percentages and averages were the 

main descriptive statistical measures used for determining the existence of the 

operational risks indicators at the company under study and establishing the technology 

adoption in the company. 

To obtain descriptive statistics from qualitative data, it was converted into quantitative 

formats by first identifying the themes based on the study constructs/variables and then 

creating codes based on the themes. Since, different insurance companies have 

configured product and service delivery based on the organisation structure, there was 

a need to conduct descriptive data analysis to determine the kind of operational risks 

associated with the claims processing at Sanlam Insurance.  

Inferential analysis was conducted to determine the relationship between the claim 

processing operations and the existing operational risk indicators. The inferential 

statistical analysis was conducted based on the quantitative data collected using the 

questionnaires.  

3.8 Proposed Framework Development structure 

The proposed framework was developed on the basis of existing knowledge on 

operational risk management procedures in the claims processing operations in the 

insurance firm. The framework provides an immutable distributable database built on 

the Ethereum public Blockchain architecture. The Blockchain contains the ledgers that 

records all activities that occur in the claim processing operations. The main elements 

or data collection points  used to build the ledgers of the Blockchain include the claim 

processing operations, the key risk indicators and the type of operational risks in the 

insurance company. Therefore, the framework developed was influenced by the inter-

connections made between the state variables such as inputs, outputs and internal factors 

(claims processing procedures). There were minimal assumptions about the physical 

behaviours of the framework components as they were considered of less importance to 
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the proposed research.  The type of operational risks likely to occur in the company will 

be dependent on the summation results of the kind of operational risk indicators flagged 

out based on the claim process operations. All these activities are recorded in the 

Blockchain for future auditing and reporting. This structure of the framework is data-

driven owing to the attribution of data in the implementation process.  

Through the Ethereum Blockchain network architecture, the proposed framework is 

developed such that external, and internal validators or nodes provide a peer for 

transaction endorsement and block commitment. Since the study did not aim at 

changing institutional structures as far as claims processing is concerned but rather 

explore ways in which Blockchain Technology could be used to enhance monitoring 

operational risk. The design of the proposed framework was therefore modelled on the 

integration of the technology on the existing claim processing procedures. Therefore, 

the design of the proposed framework was conducted by considering the general claims 

activities flow and the associated operational risk indicators.  

The operational structure of the proposed framework is based on the following: 

Client application – all client claim request proposals are to be stored on the Blockchain 

network which can be accessed by the internal validator  

 

When the internal validator makes a request to view client claim requests this will be 

logged and the claims manager will receive the request and validate it as per client and 

this will then form a block of requests. The claims manager would therefore have 

control over access to information and any breaches/invalid requests can be monitored.  

 

At reporting periods, the proposed framework would generate operational loss data for 

the period as a flag. Once the internal validator passes it to moves to the next level, it 

adds it as a data element onto the block. This can then be utilised by the management 

to intervene through requiring extra information for breaching thresholds, thus 

triggering further actions.  

3.9 Research Quality 

3.9.1 Reliability 
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Reliability of a research instrument relates to the consistency of a measure and concerns 

the extent to which the instrument yields the same results on repeated trials (Heale & 

Twycross, 2015). The reliability test of the study instruments was enhanced through 

conducting a pilot study using a pilot sample representative of the target population. 

This test was expected to refine the interview schedule (see appendix 2) so as to reduce 

response error rate by the respondents. According to Cooper and Schindler (2014), a 

pilot test with 10% to 30% of the sample respondents is adequate for examining the 

quality of the research instruments.  

The pilot study was conducted with 10% of the sample respondents.  The reliability of 

the interview schedule will be tested using an internal consistency method based on the 

Cronbach Alpha. According to Sekaran and Bougie (2013) Cronbach Alpha coefficient 

values ranges between 0 to 1 and the higher its coefficient the more reliable a research 

instrument is while purporting that reliability scores greater than or equal to 0.7 is a 

standard measure of asserting that the data collection instruments can be used for the 

research. From the pilot study, the Cronbach Alpha coefficient obtained was 0.72 which 

implied the instrument was reliable for the data collection. 

3.9.2 Validity 

Validity of a research instrument is the degree to which results obtained from the 

analysis of the data actually represent the phenomenon under investigation (Orodho, 

2008). Additionally, validity of a study can be divided into two, namely: internal and 

external. Internal validity is explained as the study being able to achieve what it set out 

to achieve while external validity is defined as the degree to which the results of a study 

can be generalised to other people, situations and times (Saunders et. al, 2016). External 

validity establishes whether the content in the interview schedule measures the research 

variables accurately and effectively.  

The research employed construct and content validity. Content validity looks at whether 

the instrument adequately covers all the content that it should with respect to the 

variables while construct validity refers to whether inferences can be drawn about test 

scores related to the concept being studied (Heale & Twycross, 2015). To ensure content 

validity the study incorporated face validity via zoom call with the supervisor subjecting 

the interview schedule to intensive expert review in order to make adjustments and/or 

additions to the research instruments as necessary. Confirming that all aspects of the 
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research variables are covered in the interview schedule in order to yield consistent 

results, the construct validity was tested.  

3.10 Ethical Considerations 

The requisite ethical considerations were observed by the researcher during this study 

in order to maintain research quality. The researcher applied for a research introductory 

letter from Strathmore University which was used to seek a research permit from the 

National Commission for Science, Technology and Innovation (NACOSTI) prior to the 

data collection process. The researcher further took guard of the identity of the 

respondents by ensuring that anonymity of the respondents was maintained in the course 

of the study. The researcher also ensured that all the collected data was used only for 

academic purposes and confidentiality was maintained in the study process. 

The researcher sought for consent of the respondents to undertake the exercise.  Further, 

the respondents were made aware of their rights relating to their participation in the 

study. This will be done in order to conform to the principle of voluntary consent by 

letting respondents willingly participate in the research (Saunders ,, 2016). Finally, the 

researcher respected the intellectual property rights by avoiding plagiarism (Kothari, 

2011). That means that all materials which were used or referred to in this study were 

acknowledged accordingly and cited properly. 
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CHAPTER FOUR 

RESEARCH FINDINGS 

4.1 Introduction 

This study sought to develop a framework for monitoring operational risks involved in 

claims processing using Blockchain Technology with a focus on a local subsidiary of 

an international insurer due to its infrastructure and capacity to implement such complex 

technology. The objectives of the study were to determine the operational risks 

associated with the claims processing in an insurance firm in Kenya, to determine the 

indicators of operational risks in claims processing in an insurance firm, to review on 

how information communication technology has been utilised to monitor operational 

risks in insurance and to propose a framework for monitoring operational risks that uses 

Blockchain Technology. 

4.2 Demographic Characteristics of the Respondents and the Insurance 

Company 

This section presents the results of the characteristics about the respondents and the 

insurance company considered in this study.  

4.2.1 Response Rate 

The response rate from the target population was recorded at 100%. This was partly 

attributable to the size of the population which was small, the great interest and 

motivation of the participating respondents in the research area that was responding 

directly to their current challenges and the nature of the tools used in data collection and 

administration approach which took into consideration the working condition and time 

of the respondents. The result further demonstrated a good response rate was obtained 

hence data was considered adequate for the study and it surpassed the threshold of 50% 

as stated by Bryman and Bell (2013) for this kind of study.  

4.2.2 Respondents by Gender 

The findings showed that the majority of those that responded were male respondents 

at 89%. This implies that there are few female heads of departments/officers in the 

insurance company. Figure 4.1 shows the distribution of the respondents by gender. 

Figure 4. 1: Gender of Respondents 
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Source: Emma I Maraga (2022) 

4.2.3 Distribution of respondents per Department  

The key departments in Sanlam Insurance company involved in the claims processing 

includes claims, Internal audit, finance, Premium administration, IT and Risk & 

Compliance departments. The percentage distribution of the respondents from these 

departments was as follows; Claims 22%, Risk & Compliance 22%, IT 22%, Internal 

Audit 11%, Finance 11%, and Premium Administration 11%. This is presented in 

Figure 4.2. 

Figure 4. 2: Department of Respondents 

 

Source: Emma I Maraga (2022) 

4.2.5 Work Experience of Respondents 
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The study sought to find out the work experience level of the respondents in the 

organisation. According to the findings presented in Figure 4.4 majority of the 

respondents, 56% had 2 or more years of work experience while 22% of the respondents 

had between 0-12 months and 1-2 years of work experience. This indicates a low staff 

turnover rate for the company.  

Figure 4. 4: Work Experience of Respondents 

 

Source: Emma I Maraga (2022) 

4.3 Descriptive Analysis of Study Variables 

This section describes the analysis of the study variables. The discussion focuses on 

operational risk indicators at Sanlam insurance company, operational risks associated 

with claims processing, information communication technology utilisation in 

monitoring operational risks and application of Blockchain technology framework for 

monitoring operational risks in the claims processing in insurance.  To objectively 

measure the contribution of the operational indicators on the actual operational risks, an 

aggregated index score was developed. The relationship below was used to compute the 

index score. 

𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙 𝑟𝑖𝑠𝑘 𝐼𝑛𝑑𝑒𝑥 𝑠𝑐𝑜𝑟𝑒

=
(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑟𝑖𝑠𝑘 𝑖𝑛𝑑𝑖𝑐𝑎𝑡𝑜𝑟𝑠 ×  % 𝑣𝑎𝑙𝑢𝑒 𝑜𝑓 𝑖𝑛𝑑𝑖𝑐𝑎𝑡𝑜𝑟)

𝑟𝑎𝑛𝑘
 

Where the rank represents the position of the indicators when ranked based on the 

frequency score of the indicators, % value of indicator is determined from the number 

of respondents that gave high ranking on any one particular measure; and number of 
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indicators relates to the exact number of indicators considered per each section of the 

interview schedule. 

4.3.1 Indicators of Operational risks in claims processing in an insurance 

firm 

As pointed out in section 2.3.1, operational risk indicators are an important tool within 

operational risk management and understanding them contextually is key in overall 

management of the potential risks. It is argued that operational risks are dependent 

among other factors on the organisational structure, policies and governance structures 

(Deloitte & Touche (2020). It can therefore be inferred that the influence of particular 

indicators in one organisation might not necessarily lead to the same outcome on 

another. The study therefore sought to determine the influence of different categories 

of operational risks on the claim processing in the insurance firm focused by this study. 

The operational risk indicators considered in this study were grouped into cause-related 

indicators, loss-related indicators and exposure related indicators based on Tripp (2004) 

proposition. 

4.3.1.1 Exposure Related Indicators Descriptive Statistics 

Exposure related risks are volume-based indicators that allow measurement throughout 

processes likely to incur operational failure. The findings from the study presented in 

Table 4.1 shows that exposure related indicators which included; customer 

dissatisfaction, customer complaints and staff turnover are critical. 75.6% of the 

respondents identified customer complaints as the most likely exposure related 

indicators that could indicate the likelihood of existence of operational risks in a 

company. 65.9% of the respondents indicated that staff turnover  was least likely to be 

a good indicator of the existence of operational risk in the insurance company. Partly 

this could be due to other factors not necessarily related to the operations at the 

company. The index scores were 1.51 and 0.34 respectively for both indicators. 

Table 4. 1: Exposure related indicators likely to indicate existence/occurrence of 

operational risk 

 Exposure Related Indicators 

  Agree Disagree 

Index 

Score of 

agreeing 

 Client Complaints 75.6% 24.4% 1.51 

 Staff turnover 34.1% 65.9% 0.34 
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Source: Emma I Maraga (2022) 

 

4.3.1.2 Loss Related Indicators Descriptive Statistics 

Loss related indicators measure events associated with operational losses and are 

considered lagging indicators hence insufficient alone. The loss related indicators 

include errors, fraudulent activities, unauthorised activities, security breaches and 

misuse of data. From the findings shown in Table 4.2, all respondents identified errors 

and security breaches to be the most likely risk indicators that could imply potential 

existence of operational risks at the insurance company. Unauthorised activities were 

the least likely indicators of the occurrence of operational risks. This was also confirmed 

by the qualitative data with all the interviewers indicating that all employees have 

clearly defined roles & responsibilities with clear accountability lines. The index scores 

associated with each of the indicators are 5, 0.94, 0.15, 5, and 0.43 respectively. 

 Table 4. 2: Loss related indicators likely to indicate existence/occurrence of 

operational risk 

 Loss Related Indicators 

  Agree Disagree 

Index Score 

of agreeing 

 Errors 100% 0% 5 

 Fraudulent activities 56.1% 43.9% 0.94 

 Unauthorised activities   14.6% 85.4% 0.15 

 Security breaches   100% 0% 5 

 Misuse of data   34.1% 65.9% 0.43 

Source: Emma I Maraga (2022) 

4.3.1.3 Cause Related Indicators Descriptive Statistics 

Cause related indicators measure factors identified as drivers for operational losses and 

are leading indicators. The factors considered in this study include IT failure and 

regulatory changes. From the findings presented in Table 4.3, 90.2% of the respondents 

indicated that IT failure will lead to operational risk in the company. This was 

collaborated with the data collected through interviews which identified IT systems to 

be critical in the operations within the claim processing division of the Sanlam 

Company. Regulatory changes was considered to be more external and thus not having 

direct implication on the operations of the company and hence could not most likely 

indicate the likelihood of occurrence of an operational risk. Moreover, from the 

interview, it was noted that the insurance regulatory framework in the country is fairly 
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developed and aimed at mitigating operational risks. Nevertheless, 24.4% of the 

respondents agreed that they could most likely infer the occurrence of operational risks 

in the company. Index score is 2.71 and 0.37 respectively.  

 Table 4. 3: Cause related indicators likely to indicate existence/occurrence of 

operational risk 

 Cause Related Indicators 

  Agree  Disagree Index Score 

 IT failure 90.2% 9.8% 2.71 

 Regulatory changes 24.4% 75.6% 0.37 

Source: Emma I Maraga (2022) 

4.3.2 Operational Risks in Claims Processing 

In section 1.1.2 it is pointed out that operational risks in the insurance industry have 

become more interconnected with increasingly complex interactions and many 

companies are collapsing due to poor operational management strategies (Insurance 

Regulatory Authority, 2017). Using the operational risk indicators investigated in 

section 4.3.1, the study sought to identify the operational risks associated with claims 

processing in an identifiable insurance company. According to Ohando (2015) some of 

the operational risks may include events and actions or inactions, such as fraud, human 

error, accounting errors and system failures. Based on the identified risk indicators in 

the claim processing at Sanlam, the respondents were asked to relate the indicators to 

potential operational risks that can occur in the claim processing. From the study 100% 

of the respondents identified human and accounting errors as the likely operational risks 

that can occur in the claim processing operations. This was confirmed by the 

respondents from the heads of department who indicated that in the recent past the cases 

reported in the company were attributable to human and accounting errors. 90.2% of 

the respondents also identified  IT systems failure as the potentially high operational 

risk that can occur in the company. This could be explained by the fact that the company 

has adopted IT in its core operations and therefore an IT failure could have serious 

implications on the operations of the company.  All respondents indicated that statutory 

reporting failure didn’t appear to be a significant operational risk to the company. Table 

4.4 shows the response on the identified possible operational risks in the claims 

processing. 

Table 4. 4: Operational risks likely to occur in claims processing given the 

identified operational risk indicators in the insurance company 
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Operational Risks 

  
% of respondents who 

agreed 

% of respondents 

who disagreed 

Fraud 43.9% 56.1% 

Human errors 100% 0% 

Accounting errors 100% 0% 

System failure 90.2% 9.8% 

Statutory reporting 

failure 
34.1% 65.9% 

Source: Emma I Maraga (2022) 

The findings are consistent with the understanding that operational risks generally are 

as a result of operational events such as inadequacy or failure of internal systems, 

personnel, procedures, or controls, as well as external events (International Association 

of Insurance Supervisors, 2020). 

4.4 Information Communication Technology Utilisation in Monitoring   

Operational Risks 

The respondents were requested to indicate whether their respective departments have 

adopted Information Communication Technology in the insurance organisation. 100% 

of the respondents indicated they have adopted ICT in the claims processing and they 

use ICT to complement their risk monitoring.  They however indicated an adoption of 

Blockchain technology would be more effective in monitoring and flagging out the risks 

by tracking the risk indicators. In terms of the specific attributes of the Blockchain they 

would prefer, immutability and finality characteristics of the Blockchain were 

considered important by all respondents at 100%. The other attributes of the Blockchain 

were considered not important to the company at an average of 73.2% for consensus 

and 100% for the provenance.  

4.5 Link between Operational Indicators and Types of Operational Risks 

To determine if the identified operational indicators could be used to determine the type 

of operational risk at Sanlam, the structural equation modelling technique was used. The 

first step was to determine the loading levels of the various operational process’s factors 

at Sanlam company. Figure 4.3.1 gives the factor loading of the operational processes 

that collectively define the claims processing at Sanlam Company. 
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Figure 4.3.1: Factor loading for Sanlam claim processing Operations 

 

 

From 4.3.1, communication and claim settlement was considered critical. And since this 

is a service industry, the client experience will be enhanced by these two operations. 

The second analysis involved the determination of the loading factors for the key risk 

indicators at Sanlam. Since data misuse and unauthorised risk activities were considered 

by the respondents as not important as detailed in section 4.3.1.2, they were not included 

in this analysis. Figure 4.3.2 shows the outcome of the analysis: 
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Figure 4.3.2: Risk Indicators loading at Sanlam Insurance Company 

 

 

It was established that all the identified indicators retained were loading into the 

collective measure of the risk indicators with the Error indicator loading significantly. 

An analysis was also conducted to determine if the identified type of operational 

indicators at Sanlam were loading collectively. Figure 4.3.3 shows the outcome of the 

analysis with IT systems failure loading significantly followed by Fraud. 

Figure 4.3.3: Factor loading for type of operational risks at Sanlam Insurance 

Company 
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After establishing the factor loading, analysis to determine the structural relationship 

between the measured variables, that is, the company operational processes (CPO), the 

key risk operational indicators (KRI) and the type of operational risk (TOR) at Sanlam 

insurance company. Figure 4.3.4 shows the structural relationships analysis as identified 

by the conceptual model in section 2.9. 

Figure 4.3.4: Structural analysis of the relationship between CPO, KRI & TOR at 

Sanlam Insurance Company 

 

 

From figure 4.3.3, it demonstrates that there is a covariance relationship between a 

company's operational processes (CPO) and the key risk indicators (KRI). This means 

the two and could be used to determine the type of insurance risks at Sanlam. When the 

COP and KRI are considered, the factor loading for the tor changes significantly with 

fraud loading highly at 0.99 followed by ITS at 0.30. This effectively means that to 

determine the type of operational risk at Sanlam one will need to know the operational 

processes and the risk indicators used to measure them. This forms the foundation upon 

which a model to monitor the claims processing risk at Sanlam could be built.  
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Armstrong and Preston (2019) indicate that to effectively manage the operational risks, 

there is a need to monitor them. The structural model in figure 4.3.3 demonstrates the 

link or relationship between the indicators and the operational risks at Sanlam.  

4.6 Proposed Framework for Monitoring Operational Risks using 

Blockchain Technology in Claims Processing in Insurance 

In section 4.3.1 the risk indicators that should be understood in order to flag out 

potential operational risk have been established. Further in section 4.4, a link between 

the risk indicators and the possible operational indicators in the claims processing has 

been determined.  

The proposed framework is built by taking into consideration the conceptual 

framework and the study findings which confirmed that the operational risks based on 

the existing claims processing operations are important in monitoring potential 

operational risks in the Sanlam Insurance company. Since the identified operational 

risks are largely attributable to human intervention, we propose the use of Blockchain 

Technology which provides a secure means of securing the records from alterations. 

In the event there are alterations the Blockchain provides the footprints of the changes 

which can be used to monitor the changes through its immutable and finality 

characteristics which the respondents considered important for their company. 

Based on these findings, the proposed framework is modelled on the claim processing 

flow. It takes into consideration the following key claims processing stages: filing of 

notification by the client to insurer including all necessary documentation attached 

through the insurance agent; policy checks and reviews used to check for validity by 

the validators using predetermined evaluation/assessment criteria; and lastly, 

settlement of the claims through payment.  

At each stage of the claim processing the framework proposes the building of an 

immutable block of records that build into a Blockchain network as indicated by the 

respondents in section 4.5. Further, at each given stage of the process, there can arise 

various operational risks as identifiable through the encoded or in-built risk indicators. 

Since, the records in the Blockchain are immutable and developed based on 

predetermined agreements, the potential deviations or would be added onto the original 

record without changing it. This is flagged out at the validation stage and reported to 

the relevant department.  
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The proposed framework utilising Blockchain Technology can provide clients and 

insurance companies with the means of managing claims in a transparent, irrefutable 

and responsive manner. The framework allows for filing claims records onto a 

Blockchain-facilitated data repository. The claims are then validated using advanced 

analytics and real-time data sources by the network. The validators will be built based 

on the claims processing policies and procedures of an insurance company. In the 

claims processing, the policies are formulated from the indicators of the operational 

risks. The operational risk indicators are used to flag out potential challenges 

associated with a specific claim and hence be reported to the risk department for further 

action. The Blockchain rejects a claim which fails to meet the set criteria inbuilt in the 

validator.  Figure 4.5 shows a proposed framework for monitoring operational risks in 

the claims processing. 

Figure 4. 5: Framework for monitoring Operational Risks in claims processing 
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CHAPTER FIVE 

5. DISCUSSION, CONCLUSIONS AND RECOMMENDATIONS 

5.1 Introduction 

This chapter focuses on discussing the study findings; the conclusion based on the study 

objectives; the recommendations drawn from the study outcomes and proposes possible 

areas for further studies. 

5.2 Discussion of the Research Findings 

5.2.1 Operational Risks associated with Claims Processing in an 

Insurance firm 

The study findings established that human and accounting errors at 100% were the 

prevalent operational risks associated with the claims processing at Sanlam Insurance 

company. IT systems Failure at 90.8% was identified also as the most likely operational 

risk at Sanlam. Other operational risks  are fraud at 43.9% and statutory reporting failure 

at 34.1%.  These findings are consistent with the findings of study by Hirsh and Cha 

(2015) and Hunter (2011) who argue that since human errors can occur at different 

levels through data entry errors, procedural errors, among many other errors that can be 

made they largely present the most common and most significant risk to any 

organisation or individual. Similarly, it may also indicate a lack of skilled staff able to 

effectively and diligently input data evolving from human error. 

5.2.2 Indicators of Operational Risks in Claims Processing in an 

Insurance firm  

Operational risk indicators of the insurance organisation were categorised into; 

exposure related indicators, loss related indicators and cause related indicators. 

Concerning exposure related risk indicators, the study findings showed that the most 

prevalent exposure related risk indicator is client complaints as indicated by an index 

score of 1.56 with 75.6% of the respondents identifying it as a good indicator of 

potential risk. This finding supports Tripp (2004) thoughts that customer dissatisfaction 

or complaint is an indicator that gives the insurance company the external impact of any 

failure within the claims process. Grove (2011) further points out that, if time is not kept 

(TAT - Turnaround Times) or benefit has not been calculated correctly and there 



 

72 

 

appears to be a decline in the claims process, the most appropriate response/feedback 

comes from the affected customers in terms of dissatisfaction.  

Loss related risk indicators, findings from the study showed that errors and security 

breaches with index scores of 5 are the most prevalent indicators that can point out 

potential operational risks. This finding is consistent with the findings by Hirsh and Cha 

(2015) that state that the claims process involves assessment which is subject to some 

level of human intervention and errors can occur through data entry errors, procedural 

errors, among many other errors that can be made. Hunter (2011) further points out that 

errors are the most common and most significant risk to any organisation or individual. 

Similarly, it may also indicate a lack of skilled staff able to effectively and diligently 

input data evolving from human error. Consequences of incorrect input may be multiple, 

including incomplete information, incomplete understanding, insufficient knowledge, 

inconsistent processing, genuine input error, or more. Majority of the interviewee’s 

agreed that severity and impact of human error can be catastrophic to the insurer, either 

through operational losses, financial loss, reputational damage, and incur regulatory or 

legal fines and penalties.  

Cause related risk indicators showed that IT failure is the most prevalent cause related 

indicator with an index score of 2.71. Further the findings consider regulatory changes 

at index scores of 0.34 to also infer potential operational risks. This finding is supported 

by the study by Sheehan (2020) who states that most insurers suffer from loss in 

policyholder numbers during recessions. This can be attributed to policyholders 

choosing to lapse, cancel, withdraw, and surrender their insurance policy in favour of 

retaining that income to sustain themselves during the economic downturn. In the recent 

past, a report by Deloitte & Touche (2020) on insurance outlook argues that despite the 

efforts put in place by governments to cushion the public from the adverse economic 

effects, the Covid-19 pandemic will likely result in long-term impacts, slow recovery, 

and uncertainty as the insurance industry take time to recover.  

Conclusions made indicate that monitoring of operational risks in claims processing can 

be done by identifying areas that need to be adapted or changed. This enables 

identification of trends and patterns, adoption of strategies and informing decisions 

made on actions to be taken. Process monitoring tracks the use of inputs and resources, 

the progress of activities, and the delivery of outputs. 
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5.2.3 Information Communication Technology Utilisation in Monitoring 

Operational Risks in Insurance 

The study sought to review how information communication technology has been 

utilised to monitor operational risks in the insurance organisation. 100% of respondents 

agreed that the insurer has adopted ICT especially within the claims department. The 

study also found out that despite adoption of ICT, there were differences in respondent 

views on extent of adoption. Majority of respondents agreed that the claims process is 

automated however there are still manual workarounds within the process which 

contribute to operational risks.  

Respondents were also asked to describe the role IT plays in operational risk 

management and replies included; report generation that is used to assess and monitor 

operational risks, workflows within the claim process to track human errors especially 

within archiving systems, articulation of needs by departments and IT develops 

solutions, automated calculation of benefits and claims, segregation of duties, and 

integration with bank platforms for seamless payments, embedded controls within the 

process, automated approval matrix embedded in the claim amount processing, process 

and risk review checklists, incident management, and complaints tracking. 

In concurrence with these findings, Stein (2006) points out that several claims 

processing technology vendors exist in the market today offering a range of services 

that allow for recording of claims, ability to approve and validate, escalation to senior 

management, AML screening of clients, and integration to other systems in the claims 

processing cycle. This integration includes links to banks, assessors, adjusters, medical 

and smart card providers, and mobile money services. The current focus of claims 

processing technology is ensuring a system that offers speedy assessment whilst 

maintaining robust service delivery. Neale (2020) further supports the above study by 

stating that for insurers to survive long-term, their ability to innovate is important, with 

majority of insurers today focusing on automating and improving the claims process. 

Current improvements involve telematics, augmented reality, drones, and other remote 

inspection technologies as discussed in chapter 2.  

Sheehan (2020) states that use of gamification in the insurance industry is gaining rapid 

traction and is considered as a powerful tool to spur massive growth within areas of 

historically low performance. The author additionally states that though gamification is 

not a new technology, many insurers have recently started to adopt it as a way of 
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creating more customer-centric digital solutions. Due to its relatively low 

implementation cost, gamification is currently one of the prevailing IT trends in 

insurance. Grove (2011) further supports these findings by pointing out that operational 

risks related to employment practices and workplace safety can then be monitored 

through gamified elements. Additionally, risk associated with employee relations, 

diversity, and inclusion in the workplace can be monitored and addressed through 

incentives for employees to produce, learn, and become more resourceful.  

As more and more insurers adopt automated claims processes, this will effectively 

eliminate some operational risks related to human error as no manual interventions will 

be needed but still retain system related operational risks. Due to the complexity, data 

requirements, and system capability required for the insurer to begin implementation of 

Blockchain Technology; they are likely to begin moving towards that direction by first 

adopting the simplest and least costly solutions and progressively increasing complexity 

until full Blockchain implementation. 

5.2.4 Application of Blockchain Technology for Monitoring Operational 

Risks in Claims Processing in Insurance 

The study considered the level of importance of Blockchain characteristics attached by 

the various departments at Sanlam. The main characteristics considered included; 

consensus, provenance, immutability, and finality. Majority of respondents at 100% 

agreed that immutability and finality were the most important characteristics of 

Blockchain since they will ensure there is sufficient ownership of risk and the ability of 

the technology not to be manipulated in any way.  Neale (2020) supports these study 

findings pointing out that Blockchain Technology has the capability to make monitoring 

operational risk easier and more accurate due to its immutability and capacity for large 

amounts of data. Likewise, there will also be a corresponding increase in security, 

decrease in fraud, increase in efficiency and record sharing as well as a decrease in costs 

associated with both the claims process and in monitoring operational risks. Sayegh 

(2018) states that Blockchain has the potential to eliminate inefficiencies from 

intermediaries, allow for programmable direct interaction with policyholders, permit 

use of smart contracts programmed to release payments or trigger alerts due to breaches 

of operational risk limits.   

5.2.5 Framework for Monitoring Operational Risks that uses Blockchain 

Technology in Claims Processing in Insurance firms in Kenya 
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In order to fully embed and implement the proposed framework, insurance companies 

will need to give extra attention to the following components that are key in enabling 

the Blockchain network to work. 

Client requests – all client claim requests are stored on the Blockchain network which 

can be accessed by the internal validators (claims, risk & compliance, finance, forensics, 

and audit departments) based on agreed format and standards. 

When the internal validators make a request to view client claim requests this is logged 

and the claims department receives the request per client which is then logged on the 

network ledger once validated forming a block of requests. This would mean that the 

claims manager has control over who has access to information and how much 

information an individual can request access to. Any breaches/invalid requests can then 

be monitored and if found to be unauthorised, using the token system within Blockchain 

the claims manager can be rewarded or penalised.  

Another internal peer is the finance department who provides audited financial 

operational loss data in real time to the risk and compliance department in order to carry 

out monitoring. The Blockchain network would be set up in a manner that triggers 

responses based on operational loss risk appetite breach as per set rules. If the risk 

appetite is breached, using smart contracts a notification is sent to the risk and audit 

department, finance (if trigger requires release of capital), and senior management.  

At defined reporting periods, Blockchain can be set up to generate operational loss data, 

capital releases, and operational risk appetite breaches for the period. This can then be 

utilised by management to make strategic decisions or further probe operational risks 

and re-evaluate controls in place to manage their severity and impact. The network can 

also be set up in such a manner that operational loss data at the end of every quarter is 

sent to the regulator which can form part of their database and aid in their regulation of 

insurers.   

As part of the validation checks, policy details were confirmed within the network and 

validated as well as premium attached to the policy which ensures policy status is active 

in event of claim request. This leads to a faster insurance payment process, end-to-end 

system automation for efficiency and reduction in errors.  
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The proposed framework is based on the metrics developed from the monitoring 

indicators and aligned to the company claims processing guidelines and procedures. As 

indicated by Shiller (2006) to construct reliable monitoring risks sometimes may call 

for referring to the identified risk exposures over time which will provide relevant data 

to develop a flagging function. It is therefore imperative that insurers should seek to 

monitor levels of operational risk exposure as a formal process and fundamental 

business requirement. This proposition is also supported by Finlay (2004) who argues 

that in forward-looking analysis of operational risk there will be a need to have 

sufficient key risk indicator monitoring data.   

5.3 Conclusions 

From the findings human errors and accounting errors are the most prevalent operational 

risks as identified by 100% of the respondents. Other operational risks identified include 

system failures at 90.2%%, fraud at 43.9%%, and statutory reporting failure at 34.1%. 

All respondents indicated that statutory reporting failure didn’t appear to be a less likely 

operational risk to the company due to the existence of a well-established insurance 

regulatory framework in the country.  

The main operational risk indicators based on the established category were found to be 

client complaints at 75.6% was prevalent for exposure related operational risk 

indicators, errors and security breaches at 100% loss related risk indicators, and IT 

failure at 90.2% for cause-related risk indicators. Further, at a covariance level of 0.09 

it established the existence of a positive relationship between the operational risk 

indicators and the operational processes at Sanlam Insurance company. Which may 

imply objectivity in measuring the types of operational risks in the company. 

From the findings, it was established that the adoption of ICT in the insurance company 

is well received at 100%. The immutability and finality characteristics of the Blockchain 

were considered more important with 100% of the respondents selecting them.  Based 

on these findings, the researcher proposes a framework utilising Blockchain 

Technology that can provide clients and insurance companies with the means of 

managing claims in a transparent, irrefutable and responsive manner by using the 

immutable characteristics of the Blockchain Technology. The framework provides a 

secure means of submitting claims by the client through the respective agents who do 
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not have any ability to alter the submitted records from the clients. The claims are then 

stored in a secure repository that is accessible by authorised users without any room for 

altering the records. The users can however be allowed to add into a record without 

altering its original formats or values. Whereas any attempt to alter the record may not 

be successful, it can however be recorded and flagged out at the validation stage based 

on the predetermined criteria.  

5.4 Recommendations 

The recommendations based on the findings and conclusions of the study were made in 

two parts. They include recommendations for improvements and recommendations for 

future research. 

5.4.1 Information Communication Technology Utilisation in Monitoring 

Operational Risks 

5.4.1.1 Operational Risks associated with Claims Processing  

The study established that there exists a statistically significant positive correlation 

between operational risk indicators (fraudulent activities, staff turnover, security 

breaches, IT failure, complaints) and operational risk flags (fraud, human errors, 

accounting errors, system failure, statutory reporting failure). The study recommends 

that for an effective Blockchain operational risk monitoring process, extensive data 

collection on operational losses both with respect to severity and impact is required for 

effective quantification of operational risk indicators and monitoring of operational risk. 

Additionally, having a comprehensive set of risk indicators along with corresponding 

escalation triggers will enable an effective risk reporting process. This may entail 

having a good database of losses on operational failure, quantitative targets for 

improvement and good techniques for predictive analysis. 

5.4.1.2 Information Communication Technology Utilisation in 

Monitoring Operational Risks  

 

The study established that insurers are seeking to implement modern claims systems or 

enhance their existing claims systems, leverage advanced fraud detection technologies, 

and innovate around self-service and straight through processing. The study 

recommends that organisations looking to be successful in an environment of 

uncertainty should give emphasis on innovation particularly Blockchain Technology, 
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increased risk tolerance and striving for a culture of change acceptance and adaptation 

in order to thrive in the insurance industry. 

5.4.1.3 Application of Blockchain Technology for Monitoring 

Operational Risks in Claims Processing in Insurance 

The study established that Blockchain Technology has the capability to make 

monitoring operational risk easier and more accurately due to its immutability 

attributes. The study therefore recommends that insurance companies should 

incorporate Blockchain Technology to reliably monitor possible operational risks 

through the approved operational risk indicators. It further recommends that within the 

claim process, smart contracts can be deployed throughout to notify, assess, or pay 

claims and collect data. 

5.4.2 Recommendations for Future Research 

Whereas the study was limited to a case study focusing on a single company, future 

research could be done to; further validate the proposed framework, to confirm the 

performance of the framework under different contexts, and to test the framework 

against other existing frameworks if available.  
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          APPENDICES 

Appendix 1: Differences between Basel II/III and Solvency II 

 Basel II/III Solvency II 

Pillar 1 

Calculation of Minimum Capital 

Requirement (MCR) using the 

measures stated in Figure 2.4. Value at 

risk is considered only for market risk 

capital requirement, operational risk is 

viewed comparatively to measures for 

credit risk. Does not account for 

aggregation or interdependence of 

risks. 

Two-pronged approach requiring; 

Minimum Capital Requirement (MCR) 

covered by basic own funds i.e., market 

value liabilities – market value of assets. 

99.5% confidence level required for the 

insurer as a whole, accounting for 

interdependencies and aggregate losses, 

and inclusion of Solvency Capital 

Requirements (SCR) that is an additional 

amount of capital held to absorb 

unexpected losses from all risk classes. 

Pillar 2 

Supervisory process that strengthens 

and encourages efficient and 

advancement of risk management in 

order to maintain capital adequacy 

(Nadine & Wesker, 2012) 

Includes discussion on strategies, 

processes and reporting procedure, and 

valuation of technical provisions, assets 

and own funds (Gazert & Wesker, 2012). 

Robust internal enterprise-wide risk 

management framework that includes 

Own Risk Solvency Assessment 

(ORSA). 

Pillar 3 
Public disclosure for consolidated top 

level and for the separate risk types; credit, 

market, and operational risk. 

Public disclosure of individual entities of 

a group, as well as disclosure or both 

MCR and SCR for the enterprise as a 

whole. This also includes description of 

business and performance as well as 

differences in assumptions underlying 

the standard calculation for SCR and 

institution’s individual risk profile 

(Gazert & Wesker, 2012). 
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Appendix 2: Interview Schedule 

Introduction 

Good morning/afternoon, my name is Emma Ikonge a student at Strathmore University, 

Business School pursuing a Master of Development Finance. I am currently conducting 

a study to develop a Framework for Monitoring Operational Risks in Claims Processing. 

Your feedback will be used to help in the design and development of the proposed 

framework.  

Be informed that all information shared with me will be handled with utmost 

confidentiality. The interview will take about 15-20minute of your time.  

Kindly indicate if you will wish to continue with this interview. 

Yes – want to continue              > continue with the interview  

No – do not want to continue   > terminate interview 

Biography 

1. Please indicate your gender    

Male 

Female  

2. Please indicate your department    

Internal Audit and Risks  

Finance  

Claims Manager  

3. How long have you been involved in claims management? 

0-12 Months  

1-2 years  

More than 2 years  

A). Operational risks associated with the claims processing 

A1. Please indicate how you have categorised the operational risks indicators in your 

department based on Tripp (2004) proposition of categorising risk indicators, that is,  

1. Exposure related indicators 

2. Loss related indicators 

 

 

 

 

 

 

 

 



 

97 

 

3. Cause-related indicators 

A2. How are the exposure related indicators which are described to be volume-based 

indicators that allow measurement throughout processes likely to lead to operational 

failure? How do the following exposure related indicators apply to your department? 

● Staff turnover 

● Complaints  

 

A3. Loss related indicators measure events associated with operational losses and are 

considered lagging indicators hence insufficient alone. How do the following loss related 

indicators manifested in your department?  

● Errors 

● Fraudulent activities  

● Unauthorised activities  

● Security breaches 

● Misuse of data 
 

A4. Cause-related indicators measure factors identified as drivers for operational losses 

and are leading indicators. In your department how prevalent are these indicators: IT 

failure, Regulatory changes and Economic downturn? 

 

A5. What will you say is the degree of occurence of the following operational risks: Fraud, 

Human Errors, Accounting Errors, System Failure and Statutory reporting failure in your 

department? 

A6. How do you describe and rank the impact of the following operational risks in your 

department? 

Operational Risk Rank 

Fraud  

Human Errors  

Accounting Errors  

System Failure   

Statutory reporting failure  

 

A7. Is there an objective criteria for ranking the risks in A6? Briefly explain it. 
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B). Information communication technology utilization in monitoring operational 

risks 

Has your department adopted ICT?  Yes  No   

 

B1. Please indicate the role played by ICT in operational risk management in your 

department? 

 

C). Application of Blockchain technology for monitoring operational risks in the 

claims processing in insurance 

C1. Blockchain is a new technology that is changing the way records are managed. Has 

your department considered adopting it? Yes        No 

 

C2. The following are the characteristics of Blockchain technology, please indicate a 

characteristic that your department will consider important for your operations. 

1. Consensus (Emphasises that for a transaction to be accepted and recorded on the 

Blockchain, all the participants must agree to follow the same rules). 

  

2. Provenance (focuses on the participants knowing where the assets came from and 

how its ownership has changed over time-traceable property). 

 

3. Immutability (No participant can modify a transaction after it has been recorded 

on the ledger). 

 

4. Finality (In a Blockchain network, there is only one source of truth. There is only 

one ledger for the whole network).  

Please explain why you have selected the above characteristic. 

Thank you very much for your participation and I would like to highlight as mentioned 

above, that all data collected will be confidential.  

Warmest Regards, 

Emma Ikonge  
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Appendix 3: Questionnaire 

Introduction 

Good morning/afternoon, my name is Emma Ikonge, a student at Strathmore 

University, Business School pursuing a Master of Development Finance. I am currently 

conducting a study to develop a Framework for Monitoring Operational Risks in Claims 

Processing. Your feedback will be used to help in the design and development of the 

proposed framework.  

All information shared with me will be handled with utmost confidentiality. 

Kindly indicate if you will wish to continue with responding to this questionnaire by 

ticking against the response below: 

Are you willing to participate in this study? 

Yes –             > continue to respond to the questions 

No –             > Do not continue to respond to the questions 

Biography 

1.  Please indicate your gender    

Male 

Female  

2.        Please indicate your department    

Risks & Compliance 

Internal Audit 

Finance  

Claims Manager  

Premium Administration 

Underwriting 

IT 

3.              Please indicate your position in the organisation    

Head of department  

Manager  
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Officer 

4.              How long have you been involved in claims management? 

0-12 Months  

1-2 years  

More than 2 years  

Section B: Claim processing operations 

Do you agree that the following claim processing operations are conducted in your 

company regularly as per laid down procedures? (Tick the box that applies). 

Claim Processing operation Agree Neutral Disagree 

Filing of loss       

Registering and documentation of 

claim 

      

Risk Assessment and adjustment       

Communication of risk 

assessment report 

      

Claim settlement and payment       

 Section C: Operational Risk indicators 

Please indicate the extent you agree how are the following operational risk indicators 

manifest in your company 

Operational 

Risk Indicators 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

Human Errors      
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Fraudulent 

activities 

          

Staff turnover           

Security breaches           

Misuse of data           

Unauthorised 

activity 

          

IT systems failure           

Client complaints           

Section D: Information communication technology used to monitor operational 

risks 

Please indicate by selecting the box the level of utilization of IT systems in the claim 

processing operations in your company. Use the levels 3 being high when completely 

using IT systems, 2 being moderately using IT and 1 being not using IT at all. 

Claim Processing operation 1 2 3 

Filing of loss       

Registering and documentation of claim       

Risk Assessment and adjustment       

Communication of risk assessment report       

Claim settlement and payment       
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Section E: Framework for monitoring operational risks that uses Blockchain 

technology 

Please rank the characteristic(s) of the Blockchain that your department will consider 

important for your operations. Use the rank 1 being not important, 2 being neutral and 

3 being important 

Blockchain characteristic 1 2 3 

Consensus (Emphasizes that for a transaction to be 

accepted and recorded on the Blockchain, all the 

participants must agree to  follow the same rules) 

      

Provenance (focuses on the participants knowing 

where the assets came from and how its ownership 

has changed over time-traceable property) 

      

Immutability (No participant can modify a 

transaction after it has been recorded on the ledger). 

      

Finality (In a Blockchain network, there is only one 

source of truth. There is only one ledger for the 

whole network). 

      

Section F: Types of operational risks 

Indicate how likely are the following operational risks to occur in your company based 

on your recent experience considering the operational risk indicators 

Operational Risk 

Indicators 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

Fraud           

Human error           
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Accounting errors           

 IT System failure           

Statutory reporting 

failure 

          

  

Thank you very much for your participation and I would like to highlight as mentioned 

above, that all data collected will be confidential.  

Warmest Regards, 

Emma Ikonge  
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Appendix 3: NACOSTI Permit 
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