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Abstract 

Traditional banks are sufficiently regulated compared to fintech. This is both an advantage to 

fintech as it allows for financial inclusion but it is also a disadvantage as consumers are exposed 

to risks. However, if fintech lending is overregulated, it will cease to have its current advantages 

such as financial inclusion over banks. The overarching issue, in this case, is how far the law and 

regulation should go in bridging the gap. To this end, this study explores whether consumer 

protection in fintech lending is predicated on incorporating efficient regulations to seal the 

potential and existing gaps. In assessing the viable and feasibility of regulations, this thesis relies 

on the lessons from other jurisdictions such as South Africa and the UK that have enriched 

strategies capable of being adopted in regulating fintech lending in Kenya.     
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CHAPTER ONE 

INTRODUCTION 

1.1 Background of the Study 

The development of finance and technology has been connected throughout history.1  Financial 

technology (fintech) refers to a broad category of technologies2 such as computer programs and 

other online automated processes to support banking among other financial services.3 The 

operation of fintech is enabled by a few factors such as mobile technology and the internet that 

are easily accessible and widespread, increased generation of data, increased use of cloud 

computing, and the development of algorithms used in decision making.4  

Fintech lending, therefore, refers to technology-enabled credit intermediation, capital raising, and 

deposit-taking whereby formal collateral is not required and unsecured loans are provided5 

compared to traditional banks. Over the past years, there has been significant growth of fintech 

lending in Kenya which provides a large proportion of credit to consumers. This is as a result of 

the widespread use of mobile phones and mobile money. Examples of fintech lending platforms 

in Kenya include M-Shwari and Tala among others.6  

                                                           
1 Perkins DW, ‘Fintech: Overview of innovative financial technology and selected policy issues.’ Congressional 

Research Service, R46332, 2020, 1. 
2 Perkins DW, ‘Fintech’, 1. 
3 Oxford Dictionary of English, 3rd ed. 
4 Perkins DW, ‘Fintech’, 1.  
5 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 

61 Washington University Journal of Law & Policy, 2020, 229.  
6 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 239, 

242. 
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The reality for most Kenyans is that the process of accessing credit facilities from traditional 

financial institutions is complicated and sometimes they end up being disqualified from 

accessing the credit.7 The minimum requirements used by traditional financial institutions in 

evaluating the creditworthiness of borrowers exclude millions of borrowers from quickly 

accessing the credit. The institutions are often hesitant owing to lack of credit history, inadequate 

or absence of collateral, lack of or poor banking history and financial statements. These 

borrowers turn to friends for assistance, if possible, or use retained earnings. Fintech firms such 

as Tala and M-Shwari, have come in to help millions of people who were previously left out by 

traditional financial institutions. 

M-Shwari was launched in the year 2012 by Safaricom and the Commercial Bank of Africa 

(CBA).8 The two services that M-Shwari provides include saving where funds are transferred 

from M-Pesa to M-Shwari and the bank deposit services are provided by the CBA. Thereafter, 

credit scores are developed by the CBA through monitoring how customers use M-Pesa. Credit 

scores help in building the credit history of borrowers which is later used in determining their 

credit limit that increases depending on loan repayment. The loan repayment should be done 

within 30 days with an interest rate of 7.5% but if borrowers default, an additional facilitation fee 

of 7.5% is charged.9 After sixty days of default, funds from M-Shwari accounts are deducted to 

settle the loans, and failure to repay after 120 days, the CBA reports borrowers to the Credit 

Reference Bureaus (CRBs). 

                                                           
7 Obiero O and Kiarie W, ‘Is there room for optimism in the Kenyan digital credit sector?’ MicroSave Consulting, 

19 September 2019 - <https://www.microsave.net/2019/09/19/is-there-room-for-optimism-in-the-kenyan-digital-

credit-sector/> on 16 May 2021.  
8 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 239. 
9 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 241. 

https://www.microsave.net/2019/09/19/is-there-room-for-optimism-in-the-kenyan-digital-credit-sector/
https://www.microsave.net/2019/09/19/is-there-room-for-optimism-in-the-kenyan-digital-credit-sector/
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Tala was launched in Kenya in 2014 and it provides instant lending facilities to customers.10 

Anyone intending to access the lending facilities starts by downloading the app which has access 

to personal data on the phone such as call logs, text messages, contact lists, social media 

accounts, videos, and photos.11 A form with personal questions is then filled out and a credit 

score developed using information related to the personal data. Regular repayments allow a 

customer to access larger loans. Behavioural and android device data are the two data categories 

used in providing loans.12 On the one hand, behavioural data refers to the movement of the 

borrower through the app which includes the types of pages on the app that are visited. On the 

other hand, android data refers to the phone apps, operating system, and type of device. Machine 

learning algorithms are used in determining the weight that data point for each individual 

receives which in turn determines the extent of the initial loan.13                 

Banking has always been considered as something for the rich who can afford expensive and 

regular fees.14 As a result, banks have not been in a position to provide services to the unbanked 

because significant costs are required to establish branch networks. Kenya has focused on the 

policy goal of financial inclusion to enable communities without banks to access the services 

which include credit facilities.15 The use of mobile phones in making payments have enabled the 

unbanked and more than 18 million users of mobile phones into accessing flexible mobile 

payments.16 On the contrary, the policy goal of financial inclusion clashes with objectives for 

                                                           
10 Tala, ‘Data ethics at Tala: Data ethics and consumer protection.’ Tala, 9 October 2019 - <https://perma.cc/4F8P-

GUCX> on 28 July 2021. 
11 Tala, ‘Data ethics at Tala: Data ethics and consumer protection.’  
12 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 242. 
13 Tala, ‘Data ethics at Tala: Data ethics and consumer protection.’  
14 Malala J, ‘Consumer protection for mobile payments in Kenya: An examination of the fragmented legislation and 

the complexities it presents for mobile payments.’ KBA Centre for Research on Financial Markets and Policy, 

Working Paper Series 02/14, 2013, 2. 
15 Malala J, ‘Consumer protection for mobile payments in Kenya’, 3.  
16 Malala J, ‘Consumer protection for mobile payments in Kenya’, 3. 

https://perma.cc/4F8P-GUCX
https://perma.cc/4F8P-GUCX
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consumer protection because consumers have no choice but to contract on the only terms 

presented by fintech lending firms.  

The Central Bank of Kenya (CBK) has the authority of regulating consumer credit which covers 

fintech lenders.17 However, this is not an exclusive authority as other communication as well as 

insurance regulations also plays a role. As a result, there are overlapping jurisdictions which 

leads to diverse rights and a deviation from consumer protection. Coming up with a unified legal 

body has not been successful and the existing regulatory regimes do not adequately deal with 

issues raised by fintech lending.18  

The risks experienced in fintech lending are similar to those in traditional banking as they both 

perform the same functions. On the contrary, they are neither subject to similar prudent 

regulations nor safety nets to minimise risks on consumers which threaten the stability of the 

whole financial system.19 Therefore, to protect consumers in the fintech lending system, the 

regulatory gaps must be addressed.20 

1.2. Statement of the Problem 

Traditional banks are sufficiently regulated by the Constitution of Kenya 2010, the Central Bank 

of Kenya Act, Cap 491, the Banking Act, Cap 488, the Consumer Protection Act, No. 46 of 

2012, the National Payment Systems Act, No. 39 of 2011, and the Data Protection Act No. 24 of 

2019 among other provisions. They have clearly laid down terms and conditions on issues of 

                                                           
17 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 233. 
18Malala J, ‘Consumer protection for mobile payments in Kenya’, 9.  
19 Section 4, Central Bank of Kenya Act (Cap 491) Laws of Kenya  
20 Mugasha A, ‘Securing effective regulation of the shadow banking system.’ 29 (4) European Business Law 

Review, 2018, 511. 
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billing, interest rates, confidentiality, protection of personal data, and credit reference bureau 

consent among others.  

However, fintech is less regulated because the institutions are not considered as banks in respect 

of how a bank and banking business is defined.21 They do not set out interest rates, repayment 

fees, and additional fees on late repayment, bundled products, or other terms dictating the 

transactions.22 They fail to take into consideration the fact that they are required to disclose all 

mandatory information on lending conditions and key terms.   

The current regulatory position of fintech is both an advantage as it allows for financial inclusion 

and a disadvantage as consumers are exposed to risks such as exploitation, infringement of data 

privacy, and a deviation from consumer protection because of overlapping regulatory 

jurisdictions among others. For example, a good percentage of consumers are heavily indebted 

and struggle to repay the loans majorly because of exploitation and lack of transparency on 

contracting terms.23 A debt culture has developed as the byproduct where consumers live on 

loans and continue to accumulate bad debts. There are challenges posed by fintech lenders such 

as M-Shwari and Tala to youth, and other platforms below 18 years; other people stealing mobile 

lines and using them to borrow, or registering new lines after borrowing and defaulting within 

one of the many platforms. There is a need to strike a balance between enhancing financial 

regulation by encouraging fintech, and their regulation to ensure consumer protection. These are 

risks that require the government to step in to protect consumers. However, if fintech lending is 

                                                           
21 Ryder N, Griffiths M and Singh L, Commercial law: Principles and policy, Cambridge University Press, 

Cambridge, 2012, 497 
22 Karaivanov A and Kessler A, ‘(Dis) advantages of informal loans–Theory and evidence.’ 102 European 

Economic Review, 2018, 102. 
23 Mwangi IW and Sichei MM, ‘Determinants of access to credit by individuals in Kenya: A comparative analysis of 

the Kenya National FinAccess Surveys of 2006 and 2009.’ 3(3) European Journal of Business and Management, 

2011, 207.  
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overregulated, it will cease to have its current advantages such as financial inclusion over 

traditional banks.   This study will identify the problem by examining the different challenges 

stemming from fintech lending and link them to regulatory gaps. Notably, it will highlight the 

handling of sensitive consumer data by third parties, and this exposes it to incessant 

inappropriate abuse. Further, the absence of exclusive responsibility in fintech regulations can 

contribute to diverse abuse of rights primarily in the form of deviating from consumer protection. 

This study will explore variety of sources that have illuminated these problems and underpin 

how the lack of transparency affects ability of consumers to make decisions that are well 

informed.  The end result is exploitation by different fintech firms where the consumers have 

little choice but to accept the unfair terms outlined in the contract they have to assent before 

accessing the fintech services. To address this problem, this study will evaluate the feasibility 

and applicability of the fintech laws in the UK and South Africa to the Kenyan context. It will 

proffer a series of recommendations that lawmakers can consider in their pursuit of safeguarding 

the rights of the Kenyan consumers.  

1.3 Research Hypothesis 

The existence of regulatory gaps causes potential risks in fintech lending in Kenya. For instance, 

consumer data is handled by third parties which puts it at the risk of being used inappropriately, 

lack of exclusive responsibility in regulating fintech can lead to diverse rights and a deviation 

from consumer protection, lack of transparency affects the consumer’s ability to make informed 

decisions, and exploitation by fintech firms where consumers have no choice but to contract on 

the presented terms.24  

                                                           
24 Treleaven P, ‘Financial regulation of FinTech.’ 3 (3) Journal of Financial Perspectives, 2015. 
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Therefore, this research hypothesises that  

H1: Consumer protection in fintech lending is dependent on implementing efficient regulations 

to seal the existing and potential gaps.  

However, the overarching issue is how far the law and regulation should go in bridging the gap 

between banks and fintech because if fintech is overregulated, they lose their advantages over 

traditional banks.   

1.4 Justification of the Study 

This research proves that there has been significant growth of fintech lending in Kenya as a 

result of easily accessible mobile technology and the internet in addition to increased data 

generation and cloud computing.25 On the contrary, there are regulatory loopholes such as 

exploitation, lack of transparency, overlapping jurisdictions, and data privacy risks in fintech 

lending. Additionally, the rate of formulating policies and regulations to govern fintech lending 

is slower. This study offers recommendations that relevant authorities can use to seal the said 

gaps.26  

 

The research study has made a significant contribution to managerial practices in banking. It 

points out the need for banks to embrace fintech through the creation of internal teams that can 

come up with new fintech services or products. This can also be achieved through collaboration 

                                                           
25 Perkins DW, ‘Fintech’, 1. 
26 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 251. 
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with other entities in the industry as well as the purchase of fintech services or products.27 As a 

result, it changes the attitude of firms that take traditional approaches by conforming to the flow 

of recent technological developments in the industry. 

The findings of the study generate succinct legal reasoning that contributes significantly to the 

existing knowledge on consumer protection in fintech lending. The study is a source of literature 

on tensions arising in fintech regulation, regulatory frameworks, and the challenges facing 

regulators. Researchers who are keen on analysing recent development in banking, finance, and 

technology28 will benefit from this research study.         

1.5 Research Objectives 

The main objective of the study is: 

1. To analyse the existing gaps in consumer protection regulation of fintech lending systems 

(such as M-Shwari and Tala) in Kenya and suggest remedies or solutions to fill the gaps.      

Specific objectives of the study are: 

1. To evaluate whether fintech lending is generally sufficiently regulated compared to 

traditional banking as far as consumer protection is concerned. 

2. To assess how consumer protection in traditional banks and fintech lending in Kenya is 

regulated. 

3. To discuss the potential risks and benefits of unregulated aspects in consumer protection 

from fintech lending systems vis-à-vis traditional banking in Kenya.  

                                                           
27 Gulamhuseinwala I and Kotecha V, ‘UK fintech on the cutting edge: An evaluation of the international fintech 

sector,’ Ernst & Young LLP, 2016 - 

<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/502995/UK_Fin

Tech_-_On_the_cutting_edge_-_Full_Report.pdf > on 6 August 2021, 70. 
28 Obiero O and Kiarie W, ‘Is there room for optimism in the Kenyan digital credit sector?’ 
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4. To determine whether fintech regulation should follow traditional banking regulation. 

1.6 Research Questions 

The research aims to answer the following questions: 

1. Is fintech lending when compared to traditional banking generally sufficiently regulated 

as far as consumer protection is concerned?  

2. How should consumer protection in financial lending and traditional banking be 

regulated? 

3. What are the potential risks of unregulated aspects in consumer protection of the fintech 

lending system vis-à-vis traditional banking in Kenya?  

4. To what extent should fintech regulation follow traditional banking regulation?   

1.7 Theoretical framework 

Regulation is defined by the Black’s Law dictionary29 as the act or process of controlling by 

restriction or rule. Regulation can also be said to be the use of law or instruments of law to 

implement social and economic policy.30 However, in legal and economic literature, there is no 

fixed definition of the term ‘regulation’. The term would be taken to mean the employment of 

legal instruments for the implementation of social-economic policy objectives where the legal 

instruments compel individuals or organisations to comply with the prescribed behavior or else 

suffer penalties/sanctions. Sanctions would include fines, imprisonment, injunctions, 

withdrawals, closing down a business.31 

                                                           
29 Black’s Law Dictionary, 9th ed. 
30 Jaivir S, ed. Regulation, institutions and the law, Social Science Press, New Delhi, 2007, 105. 
31 Etienne J, ’Compliance theory: A goal framing approach.’ 33 (3) Law & Policy, 2011, 324. 
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This research study relies on the theory of legal positivism which states that laws create legal 

obligations. It is a representation of how the law functions in a society where it is applied. The 

proponent of this legal theory is Herbert Lionel Adolphus Hart who points out that this theory 

consists of primary and secondary rules. The primary rules lay down behaviour standards and are 

obligation rules that create duties. The secondary rules are related to the former rules in different 

ways because they determine how the primary rules are varied, eliminated, introduced, or 

ascertained, and how to conclusively determine their violation. The secondary rules are not only 

remedial and procedural but include the rules that govern sanctions. They extend to judicial 

evidence and procedures as well as the introduction of new legislation. Therefore, according to 

Hart, a complete legal system consists of primary and secondary rules.32  

On the other hand, Lon Fuller on criticizing legal positivism holds the position that eight 

principles of internal morality govern the law. There should be an expression of rules in general 

terms, there should be public promulgation of the rules, the rules must have prospective effect, 

the terms of expressing the rules must be understandable, there should be consistency in the 

rules, the conduct required by the rules should not go beyond powers of the parties affected, the 

rules should not be frequently changed that they cannot be relied on by the subjects, and 

administration of the rules should be consistent with the wording.33  

Lon Fuller goes further to state that a system that does not satisfy the above legality principles 

cannot achieve the essential purpose of the law that aims at attaining social order by using rules 

which guide behaviour. Failure to satisfy requirements for public promulgation of the rules and 

expression of the rules understandably cannot be a guide to behaviour because it will be difficult 

                                                           
32 Freeman MDA, Lloyd’s Introduction to jurisprudence, Sweet & Maxwell, London, 2014, 215.  
33 Freeman MDA, Lloyd’s Introduction to jurisprudence, 108. 
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to determine what is required by the rules. Fuller concludes by pointing out that the principles 

are internal to law whereby they are built onto the existing conditions of the law. Failure to 

achieve any of the conditions does not result in a bad legal system that is not called a legal 

system at all.34  

Hart responds to Fuller’s claim by pointing out that all actions have internal efficacy standards. 

However, where the standards contradict morality, just like poisoning, they are different from 

morality standards. Therefore, in Hart’s concession to the eight principles by Fuller which are 

built into the legal conditions in existence, he concludes by stating that the same does not amount 

to a connection between morality and the law. Unfortunately, Hart fails to acknowledge the fact 

that the eight principles are moral ideas of fairness. For instance, public promulgation is a 

necessary efficacy condition but a moral ideal as well. It is morally wrong for rules to be 

enforced by a state without public promulgation. Similarly, it is wrong for retroactive rules to be 

enacted by the state, and rules which are inconsistent and impossible.35         

The adoption of legal positivism in this research will be used in achieving the purpose of the 

research because it reinforces the conventional nature of law in the sense that it is socially 

constructed. By proceeding on the presupposition that the existence and content of law is 

depended on social facts and not their merits, this study will advance arguments that the 

existence of law should be towards promoting social harmony and safeguarding consumer 

protection.  With this background, it will be better directed in highlighting the need to improve 

the preexisting laws and enhancing them to levels that assure customers of their protection, away 

from the exploiting fintech lending firm capabilities.    

                                                           
34 Freeman MDA, Lloyd’s Introduction to jurisprudence, 109. 
35 Freeman MDA, Lloyd’s Introduction to jurisprudence, 138. 
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Innovation in fintech lending has developed faster than regulations in place. Therefore, the 

adoption of innovation requires regulations to be put in place at an equal pace. The aim of 

advancing the government agenda of financial inclusion calls upon regulators to take action in 

regulating fintech lending to protect consumers during financial crises.36 A balance should be 

struck across the board in respect to economic and regulatory development as well as regulatory 

capacity and objectives. Kenyan regulatory authorities should have what it takes to provide 

adequate and appropriate regulation of fintech lending to balance and justify state and regulatory 

intervention.37 Additionally, this study discusses appropriate and adequate approaches by 

focusing on the integrity and stability of the financial system and the response of fintech lenders 

towards regulation. This study on fintech lending regulation in Kenya will focus on consumer 

protection.  

1.8 Research Methodology 

This research study analyses gaps in the regulation of fintech lending in Kenya through 

combining doctrinal and non-doctrinal research studies,38 with qualitative research methods. It 

will be desk review research that is comparative by comparing the similar fintech situation in the 

UK and in South Africa. Furthermore, the study will discuss the popular M-Shwari and Tala 

fintech platforms to contextualize the need to improve Kenya’s legal regulation on fintech 

lending. The doctrinal research study is used for knowledge building or theory testing in the legal 

field. It is a study of authoritative materials, existing laws, and related cases. It establishes the 

applicable law to consumer protection in fintech lending. It undertakes a discussion of legal 
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rules, principles, concepts, and doctrines39 on fintech lending in Kenya. The non-doctrinal 

research study is also called socio-legal research. It ensures that the law is analysed from the 

point of view of other disciplines for purpose of generating empirical data to answer the research 

questions. It deals with other aspects such as social, economic, and political issues that affect 

fintech lending. Qualitative research methods involve the collection and analysis of non-

numerical data such as texts to understand concepts.40 This research study will undertake an 

analysis of what has been done by other scholars on consumer protection in fintech lending. 

Nairobi is the study location with head offices for most fintech lending institutions. The target 

populations are individuals and institutions involved in regulating fintech lending in Kenya such 

as the Central Bank of Kenya, Communications Authority of Kenya, Capital Markets Authority, 

and the Competition Authority. The approach used by other jurisdictions in fintech lending has 

enriched strategies to be adopted in regulating fintech lending in Kenya.     

1.9 Literature Review 

The literature review for the regulation of fintech lending is relatively recent and most of it 

triggered by the investigation of the recent Global Financial Crisis (GFC) of 2008 whereby most 

literature has documented that lighter regulation of fintech lending was among one of the sources 

of systemic risk. The scholarly contributions used in the literature review were influenced by 

central themes of fintech regulation, digital financing disruption, fintech credit, fintech risk, and 

consumer protection.  

Joy Malala commences her discussion on how banking in Africa has been revolutionized by 

mobile payment systems by pointing out how the entry of M-Pesa transformed financial services 
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and the banking industry as a whole.41 As a result, the unbanked have been able to access 

financial services. Malala goes further to addresses regulatory issues that have come up as a 

result of M-Pesa coming into place by looking at the regulatory capacity as a whole which 

includes processes used in arriving at government decisions, institutional arrangements, and the 

regulatory tools.42 This is done to understand Kenya's regulatory capacity in addressing 

vulnerabilities that come up as a result of technological innovation and the financial inclusion of 

consumers.  

Malala further holds the position that the regulatory regime related to Kenya’s mobile banking 

consists of significant gaps.43 Certain market areas are yet to be regulated and that regulators 

need to have synchrony in their conduct to ensure that financial institutions conduct business 

within the law and the system’s veracity is guarded. The wellbeing and safety of mobile payment 

and customers relying on it will be guaranteed when the law is developed by the financial 

watchdogs. This will be relevant to consumer protection in fintech lending. However, Malala’s 

contributions were before implementing the data protection law, and this means that her 

contributions are limited in pursuit of this study’s research study. This is a gap that this research 

will fill.  

Stefan Zeranski and Ibrahim E Sancak analyse the case of Wirecard AG from the perspective 

of digital finance. The high speed of technological advancement and the low speed of financial 

supervision have led to an increase in technological gaps. This foggy atmosphere has become an 
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atmosphere for fraudsters to abuse the advantages in Finance TECHs.44 Stefan Zeranski and 

Ibrahim E Sancak state that fraudsters have formulated ways of abusing companies related to 

fintech because of money markets with unattractive yields, fierce competition in national 

economies, trade wars leading to national protectionism, and supervisory approaches that are 

inconsistent.45 Stefan Zeranski and Ibrahim E Sancak conclude by pointing out that financial 

supervisor and governments should prepare for financial scandals and crises in fintech unless 

requirements for digital transformation and structural reforms are met.  

In Stefan Zeranski and Ibrahim E Sancak’s discussion of the Wirecard case, they have also 

looked at the Enron Scandal which was equally notorious. The Enron Scandal forced legislative 

organs and governments of several countries to come up with new organizations, committees, 

and rules as well as financial regulations. The Enron case became a destructive scandal globally. 

Later on, the GFC (2008) undermined the global financial markets.46 The G-20 countries among 

other economies in the world had to develop stricter regulations and multiple reforms to counter 

the crisis. Under normal circumstances, corporate scandals in these countries are not expected. 

However, governments, financial markets, and economies are not perfect as they make mistakes 

and encounter crises. Fintech, a disruptive financial trend was developed after the GFC. 

However, new trends in the financial world come with unique risks of scandals and crises. Stefan 

Zeranski and Ibrahim E Sancak state that little is known about fintech crises and the Wirecard 

AG case sheds light on financial scandals related to fintech.47 The case includes fraud 

allegations, motives, and analysis of what caused the fraud case. This research contends that 
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proper measures should be put in place to protect consumers in fintech lending. The limitation in 

their work is that they focus on developed countries, and their works are not relevant to a 

developing country context. By focusing on fintech in Kenya, this study fills this particular gap. 

John JA Burke discusses the financial services and systems which have a particular focus on 

the current systems and future developments. Burke has undertaken a brief history of the present-

day financial markets, financial markets future, and the applicable law as well as regulatory 

components to the progressive system. Recent advances in finance such as Artificial Intelligence 

(AI), blockchain, and fintech applicable to markets and financial institutions have been 

incorporated. Burke further discusses trends that can reshape financial systems in the 21st 

Century48 which includes emerging countries (BRICS) that are on the rise, economic power shift 

from the US to Asia, and the new financial order in the globe.  

Burke states that institutions with the capability of steering the economy have no choice but to 

adapt to the current developments. Disregard demands by consumers for mobile financial 

services led to the creation of cheap systems of payment and fintech neo-banks. Also, 

development in AI and its use in financial markets, investment, and banking have been equally 

important. If large institutions and governments do not accommodate innovation, BRICS, AI, 

blockchain, and fintech will reform the financial system, introduce innovative payment systems 

and banking, reinvent monetary understanding, and reduce or eliminate the role of 

intermediaries.49 Burke goes ahead to give examples of the Ant Group in Asia and M-Pesa in 

Africa which has transformed the banking architecture. This book offers insight into this research 

because it gives an in-depth understanding of the breadth of the financial systems with 
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speculations of future developments50 in the industry.   This book falls short of contextualizing a 

situation where traditional banks can merge with other fintech firms, or even create their unique 

fintech capabilities that can be used to tap into the growing markets of fintech services seekers. 

With this regard, this thesis will fill this gap by illuminating these possibilities, the resulting 

challenges, and how to address these problems. 

Iris H-Y Chiu and Gudula Deipenbrock examine the rapid change in financial technology 

which is shaping markets and financial services. The book analyses financial service 

development as well as markets and products that are reshaped by technology with a view to 

supervisory, regulatory, policy, and other legal effects. The role of the law in handling 

revolutionary developments in finance by offering legally enforceable values and principles in 

which the innovation can happen without threatening basic human rights, the general rule of law, 

and the law on financial markets has been illustrated in the book. Experts in international lending 

have made significant contributions to fintech and lending as well as financial inclusion among 

others. AI in the finance sector, financial regulation challenges, financial innovation regulations, 

fintech credit firms, consumer protection in fintech, international development in financial 

regulation, current and future concepts in the regulation of financial markets, and challenges in 

having orderly markets have been discussed in the book.51  

On the one hand, the book defines fintech credit firms as online platforms for lending which is an 

innovative process that has changed the financial service sector. The market for fintech credit is 

innovative and it uses web-based platforms to offer lenders and borrowers cash opportunities as 

well as interest rates beyond the mainstream providers of financial services. Lending platforms 
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have been reviewed and the implications of co-existence with traditional financial service 

providers.52 On the other hand, examines the datafication, disintermediation, and digitisation of 

markets for consumer credit which is also referred to as fintech credit. The impact of this aspect 

in the regulation and functioning of the credit markets with a focus on consumer protection 

challenges has also been discussed.53 This research has been refined by the rich concepts in the 

book on fintech lending and consumer protection. This book provides insightful clarification of 

different terms concerning fintech lending, but it does not contextualize the application of these 

terms in real life contexts. In line with this gap, this thesis applies these terminologies in the 

Kenyan context, which assists in succinct understanding.     

Suzanne Christi and Janos Barberis offer a primary guide to the revolution of financial 

technology, and opportunities, innovation, and disruptions. The book puts together different 

experts in the industry into one informative volume to offer investors, bankers, and entrepreneurs 

the needed answers to capitalise on the market.54 A detailed explanation has been given on the 

major developments in the industry, including critical insights from lessons learned and first-

hand information offered by practitioners. The book offers information on the risks, driving 

forces behind explosive growth, and the key players in fintech.  

The book examines the global regulatory landscape which ranges from the US regimes where 

regulation of banks is at the state and federal levels to the complex but harmonized European 

Union (EU) regulations.55 Companies wishing to give advice and investment management in the 

US must be specific on the applicable state laws. Serving an international clientele requires that 
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issues of cross-border tax and international procedures for anti-money laundering should be 

handled properly. Startups must comprehend the rules of the game. 

The technology on big data has also been analysed in the book. The technology makes it easier to 

implementation of compliance information and risk systems. The major web industry players 

have created technology on big data because traditional technologies could not adapt to increased 

processing capabilities need fast-growing data volumes and unpredictable users. Also, the web 

industry was seeking greater agility and flexibility so applications could rapidly evolve without 

interruption of the system. Compliance systems get data from internal systems such as trading, 

bad reputation, insurance, loans, and customer relationship management. The systems also get 

data from external sources such as government records, historical and real-time news, and 

financial data.56  

The book goes further to state that the technology on big data creates search engines that have 

rules and key indicators to pick out weak signals in huge information sets and transmit alerts to 

help in the early detection of fraud.57 Big data helps in storing time stamps and results as well as 

related information within a single trial. This information is significant to this research as it helps 

in understanding the basis of consumer protection in fintech lending.   The limitation in this book 

is its major focus on the developed countries and it fails to be critical on how the use of big data 

can be used in such countries. To this end, this research gap is addressed in this study.  
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Pranay Gupta and T Mandy Tham start by providing an outline of how fintech has disrupted 

financial services.58 They have discussed the digital economy enablers and provided the current 

state of fintech which includes funding developments and trends, major players and investors, 

how traditional financial institutions are responding to the disruptive technology, and the future 

trends.59 Gupta and Tham go further to discuss key digital economy enablers and underpinning 

technologies including machine learning, AI, open banking, digital payment, crypto assets, 

blockchain implementation, distributed ledger technology and blockchain, data bank and data 

science, and digital identity. This helps build trusted digital identities and data hubs with clear 

authentication and identification for customer consent in addition to security and privacy.  

Gupta and Tham delve into investment management, capital markets, and the segment of asset 

services that have been affected by fintech disruptions and innovations. Further, crowdfunding 

and lending innovations have been examined including insurance and technology (InsurTech), 

regulatory technology (RegTech), and wealth and technology (WealthTech).60 Gupta and Tham 

finish by examining technology effects in the sector of fast and moving consumer goods and 

undertake a discussion on the legal effects of fintech and the need to develop sets of talents and 

skills for the digital economy. Risk management and digital governance are currently the focus 

of several central banks as key digital economy enablers as are policies for data residency that 

govern the responsible, ethical and proper use of data.61 This research study establishes the 

relevance of embracing recent development in fintech.  However, it fails to capture the realities 

that inform the rising uptake of these fintech services particularly in the developing countries 
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context. This research fills the gap by exploring and recommending the issues of unemployment, 

mental health challenges associated with the fintech services among the youths, and it proffers 

recommendations on how they can be issued.  

Karen G Mills focuses on capital needs for small businesses and how technology has 

transformed the lending market for businesses.62 Small businesses support the US economy in a 

great way through innovation, job creation, promote social mobility, and support the middle 

class. However, small businesses are not included in models for economists and they influence 

policy-making circles in Washington in a very little way. Capital is the backbone of small 

businesses that require credit to start, grow and operate. Historically, they depended on banks for 

capital. However, after the financial crisis in 2008, credit markets froze and banks stopped giving 

out credit to businesses.63 Small businesses were hit hard and recovery of the credit conditions 

has been slower. Securing credit for small businesses became harder which opened the door for 

new lenders and technology.  

Mills discusses that when fintech entrepreneurs first entered the market, it appeared they had the 

opportunity of dramatically changing the lending landscape for small businesses. However, the 

process became more complicated. The new entrants majorly focused on customer experience 

which traditional banks could easily replicate. This takeoff phase that was aborted led to the 

market development phase and it included new players such as Square, American Express, and 

Amazon. AI and big data were used to help small businesses. The market is full of challenges as 
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it is difficult for lenders to determine creditworthiness for the business and most of the time 

borrowers do not know the kind of loan they need.64  

According to Mills, the current regulatory system in the US inhibits innovation and fails to 

protect borrowers in small businesses from bad lenders. Better regulatory structures and lending 

principles in the era of AI and big data are needed with lessons from China and the UK.65 The 

regulatory framework should protect the businesses while encouraging innovation. Bold actions 

will be required to streamline contradictory and overlapping jurisdictional issues. The regulations 

should protect borrowers and create a transparent environment. Despite the revelations, this 

contribution is limited in the sense that it does not reveal the same situation in the context of a 

developing country.  This gap is satisfied in this research, and additionally it will    apply insights 

from the book to fintech lending in Kenya, challenges of consumer protections, and the 

formulation as well as the implementation of proper regulatory frameworks. 

Alessandra Tanda and Christiana-Maria Schena analyse the evolution of business models 

and strategies used by financial institutions that use technology to provide financial services and 

products. Different sources with different strategic approaches used by BigTech, TechFin, and 

fintech companies have been highlighted. Tanda and Schena underline strengths, weaknesses, 

and distinctive patterns. The European market is the main focus for analysis under investigation 

in light of similarities and differences of different markets.66 Re-bundling and unbundling of 

productive finance processes, information treatment, and innovation levels in customer 

relationships show intense changes that banking activities for service providers of financial 
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services are dealing with currently, particularly in the retail department. Despite implementation 

strategies by the main international banks, the level of fintech disruption is not understood fully. 

Tanda and Schena highlight features of BigTech, FinTech and mandatory operators after which 

they present current views on the regulatory frameworks in Europe. They clarify differences 

between BigTech, FinTech, and TechFin with the exclusion of Tech companies that provide 

financial intermediaries technological solutions.67 They analyse TechFin and FinTech financial 

activities with an emphasis on the business model peculiarities compared to traditional financial 

institutions such as banks. Differences in FinTech companies have been highlighted as well as 

their competitive strengths in comparison to incumbent companies. Subsequently, there is an 

analysis of the strategies that banks have been using to determine how they have incorporated 

digitisation and technological development into their businesses. The three bank categories that 

have been used to highlight the strategic approaches used include international banks, small 

banks, and native digital banks.  

Tanda and Schena address a section of the regulatory issues while referring to the regulatory 

scope and boundaries of the activities. Initially, the 'wait-and-see' approach towards regulations 

was internationally determined with the perception that the intervention by hasty regulations 

would undermine the positive effects of innovation.68 Currently, regulators are taking 

coordinated action to limit risks and close gaps for regulatory arbitrage. Failure to control and 

regulate activities of financial companies constitutes significant threats in the protection of 

investors and customers as well as resilience terms of the financial market and stability. Finally, 

Tanda and Schena conclude by pointing out considerations for future development in the 
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financial system and banking.69 This study is limited in terms of comparing the traditional 

banking format and fintech banking services. This gap is filled in undertaking this research, and 

it further applies the commitment of traditional financial institutions in digitising their financial 

services and collaboration with fintech to meet the preferences and demands of customers.        

Anja Kovacs poignantly discusses how policies on cybersecurity in India are an uneven 

patchwork. She points out that technology users lose out in instances where intelligence agencies 

and law enforcement interests are not supportive. Kovacs uses India in her illustrations where 

she states that in 2000, it was one of the first countries to pass electronic commerce and 

cybercrime laws. Further, in 2019, consumer protection laws in the digital age were also 

approved. However, it still lacks laws on the protection of personal data.70 As a result, loosely 

worded provisions allow agencies to access as well as retain personal data. Consumers are 

disadvantaged because the government has prioritised digital space control and surveillance over 

cybersecurity.71 

Kovacs states that in 2017, the Supreme Court of India delivered a landmark judgment which 

was a confirmation that under the Indian Constitution, the people of India enjoy the right to 

privacy. This decision went against the position of the government that privacy was not a 

fundamental right. Two years later, India still did not have provisions on the protection of 

personal data. A draft Personal Data Protection Bill as well as a report called, 'A free and fair 

digital economy: Protecting privacy, empowering Indians’ were released in July 2018. In 2019, 

intelligence agencies indicated their want of stronger protection under the bill. However, the bill 
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emerged as a tool for regulation of how personal data was used by public and private actors but 

not as a tool aimed at protecting the rights of users.72  

Consumer protection has also been discussed by Kovacs where she states that Indian laws on 

consumer protection need to be updated. Legislation on consumer protection was first introduced 

in parliament in 2015. In August 2019, the Consumer Protection Act 2019 was passed. It 

repealed the Consumer Protection Act 1986. Further in November 2019, the Consumer 

Protection (e-commerce) Rules 2019 were open to public discussion. Contents of the provision 

ranged from the display of information by e-commerce, precautions for the protection of 

consumer rights, to redress procedures for grievances.73 This research will use Kovacs’ pointers 

to help in filling the gaps in the protection of personal data in fintech lending in Kenya.                 

Inna Romanova and Marina Kudinska discuss how the banking business has been changed 

globally by innovations and technologies.74 Fintech has become an important aspect of banking 

as nonfinancial institutions that provide payment services are posing stiff competition to banks. 

The banking business landscape has been changed by fintech which has come up with innovative 

solutions. The fintech boom is seen by other actors in the financial services field as a threat to 

what is considered traditional banking.75 

Romanova and Kudinska have extensively analysed recent trends both in banking and fintech to 

establish development in the market, existing practices in the fintech field, and identify the risks. 

The analysis made by the authors will provide recommendations to be used by regulators to 
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ensure fintech risks are reduced. This will in turn address the main objective of the study of gaps 

in the regulation of fintech lending in Kenya.       

Nicholas Ryder, Margaret Griffiths, and Lachmi Singh have provided a detailed overview of 

commercial law areas and policies behind the said areas. They have dealt with traditional 

commercial law areas such as the sale of goods and the law of agency.76 However, other modern 

areas of law such as consumer credit law, finance law, and banking law have also been 

considered. According to the authors, radical legislation was introduced to protect businesses and 

consumers as well as encourage economic growth. Modern areas of commercial law discussed 

by the authors will be applicable in this research study as far as regulation of fintech lending in 

Kenya is concerned, because there is a gap in the research in terms of being contextualized in a 

developing country that has a rapidly spreading uptake of fintech services.   

James Steven Rogers discusses the law on negotiable instruments by pointing out that there has 

been development in modes of payment that have become more complex.77 This type of 

development in most law fields would be seen in the additions or changes to the structure of 

legal rules. Each of the new payment systems has led to the development of a different legal 

body. Efforts to come up with a unified legal body for systems of payment have been 

unsuccessful. Rogers goes further to state that laws on modern systems of payment are a mess.78 

There have been several publications in the application of traditional doctrines to modern 

transactions. He provides an account of how the law can be changed to suit new modes of 
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payment. Rogers believes and this research also supports the need for changes in the law to suit 

development in fintech. However, there is a gap in the applicability of these changes because 

Rogers approach is quite broad. This gap is addressed in this research by narrowing the focus to 

a case study of Kenya and it underpins what is needed to implement the different changes in the 

fintech lending laws to promote consumer protection.  

Jaivir Singh’s work points out that the need of regulating particular aspects of the market 

economy is acknowledged widely. Legal and institutional mechanisms are used by several 

agencies in India to achieve this. Singh states that regulation might be related to law intimately 

but it surpasses it. He states that there has been organic growth of basic literature on regulation as 

a response to the Western Europe and United States markets.79 Singh tries to understand the 

context within which regulation in India has unfolded under circumstances different from those 

in other jurisdictions. He also emphasizes how the regulatory issues go beyond national 

boundaries and affect the international sphere in this era of globalization.80 Some papers in the 

book delve into the discussion of conceptual issues while others focus on how regulation has 

been affected by the political economy and pressure emanating from international organizations. 

Banking and finance which are relevant to this research have also been discussed.  The limitation 

with this scholarly contribution is that there are myriad generalisations about fintech and its 

impact on an international platform, without a clear cut example of how this is the case. To fill 

this gap, this research will focus on the situation in Kenya, and how the data protection laws 

need to be improved in relation to what other international countries are doing for the sake of 

protecting the Kenyan consumers.  
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1.10 Limitations of the Study 

The Fintech lending industry in Kenya is growing rapidly and the business complexity poses new 

challenges to different companies.81 This also has an impact on its regulation as the legal wheel 

has to keep reinventing itself. Therefore, the findings of the study are not a complete 

representation of fintech lending in Kenya but a snapshot resulting from a qualitative study. 

Additionally, fintech is regarded as a new market trend.82 As a result, little research was 

previously conducted. This became a limitation in building up the literature review.   

1.11 Chapter Breakdown  

Chapter One has introduced this research study. Background of the study, statement of the 

problem, justification of the study, research objectives, research questions, theoretical 

framework, research methodology, literature review, limitations of the study, and research 

hypothesis have been discussed in this chapter. The general objectives of financial regulation 

include consumer protection, data protection, caps on interest rates, and provisions on 

competition. However, this thesis will focus on tackling consumer protection.    

Chapter Two analyses the regulatory framework applicable to fintech lending systems in Kenya 

as well as the existing gaps and how the regulatory framework has been enforced in Kenya. The 

said regulatory framework includes the Constitution of Kenya 2010, Central Bank of Kenya Act, 

Cap 491, Banking Act, Cap 488, Consumer Protection Act, No. 46 of 2012, Microfinance Act, 

No. 19 of 2006, National Payment System Act, No. 39 of 2011, Kenya Information and 
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Communication Regulations 2010, and Data Protection Act, No. 24 of 2019. Further, the practical 

problems of transparency and exploitation in consumer protection regulation operationalized by 

the Kenyan government are discussed. The insufficiency of consumer protection regulatory 

frameworks from the fintech lending systems in Kenya within the banking regulation is 

evaluated. The potential risks and benefits of unregulated aspects in consumer protection from 

fintech lending systems in Kenya are critically reviewed. More so, the challenges faced by 

fintech lending regulating institutions in Kenya are assessed. 

Chapter Three entails a detailed discussion of the enforcement of laws and regulations. The 

chapter contains a detailed discussion of two fintech lenders in Kenya are M-Shwari and Tala.  

More so, it discusses the enforcement mechanisms. Further, the two foreign jurisdictions that this 

chapter will focus on are South Africa and the UK, their regulatory frameworks and enforcement 

of the same, and how the countries have succeeded and failed in equal measures.       

Chapter Four addresses the conclusion, key findings, and recommendations. The conclusion is a 

summary of key points, key findings show what the study has revealed and recommendations 

suggest how gaps in fintech lending in Kenya can be filled. The recommendations will also 

undertake a discussion of the different methods and regulatory suggestions to be adopted for 

effective consumer protection regulation of fintech lending systems in Kenya.  
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CHAPTER TWO 

REGULATORY FRAMEWORKS APPLICABLE TO FINTECH LENDING IN KENYA 

2. Introduction 

Regulatory frameworks, tensions arising from the regulations, and challenges facing regulators 

are dealt with in this section. The creation of unified laws and policies on fintech lending has not 

been successful in most developing countries including Kenya. This is because new technologies 

are in place but a lot of regulatory focus is still on traditional banking systems.83 Compared to 

fintech, traditional banks are prudently regulated to minimise failure and extreme costs that 

might result from the failure.84 Additionally, the formulation and enforcement of regulations and 

legal principles are slower compared to the pace at which fintech is developing. Eventually, this 

leads to a steadily widening gap between regulation and new technologies.85 However, having a 

timely legislative intervention to support existing laws and fill the gaps will ensure the law is 

current and relevant. Therefore, it is helpful to acknowledge the fact that the growth of fintech 

has brought about some concerns which cannot be tackled adequately by regimes that are 

currently in place.86  

Consumer protection is one of the key objectives of financial regulation in Kenya. Focus on it is 

relevant because the flow of information from lenders is constrained while levels of education on 

consumer rights are lower. Therefore, strengthening consumer protection in fintech lending will 

go a long way in solving the issue. Regulators in fintech lending have the authority of improving 
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consumer protection through the amendment of legislation and putting more in place.87 The CBK 

has been watchful and provided oversight but the same has not been extensive and exhaustive. 

This thesis focuses on a critical analysis of the underlying issues in fintech lending and consumer 

protection, regulatory frameworks in place on the same, regulatory institutions, and challenges 

facing the said institutions.                  

2.1 Tensions Arising from Fintech Regulations 

2.1.1 Financial Inclusion v Consumer Protection 

The goals of financial inclusion involve a widespread promotion of fintech lending throughout 

the country. However, financial inclusion goals seem to clash with traditional regulatory 

objectives such as consumer protection. There are two reasons why consumers need to be 

protected. First, there are few options available to consumers but to contract on terms presented 

by powerful fintech lending companies. Second, the companies have the capability of exploiting 

information in their favour.88  

On the contrary, the theory of exploitation has failed to prevail among economists who do not 

regard it as a justification for protecting consumers. This is because the theory fails to consider 

the competition that gives companies bargaining power. Also, it is because consumers do not 

know much about contracts and products compared to professionals. Sometimes it is argued that 

only a restricted role should be played in consumer protection because it is efficiently achieved 

through the operation of open and free markets. According to economists, the law is only 

required to intervene in markets where foul play thrives although the issue can be undertaken 
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cost-effectively. While accepting financial inclusion and consumer protection, it is important to 

acknowledge that certain approaches can be viewed from either perspective.89  

2.1.2 Transparency 

Information in fintech can be presented differently particularly where different fees are charged 

by multiple entities involved.90 This makes it challenging for consumers to determine the final 

costs. Simplified disclosure of the terms and conditions of fintech lending can help consumers in 

making informed decisions that would help in avoiding issues such as loan defaults. Putting in 

place regulations that assure the protection of consumers when anything goes wrong allows them 

to have a preference based on convenience, service, and price regardless of whether the provider 

is a new entrant or existing.91 Transparency is a pillar of modern regulation which aims at 

promoting market discipline, allow for timely intervention by regulators, and ensure there is 

competition.92 On the contrary, transparency could have little or no impact on financial choices 

and behavioral practices.93 It is believed that some individuals with little to no education94 have a 

high likelihood of making financial mistakes regardless of disclosure quality.95 To this end, 

additional information should be availed to consumers; the information should be broken down 

and translated to different local dialects that are easy to understand for such individuals. The 

information should be made readily available through brochures, incorporated in different radio 
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station advertisements and programs, community hall messages, and the setting up of different 

informative booths in strategic locations where people are encouraged to visit and seek guidance 

and clarification. To address the susceptibility of individuals with little to no education is to 

make knowledge and information about fintech lending as accessible as possible. The masses 

need to be sensitised about the benefits, processes and risks they are exposing themselves to by 

assenting to the services of the different fintech lending firms.  It is also necessary to consider the 

economic interests that are pushing more people towards adopting fintech lending apps;  in the 

same way these consumers are being informed about the obligations and content of the lending 

apps, they should be adviced that the money they are using should not be used for recreational 

purposes, but rather they should be adopted for self-development aspect. The consumers should 

be adviced not be overly reliant on these fintech apps as they risk getting trapped in a cycle of 

borrowing and repaying debts.  The incessant repayment demands that are used by these fintech 

firms to get back their money which include calling people on the borrowers’ contact list 

contributes to evasive measures by customers where they switch mobile networks, and for others 

the embarrassment that follows contributes to depression, stress and other mental health 

challenges. 

2.1.3 Overlapping Jurisdiction 

The Central Bank of Kenya (CBK) which is the main regulatory agency has the authority of 

regulating consumer credit from banks as well as other credit products. The said authority needs 

to cover fintech firms. However, this is not an exclusive oversight as other regulators in Kenya 

such as the communication and insurance share it. This is an indication that regulators do not 
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have the exclusive responsibility of regulating fintech products.96 This allows several products to 

pass through the regulatory gaps. Having different regulatory regimes can lead to diverse rights 

and a deviation from consumer protection.97 Consumers may not fully understand the regulations 

applicable to certain transactions because different regulatory bodies govern different fintech 

institutions. As a result, consumers are not sure of their redress rights or the regulatory 

institutions to turn to in case problems arise. To remedy against this it is advisable to similarly 

disseminate information about redress possibilities, processes and the options available to the 

consumers. The redress options should be condensed to simple to follow steps that guide the 

consumers to different departments/institutions where they can go to get assistance and be 

provided with avenues on how to seek redress.  

2.1.4 Data Protection 

Personal data of consumers are more often handled by third parties who put it at risk of being 

accessed and used inappropriately. The current legislation in Kenya does not define who is 

allowed to have access to data, when, how, and under what circumstances. This makes it difficult 

to protect consumer data while conflicting with the regulator's desire to prevent financial crimes. 

Law on data protection should integrate data on fintech to ensure that it is not put to undesirable 

use. It is not clear who is authorized to have access to an individual's data.98  

Data protection in developing countries shows a patchwork of regulations issued by different 

agencies that have overlapping jurisdiction as well as oversight; 99however, this is not applicable 
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to the Kenyan situation because there is specific data protection legislation that is implemented 

by specific authorities. Designing and enforcing data protection rules would require coordination 

between regulatory and supervisory authorities as fintech affects different sectors such as 

telecommunication and banking. Regulations to be put in place should be robust and consistent 

to hold fintech lenders responsible for the protection of data and should be held responsible for 

any misuse or breaches. On the other hand, the regulations should be neutral because imposing 

specific protocols and standards on an industry that is rapidly evolving can hinder innovation.100          

2.2 Regulatory Frameworks   

2.2.1 Constitution of Kenya 2010 

The Constitution is the supreme law of the land and the basis for other legal provisions on 

fintech lending and consumer protection. The Constitution provides for consumer protection 

under Article 46 (1) which states that consumers have the right to “goods and services of 

reasonable quality, to the information necessary for them to gain full benefit from goods and 

services, to the protection of their health, safety, and economic interests, and compensation for 

loss or injury arising from defects in goods or services.” Data protection for a consumer is 

further provided for under Article 31 (c) and (d) which state that “every person has the right to 

privacy which includes the right not to have information relating to their family or private affairs 

unnecessarily required, or the privacy of their communications infringed.”   
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2.2.2 Central Bank of Kenya Act, Cap 491 

The CBK is the main regulatory body responsible for the formulation and implementation of 

monetary policy.101 Section 4 (1) of the Central Bank of Kenya Act states, “The principal object 

of the Bank shall be to formulate and implement monetary policy directed to achieving and 

maintaining stability in the general level of prices.” Under section 34 (2) additional services 

considered to be desirable may be provided by the CBK to institutions in Kenya. Section 34 (3) 

of the Central Bank of Kenya Act goes further to list the institutions which include a specific 

bank, financial institution, microfinance bank, and any person or body of persons which the CBK 

may recommend then prescribed by the Minister. This is an indication that the body of a person 

or persons may include fintech lenders. Be as it may, the CBK has been receptive to fintech 

where it allowed implementation of transfer services for mobile money when there was no 

legislation in place to govern the innovation. This critical decision led to financial services 

development and a basis for fintech innovations growth.102  

On the contrary, fintech lending practices in Kenya were intensely scrutinised and caused 

outrage from regulators and the public. One of the reasons for this was that principles of 

consumer protection could not be met. Terms and conditions offered contravened consumer 

protection laws with vague solutions being offered.103 This is evident in Civil Suit No. 400 of 

2016, Consumer Federation of Kenya (COFEK) v Commercial Bank of Africa, Central Bank of 

Kenya and Safaricom Limited where the Petitioner moved the court in seeking that additional 
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sums that the 1st Respondent charged was unconstitutional and illegal, contrary to the Banking 

Act. The Petitioner prayed that the CBA be compelled to ensure full compliance with the 

Banking Act. Although the Petition was dismissed, the court pointed out that the CBK exercised 

its mandate of approving the M-Shwari product on the condition that the facilitation fee of 10% 

of the disbursed amount is reduced to 7.5%. In December 2020, concerns were raised by the 

CBK on fintech lending practices considered to be predatory.104 The CBK governor pointed out 

to parliament the need to protect consumers from lending practices that are unfair and plans to 

put in place laws that scrutinise fintech lenders.        

There is a proposed Central Bank of Kenya (Amendment) Bill, 2020 (National Assembly Bill 

No. 21) whose aim is to bring the digital financial sector under the jurisdiction of the CBK.105 

The bill was first to read on 28th July 2020 then it was handed over to the relevant committee for 

further action. The second bill, the Central Bank of Kenya (Amendment) Bill, 2020 (National 

Assembly Bill No. 47) intends to introduce licensing of fintech lending platforms. The first 

reading of this bill was done on 25th February 2021 then handed over to the relevant committee. 

The Central Bank of Kenya (Amendment) Bill, 2021 which is the third was gazetted on 16th 

April 2021. The evolution of the current legislation will help meet the changing public interest 

and consumer protection while promoting innovation. On the contrary, the regulator is given 

wide discretionary powers by the laws which should be exercised judiciously to avoid stifling 

innovation.          
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2.2.3 Banking Act, Cap 488 

This provision is the anchor for banking operations in Kenya and a legal basis for the operation 

of fintech lending. The Banking Act identifies lending as a characteristic that constitutes a 

bank.106 Fintech lenders are not considered as banks per-se in respect to how a bank and banking 

business is defined. Under section 2 (1) of the Banking Act, a bank is defined as “a company 

which carries on, or proposes to carry, banking business in Kenya but does not include the 

Central Bank.” Further, the banking business does not define the mode of lending in fintech 

lending where money is lent on no deposits held by the financial institutions. Digital lenders do 

not take deposits. Therefore, they are not defined as banks and cannot be regulated by the CBK.  

On the contrary, fintech lenders are partly in banking because of the lending business through 

financial institutions in lending such as SACCOs and microfinance institutions that have not 

been regulated by the CBK would also be affected by this argument. These institutions have 

specific regulators. SACCOs have SACCO Societies Regulatory Authority while microfinance 

institutions have the Microfinance Unit in the Ministry of Finance.107     

2.2.4 Consumer Protection Act, No. 46 of 2012 

Section 4 provides for purposes of the Act which are “to promote and advance the social and 

economic welfare of consumers in Kenya by establishing a legal framework for the achievement 

and maintenance of a consumer market that is fair, accessible, efficient, sustainable and 

responsible for the benefit of consumers generally, reducing and ameliorating any disadvantages 

experienced in accessing any supply of goods or services by consumers, promoting ethical and 

                                                           
106 Section 2 (1) (d), Banking Act (Act No. 10 of 2010) 
107 Abd EESA, ‘The regulatory and supervision framework of microfinance in Kenya.’ 3 International Journal of 

Social Science Studies, 2015, 123. 



39 
 

fair business practices, protecting consumers from all forms and means of unconscionable, 

unfair, unreasonable, unjust or otherwise improper trade practices, including deceptive, 

misleading, unfair or fraudulent conduct, improving consumer awareness and information and 

encouraging responsible and informed consumer choice and behavior, promoting consumer 

confidence, empowerment and the development of a culture of consumer responsibility through 

individual and group education, vigilance, advocacy and activism, providing a consistent, 

accessible and efficient system of consensual resolution of disputes arising from consumer 

transactions, and providing for accessible, consistent, harmonized, effective and efficient system 

of redress for consumers.” There are no express provisions in the Act on fintech lending. 

However, based on how the provision is interpreted, fintech lending is regulated under the Act.   

2.2.5 Microfinance Act, No. 19 of 2006 

Microfinance institutions are directly regulated by the CBK but limits are placed on the activities 

to engage in. Activities that microfinance institutions are not allowed to engage in include 

enterprise capital investment, undertaking trade-in wholesale or retail, securities underwriting, 

and purchase.108 Also, the money lent by microfinance institutions that do not take deposits 

should be their own money. This brings in the similarity with fintech lenders who gain interest 

for lending their money. A distinction is brought in under section 11 (1) where microfinance 

institutions are expected to have minimum capital requirements before they are allowed to 

operate.109 This is a requirement that does not exist in fintech lending. This then establishes the 

position that an organization cannot be classified as a bank just because it is in the finance sector 

and does not have to be regulated by the CBK. 
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The Microfinance Act touches on fintech lending in the definition of what microfinance business 

is. It states that microfinance business provides loans as well as other facilities to households 

with low income and small enterprises.110 Additionally, there is a similarity between 

microfinance institutions and fintech lending in what constitutes them and the law. For instance, 

M-Shwari allows for saving and withdrawal at will which questions whether it is a microfinance 

institution. It has therefore been established that fintech lenders are involved in microfinance 

although they are not as conventional as microfinance institutions. They take part in 

advertisements, accept applications for loans, determine the eligibility of borrowers, issue loans, 

and deal with defaulting customers. The only difference between fintech lenders and 

microfinance institutions is that the latter uses traditional business processes and marketing 

methods while the former has deployed technology.111      

2.2.6 National Payment System Act, No. 39 of 2011 

This legislation was developed for purposes of addressing gaps in online and mobile payments as 

well as prevent money laundering among other reasons. The Act is relevant in the regulation of 

fintech lending because it was put in place with the sole purpose of regulating how transfer 

services of mobile money are conducted. On the contrary, this development came into existence 

before fintech lending became a common phenomenon. Therefore, fintech lending activities 

were not anticipated as they were a non-issue at the time. However, the existence of this 

legislation is a signal of how changes in financial services were considered.112    
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2.2.7 Kenya Information and Communications Regulations 

The Kenya Information and Communications Act equates electronic copies of documents with 

critical information such as contracts, to hard copies of documents. It then gives them legal 

standing.113 This legal provision was put in place to create a conducive environment for the 

growth of fintech and to put into consideration changes in technology that would lead to efficient 

service delivery. The Kenya Information and Communication (Consumer Protection) 

Regulations 2010 and the Kenya Information and Communication (Dispute Resolution) 

Regulations 2010 under the Kenya Information and Communications Act have set out consumer 

rights that apply to fintech lending. The rights and responsibilities of consumers have been 

outlined in the regulations with specific provisions defining service providers' obligations related 

to the handling of complaints, disclosure of information, data privacy, and billing information. 

Service providers are also required to submit a commercial code of practice that defines their 

compliance procedures and policies for approval.114 

In 2016, an order was issued by the Competition Authority of Kenya that required lenders to 

make a declaration to their clients of fees charged before advancing loans.115 This came as a 

result of complaints from consumers that fees of financial products were being hidden by 

lenders. The Communication Authority requires licensees to lodge complaints as well as make 

inquiries about the services. This is an indication that the Communications Authority applies the 

same criteria used on physical goods and services to technological products and services. 
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2.2.8 Data Protection Act, No. 24 of 2019 

This provision aims at giving effect to the right to privacy provided for by the Constitution of 

Kenya under Article 31. In doing so, express provisions under the act provide for how data from 

consumers should be handled and protected.116 The Data Protection Act is important to fintech 

lending that largely deals with data from consumers. Some fintech lending apps request 

permission from users to access their data such as personal contacts, CRB records, and their 

account balances. However, all these apps read location data, contacts and have access to 

network connectivity data.117 The purpose of this could be because of geo-locating the loans to 

Kenya. In spite of this, these apps have unfettered and continuous access to location data, which 

infers that they easily track the movements of the borrowers.   For example, Okash demands the 

user to provide it permission for extra location, which means that it will get access extra location 

provider commands. These apps run from the start-up of the phone, which prevent it from 

sleeping raising concerns from the perspective of data protection; such as data minimisation and 

transparency. It is questionable whether these loan apps have to examine the movements of the 

borrowers at such a close and constant level.118 Other concerns that illuminate concerns for data 

protection are for instance Branch’s requirement to access the microphone of the borrower’s 

phone for the sake of recording audio. Similarly, OKash requires access to the calendar of the 

user; and it insists permission to modify or add the different calendar events, as well as email 

different guests without the knowledge of the borrower. Most of these fintech lending apps read 
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the status of the phone, their identity and text messages on the phone. This permission is not one-

off, instead it is constantly required.119   

Whereas, this Act addresses loopholes that exist in fintech lending related to violation of privacy 

on consumer data, there are several weaknesses that not only warrant the undertaking of this 

study, but also underpin the focus of the need to improve the existing legislation on consumer 

protection from fintech firms. For example, the Act120 guarantees the right to privacy, but from 

the foregoing examples, the right to privacy seems to only encompass the privacy of 

communications; the model of the non-deposit taking apps is dependent on examining personal 

data on their phones and then proceeding to make inferences such as the creditworthiness of the 

borrower. This is an infringement of privacy. More so, the Act provides for lawful, fair and 

transparent processing,121 the fintech lending apps provide useful information such as the overall 

cost of loans in the apps, at times even before the downloading commences. Nevertheless, the 

information on aspects of data was not as explicit; for instance, even when the app explains that 

it relies on the data from the phone of the borrower to ascertain the different limits on credit; the 

parameters adopted in ascertaining this creditworthiness are unknown to borrowers. This was 

apparent during the COVID-19 pandemic following the government’s declaration that consumers 

should not be added to credit reference bureau (CRB), and since these fintech apps directly 

linked their creditworthiness algorithm with the CRB reference, almost instantly most of these 

apps suspended the loan limit systems even for the customers who had developed a positive 

borrowing rate of borrowing and repaying on time.  Concerning purpose limitation in the 
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Act,122fintech apps are renowned for being directly connected to data analytic systems, and this 

raises issues of whether the data collected is employed for additional purposes other than the 

creditworthiness of the borrower. There are traditional banks that send prospecting messages to 

potential customers; indicating the loan amounts that they qualify for, but they do not disclose 

how they arrived at these loan limits. This underpins that banks rely on the information analysed 

or collected from different sources. Therefore, such information is obtained from other purposes, 

and is likely not linked to other purposes of prospecting to new customers.  

Another weakness of the Act is encapsulated in the Data protection by design and default 

clause,123 whereby the digital lending apps failed to promote and protect data protection through 

design. For instance, these fintech apps do not incorporate meaningful consent, they have 

insufficient information on the different types of data they are collection. Consumers do not 

know how long the data collected is stored, and with whom it is shared with. More so, there is 

inadequate communication to consumers on the different processing that impacts their interests. 

Another limitation of the Act concerns data portability,124 in the sense that the fintech apps do 

not provide information on how they can port their data to different service providers. These 

fintech firms are required to incorporate interoperability as part of their system design. It is also 

prudent for the regulator to intervene so that borrowers are not locked to a particular lender. 

Moreover the Act discusses protection from automated decision making,125 whereas the apps 

inform the borrowers that the data they collect is for determining their creditworthiness, it 

nevertheless remains a decision making process that is automated. These apps fail to provide 

redress mechanisms for the many borrowers who are aggrieved by the decision making from the 
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automated processes.  The foregoing limitations reveal that additional improvements need to be 

incorporated into the Act, with a unified regulatory regime being one of the solutions needed in 

fintech lending.          

2.3 Challenges Facing Regulators 

The regulators in fintech lending include the Central Bank of Kenya, the Communications 

Authority of Kenya, the Capital Markets Authority, the Competition Authority, and the 

Insurance Regulatory Authority. The regulators face numerous challenges in the formulation and 

implementation of rules and policies. For instance, they face the challenge of being unable to 

forecast what will happen in the future because of the rapidly changing technology. The inability 

to predict technological evolution forces the regulators to only put in place rules for current 

problems. However, there are possibilities that problems will arise concerning the rules once new 

technologies come into existence. This has been brought forth by fintech lending which 

leapfrogged traditional systems. With continuous innovation, the regulators must find 

frameworks to cope with uncertainty.126   

When multiple regulators are in place, companies tend to select those in their favour. For 

instance, they select lenient regulators or capitalise on beneficial rules. This is a problem where 

regulations have not been put in place to cater for different services that could be supervised by 

at least one supervisor. With the presence of various alternatives, they can settle for an option 

that may not be the best for the industry or society. An argument that it is desirable to have 

several regulators in place because institutional learning can be fostered through the expansion of 

desirable legal models and elimination of obsolete ones may practically not be possible. This is 
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because government interests are not aligned with those of companies. Companies aim at 

maximizing profits while the government focuses on maximizing societal welfare. Companies 

wish to apply rules that may not be beneficial to society.127      

Regulatory frameworks that have been proposed by the government need further scrutiny. For 

instance, there should be more express provisions that guarantee customer protection in the 

contract between the fintech lending firms and the borrowers. For instance, the warning from the 

CBK pointed out that establishing the Authority meant digital fintech products could be 

developed by banks beyond the regulatory frameworks for traditional banks. This could be 

because fintech firms are not subjected to regulatory requirements for capital, disclosure of 

mandatory information, and measures for a public policy such as caps on interest rates than 

traditional banks are required to meet. Innovation may be interfered with by overlapping 

jurisdictions as the firms may not be sure of the regulators to comply with when new products 

are being launched.128  

     

2.4 Conclusion 

It is almost impossible to look at fintech lending without focusing on consumer protection which 

is considered an important legal issue. For instance, the goal of financial inclusion by fintech 

lenders may clash with traditional regulatory objectives such as consumer protection. This is 

because companies have the capability of exploiting information in their favour while consumers 
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have no option but to contract on terms presented by powerful fintech lending companies. Other 

issues such as transparency, overlapping jurisdiction, and data protection are crucial in fintech 

lending and consumer protection. However, the issue of consumer protection does not go well 

with economists who argued that only a restricted role should be played in consumer protection 

because it is efficiently achieved through the operation of open and free markets. Regulators are 

facing challenges in the formulation of rules and policies but it has been established that 

legislation that is currently in place should evolve at a faster rate to fill the existing legislative 

loopholes and provide a fair playing field for both lenders and consumers. 

The current legal provisions apply to consumer protection both expressly and by implication. 

Consumer protection has been provided for under the Constitution of Kenya 2010. The Central 

Bank of Kenya Act provides for fintech lending by implication. However, consumer protection 

principles have not been met. As a result, the Central Bank of Kenya (Amendment) Bills aim to 

bring the digital financial sector under the CBK jurisdiction, introduce licensing for fintech 

lending platforms, and meet public interest and consumer protection needs while promoting 

innovation. The Banking Act identifies lending as a characteristic that constitutes a bank. 

However, fintech lenders are not considered as banks per-se in respect of how a bank and 

banking business is defined.  

Under the Consumer Protection Act, fintech lending has not been expressly provided for. In 

respect to the Microfinance Act, it has been established that fintech lenders are involved in 

microfinance though they are not as conventional as microfinance institutions. The National 

Payment System Act is relevant in the regulation of fintech lending where it provides for how 

transfer services of mobile money are conducted. Under the Kenya Information and 

Communications Regulations, consumer protection has been provided with an outline of 
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responsibilities for both consumers and service providers. The Data Protection Act addresses 

loopholes that exist in fintech lending related to the violation of privacy on consumer data.          
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CHAPTER THREE 

ENFORCEMENT OF FINTECH LENDING IN KENYA AND LESSONS FROM OTHER 

JURISDICTIONS 

3. Introduction 

This chapter focuses on M-Shwari and Tala in detail in addition to the enforcement mechanisms 

used for the applicable regulations. The chapter further undertakes an analysis of how fintech 

regulations in South Africa and the UK have been dealt with. A lot has changed in Kenya in the 

past fifteen years leading to the entry of fintech into the economy. The first factor that led to this 

is the increase in mobile phone use which provided further information for fintech lenders and 

banks.129 This led to the provision of a wide range of information about consumers which is later 

used by fintech firms and banks.130 Changes in regulatory arrangements in Kenya are the second 

factor to facilitate fintech lending entry. The emergence of several fintech lending services as 

permitted by the CBK in Kenya without the imposition of strict regulatory frameworks.131 The 

establishment of the Credit reference bureau was the third factor to change the landscape of 

consumer credit in Kenya. In 2010, the CBK launched Credit Reference Bureau, Metropole, and 

Creditinfo which helped financial institutions share information on consumer creditworthiness 

                                                           
129 Yermack D, ‘FinTech in Sub-Saharan Africa: What has worked well, and what hasn't.’ National Bureau of 

Economic Research, Working Paper No. 25007, 2018, 5. 
130 Obulutsa G, ‘M-Pesa has completely changed Kenyans’ access to financial services, this is how….’ CNBC 

Africa, 3 April 2019 - <https://www.cnbcafrica.com/news/east-africa/2019/04/03/m-pesa-has-completely-changed-

kenyans-access-to-financial-services-this-is-how/> on 14 July 2021  
131 Herbling D and Faux Z. ‘Kenya’s mobile lenders could be supervised by Central Bank.’ Bloomberg, 24 October 

2019 - <https://www.bloomberg.com/news/articles/2019-10-24/kenya-draft-law-proposes-central-bank-supervises-

mobile-lenders> on 14 July 2021 
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and loan defaulters.132 Other institutions use the information in determining whether individuals 

should be given digital credit.133                              

3.1 Enforcement of Fintech Lending in Kenya 

This section discusses M-Shwari and Tala, which are arguably two of the most popular and 

widely used fintech lending platforms. They are relatable and known to many borrowers, and 

their parameters of operation reveal how customers are exploited through the loopholes existing 

in the regulation.  

3.1.1 M-Shwari 

M-Shwari is a digital bank operating through M-Pesa and it was launched in the year 2012 

through the partnership between CBA and Safaricom.134 M-Shwari was remarkably taken up 

whereby 4.5 million individuals were actively using it with 10 million accounts having been 

opened. M-Shwari customers can access short-term loans payable within 30 days with a monthly 

interest rate of 7.5% despite not having a credit or banking history.135 Issuing of M-Shwari loans 

is based on a strict credit score cutoff assigned to consumers upon opening M-Shwari accounts, a 

score which the consumer knows nothing about.136 What is known to consumers is whether they 

are eligible for loans and their credit limit or how much can be approved.  

                                                           
132 Gaitho NW, ‘Role of credit reference bureaus on credit access in Kenya: A survey of commercial banks in 

Kenya.’ 9 (13) European Scientific Journal, 2013, 303. 
133 Getenga J, 'Parliamentary petition to disband the CRB mechanism is retrogressive, FSD Kenya Blog, 23 May 

2021 - <https://fsdkenya.org/blog/parliamentary-petition-to-disband-the-crb-mechanism-is-retrogressive/> on 14 

July 2021 
134 Ntwiga DB, ‘Credit risk analysis for low-income earners.' Kenya Bankers Association, working paper series No. 

02/18, 2018, 3. 
135 Totolo E, ‘The digital credit revolution in Kenya: An assessment of market demand, 5 years on.’ Financial 

Sector Deepening Kenya, 2018, 2. 
136 Ntwiga DB, ‘Social network analysis for credit risk modeling.’ unpublished Ph.D. Thesis, School of 

Mathematics, University of Nairobi, Nairobi, 2016, 8. 
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CBA has gained a competitive advantage within the banking industry because of M-Shwari. Its 

market share has grown dramatically and provided an important revenue source. The Kenyan 

banking industry has been transformed by M-Shwari with similar products being provided by 

competitors. M-Shwari disburses uncollateralized loans which start with small amounts of as low 

as Kshs. 100 to as high as Kshs. 10,000.137 The credit limit of an individual grows over time if 

they save and repay. Behind the process of approving loans, there are rules on credit scoring and 

approval based on the M-Pesa data of the user. The process of credit scoring provides individuals 

with loan limits that increase with the timely repayment of the loans.138 Failure to pay the loan on 

time, there is an extension of the repayment time for 30 more days with an additional facilitation 

fee of 7.5% charged on the unpaid balance.139 Borrowers are reported to CRB if they fail to pay 

the outstanding amount after 120 days. There is no locking of savings during the loan duration as 

M-Shwari savings are reclaimed to clear the loan.140        

M-Shwari consumers are assigned credit scores immediately upon signing up for accounts 

whether they want to borrow or not. A credit limit is assigned based on the credit score.141 For 

instance, consumers are assigned zero limits in instances where their scores are below cutoff 

levels. The said zero limits can be upgraded with time through saving in M-Shwari.      

                                                           
137 Prashant B, William J and Tavneet S, ‘Fintech and household resilience to shocks: Evidence from digital loans in 

Kenya.’ National Bureau of Economic Research, Working Paper No. 25604, 2019, 8. 
138 Ntwiga DB, ‘Can fintech shape the dynamics of consumer credit usage among the un (der) banked.’ Kenya 

Bankers Association, working paper series No. 04/19, 2019, 4.  
139 Owiti J, ‘Challenges faced in the strategic alliance between Safaricom and Commercial Bank of Africa in the 

provision of M-Shwari services.' published Ph.D. thesis, University of Nairobi, Nairobi, 2016, 17. 
140 Greenacre J, ‘What regulatory problems arise when fintech lending expands into fledgling credit markets?’ 229. 
141 Cook T and McKay C, ‘How M-Shwari works: The story so far.’ Consultative Group to Assist the Poor) and 

Financial Sector Deepening, 2015, 5. 
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3.1.2 Tala 

Tala is an international fintech establishment formerly called InVenture whose founder is 

Shivani Siroya. Her focus was the alleviation of micro-finance needs in developing countries 

where there was a lack of credit scores for business owners who often turned to loan sharks to 

get funding. The software was developed by the company which borrowers downloaded into 

their phones. Tala got numerous indicators of people's routines as well as responsibility levels 

from the app for purposes of estimating default risk associated with loan requests.142 The 

operation of Tala was in economies that were traditionally ignored such as the Philippines and 

Western Africa. No fee was charged with an 11% average interest rate.143 50% of the applicants 

were accepted by the company and over 6,000 loans were given out in the first year. Most of the 

said loans were small and ranged between 20 to 100 dollars. There was an 85% repayment rate 

with over 75% returned applicants for other loans. By 2016, approximately 20 million dollars 

had been loaned to more than 150,000 customers with over 90% as the average rate of 

repayment.144          

Tala is a fintech company seeking to provide consumers with digital credit through the use of 

technology. The two categories of data that are used by Tala in providing loans are behavioral 

and android device data. The consumer grants permission before data from their android phone is 

directly accessed. On the one hand, applications, operating system, and device type are the 

android data accessed by Tala. On the other hand, behavioural data entails how the consumer 

uses the Tala app and the types of pages that they visit on the app. Algorithms generated by 

                                                           
142 Adams S, ‘How Tala mobile is using phone data to revolutionize microfinance.’ Forbes, 29 August 2016 - 

<https://www.forbes.com/sites/forbestreptalks/2016/08/29/how-tala-mobile-is-using-phone-data-to-revolutionize-
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machines determine the weight that data point for each individual gets. Thereafter, the 

algorithms are used in evaluating data points that are picked up from phones of potential 

borrowers to determine the extent of initial loans.145  

Contrary to M-Shwari, Tala provides unsecured credit and cannot access the savings balance of 

the consumer. Additionally, Tala's capital is lent to consumers posing risks of the balance sheet 

to the firm.146 There has been a rapid growth of Tala since it was launched in 2014 where there 

have been over a million downloads of the app from the Google store.147  

3.1.3 Enforcement Mechanisms 

Particular fintech services, products, and players exist without any form of regulation. In cases 

where regulators are concerned about certain fintech services and products, the public has been 

issued with cautionary notices or warnings regarding interacting with products or providers of 

financial services that do not meet regulatory requirements.148 In cases where principles of 

consumer protection have not been met, for instance, where vague solutions are offered with 

terms and conditions contravening laws on consumer protection, warnings have been issued to 

consumers against taking the products up. The CBK has been keen on ensuring that Kenyans are 

protected from unfair practices. The Central Bank of Kenya (Amendment) Bill, 2020 gives the 
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CBK powers to supervise and regulate providers of financial services and products which 

include digital lending.149 

In March 2019, a regulatory sandbox was established by the Capital Markets Authority (CMA) 

for purposes of accelerating their understanding of the technologies coming up within the capital 

markets space.150 A regulatory sandbox refers to a framework that permits fintech standups to 

undertake live experiments in controlled environments under the supervision of the regulator. 

The different issues identified in this thesis as requiring regulation can be approached and 

resolved by a regulatory sandbox because the fintech firms will be put to the task regarding their 

different decision making processes, and what this means to the borrower, and whether this is 

within the existing laws. Innovative solutions, products, and services capable of deepening or 

broadening the capital markets are tested by the sandbox. Seven fintech firms were admitted for 

purposes of testing fintech solutions. In 2021, more admissions and successful exits from the 

sandbox are expected.151 New regulations, notices, or guidelines may also be adopted by the 

CMA as a result of an increase in activities in the sandbox and gained insights from the sandbox 

tests where broader regulatory or legal reforms are needed. New regulations aimed at governing 

specific innovations or business models that are not adequately addressed by the current 

regulations may be adopted or designed.  

Attempts have been made to increase collaborations between regulators across the border. This is 

a strategy aimed at supporting innovative solutions within the capital markets industry. The 

CMA will join 23 regulators globally to test innovative regulatory technology, business models, 

                                                           
149 Alonso N, Luis S, Fernandez MAE, Bas DS, and Kaczmarek J. ‘Reasons fostering or discouraging the 
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and financial services and products on a cross-border basis.152 The tests will be undertaken 

through the Global Financial Innovation Network (GFIN), a network of international regulators 

of financial services and related organizations with a common goal of supporting financial 

innovation. Some of the regulators that take part include the Monetary Authority of Singapore, 

the UK’s Financial Conduct Authority, and the Dubai Financial Services Authority.153 

Collaboration among players within the Kenyan fintech industry has been the key driver of 

growth. There has been the development of integration and partnerships between traditional 

institutions and players offering money services. An example is a collaboration between the 

CBA and Safaricom for M-Shwari to provide its fintech lending services.154 Fintech lending is 

one of the most common financial services offered by partnerships. Additionally, the 

collaboration has allowed the operation of certain fintech players without direct regulation.  

Fintech lending entails the processing of personal data for the services to be offered. The Data 

Protection Act regulates individuals who process the data which applies to both resident and non-

resident processors and controllers of data. Personal data processing is provided for under the 

Act which not only provides for the rights of data subjects but obligations of data processors and 

controllers. The first Data Commissioner in Kenya was recently appointed and set up the Office 

of the Data Commissioner with the mandate of implementing the Act. A Taskforce for the 

Development of Data Protection (General) Regulations was established by the Information and 

Communications Technology (ICT) cabinet secretary on 15th January 2021. The task force is 
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required to come up with regulations for clarity of Data Protection provisions. Further 

obligations may be placed on fintech lenders who are data processors or controllers.155                   

3.2 Lessons from other Jurisdictions   

In this section, the different lessons from the UK and South Africa jurisdictions are critically 

discussed.  Notably, it highlights how in South Africa fintech development has affected the 

traditional financial institutions that have made them appreciate the significance of remaining 

aware and involved in the development of novel and progressive business models. It illuminate 

show fintech has pushed the conventional banking models on the impact and possibilities for 

mergers or collaborations with fintech companies. Resultantly, some conventional financial 

entities have set up in-house teams that focus on development through, fintech collaborative 

programs, and incubators. Additionally, legal mandates on acquisitions, financing, financial 

service regulation, intellectual property, and data privacy have become popularized.  In the UK, 

the fintech sector has enjoyed myriad successes and a few limitations. Nevertheless, it shows 

how several SMEs approach traditional banks but the best deals are never offered but by 

alternative financing platforms. Some of the factors that attract individuals to the sector include 

increased access and preferable rates, interaction with interested parties, transparency, and the 

speed of achieving things. These jurisdictions reveal the proper approaches and strategies that the 

Kenyan context can apply to ensure that the fintech revolution does not exploit customers, but it 

provides the necessary development and assistance within the proper framework of the law. The 

intention of comparing these jurisdictions is to draw lessons for Kenya.  
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3.2.1 South Africa 

The key regulatory authorities for fintech lending in South Africa are the South African Revenue 

Bank (SARB), Prudential Authority (PA), Financial Sector Conduct Authority (FSCA), National 

Credit Regulator (NCR), and the Financial Intelligence Centre (FIC).156 The SARB has the 

primary responsibility of maintaining the stability of prices for purposes of balance as well as 

sustainable economic growth. Payment and banking services are regulated by SARB. Recently, 

there has been an extension of its mandate to include prudential requirements regulation for all 

institutions offering financial services through its function of prudential authority. 

The PA is a juristic person that operates under the SARB administration with departments that 

include the Policy, Statistics and Industry Support Department, Risk Support Department, 

Banking, Insurance, and FMI Supervision Department, and the Financial Conglomerate 

Supervision Department. The PA has the responsibility of regulating financial conglomerates, 

cooperative financial institutions, insurers, banks, and particular market infrastructures. The 

Financial Sector Regulation Act 2017 (FSRA) created the PA and gave SARB the explicit 

mandate of maintaining and enhancing financial stability. It also established the FSCA which 

operates outside SARB.157 

The FSCA is the conduct regulator in the market with the responsibility of overseeing collective 

investment schemes, central securities depository participants, central securities depositories, 

stockbrokers, stock exchanges, retirement funds, asset management, and/or investment advisory 

entities, funds and fund managers, insurers, and financial services providers.  
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The NCR has the responsibility of regulating particular aspects where the credit value has 

exceeded the prescribed thresholds, and where consumers being natural entities or persons 

falling below particular thresholds for annual turnover or value for net assets. The NCR regulates 

debt collectors, credit bureaus, and credit providers. The National Credit Act 2005 (NCA) is 

applicable to credit arrangements that affect South Africa regardless of where the credit provider 

is domiciled.158  

The FIC is the main regulator of money laundering. The Financial Intelligence Centre Act 2001 

(FICA) points out those accountable institutions should comply with client verification and anti-

money laundering reports.  

Traditional financial services entities actively take part in the development of fintech as well as 

teaming up with other startup companies for purposes of developing fintech services and 

products. The development of fintech has affected traditional financial institutions which have 

made them realise the importance of staying aware and involved in the development for full 

assessment and management of their effect on business models, and have an understanding of the 

level of that impact and possibilities for mergers or collaborations with fintech companies.159 As 

a result, some traditional financial entities have established in-house teams to focus on 

development, fintech collaborative programs, and incubators. Also, legal mandates on 

acquisitions, financing, financial service regulation, intellectual property, and data privacy have 

become increasingly common. They are demonstrating that they can use their positions in the 

market to understand, make contributions, and influence where fintech regulation and 

development is leading.  
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In 2015, the government of South Africa introduced a Socio-Economic Impact Assessment 

System (SEIAS). According to published guidelines, cabinet memoranda that seek for draft 

regulations, bills and policies to be approved need to include signed-off impact assessment by 

SEIAS special unit. The Department of Planning, Monitoring, and Evaluation (DPME) has the 

mandate of establishing the SEIAS unit for capacity support, quality control, and implementation 

of SEIAS.160 The economic and social impact assessment is useful in determining future 

regulation of fintech which entails a detailed analysis of possible effects of new technologies and 

measures that have been proposed for purposes of regulating them to enhance the quality of 

regulatory response and to allow the focus of regulators to be directed to areas with a high 

intervention need. All in all, the challenge should aim at ensuring that the practice does not 

become a formal exercise of ticking boxes. 

The Intergovernmental Fintech Working Group (IFWG) was established in 2016 and it 

comprises of SARB members, the South African Revenue Services (SARS), the FIC, the FSCA, 

and the National Treasury whose purpose is to come up with a common goal among 

policymakers and regulators in the development of financial technology, and regulatory and 

policy implications for the economy and financial sector.161 The IFWG Innovation Hub was 

launched in April 2020 and it is made up of the innovation accelerator, the regulatory sandbox 

unit, and a regulatory guidance unit. The innovation accelerator has the responsibility of 

providing a collaborative and exploratory environment for regulators in the financial sector to 

work together and learn about the industry's emerging innovations. The regulatory sandbox unit 

presents an opportunity to market innovators for testing new services and products that challenge 
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the application and formulation of current regulation under the relevant regulators' 

supervision.162 The regulatory guidance unit is helpful to market innovators in resolving specific 

questions that regard regulatory requirements and policy landscape as well as providing a central 

entry point for innovators in the market to submit questions related to innovation-oriented 

regulations and policies on fintech. 

All lending/credit activities in South Africa are regulated by the NCR according to the NCA.163 

The regulation of lending/credit activities is done regardless of where the credit came from. The 

NCA has the capacity of regulating any lending forms regardless of the used platform. However, 

there are certain exemptions provided by the NCA. The first exemption is where it will not apply 

to a credit agreement where the credit receiver is a legal or juristic person with an annual 

turnover or combined value of net assets, in addition to the annual turnover or combined value of 

net assets of every person who is related to the juristic person receiving the credit, is a minimum 

of ZAR 1 million after the agreement.  

Another NCA exemption is where there are agreements on large credits where the principal debt 

in the transaction is at least ZAR 250,000 and a consumer is a juristic person within the NCA 

definition having an annual turnover or value of net assets below ZAR 1 million.164 The final 

NCA exemption is where a local applicant for the credit can make a formal application to the 

Ministry of Trade and Industry in South Africa for an agreement that the receiver of credit is 

interested in entering with a foreign provider of credit to be exempted formally from the NCA 

application.  
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The main issues for fintech regulatory compliance in South Africa include anti-money 

laundering and financial crime, cybersecurity, data protection, and consumer protection. 

Currently, there are no regulations that specifically apply to fintech, and fintech providers are 

required to mould their businesses to comply with the regulatory regimes in place.165 The 

Consumer Protection Act 2008 applies to the transactions between consumers and suppliers 

unless there are specific exemptions.166 Products that are exempted include financial services 

where the responsible regulator is the FSCA that oversees the conduct of the providers and fair 

treatment of the consumers.  

The Protection of Personal Information Act 2013 (POPIA) provides that fintech companies 

processing personal data both domestically and across the border should comply with the 

provisions. This is the first comprehensive legislation in South Africa on data protection. POPIA 

is a codification of the current protections under the South African Constitution and common 

law. On 22nd June 2020, it was announced that the commencement date for POPIA provisions 

will be 1st July 2020. However, a year's transition period was provided by POPIA. This means 

public bodies, organizations, and private businesses that take part in the processing of personal 

information were required to comply with POIA by 1st July 2021.167 

Arrangements between traditional financial services firms and fintech are common. However, 

certain traditional financial services firms such as banks require regulatory approval before 

getting into the arrangements. According to the Banks Act, SARB (PA) should grant approval 
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where contractual arrangements exist between the entities and where economic activities are 

undertaken by the parties, the same is subjected to joint control. 

Foreign fintech firms that invest in South Africa are required to comply with exchange control 

regulations. The investment requires SARB’s approval or approval from any Authorised Dealer 

in Foreign Currency which has to be a South African bank. Additionally, the foreign entities will 

be required to adhere to immigration law compliance where employees are to be sent to South 

Africa. Also, compliance with the Companies Act is required in the registration of the eternal 

company or branch in South Africa. 

In June 2016 there was the discontinuation of M-Pesa.168 Shortly thereafter, mobile money 

services provided by MTN were scraped off because operating costs that ran the platform had 

become prohibitive. However, the FSCA has developed a special interest in foreign providers of 

financial services where it requires applicant entities to show whether they will register eternal 

companies if the licenses are granted. However, this only applies to fintech entities interested in 

licenses for the provision of financial products or services. Other regulations such as NCR and 

SARB always require persons intending to operate regulated businesses to have their local 

presence established through registration of an eternal company or subsidiary.                                  

3.2.2 UK 

Fintech in the UK currently stands as the largest alternative finance industry169 where it has 

experienced successes as well as challenges in the earliest stages of its development. It is 
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common for fintech platforms to offer over 10% returns to savers who look for improved returns 

compared to what traditional banks are offering.170 Consumers in need of loans now have 

avenues with affordable rates. With innovative technology as its driver, fintech lending in the 

UK has the highest growth rate in the world.   

Firms in traditional financial services have approached fintech in four ways.171 First, they have 

embraced fintech. This has been through the creation of internal teams that come up with new 

fintech services or products. Also, firms have come up with launch pads or accelerators for 

startups to get investment opportunities, workspace, and expert advice. There has been the 

creation of consortia through collaboration in the industry to come up with new fintech products 

that are beneficial to the whole industry as to gather resources for the upcoming fintech 

projects.172 To add on, fintech start-ups' acquisition by firms in traditional financial services has 

led to attitude change in firms as the cultural difference has allowed firms to take approaches that 

are less traditional in managing employees.  

The second approach has been through the purchase of fintech services or products and it is most 

evident in small or medium-sized firms. This is because these firms have smaller infrastructures. 

Therefore, it is cost-effective and easier for their whole operating model to change and for new 

services or products to be offered faster. Mid-size and smaller firms have also been targeted by 

fintech firms as potential clients. Resources have been pooled by many fintech services or 
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products, or more efficient methods have been created to provide commonly available resources 

to bigger institutions.173  

The third approach has been an engagement with fintech which involves attending workshops 

and conferences to interact with disruptors considering new business models and products, and 

the automation of different business operations. Engagements run side-by-side with other 

approaches. Financial institutions engage at certain levels with fintech which most of the time 

end up in the purchase of fintech services or products or future investment. The fourth approach 

that has been taken by financial institutions is the ‘wait and see’ in engaging with fintech. This 

approach is based on strategies to avoid investment in services or products that have not been 

established in the market or become mature.174  

So far, fintech has had a significant influence on retail banking among other financial services 

such as payment services, insurance, alternative finance, and fundraising. In retail banking, the 

launching of new banks in the UK is on the rise. While they have mixed success, product 

innovation and new operating models have been created based on fintech solutions. Also, 

automated underwriting of loans is a form of fintech that has been adopted by large banks. 

Customers can now get loan approval that involves less interaction with humans,175 and 

interestingly, there has been a focus on using AI to improve the processes.176 

Fintech lending continues to support approximately 5.4 million Small and Medium-sized 

Enterprises (SMEs) although there is limited awareness of the newly available options.177 A good 
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number of the small businesses approach the big four traditional banks such as the RBS Group, 

Lloyds Banking Group, Barclays, and HSBC but they are never offered the best deals.178 

Consumers try negotiating through hidden fees with no success. Alternative financing platforms 

for businesses that are denied by traditional bank financing in the UK are contained in the Small 

Business, Enterprise, and Employment Act 2015.  

The central stage in the UK has been taken by fintech lending as a global leader in financial 

innovation by providing better value and customer experience. Increased access and preferable 

rates, as well as ease of interaction with interested parties, transparency, and the speed of 

achieving things, is the consideration that attracts institutions and individuals to the sector.179 

The core services have been selected carefully and developed by fintech lending institutions 

leading to significant changes in investing, borrowing and lending.  The UK’s Financial Conduct 

Authority (FCA) undertook an extensive examination of the retail banking business models; the 

review focused at the primary differences between traditional and emerging retail banking 

business models. It evaluates how these differences are being propelled by technological 

innovation and changes and how they impact the products of firms and their competition. This 

review is interested in understanding the impact that the increasing usage and popularity of 

fintech lending channels and the declining use of branches is having on business models and the 

outcomes for customers.  

As fintech lending adapts to the rapidly changing environment of finance, there is the 

development of a broader fintech ecosystem around them. Despite the reliance on traditional 
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calculations for credit scoring, fintech lending institutions are getting abundant information 

through the use of software meant for big data as well as the ability to come up with better 

algorithms. The newly developed models for credit scoring have kept RateSetter and Zopa at the 

lowest default rates unlike savings accounts in traditional banks with non-existent Financial 

Services Compensation Scheme (FSCS) coverage that insures savings accounts in the UK to 

upwards of £85,000.180 Besides RateSetter and Zopa, other top four fintech lending platforms in 

the UK include the funding Circle, Crowdcube, Seedrs, and SyndicateRoom. 

In the UK, consumer protection is governed by the Consumer Rights Act 2015 (CRA) which 

establishes statutory rights.181 On the contrary, Financial Ombudsman Service (FOS) and the 

Financial Conduct Authority (FCA) have the mandate of determining whether there has been fair 

treatment of consumers and can look into complaints. The CRA provides several consumer rights 

that have an impact on fintech firms. For instance, it states that services should be conducted 

with reasonable care and skill within a reasonable time and at reasonable prices. It also states that 

consumers have the right of canceling digital content or services within fourteen days after 

agreeing with the contract. Additionally, it states that firms should provide consumers with clear 

service contract cancellation mechanisms.  

Fintech firms that involve consumers often encounter issues in creating compliant procedures 

and policies relating to the handling of internal complaints. This may be for several reasons such 

as pressure emanating from rapid expansion, difficulties in hiring qualified support, and lack of 

resources.182 Handling of financial services complaints is availed in the FCA Dispute Resolution 
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Sourcebook (DISP) as well as the Conduct of Business Sourcebook (COBS) contained in the 

FCA Handbook, and the FCA Principles such as Treating Customers Fairly (TCF). The FCA 

internal policies requirements, complaints reporting and handling process have been set out. 

Also, regulated firms may be subjected to the FOS jurisdiction which directly deals with 

consumers in providing redress. Firms can be required by FOS to make compensation of as high 

as GBP350, 000.183 The available maximum award level depends on the complaint date and the 

omission or act date that led to the complaint.  

Protection of consumer data is provided for by the General Data Protection Regulation (GDPR) 

as well as the Data Protection Act 2018.184 Thereafter, the Information Commissioner's Office 

(ICO) oversees compliance. Fintech firms that take part in data control are required to put a few 

things into consideration. For example, processing of personal data should only be done for 

specific reasons, data controllers should create and maintain a policy document consisting of 

requirements for data control and compliance, safeguards are needed in making significant 

decisions where there is automated data processing, there should be restrictions and prohibitions 

where personal data is transferred to third countries, consumer's right of getting data copy that 

relates to them or deletion of the data, and responding to consumers where data has been 

breached. Also, failing to comply with GDPR implementation could attract a fine of as high as 

EUR 20 million of 4% of the total global annual turnover in the undertaking, whichever will be 

considered higher. 

Regulatory requirements in the UK apply to UK-based firms as well as that outside but wish to 

take part in regulated cross-border business. Foreign firms outside the UK are allowed to operate 
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in the UK with the required permissions and reliance on exclusions, for example, the exclusion 

for overseas persons. Domestic fintech firms encounter barriers similar to foreign firms. Also, 

the FCA is encouraging firms to collaborate with foreign firms in fintech innovation. 

Agreements with a few countries such as the US, Australia, and Hong Kong are already in 

place.185  

The key regulatory authorities in the UK are the FCA and the Prudential Regulatory Authority 

(PRA). The FCA is the major regulatory authority for financial services in the UK. Its 

responsibility is to authorise firms outside the PRA remit and to regulate conduct for the 

financial services industry in the UK. In a nutshell, it supervises the conduct of all financial 

markets and financial services firms as well as the prudential agreements for firms that the PRA 

does not supervise. The FCA takes the form of a company limited by guarantee and it is 

independent of the UK government. The PRA supervises and regulates the largest firms that 

provide financial services which have the capability of harming the UK's overall financial 

stability. This includes large investment firms, insurance firms, credit unions, building societies, 

and banks. Additionally, it is a section of the Bank of England (BoE).186 

The promotion of fintech in the UK is undertaken by several initiatives from the BoE and the 

FCA. In 2014, 'Project Innovate' was launched by the FCA for purposes of supporting new 

financial regulation technology.187 It includes the Advice Unit, Direct Support, and Regulatory 

Sandbox. Additionally, the BoE is working on the Fintech Accelerator Project. The Advice Unit 

came up with the strategy of supporting firms that launch models for automated advice. Eligible 

firms from the advice unit are allowed to access regulatory feedback related to their automated 
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model. This entails a dedicated contact point in the unit and results in regulatory implications 

concerning automated models. Signposts have also been established by the Advice Unit to 

guidance and existing rules for purposes of assisting firms that intend to provide automated 

advice.  

Direct support teams have dedicated contacts that support authorisation applications and 

permission variations. Fintech firms that want to be under the FCA regulations and fall within 

particular criteria for eligibility can make applications to the Direct Support Unit. To add on, the 

Unit provides regulatory returns support and handles general regulatory inquiries for up to one 

year.188  

The regulatory sandbox allows the testing of business models, services, and products in a laid-

back regulatory environment without the regulatory enforcement risk and full authorisation by 

regulators. Additional assistance and guidance will be provided by the regulator through the 

development of consumer safeguards. The regulatory sandbox in the UK has at least 375 

applicants of which 131 only were accepted. It is important to note that while the UK regulations 

are relaxed in their application in the regulatory sandbox, the EU directives and regulations still 

apply. A global sandbox has also been launched by the EU. Green fintech challenge was 

launched by the FCA in 2018. It provides support similar to authorisation support and regulatory 

sandbox for fintech companies to come up with green solutions.189  

The BoE has developed a fintech interest by creating a Fintech Hub.190 The Fintech Accelerator 

project is part of the hub, where it is partnering with innovative firms for purposes of allowing 
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the BoE to consider new technology. Concept proofs are undertaken for improved incidence 

monitoring and to understand financial market development.               

3.3 Conclusion 

Fintech lending continues to rapidly grow since its entry into the global market. Increased use of 

mobile phones and the internet led to the penetration of mobile money in Kenya. Other factors 

that facilitated the entry of fintech lending in Kenya include changes in the regulatory 

arrangement and the establishment of the Credit Reference Bureau.  

The two fintech lenders in Kenya that have been analysed include M-Shwari and Tala, others 

like OKash and Branch have been examined briefly. On the one hand, M-Shwari is a local digital 

bank operating through M-Pesa having resulted from the partnership between CBA and 

Safaricom. Issuing of loans through this platform has strictly been on credit scores assigned to 

consumers upon opening of accounts. Uncollateralised loans disbursed by M-Shwari start with 

small amounts and the credit limit grow with time as individuals save and repay. On the other 

hand, Tala is an international fintech lender that uses behavioral and android device data to 

determine how loans are advanced to individuals. It provides unsecured credit and cannot access 

the savings balance of the consumer. The two categories of data that are used by Tala in 

providing loans are behavioral and android device data. The consumer grants permission before 

data from their android phone is directly accessed.  

Enforcement mechanisms have been laid down for fintech lending in Kenya. In cases where 

principles of consumer protection have not been met, for instance, where vague solutions are 

offered with terms and conditions contravening laws on consumer protection, warnings have 

been issued to consumers against taking the products up. Also, innovative solutions, products, 
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and services capable of deepening or broadening the capital markets are tested by the regulatory 

sandbox established by the CMA for purposes of accelerating an understanding of the 

technologies coming up within the capital markets space.  

Additionally, collaboration among players within the Kenyan fintech industry has been the key 

driver of growth. There has been the development of integration and partnerships between 

traditional institutions and players offering money services. An example is collaboration between 

the CBA and Safaricom for M-Shwari to provide its fintech lending services. Attempts have also 

been made to increase collaborations between regulators across the border. This is a strategy 

aimed at supporting innovative solutions within the capital markets industry. The first Data 

Commissioner in Kenya was recently appointed and set up the Office of the Data Commissioner 

with the mandate of implementing the Act. A Taskforce for the Development of Data Protection 

(General) Regulations was established by the Information and ICT cabinet secretary on 15th 

January 2021. The task force is required to come up with regulations for clarity of Data 

Protection provisions.     

In South Africa, the development of fintech has affected traditional financial institutions which 

have made them realise the importance of staying aware and involved in the development for full 

assessment and management of their effect on business models, and have an understanding of the 

level of that impact and possibilities for mergers or collaborations with fintech companies.  As a 

result, some traditional financial entities have established in-house teams to focus on 

development, fintech collaborative programs, and incubators. Also, legal mandates on 

acquisitions, financing, financial service regulation, intellectual property, and data privacy have 

become increasingly common.  
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The main issues for fintech regulatory compliance in South Africa include anti-money 

laundering and financial crime, cybersecurity, data protection, and consumer protection. 

Currently, there are no regulations that specifically apply to fintech, and fintech providers are 

required to mould their businesses to comply with the regulatory regimes in place. Arrangements 

between traditional financial services firms and fintech in South Africa are common. However, 

certain traditional financial services firms such as banks require regulatory approval before 

getting into the arrangements. To add on, foreign fintech firms that invest in South Africa are 

required to comply with exchange control regulations. 

Fintech in the UK stands as the largest alternative finance industry where it has experienced 

successes as well as challenges in the earliest stages of its development. A good number of small 

businesses approach traditional banks but the best deals are never offered but by alternative 

financing platforms. Some of the factors that attract individuals to the sector include increased 

access and preferable rates, interaction with interested parties, transparency, and the speed of 

achieving things.  
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CHAPTER FOUR 

CONCLUSION, FINDINGS AND RECOMMENDATIONS 

4.1 Conclusion 

The reality for most Kenyans is that the process of accessing credit facilities from traditional 

financial institutions is complicated. The minimum requirements used by traditional financial 

institutions in evaluating the creditworthiness of borrowers exclude millions of borrowers from 

quickly accessing the credit. The institutions are often hesitant owing to lack of credit history, 

inadequate or absence of collateral, lack of or poor banking history and financial statements. 

Fintech firms such as Tala and M-Shwari, have come in to help millions of these individuals who 

were previously left out by traditional financial institutions. 

 Traditional banks are sufficiently regulated. They have laid down terms and conditions on issues 

of confidentiality, protection of personal data and credit reference bureau consent among others. 

However, fintech is less regulated as the institutions are not considered as banks in respect of 

how a bank and banking business is defined. They do not set out interest rates, repayment fees, 

additional fees on late repayment, bundled products, or other terms dictating the transactions. 

They fail to take into consideration the fact that they are required to disclose all lending 

conditions and key terms. The current regulatory position of fintech is both an advantage as it 

allows for financial inclusion and a disadvantage as consumers are exposed to risks such as 

exploitation and infringement of data privacy among others. These are the risks that require the 

government to step in to protect consumers. However, if fintech lending is overregulated, it will 

cease to have its current advantages such as financial inclusion over traditional banks.  
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The current legal provisions apply to consumer protection both expressly and by implication. 

Consumer protection has been provided for under the Constitution of Kenya 2010. The Central 

Bank of Kenya Act provides for fintech lending by implication. However, consumer protection 

principles have not been met. As a result, the Central Bank of Kenya (Amendment) Bills aim to 

bring the digital financial sector under the CBK jurisdiction, introduce licensing for fintech 

lending platforms, and meet public interest and consumer protection needs while promoting 

innovation. The Banking Act identifies lending as a characteristic that constitutes a bank. 

However, fintech lenders are not considered as banks per-se in respect of how a bank and 

banking business is defined.  

Under the Consumer Protection Act, fintech lending has not been expressly provided for. In 

respect to the Microfinance Act, it has been established that fintech lenders are involved in 

microfinance though they are not as conventional as microfinance institutions. The National 

Payment System Act is relevant in the regulation of fintech lending where it provides for how 

transfer services of mobile money are conducted. Under the Kenya Information and 

Communications Regulations, consumer protection has been provided with an outline of 

responsibilities for both consumers and service providers. The Data Protection Act addresses 

loopholes that exist in fintech lending related to the violation of privacy on consumer data. 

Enforcement mechanisms have been laid down for fintech lending in Kenya. In cases where 

principles of consumer protection have not been met, for instance, where vague solutions are 

offered with terms and conditions contravening laws on consumer protection, warnings have 

been issued to consumers against taking the products up. Also, innovative solutions, products, 

and services capable of deepening or broadening the capital markets are tested by the regulatory 
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sandbox established by the CMA for purposes of accelerating an understanding of the 

technologies coming up within the capital markets space.  

Additionally, collaboration among players within the Kenyan fintech industry has been the key 

driver of growth. There has been the development of integration and partnerships between 

traditional institutions and players offering money services. An example is a collaboration 

between the CBA and Safaricom for M-Shwari to provide its fintech lending services. Attempts 

have also been made to increase collaborations between regulators across the border. This is a 

strategy aimed at supporting innovative solutions within the capital markets industry. The first 

Data Commissioner in Kenya was recently appointed and set up the Office of the Data 

Commissioner with the mandate of implementing the Act. A Taskforce for the Development of 

Data Protection (General) Regulations was established by the Information and ICT cabinet 

secretary on 15th January 2021. The task force is required to come up with regulations for clarity 

of Data Protection provisions.     

In South Africa, the development of fintech has affected traditional financial institutions which 

have made them realise the importance of staying aware and involved in the development for full 

assessment and management of their effect on business models, and have an understanding of the 

level of that impact and possibilities for mergers or collaborations with fintech companies.  As a 

result, some traditional financial entities have established in-house teams to focus on 

development, fintech collaborative programs, and incubators. Also, legal mandates on 

acquisitions, financing, financial service regulation, intellectual property, and data privacy have 

become increasingly common.  

The main issues for fintech regulatory compliance in South Africa include anti-money 

laundering and financial crime, cybersecurity, data protection, and consumer protection. 
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Currently, there are no regulations that specifically apply to fintech, and fintech providers are 

required to mould their businesses to comply with the regulatory regimes in place. Arrangements 

between traditional financial services firms and fintech in South Africa are common. However, 

certain traditional financial services firms such as banks require regulatory approval before 

getting into the arrangements. To add on, foreign fintech firms that invest in South Africa are 

required to comply with exchange control regulations. 

Fintech in the UK stands as the largest alternative finance industry where it has experienced 

successes as well as challenges in the earliest stages of its development. A good number of small 

businesses approach traditional banks but the best deals are never offered but by alternative 

financing platforms. Some of the factors that attract individuals to the sector include increased 

access and preferable rates, interaction with interested parties, transparency, and the speed of 

achieving things. In the UK, firms in traditional financial services have approached fintech in 

four ways. They have embraced it, purchased its products or services, engaged with it through 

workshops and conferences to interact with disruptors, and taken the 'wait-and-see' approach in 

engaging with fintech. The new banks that are being launched in the UK have been created based 

on fintech solutions. In the UK, institutions and individuals are attracted to fintech because of 

increased access and preferable rates, ease of interaction with interested parties, transparency, 

and the speed of achieving things. The CRA governs consumer protection while the FOS and the 

FCA have the mandate of determining whether consumer protection has been complied with. 

The GDPR and the Data Protection Act 2018 are the provisions that protect consumer data. 

Additionally, the key regulatory authorities in the UK are the FCA and the PRA.             
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4.2 Findings and Recommendations  

The findings of research question one are that fintech lending practices in Kenya were intensely 

scrutinised and caused outrage from regulators and the public. One of the reasons for this was 

that principles of consumer protection could not be met. Terms and conditions offered 

contravened consumer protection laws with vague solutions being offered.  In December 2020, 

concerns were raised by the CBK on fintech lending practices considered to be predatory.  The 

CBK governor pointed out to parliament the need to protect consumers from lending practices 

that are unfair and plans to put in place laws that scrutinise fintech lenders.  

Particular fintech services, products, and players exist without any form of regulation. In cases 

where regulators are concerned about certain fintech services and products, the public has been 

issued with cautionary notices or warnings regarding interacting with products or providers of 

financial services that do not meet regulatory requirements.  In cases where principles of 

consumer protection have not been met, for instance, where vague solutions are offered with 

terms and conditions contravening laws on consumer protection, warnings have been issued to 

consumers against taking the products up. The CBK has been keen on ensuring that Kenyans are 

protected from unfair practices.        

The proposed Central Bank of Kenya (Amendment) Bill, 2020 (National Assembly Bill No. 21) 

whose aim is to bring the digital financial sector under the jurisdiction of the CBKgives the CBK 

powers to supervise and regulate providers of financial services and products which includes 

digital lending. The bill was first to read on 28th July 2020 then it was handed over to the 

relevant committee for further action. The second bill, the Central Bank of Kenya (Amendment) 

Bill, 2020 (National Assembly Bill No. 47) intends to introduce licensing of fintech lending 
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platforms. The first reading of this bill was done on 25th February 2021 then handed over to the 

relevant committee. The Central Bank of Kenya (Amendment) Bill, 2021 which is the third was 

gazetted on 16th April 2021. The evolution of the current legislation will help meet the changing 

public interest and consumer protection while promoting innovation. On the contrary, the 

regulator is given wide discretionary powers by the laws which should be exercised judiciously 

to avoid stifling innovation. 

In March 2019, a regulatory sandbox was established by the CMA for purposes of accelerating 

their understanding of the technologies coming up within the capital markets space.  Innovative 

solutions, products, and services capable of deepening or broadening the capital markets are 

tested by the sandbox. Seven fintech firms were admitted for purposes of testing fintech 

solutions. In 2021, more admissions and successful exits from the sandbox are expected. New 

regulations, notices, or guidelines may also be adopted by the CMA as a result of an increase in 

activities in the sandbox and gained insights from the sandbox tests where broader regulatory or 

legal reforms are needed. New regulations aimed at governing specific innovations or business 

models that are not adequately addressed by the current regulations may be adopted or designed.  

Attempts have been made to increase collaborations between regulators across the border. This is 

a strategy aimed at supporting innovative solutions within the capital markets industry. The 

CMA will join 23 regulators globally to test innovative regulatory technology, business models, 

and financial services and products on a cross-border basis.  The tests will be undertaken through 

the GFIN, a network of international regulators of financial services and related organizations 

with a common goal of supporting financial innovation. Some of the regulators that take part 

include the Monetary Authority of Singapore, the UK’s Financial Conduct Authority, and the 

Dubai Financial Services Authority.  
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Collaboration among players within the Kenyan fintech industry has been the key driver of 

growth. There has been the development of integration and partnerships between traditional 

institutions and players offering money services. An example is collaboration between the CBA 

and Safaricom for M-Shwari to provide its fintech lending services.  Fintech lending is one of the 

most common financial services offered by partnerships. Additionally, the collaboration has 

allowed the operation of certain fintech players without direct regulation.  

Fintech lending entails the processing of personal data for the services to be offered. The Data 

Protection Act regulates individuals who process the data which applies to both resident and non-

resident processors and controllers of data. Personal data processing is provided for under the 

Act which not only provides for the rights of data subjects but obligations of data processors and 

controllers. The first Data Commissioner in Kenya was recently appointed and set up the Office 

of the Data Commissioner with the mandate of implementing the Act. A Taskforce for the 

Development of Data Protection (General) Regulations was established by the Information and 

ICT cabinet secretary on 15th January 2021. The task force is required to come up with 

regulations for clarity of Data Protection provisions. Further obligations may be placed on 

fintech lenders who are data processors or controllers. 

Policymakers are exploring possible reforms to address regulatory gaps. The exploration started 

in 2018 when Patrick Njoroge, the CBK governor called for an extensive regulation. Also, a new 

regulation called the Financial Markets Conduct Authority Bill was introduced by the Kenyan 

government in the same year. This aimed at putting in place an independent regulator called 

Financial Markets Conduct Authority for the finance and digital credit sector tasked with 

supervising and regulating how financial services and products are provided including credit to 

financial customers in retail. To add on, the bill gave the Authority power to give out licenses for 
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launching digital financial products in addition to punishing any individual or platform for going 

contrary to the bill.  

Capping of interest rates by fintech platforms was not provided for by the bill but there was 

clarification that lenders should not charge interest rates higher than what has been specified in 

the contract for the loan. Financial Sector Ombudsman has also been established with the 

mandate to determine complaints presented to it by financial customers in retail against providers 

of financial services. 

The findings of research question two are that the Central Bank of Kenya (CBK) which is the 

main regulatory agency has the authority of regulating consumer credit from banks as well as 

other credit products. The said authority needs to cover fintech firms. However, this is not an 

exclusive oversight as other regulators in Kenya such as the communication and insurance share 

it. This is an indication that regulators do not have the exclusive responsibility of regulating 

fintech products.  This allows several products to pass through the regulatory gaps. Having 

different regulatory regimes can lead to diverse rights and a deviation from consumer protection.  

Consumers may not fully understand the regulations applicable to certain transactions because 

different regulatory bodies govern different fintech institutions. As a result, consumers are not 

sure of their redress rights or the regulatory institutions to turn to in case problems arise. 

The CBK is the main regulatory body responsible for the formulation and implementation of 

monetary policy.  Section 4 (1) of the Central Bank of Kenya Act states, “The principal object of 

the Bank shall be to formulate and implement monetary policy directed to achieving and 

maintaining stability in the general level of prices.” Under section 34 (2) additional services 

considered to be desirable may be provided by the CBK to institutions in Kenya. Section 34 (3) 

of the Central Bank of Kenya Act goes further to list the institutions which include a specific 
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bank, financial institution, microfinance bank, and any person or body of persons which the CBK 

may recommend then prescribed by the Minister. This is an indication that the body of a person 

or persons may include fintech lenders. Be as it may, the CBK has been receptive to fintech 

where it allowed implementation of transfer services for mobile money when there was no 

legislation in place to govern the innovation. This critical decision led to financial services 

development and a basis for fintech innovations growth.   

On the contrary, fintech lending practices in Kenya were intensely scrutinised and caused 

outrage from regulators and the public. One of the reasons for this was that principles of 

consumer protection could not be met. Terms and conditions offered contravened consumer 

protection laws with vague solutions being offered.  In December 2020, concerns were raised by 

the CBK on fintech lending practices considered to be predatory.  The CBK governor pointed out 

to parliament the need to protect consumers from lending practices that are unfair and plans to 

put in place laws that scrutinise fintech lenders.        

There is a proposed Central Bank of Kenya (Amendment) Bill, 2020 (National Assembly Bill 

No. 21) whose aim is to bring the digital financial sector under the jurisdiction of the CBK.  The 

bill was first to read on 28th July 2020 then it was handed over to the relevant committee for 

further action. The second bill, the Central Bank of Kenya (Amendment) Bill, 2020 (National 

Assembly Bill No. 47) intends to introduce licensing of fintech lending platforms. The first 

reading of this bill was done on 25th February 2021 then handed over to the relevant committee. 

The Central Bank of Kenya (Amendment) Bill, 2021 which is the third was gazetted on 16th 

April 2021. The evolution of the current legislation will help meet the changing public interest 

and consumer protection while promoting innovation. On the contrary, the regulator is given 
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wide discretionary powers by the laws which should be exercised judiciously to avoid stifling 

innovation. 

The findings of research question three are that there are two reasons why consumers need to be 

protected. First, there are few options available to consumers but to contract on terms presented 

by powerful fintech lending companies. Second, the companies have the capability of exploiting 

information in their favour. Fintech is less regulated as they are not defined as financial 

institutions by the regulations in place and they lack sufficient supervisory safeguards to ensure 

consumer protection.  This is both an advantage as it allows for financial inclusion and it is also a 

disadvantage as consumers are exposed to risks such as exploitation and infringement of data 

privacy among others. It is on this basis that fintech lenders go to the extent of charging 

exorbitant interest rates of as high as 43% on their credit products. As a result, a good percentage 

of consumers are heavily indebted and struggle to repay the loans.  A debt culture has developed 

as the byproduct where consumers live on loans and continue to accumulate bad debts.  

Also, fintech lenders do not set out interest rates, repayment fees, additional fees on late 

repayment, bundled products, or other terms dictating the transactions.  They fail to take into 

consideration the fact that they are required to disclose all lending conditions and key terms. 

Consumers end up taking loans without a full understanding of the terms and conditions. This 

introduces new risks that require the government to step in to protect consumers. However, if 

fintech lending is overregulated, it will cease to have its current advantages such as financial 

inclusion over traditional banks. 

On the contrary, the theory of exploitation has failed to prevail among economists who do not 

regard it as a justification for protecting consumers. This is because the theory fails to consider 

the competition that gives companies bargaining power. Also, it is because consumers do not 
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know much about contracts and products compared to professionals. Sometimes it is argued that 

only a restricted role should be played in consumer protection because it is efficiently achieved 

through the operation of open and free markets. According to economists, the law is only 

required to intervene in markets where foul play thrives although the issue can be undertaken 

cost-effectively. While accepting financial inclusion and consumer protection, it is important to 

acknowledge that certain approaches can be viewed from either perspective. 

Information in fintech can be presented differently particularly where different fees are charged 

by multiple entities involved.  This makes it challenging for consumers to determine the final 

costs. Simplified disclosure of the terms and conditions of fintech lending can help consumers in 

making informed decisions that would help in avoiding issues such as loan defaults. Putting in 

place regulations that assure the protection of consumers when anything goes wrong allows them 

to have a preference based on convenience, service, and price regardless of whether the provider 

is a new entrant or existing.  Transparency is a pillar of modern regulation which aims at 

promoting market discipline, allow for timely intervention by regulators, and ensure there is 

competition.  On the contrary, transparency could have little or no impact on financial choices 

and behavioral practices.  It is believed that some individuals with little to no education have a 

high likelihood of making financial mistakes regardless of disclosure quality. 

Personal data of consumers are more often handled by third parties who put it at risk of being 

accessed and used inappropriately. The current legislation in Kenya does not define who is 

allowed to have access to data, when, how, and under what circumstances. This makes it difficult 

to protect consumer data while conflicting with the regulator's desire to prevent financial crimes. 

Law on data protection should integrate data on fintech to ensure that it is not put to undesirable 

use. It is not clear who is authorized to have access to an individual's data.   



84 
 

Data protection in developing countries shows a patchwork of regulations issued by different 

agencies that have overlapping jurisdiction as well as oversight.  Designing and enforcing data 

protection rules would require coordination between regulatory and supervisory authorities as 

fintech affects different sectors such as telecommunication and banking. 

 

  

The findings of research question four are that for most Kenyans, the process of accessing credit 

facilities from traditional financial institutions is complicated and sometimes ends up being 

disqualified from accessing the credit.  The minimum requirements used by traditional financial 

institutions in evaluating the creditworthiness of borrowers exclude millions of borrowers from 

quickly accessing the credit. The institutions are often hesitant owing to lack of credit history, 

inadequate or absence of collateral, lack of or poor banking history and financial statements. 

These borrowers end up turning to friends for assistance if possible or use retained earnings. 

Fintech firms such as Tala and M-Shwari, have come in to help millions of these individuals who 

were previously left out by traditional financial institutions. If fintech regulation is to follow 

banking regulation, consumers will lose out on these advantages. Also, fintech firms will not 

benefit from the advantages of tapping into the market. 

Additionally, the risks experienced in fintech lending are similar to those in traditional banking 

as they both perform the same functions. On the contrary, they are neither subject to similar 

prudent regulations nor safety nets to minimise risks on consumers which threaten the stability of 

the whole financial system.  Therefore, to protect consumers in the fintech lending system, the 

regulatory gaps must be addressed.   
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Based on the above findings, the following recommendations are advanced by this study. 

First, concerning engendering a balance between consumer protection in using fintech and 

guarding against overregulation of fintech lending, the study recommends that the designing of 

these regulations should strike a balance between consumer protection and overregulation. There 

needs to be regulation that places consumer protection at the helm, and any sort deviation or 

infringement by the fintech firms attracts extremely punitive fines that would discourage other 

firms from exploiting customers. Such a regulation should directly address the issue of 

overlapping jurisdiction on different institutions touching on the traditional banks, competition 

authorities, data protection and consumer regulation, should have standard clauses that promote 

coordination amongst the different agencies in protecting fintech.  Regulations to be put in place 

should be robust and consistent to hold fintech lenders responsible for the protection of data and 

should be held responsible for any misuse or breaches. On the other hand, the regulations should 

be neutral because imposing specific protocols and standards on an industry that is rapidly 

evolving can hinder innovation.   

Second, regarding ensuring coordination among the various institutions dealing with fintech and 

consumer protection to avoid conflicts and overlaps, the lessons drawn from the findings 

underpin that the authorities should ensure that the same services and activities share the same 

risks against the consumer; therefore, the same laws should apply, irrespective of the types of 

legal entity that supervises them. In implementing such regulations, the authorities should devise 

strategies to source adequate information from the existing fintech ecosystem to allow them to 

monitor and evaluate technological developments, the different market segments being served, 

and the ongoing evaluation of the potential risks and benefits concerning investor and customer 

protection, as well as financial inclusion. This knowledge can be built for instance through 
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having a centralized public electronic record that contains the list and details of all fintech 

companies and their respective subsidies.  This record should be managed by a special body 

apart from the CBK, because this would avert generating expectations in consumer and 

preventing the inappropriate abuse of the term ‘record’ as a manner of providing an apparent 

situation of financial supervision. In ensuring a uniform provision of the information to avert 

overregulation, the different authorities should coordinate on the usage of a standardised format 

for obtaining information and permitting consumers to quickly understand the information that is 

in the centralized electronic record. By implementing this recommendation, the issue of 

overlapping and overregulation will be addressed because it will be quicker to identify any roles 

and regulations being repeated. More so, the challenge of youth stealing phones and borrowing 

from these platforms, or registering new lines to borrow following default of payment from other 

platforms will be addressed by having such an electronic record. 

Third, on the lessons drawn from South Africa and UK that can inform regulation in Kenya and 

ensuring consumer protection, from the comparative analysis, the lessons directly drawn from 

the UK and South Africa legal frameworks are that it is beneficial to incorporate all the different 

authorities involved in digital innovation, financial prudence, and lending practices. It is 

beneficial to have central guidelines that promote the protection of customer rights, providing 

them with adequate information, and safeguarding them from the risks associated with fintech 

lending, exploiting the borrowers, and abusing their private data. It is useful to incorporate harsh 

penalties for any fintech lender that infringes on these provisions. More importantly, the issue of 

vulnerable groups and youths relying on these platforms to access funding should be addressed at 

the communal level, the government should intervene and offer avenues for educating them that 

they are dangers associated with these practices such as mental health challenges. Conversely, 
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the fintech apps should be reined from adopting their harsh, prohibitive, and abusive means of 

reclaiming their unpaid loans. More importantly, regulations should be unified such that it 

becomes apparent what the information and data the fintech lending apps obtained is used for 

beyond ascertaining the creditworthiness of the borrowers.  Measures promoting transparency 

and consumer protection should be insisted from all legal provisions.  

Fourth, on how to protect vulnerable groups, such as the youth, who resort to such platforms due 

to rising unemployment. Fresh thinking is required on fintech lending regulatory proposals. The 

thinking needs to be different from the regulatory frameworks for banks. It should focus on the 

study of behavioral practices for low-income communities as well as determine the regulators 

with jurisdiction. First, it is crucial to understand how financial information relating to loans is 

processed by low-income communities. Second, a functional approach should be developed in 

determining the regulator to have fintech lending jurisdiction. Regulatory confusion is emerging 

partly because of the current institutional approach where firms not classified as banks are 

providing bank functions such as consumer credit. 
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portal.nacosti.go.ke/ and also obtain other clearances needed 
 

Yours sincerely, 

 

for: Prof Fred Were, 

Chairperson; 
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Email admissions@strathmore.edu www.strathmore.edu 
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