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Abstract

The rise of disinformation on social media, particularly during elections, poses challenges to
democratic processes. This study examined the effectiveness of Large Language Models
(LLMs) in detecting disinformation during the 2022 Kenyan General Elections. It analyzed
the structure of disinformation networks, key actors’ influence mechanisms, and the
synergies between these methodologies. Using a dataset from X (formerly known as Twitter),
the study applied Hugging Face’s mBERT mBERT model for its multilingual capabilities.
The data used to train the model had 20,000 rows and 37 features. Textual data was tokenised
and classified as 'Hate Speech' or 'Not Hate Speech,' with key performance metrics, including
accuracy, precision, recall, and Fl-score indicating strong performance but potential
overfitting due to dataset similarities. Further analysis revealed that disinformation networks
relied on repetitive messaging and high-retweet amplification, with key influencers shaping
discourse. SNA identified coordinated clusters, while SA detected strategic use of neutral and
coded language strategically used to reframe discussions. LLMs enhanced detection by
recognising subtle framing techniques, including word substitutions and sentiment shifts.
Findings showed that disinformation was amplified through coordinated behaviour involving
high-profile figures and media accounts. The integration of SA, SNA, and LLMs
demonstrated the potential of Al-driven tools in misinformation mitigation. The study
highlights the need for a multi-pronged detection approach, combining network analysis,
sentiment evaluation, and language modeling, with implications for policymakers, journalists,

and researchers.
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Chapter 1: Introduction

In this chapter, background, problem statement, objectives, significance, scope, justification

and limitations of the study are presented.

1.1 Background to the Study

In the digital age, social media platforms have become indispensable tools for
communication, information dissemination, and public discourse (Lawton, 2011). However,
alongside their benefits, these platforms have also become breeding grounds for the spread of
disinformation, particularly during significant events such as elections. The 2022 Kenyan
General Elections was no exception, witnessing a surge in disinformation campaigns across

various social media platforms, notably X ( formerly known as Twitter).

Disinformation, defined as the deliberate spread of false or misleading information with the
intent to deceive, manipulate, or influence public opinion, poses a significant threat to the
integrity of democratic processes and societal stability (Monteiro, 2023). Disinformation
campaigns often target key events such as elections, exploiting vulnerabilities in online
ecosystems to amplify false narratives, sow discord, and undermine trust in institutions and

electoral processes.

Traditional methods of combating disinformation, such as content analysis and fact-checking,
have proven insufficient in addressing the scale and complexity of disinformation campaigns
on social media (Park et al., 2022). Moreover, the presence of automated accounts (bots),
coordinated networks of users, and the rapid dissemination of information pose formidable

challenges to traditional mitigation strategies.

In response to these challenges, researchers and practitioners have increasingly turned to
advanced analytical techniques and automated tools such as Large Language Models (LLMs),
sentiment analysis (SA), and social network analysis (SNA), to identify, analyse, and counter
disinformation campaigns effectively. LLMs provide multilingual capabilities to identify
patterns in online discourse, especially across diverse languages, while SA categorises
content sentiment to highlight contentious topics. SNA, a methodology rooted in graph theory
and network science, offers a holistic approach to understanding the structure, dynamics, and

influence of social networks.



By mapping the connections between users, identifying key actors, and analysing information
flow within networks, SNA provides valuable insights into the mechanisms underlying
disinformation dissemination Park et al., 2022; Subrahmanian, 2016). Additionally, SA, a
branch of natural language processing (NLP), enables researchers to assess the polarity of

textual content on social media platforms.

By automatically categorising text as positive, negative, or neutral based on SA (Liu, 2017),
it can reveal patterns in user sentiment, identify contentious topics, and detect the spread of
misinformation and hate speech. The combination of SA, SNA and LLMs holds immense
promise for unravelling the intricate web of disinformation during the 2022 Kenyan General

Elections.

This study focuses on analysing the structural characteristics of disinformation networks
during the 2022 Kenyan General Elections using LLMs. It investigates how key actors
influence the flow and virality of content and explores the potential synergy between SA,
SNA, and LLMs to enhance disinformation detection. By leveraging these methods, the
research aims to contribute to safeguarding democratic processes through multilingual

monitoring and more effective interventions.

1.2 Statement of the Problem

The proliferation of disinformation on social media platforms has become a critical issue in
recent years, particularly during significant events such as elections. Disinformation actors
exploit online ecosystems to spread false narratives, manipulate public opinion, and

undermine trust in democratic processes.

While efforts have been made to identify and combat disinformation, traditional methods
such as content analysis - which can identify the content of disinformation, but may not be
able to identify the the actors behind the disinformation campaigns - have proven to be
inadequate, given the scale and complexity of social media platforms. Furthermore, the rapid
evolution of disinformation across multiple languages, including Swahili and Kenyan

vernaculars, adds complexity to detection efforts.

Thus, there is a need for more sophisticated tools and techniques, such as SA, SNA, and

LLMs to identify, analyse, and counter disinformation actors and their networks effectively.



In particular, SA will analyse the emotional polarity of content, SNA will map user
connections to identify influential actors, and LLMs will enhance multilingual detection

efforts, including in under-resourced languages.

Therefore, the aim of this study is to investigate the efficacy of SA, SNA and LLMs in
unveiling disinformation campaigns during the 2022 Kenyan General Elections. By
leveraging advanced analytical techniques, including SA to assess the polarity of textual
content and SNA to map the connections between users and identify key actors, this study
seeks to gain a deeper understanding of the mechanisms driving disinformation dissemination
on social media platforms. This study will contribute to the development of predictive models
that assess the effectiveness of LLMs in identifying emerging disinformation trends. The
intended outcome is not only to provide valuable insights into the workings of disinformation
during elections but also to build a dashboard that offers real-time monitoring and customised

training for LLMs tailored to the Kenyan context.

1.3 Study Objectives

1.3.1 Overall Objective

This study aims to enhance LLMs for more effective disinformation detection, and to

evaluate its performance in uncovering coordinated disinformation campaigns.

1.3.2 Specific Objectives

(1) To assess the limitations of existing disinformation detection models in capturing

linguistic and contextual nuances.

(1)) To develop and test a multilingual disinformation detection pipeline using Large

Language Models, tailored to Kenyan languages and socio-political context.

(iii) To analyse the effectiveness of the proposed LLM-based approach in identifying
coordinated disinformation campaigns and the key actors involved during the 2022 Kenyan

General Elections.



1.3.3 Research Questions

(i) To what extent do current Large Language Models (LLMs) detect and classify

disinformation in Kenya’s multilingual media landscape?

(i1)) What are the key limitations of existing disinformation detection models when applied to

content from the 2022 Kenyan General Elections?

(i11) How can multilingual and locally grounded adaptations of LLMs improve the accuracy

and relevance of disinformation detection in electoral contexts?

1.4 Justification

In recent years, the surge of disinformation on social media has posed a growing threat to the
integrity of democratic processes worldwide. The 2022 Kenyan General Election provides a
pertinent case study to examine how disinformation campaigns impact electoral outcomes

and influence public discourse.

The rise of multilingual disinformation — often in local languages like Swahili, Sheng and
vernacular — further complicates efforts to detect and mitigate false information. This

challenge necessitates advanced tools capable of handling diverse linguistic contexts.

By integrating LLMs, this study leverages new possibilities in Sentiment Analysis (SA) and
Social Network Analysis (SNA) for disinformation detection. Traditional SA models struggle
with language nuances, dialects, and code-switching common in Kenya, limiting their
effectiveness. LLMs, trained on multilingual corpora, offer improved capacity to detect
sentiment shifts and disinformation patterns across both English and non-English content.
Similarly, SNA can map influential nodes and information flows within disinformation

networks, helping identify key actors driving false narratives.

This study aims to address the pressing need for innovative solutions to combat online
disinformation detection through the combined use of SA, SNA, and LLMs. Analysing how
LLMs enhance sentiment classification and social network insights offers an opportunity to
develop real-time, multilingual monitoring systems. Such integrated approaches are essential

in understanding the mechanisms driving disinformation dissemination, identifying key



actors within disinformation networks, thus for safeguarding democratic integrity and

fostering informed civic participation during elections and beyond.

Further, the findings will provide actionable insights for policymakers, researchers, and
practitioners by identifying the sources of disinformation, mapping how false narratives
spread, and developing targeted interventions. This research will contribute to strengthening
digital literacy and public resilience against disinformation, ensuring better monitoring of

multilingual content, and supporting robust electoral processes.
1.5 Limitation of the Study

This study examines tweets collected from X (formerly known as Twitter) between January
2021 and December 2022, limiting the analysis to variables observable within this specific
platform and timeframe. Disinformation spreading through other platforms, such as
Facebook, and dark socials such as WhatsApp and Telegram, is beyond the scope of this

research, which could lead to incomplete insights into cross-platform narratives.

A lesser limitation is X (formerly known as Twitter)’s implementation of restrictions to its
API, has affected access to historical tweets. This may potentially lead to missing critical

nodes or interactions within the disinformation networks.



Chapter 2: Literature Review
2.1 Introduction

The emergence and rise of social media platforms has ushered in a new era of
communication, providing opportunities for individuals worldwide to connect, share

information, and engage in public discourse.

However, alongside these benefits, the prevalence of social media has brought forth its
challenges; particularly the rapid spread of false information, commonly known as
disinformation, hate speech, and other forms of harmful content. This phenomenon has
become especially pronounced during periods of heightened political activity, such as
elections, where social media platforms are often inundated with divisive rhetoric and false
narratives. Scholars and practitioners have increasingly focused their attention on
understanding the dynamics of disinformation propagation and its ramifications on public
discourse, particularly in the context of elections and democratic processes. The 2022 Kenyan
General Election were no exception, witnessing a surge in the spread of disinformation and

hate speech across various online platforms.

In this digital age, the rapid and widespread circulation of false information poses significant
challenges to the integrity of public discourse, political processes, and societal cohesion.
Understanding the dynamics of disinformation campaigns, particularly within the context of
social networks, has become imperative for mitigating the harmful effects of disinformation

and safeguarding the integrity of democratic processes.

Against this backdrop, the need to understand and counteract the virality of disinformation
and hate speech during electoral periods has become increasingly urgent. The 2022 Kenyan
General FElection serves as a poignant case study, highlighting the complexities and
challenges associated with detecting and mitigating online misinformation in real-time. This
study seeks to elucidate the underlying dynamics of disinformation and hate speech during
the 2022 Kenyan General Election, with a specific focus on early detection and intervention
strategies. It seeks to uncover the tactics employed by malicious actors to manipulate public
discourse and influence electoral outcomes. By training a multilingual LLM to analyse these
dynamics, the research aspires to enhance the detection and mitigation of disinformation in

real-time.



This chapter presents a comprehensive review of peer-reviewed scholarly literature that forms
the foundation for this study. The review is organised into three main sections to provide a

structured analysis of the existing literature relevant to the research objectives.

The first section of the review lays the groundwork by clarifying the three types of
information disorder namely; misinformation, malinformation, and disinformation. This
distinction is critical for understanding the specific challenges posed by each type within the

context of social media and electoral processes.

The second section explores fundamental concepts related to the detection and analysis of
disinformation dissemination on social media platforms. It emphasises the importance of
methodologies such as Sentiment Analysis (SA) and Social Network Analysis (SNA), which
form the methodological backbone of this study. This section is crucial as it examines
existing frameworks and tools for identifying and analysing disinformation campaigns, thus
helps us understand the mechanisms driving disinformation and the effectiveness of the

proposed analytical approaches

The final section focuses on reviewing scholarly literature that covers conceptual methods for
assessing effectiveness of interventions against disinformation. Understanding the impact is
vital for developing solutions. Understanding the impact of these interventions is essential for
developing solutions that can mitigate the influence of disinformation on public opinion and
democratic integrity, aligning closely with the study's goal of exploring the potential

synergies between SA, SNA, and LLMs in enhancing disinformation detection.

2.2 Theoretical Review

2.2.1 Introduction

This section provides a theoretical review of key concepts informing the study of
disinformation, particularly in elections. It draws from foundational works on information
disorder and social media networks, focusing on three major dimensions: (1) types of
information disorder (misinformation, disinformation, malinformation), (2) the use of
technology for disinformation detection (Sentiment Analysis and Social Network Analysis),

and (3) the role of LLMs in the detection of misinformation and hate speech.



2.2.2 Information Disorder

Defining the three major categories of information disorder is crucial to understanding the
different tactics used by actors online to manipulate both true and false narratives to sway
public opinion and amplify polarisation. These distinctions are particularly relevant in the
2022 Kenyan General Elections, where false narratives aimed at stoking ethnic divisions
were prevalent, and malinformation targeted individuals by exposing private details to the

public.

Abbreviated as MDM by Rosalie Li (2021), misinformation, disinformation and
malinformation, though used interchangeably, have distinctly different meanings in the
context of information disorder, each with different implications for public perception and
behaviour. Understanding these nuances is essential for developing effective strategies to

counter their negative effects.

As it represents the worst form of information disorder, the word "disinformation" is
frequently used to refer to any false information (Rosalie Li, 2021). However, we can
distinguish it from other types of information disorder based on its underlying deliberate

intent to cause harm and its position on the true-false spectrum.

Karlova and Fisher (2013) define misinformation as false or misleading information that is
spread unintentionally (Qazvinian et al., 2011), often due to misunderstanding, ignorance, or
a lack of verification. According to Wardle and Derakhshan (2017), it is disseminated without
malicious intent, and is based on genuine mistakes or erroneous beliefs (Rosalie Li, 2021).
This can create an environment where public trust is eroded, and individuals make decisions
based on incorrect facts, ultimately impacting behaviours, such as voting patterns or
health-related choices (Majerczak & Strzelecki, 2022). Misinformation can still have harmful

effects, even if it is not deliberately created to deceive.

Disinformation, on the other hand, is deliberately false or deceptive information (Karlova &
Fisher, 2013), often referred to as “fake news”, rumors, and “hyperpartisan” news (Tucker et
al., 2018). The primary motivation behind disinformation is to harm a person, social group,
organisation or country, manipulate public opinion, sow discord, or achieve specific political
or financial objectives (Wardle, 2017), which can lead to widespread mistrust and

polarisation within society, according to Humprecht (2020).



Unlike misinformation, which may be spread unintentionally, disinformation often involves
coordinated efforts. This form of information disorder poses a serious threat to democratic
processes, as it can shape narratives and influence elections, as observed during the 2016 U.S.
elections, where false stories generated significant engagement and profit for their creators

(Hughes & Waismel-Manor, 2020).

Malinformation refers to true information that is shared with the intent to cause harm or
damage to individuals, organisations, or society (Baines & Elliott, 2020; Cherilyn & Julie,
2024). Unlike misinformation and disinformation, malinformation often involves the
repurposing of true information for manipulating ends (Baines & Elliott, 2020), such as
doxxing or inciting violence, with the intention of creating a negative impact like inciting
violence, by exposing private information, or spreading confidential data (Wardle &
Derakhshan, n.d.). This highlights the ethical and legal complexities surrounding information

disorder, as it blurs the line between public interest and privacy rights.

FALSENESS

INTENT TO HARM

Misinformation
Unintentional mistakes

Disinformation
Fabricated and deliberately

Malinformation
Deliberate publication of

such as inaccurate
photo captions, dates,
statistics, translations, or
when satire is taken
seriously.

manipulated audio/visual
content. Intentionally

private information for
personal or corporate

created conspiracy theo-
ries or rumours.

rather than public inter-
est, such as revenge porn.
Deliberate change of
Context, date or time of
Genuine content.

Figure 2.1: Information Disorder Venn Diagram (Cherilyn & Julie, 2024)

2.2.3 The Elements and Phases of Information Disorder

In order to understand the various components involved in the creation, dissemination, and
reception of MDM, we need to identify and analyse the elements of information disorder -

including the agent, messages, and interpreters (Wardle & Derakhshan, 2017).

Researchers identify the actors responsible for generating misleading content (agents) and
their motivations, the content itself (messages) including its format and characteristics, and
the individuals or groups influenced by or spreading such content (interpreters) including

when they received the message, how they interpreted it and what action they took, if any



(Gentzkow & Allcott, 2017), to help in devising strategies to combat information disorder

effectively.

Actor Type: Official / Unofficial

Level of Organisation: None / Loose / Tight / Networked

Type of Motivation: Financial / Political / Social / Psychological
Level of Automation Human / Cyborg / Bot

Intended Audience: Members / Social Groups / Entire Societies
Intent to Harm: Yes / No

Intent to Mislead: Yes / No

Interpreter

Figure 2.2: Information Disorder Questions (Wardle & Derakhshan, 2017)

Considering the life of information disorder, which occurs in three different phases (creation,
production/reproduction, distribution) (Wardle, 2017), helps in identifying vulnerabilities and
points of intervention to address information disorder effectively, thus holding accountable
those who engage in malicious activities and addressing the root causes of information

disorder.

This is because each phase involves different actors with distinct motivations. Agents are
known to be driven by two major motivations; financial gain and promoting candidates or
causes they support (Gentzkow & Allcott, 2017). For instance, during the 2016 US elections,
over 100 sites posting fake news run by teenagers in the small town of Veles, Macedonia,
generated fake stories that favoured both Trump and Clinton, resulting in earnings of tens of

thousands of dollars for them (Hughes & Waismel-Manor, 2020).
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Figure 2.3: Three Phases Of Information Disorder (Wardle & Derakhshan, 2017)
2.2.4 Global Context

The rise of social media as a source for information and news dissemination and consumption
has not only generated a wealth of data, providing a treasure trove for research on human
behaviour (Morstatter & Liu, 2017), but has also become fertile ground for the spread of false
information, commonly known as disinformation, influencing public opinion and potentially

inciting violence.

The open, unmoderated nature of social media platforms (Elhag et al., 2018; Arkaitz Zubiaga
et al., 2018) provide opportunities to study how users discuss and propagate disinformation,
its ramifications on public discours, and to explore how NLP and data mining techniques may

be used to find ways of determining their accuracy.

Recent studies indicate that false information spreads faster and broadly than the truth,
(Soroush Vosoughi et al., 2018; The Spread of True and False News Online, 2018; Dwi
Surjatmodjo et al., 2024), posing significant challenges to societal cohesion and democratic
integrity. Researchers are increasingly employing NLP and data mining techniques to analyse
disinformation propagation, seeking methods to verify the accuracy of information in real

time (Jain R, 2024).
2.2.4.1 Sentiment Analysis (SA)

SA has emerged as a powerful tool for gauging public opinion and emotional responses to

various issues, including political discourse and social movements. Studies show that SA can
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effectively capture the nuances of public sentiment, allowing researchers to understand the
impact of disinformation on public perception (Arias et al., 2022; Das et al., 2024). However,
a gap exists in the application of SA in multilingual contexts, where the subtleties of language

can skew sentiment detection, limiting the accuracy of findings (Nur & Aniza, 2021).

For instance, a study by Elhag et al. (2018) to evaluate the performance of SA algorithms on
Arabic and English language datasets found that machine learning (ML) algorithms for
Arabic datasets were weak and need more work. The accuracy results obtained by two ML
algorithms, Decision Tree (DT) and Naive Bayes (NB), were 50.76% and 54.43% for DT and
NB respectively for Arabic datasets, compared to 97.16% and 89.52% accuracy for DT and
NB respectively for English datasets.

2.2.4.2 Social Network Analysis (SNA)

SNA further complements these efforts by examining the structures of relationships within
social media networks. It enables researchers to identify key actors and their roles in
disseminating information (Serrat, 2017), helping to map how disinformation spreads through

social channels (Duzen et al., 2023).

Lawton (2011) laid the groundwork for utilising social media data analysis as a mechanism
for identifying disinformation actors and discerning emerging patterns. Building on Lawton's
efforts, Monteiro et al. (2023) explored the use of social network analysis (SNA) to identify
the spread of false information within social networks, distinguishing it from legitimate

information sources.

Further, Corman et al. (2017) investigated the dynamics of disinformation on social media.
Their research not only identified disinformation actors and patterns, but also shed light on

the false information on public perceptions and attitudes.

Additionally, the role of social bots in disseminating disinformation has garnered significant
attention in recent years. Studies by Kollanyi et al. (2016) and Shao et al. (2018) have
highlighted the spread of low-credibility content by social bots, underscoring the need to
understand their influence on information diffusion. Moreover, Vosoughi et al. (2018) and

Guess et al. (2019) have examined the prevalence and predictors of fake news dissemination
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on social media platforms, providing valuable insights into the mechanisms driving the

spread of misinformation.

Shu, Sliva, Wang, Tang, and Liu (2017) identified several significant challenges in their
study, which examined the dissemination of false information about X (formerly known as
Twitter) and its influence on public opinion using a variety of data mining techniques. These
include bias in data collection that affects the detection models' accuracy and a dearth of
validated datasets for training and testing algorithms for detecting fake news. Additionally,
the social interactions of users with fake news generate “data that is big, incomplete,
unstructured, and noisy," ensuring that detection models generalise well across different

domains and topics is a persistent challenge.

SNA has also been used to identify the accounts responsible for initiating and disseminating
health misinformation during the COVID-19 pandemic on X (formerly known as Twitter),
revealing how certain influential nodes can amplify false narratives (Kothari et al., 2022;
Asma Ul Hussna et al., 2024). Despite advancements in SNA, many SNA studies lack
real-time application capabilities that are critical for timely interventions in disinformation
campaigns, much like how tools such as the Social Networks Adapting Pedagogical Practice
(SNAPP) help educators monitor student interactions in online environments (Dawson et al.,
2019). The absence of such real-time monitoring tools in disinformation research hinders the
ability to identify and address misinformation promptly, underscoring a significant gap in

current methodologies.

One significant issue in SA and SNA is the use of non-English languages to propagate
disinformation. This complicates the analysis because many SA and SNA algorithms are
trained on predominantly English datasets (Mohammad et al., 2016; Mohammad, 2017). This
leads to data bias and significantly reduced accuracy when analysing content in local
languages like Swahili and vernacular languages. This can result in misinterpretation or

underestimation of the sentiment and network structures present in non-English posts.

Further, analysing content in multiple languages requires sophisticated NLP techniques
capable of handling linguistic nuances, idiomatic expressions, and cultural references.
Existing SA models may not accurately capture sentiment in languages other than English,
while SNA might fail to identify key actors and relationships due to language barriers.

Additionally, disinformation actors may use otherwise neutral words that could be construed

13



negatively in other languages, or vice versa, further complicating sentiment analysis
(Hogenboom et al., 2015; Mozeti¢ et al., 2016; Stieglitz et al., 2018; Farzindar & Inkpen,
2015).

2.2.4.3 Large Language Models (LLMs)

In the context of LLMs, recent advancements have shown their potential in automating the
detection of disinformation. LLMs can analyse vast datasets in multiple languages, and
understand intricate linguistic patterns, making them suitable for multilingual contexts where
traditional methods may struggle (A Survey on Large Language Models with
Multilingualism: Recent Advances and New Frontiers, 2017; Hadi et al., 2023). Their ability
to understand context and semantics allows for the nuanced identification of misinformation
and its motivations, enhancing the overall effectiveness of detection strategies (Large

Language Model Agent for Fake News Detection, 2017).

However, a significant gap exists in the integration of LLMs with SA and SNA
methodologies; data timeliness. Given the dynamic nature of language, LLMs may lack
access to the most up-to-date data, resulting in models trained on outdated or missing

information (Pallagani et al., 2024).

This limitation becomes particularly problematic in the context of rapidly evolving events
like elections, where misinformation and public narratives shift quickly. There also remains a
lack of empirical studies that specifically assess the efficacy of combined approaches,
particularly in non-English contexts like Kenya, where language and cultural nuances
significantly affect the dissemination and perception of information (Towards Measuring and

Modeling “Culture” in LLMs: A Survey, 2024; Ingers J, 2024).

2.2.5 Local Context

In Kenya, the growing adoption of social media platforms such as Facebook, TikTok and X
(formerly known as Twitter), and dark social platforms such as WhatsApp and Telegram, has
transformed how people access news and interact with information. While these platforms
enhance civic engagement, they have also become channels for the spread of mis- and dis-
and mal-information, especially during politically charged periods like elections. A study by

Odanga Madung (2022), highlighted the proliferation of disinformation on TikTok during
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Kenya’s 2022 elections, with coordinated networks spreading false narratives in both English
and Swabhili. Similarly, research by the Mozilla Foundation showed how influencers and bots
were employed to manipulate public opinion, often targeting local ethnic, cultural, and

political divisions.

Local languages play a critical role in shaping these narratives. With content often shared in
Swahili or vernacular languages, traditional sentiment and network analysis models —
primarily trained on American English datasets — struggle to capture key nuances in British

English (Ukkonen & Tiedemann, 2023), let alone other languages.

This introduces a challenge, as disinformation actors exploit linguistic and cultural subtleties
to influence public perception while evading detection by automated systems. For example,
politically motivated actors have weaponised otherwise neutral cultural symbols and sayings,
creating subtle disinformation campaigns that evade detection by algorithms trained on

English languages (Atefeh Farzindar & Inkpen, 2015; Bhutani et al., 2019).

The 2022 Kenyan General Election held on August 9, 2022, to elect the president, Members
of Parliament (MPs), county governors, senators, members of the county assembly (MCAs),
and women’s representatives (National Council for Law Reporting with the Authority of the
Attorney-General, 2010) continued this trend, with social media being a battleground for
disinformation campaigns. Studies like those by Ogola (2022) highlight issues such as ethnic
divisions, political polarisation, and the lack of robust fact-checking mechanisms have made

Kenya particularly vulnerable to disinformation.

Information disorder here is not merely limited to spreading falsehoods but includes
malinformation—true but harmful content shared with malicious intent, such as exposing
private conversations or selective sharing of politically sensitive events. During election
periods, such narratives escalate, increasing the potential for violence and social unrest
(Lynch, Cheeseman, & Willis, 2019). Dark social platforms such as Telegram and WhatsApp,
are especially difficult to monitor, due to their encrypted nature, thus allowing disinformation

to spread rapidly and covertly (Kuru, Campbell, Bayer, Baruh, & Ling, 2022).

Despite advances in SA and SNA, real-time monitoring tools adapted for Kenya’s
multilingual and multicultural context remain inadequate. (A Survey on Large Language

Models with Multilingualism: Recent Advances and New Frontiers, 2017; Hadi et al., 2023).
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Shikali and Mokhosi ( 2020) showed that many SA and SNA systems are designed for

high-resource languages, resulting in low accuracy for Swahili or vernacular data.

There is also limited local research on how LLMs can enhance the accuracy of multilingual
disinformation detection, representing a critical gap. This study aims to address these
challenges by proposing the integration of LLMs with SA and SNA models, enhancing the

capacity to detect and mitigate disinformation in real-time.

2.3 Empirical Review

The application of LLMs in combating disinformation has gained traction, especially in

multilingual environments.

2.3.1 Models Applied in Disinformation Detection

2.3.1.1 Multilingual Bidirectional Encoder Representations From Transformers

Among the largest multilingual LLMs, Google’s Multilingual Bidirectional Encoder
Representations from Transformers (mBERT) was pre-trained on Wikipedia data in 104
languages — of the 7,000 known languages currently spoken in the world (Toloka, 2024) —,
enabling it to perform cross-lingual tasks like document classification, language
identification, word alignment, translation, and named entity recognition (NER). For
instance, Pires et al. (2019) found that an mBERT model performs well when transferring
between languages with distinct scripts, such as Urdu (written in Arabic script) and Hindi
(written in Devanagari script) with 91% accuracy, by leveraging shared linguistic structures

across the languages.

Despite its ability to generalise across typologically similar high-resource languages, that is,
the more common languages, it faces challenges with low-resource languages, that is the
underrepresented languages, that have dissimilar structures or sparse training data (Wu &
Dredze, 2020). Furthermore, mBERT does not explicitly align multilingual representations,
limiting its understanding of complex multilingual disinformation networks. This limits its
ability to align multilingual disinformation patterns seamlessly across unrelated languages.
(The Achilles Heel of Large Language Models: Lower-Resource Languages Raise More
Safety Concerns, 2024)
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A study by Conneau et al. (2020) produced the graph below that shows a distribution of data
across the internet divided into language groups. While the high-resource languages have
hundreds of GB of data available for training models, the low-resource languages, that is
those towards the tail of the graph only have data available in the range of hundreds of
megabytes, if at all.

Dataset size (in GB)
S

\I CommonCrawl B Wikipcdial

Figure 2.4: Data In Gb (Log-Scale) For 88 Languages That Appear In The Wiki-100 Corpus
Used For Mbert (Conneau Et Al., 2020)

2.3.1.2 Cross-Lingual Language Model with RoBERTa architecture (XLM-R)

Meta’s XLM-R, an improvement over mBERT, was trained on 100 languages with over two
terabytes refined/filtered CommonCrawl (CC), as opposed to Wikipedia data. Common
Crawl corpus (CC-100) addresses many of mBERT’s limitations by offering stronger

performance in multilingual environments. (Noo, 2021).

XLM-R shows particular strength in low-resource languages, outperforming mBERT on a
variety of cross-lingual benchmarks. For instance, on Cross-lingual Natural Language
Inference (XNLI) — an evaluation corpus for language transfer and cross-lingual sentence
classification in 15 languages —, XLM-R outperformed mBERT by 14.6% average accuracy,
13% average F1 score on MLQA, and 2.4% F1 score on NER. (Conneau et al., 2019;
facebookresearch, 2023).

2.3.1.3 Capsule Networks

Capsule Networks (CapsNets) have been employed with word embeddings like BERT to
detect fake news on social platforms such as X (formerly known as Twitter). CapsNets
maintain spatial relationships within text and are designed to identify subtle contextual cues,

improving rumor detection accuracy by 6-7% over traditional deep learning methods. This
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approach ensures that even nuanced manipulations within disinformation campaigns are more

easily captured.

2.3.2 Formula and Performance Metrics

Performance of these models in multilingual settings is often evaluated using Accuracy and

F1-score, calculated as:

Correct Predictions

Accuracy = Total Predictions

Precision X Recall
F1Score = 2 X Precision + Recall

2.4 Gaps in the Research
After a concise review of past studies in subsection 2.4 and 2.5 several gaps were identified.

Bastos and Mercea (2019), and Yang et al. (2023) faced a data accessibility challenge on X
(formerly known as Twitter). X (formerly known as Twitter)’s limitations on access to
individual account data with researchers makes studying bots on that platform very hard as
one must fetch data from social media platforms before they can perform the evaluation. This
situation was made worse with the removal of open-source API access on X (formerly known
as Twitter), leading to the cancellation or suspension of many ongoing research projects
relying on X (formerly known as Twitter) data. Further, given the rapidly evolving nature of
political discourse, especially during elections, existing models are often limited by outdated
data and struggle to detect real-time shifts in disinformation patterns (Hadi et al., 2023). This

research aims to fill the gap by developing real-time monitoring capabilities.

Many models and datasets for disinformation detection are trained on English, with minimal
work done on African languages or multilingual political environments like Kenya’s. This
indicates the need for customised detection frameworks that capture linguistic nuances in

languages such as Swabhili and vernacular Kenyan dialects.

Prior studies have either focused on individual methods — Sentiment Analysis (SA), Social
Network Analysis (SNA), or LLMs — but none have explored how these models can be

integrated effectively, which this study aims to explore.
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2.5 Operationalisation of Research Objectives

To operationalise the objectives of this study based on the gaps identified the researcher
utilised data from the social media platform X (formerly known as Twitter), despite its
current limitations on data accessibility. The choice of X (formerly known as Twitter) data is
critical as it is a significant platform for political discourse, providing insights into the

dynamics of information dissemination and engagement

Models like mBERT and XLM-R were utilised to analyse language-specific disinformation
strategies. The aim was to enhance detection capabilities by leveraging the models' ability to
process and analyse multilingual data, addressing the current underrepresentation of African
languages in existing models. Thereafter, frameworks that allow for real-time monitoring of

disinformation patterns were implemented, enabling swift responses to evolving narratives.

Operationalising the research objectives offered valuable insights for policymakers and
electoral bodies on effective monitoring and intervention strategies to protect the integrity of

democratic processes.

Table 2.1: Operationalisation Of Research Objectives

Research Objective (RO) | Aspect Measure Test
Structural Quantify the
RO1. Analyse the structural characteristics | relationships and Node centrality.
characteristics of of influence of
. . Degree
disinformation networks on .. . ) )
disinformation various actors in C
social media platforms distribution.
networks the disinformation
during the 2022 Kenyan )
urng Y network. Clustering
General Elections usin .
using coefficients.
LLMs.
Modularity.
Pearson/Spearman
correlation.
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Influence of key

RO2. Examine the actors Assess the volume | Regression
mechanisms through which and engagement analysis.
key actors within metrics (likes,
disinformation networks shares, retweets) of
influence the flow and content
virality of content using disseminated by
LLMs. identified key
actors.
RO3. Explore the potential | Algorithms Algorithm Best Model from
synergies between SA,
SNA and LLMs in Evaluation of:
enhancing disinformation Logistic
detection and protecting the Regression,
integrity of democratic
processes across languages. Naive Bayes
model.
KNN.
Support Vector
Machine (SVM).
Random Forest
(RF).
Transformer
models.
RO3 Continued Language Number of Accuracy,
(evaluation) Understanding | correctly classified | Precision, Recall,

20




Across Contexts

(LLMs)

multilingual
disinformation
messages across

various languages.

and F1 Score of the
LLM models in
identifying
disinformation

patterns.

Source: (Researcher, 2024)
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Chapter 3: Methodology

3.1 Introduction

The aim of this study was to develop a machine-learning model for detecting hate speech in
text-based content, specifically tweets. This chapter outlines the methodological approach
taken to achieve this objective, detailing the research design, target population, data

collection methods, data analysis techniques, ethical considerations, and study limitations.

The section provides an overview of the data science pipeline, from dataset acquisition and
preprocessing to model training, evaluation, and deployment. Emphasis is placed on the
parameters guiding text analysis, acknowledging the exclusion of other media forms, such as
images and videos, which are also commonly used in disinformation campaigns. By
systematically presenting each step, this chapter seeks to bridge the gaps identified in the

previous chapter and ensure transparency in the model development process.

3.2 Study Design

This study utilised the Cross Industry Standard Process for Data Mining (CRISP-DM) model,
a well-established methodology used for performing data mining projects. The CRISP-DM
model provides a structured approach to handling various data mining tasks and allows for a
deeper understanding of the underlying data. This study follows the six key phases of
CRISP-DM model, highlighted in Figure 3.1 below, ensuring a methodical progression from

data collection to insight generation.

The first phase referred to as Business Understanding, involves defining the objectives and
requirements of the project. The second phase, Data Understanding, focuses on data
acquisition and exploration. This involves gathering the relevant datasets, examining their
structure and content, and identifying any potential issues or inconsistencies. This phase
provides valuable insights that inform the subsequent data preparation and modelling stages.
The third phase, Data Preparation, involves pre-processing and transforming the data to
ensure its quality and suitability for modelling. This involves tasks such as data cleansing,
feature engineering, and data integration, handling any missing, inconsistent, or duplicate
data to create a clean and structured dataset that is conducive to accurate and efficient

modelling. This stage is crucial, as the quality of the prepared data directly impacts the
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performance of the data mining models. Modelling is the fourth phase, involves selecting and
applying appropriate data mining techniques to the prepared data. It involves experimenting
with various algorithms and methods to find the most suitable models for the specific
problem and data at hand, fine-tuning the model parameters to optimise performance. To
assess the models' effectiveness, a range of evaluation metrics and cross-validation

techniques are used to ensure that the chosen models generalise well to unseen data.

Once the models have been constructed and refined, there are evaluated to assess the model
performance against the research objectives. This involves testing the models on a separate
dataset and measuring their performance using relevant evaluation metrics. This phase is
crucial for ensuring that the models meet the project's goals and provide valuable insights for
decision-making. The final phase, Deployment, involves integrating the data mining models
into the business processes and systems. By carefully planning and executing the models'
deployment, the researcher ensures that the project's objectives are realised, and the insights
gained through data mining are effectively utilised to inform business decisions and

strategies.
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Figure 3.1: CRISPM-DM Model by Hotz (2018)

3.3 Data Collection and Sources

This study utilised secondary data sourced by Code for Africa (CfA) for research purposes. In
the context of social media, specifically focusing on X (formerly known as Twitter),

(Gonzalez-Bailon et al., 2014) highlighted two types of biases introduced by API-based data
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collection: the first, known as first-order bias, pertains to the representativeness of tweets
returned by the API, as the selection process may not accurately reflect the entire X (formerly
known as Twitter) ecosystem; while the second, known as second-order bias, arises when
sampled data inadequately captures the intensity and structure of communication between
agents and interpreters (Wardle & Derakhshan, 2017), leading to distortions in the analysis of
interactions and influence within the platform. These biases are particularly relevant in
studies like this that analyse online discourse, where missing data can impact the reliability of

network-based inferences.

To mitigate both types of biases, our search query was guided by a HateLex — a 23-term
Kenyan political hate speech lexicon —, developed by The National Cohesion and
Integration Commission (NCIC) in collaboration with the Mapema Coalition (Abbreviations
and Acronyms FGD Focus Group Discussions NCIC National Cohesion and Integration
Commission NCI Act National Cohesion and Integration Act, n.d.). By employing this
predefined HateLex, the study ensured that relevant data was systematically captured while
minimising the risk of overlooking critical content due to API filtering limitations.
Furthermore, the HateLex-based approach helped standardise the data retrieval process,

reducing inconsistencies that might arise from arbitrary keyword selection.

The CfA database used for this study contains approximately 101,000 publicly available and
relevant tweets for the period between January 1, 2022, and December 31, 2022. This dataset
was collected using Meltwater, a media intelligence platform that aggregates publicly
available content from social media platforms, online news sources, blogs, and forums using
proprietary web crawling and API integrations. Meltwater applies natural NLP and artificial
intelligence (Al) to filter, categorise, and analyse large volumes of text-based data. Through
its access to historical and real-time data streams, Meltwater facilitated the systematic

collection of tweets relevant to the study's focus, ensuring comprehensive data coverage.

To ensure balanced representation across different time periods, stratified sampling was
applied by selecting a subset of tweets from each month. Stratified sampling involves
dividing the population into homogeneous, mutually exclusive groups (strata), and randomly
selecting a sample from each group (stratum) to maintain proportionality (Bhattacherjee,
2012). This sampling approach was employed to capture variations in discourse before,

during, and after the 2022 Kenyan General Elections. The final analytical dataset consisted of
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73,321 tweets, distributed across the three electoral phases, ensuring comprehensive temporal

coverage.

By applying this stratified sampling approach and leveraging Meltwater as a data collection
tool, the study accounted for fluctuations in online engagement, political discourse intensity,
and the emergence of key disinformation narratives over time. This methodological
framework not only reduced sampling bias but also improved the generalisability of findings,
providing a more accurate representation of the digital information landscape surrounding the
elections. As a result, the dataset offers valuable insights into the structural characteristics of
disinformation networks, the role of political hate speech in online discussions, and the

broader implications for digital disinformation.

3.4 Data Pre-Processing

Since we make inferences from the data, data preparation is a crucial step in ensuring the
dataset is clean, consistent, and ready for analysis. This step involved handling missing
values, duplicates, and standardising the dataset for optimal model performance (Marczyk,

DeMatteo, & Festinger, 2010).

For this study, putting various treatment options into consideration, we handled duplicates as

well as missing values that might affect the overall representation of the population.

3.4.1 Data Inspection and Exploration

This process involves inspecting the dataset to gain an understanding of its structure,
attributes, and underlying patterns. This step entails examining summary statistics (e.g.,mean,
median, standard deviation) to identify potential anomalies, data entry errors and potential

sources of noise

The dataset used consisted of structured metadata fields that provide essential context for

each tweet. The relevant variables are outlined in Table 3.1 below.
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Table 3.1:

Relevant Tweet Metadata Variables And Description

Variable Description

Date Date when the tweet was posted

Headline Main headline or summary of the tweet

URL Link to the actual tweet

Opening Text First few words or introductory text of the tweet

Hit Sentence

Main text (the tweet/news content)

Source Platform or publication source of the tweet

Influencer X (formerly known as Twitter) username that shared the tweet

Country Country where the tweet originated

Subregion Specific subregion or state related to the tweet

Language Language in which the tweet was written

Sentiment Classification of tone of the message (positive, neutral, or
negative)

Reach Estimated number of people who viewed the tweet

Desktop Reach Estimated number of viewers on desktop devices

Mobile Reach Estimated number of viewers on mobile devices

Twitter Social Echo

Engagement level of the tweet on X (formerly known as Twitter)

Facebook Social Echo

Engagement level of the tweet on Facebook

Reddit Social Echo

Engagement level of the tweet on Reddit

National Viewership

Number of views the tweet received nationally
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Engagement Total interactions (likes, shares, comments) with the tweet.

AVE Advertising Value Equivalency, estimating media value of the
tweet

Key Phrases Extracted key phrases summarising tweet content

Input Name Name of the dataset input or source

Keywords Keywords associated with the tweet content

Twitter Authority Influence score of the X (formerly known as Twitter) account

Tweet ID Unique identifier for the tweet

Twitter ID Unique identifier for the X (formerly known as Twitter) user

Twitter Client Application used to post the tweet (e.g., X (formerly known as

Twitter), Web App, Android)

Twitter Screen Name

Public display name of the X (formerly known as Twitter) user

User Profile URL

Link to the X (formerly known as Twitter) user's profile

Twitter Bio

Biography or description provided by the X (formerly known as

Twitter) user

Twitter Followers

Number of followers the X (formerly known as Twitter) user has

Twitter Following

Number of accounts the user follows

Alternate Date Format

Additional format of the tweet's posting date

Time Time when the tweet was posted
State State or province associated with the tweet
City City associated with the tweet

Document Tags

Tags or labels assigned to the tweet for categorisation
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3.4.2 Treatment for Missing Values

During data preparation, missing values were systematically handled to maintain the dataset's
integrity and ensure accurate analysis. The pandas module in Python was employed to
manage missing data efficiently. In the “Sentiment” column, only a few values were missing
(less than 5%). Given their minimal impact, these missing entries were simply dropped using
the ‘dropna()’ function rather than being imputed. This decision ensured that only complete
and reliable sentiment data were used in subsequent analyses, preventing any potential biases

from incorrect estimations.

3.4.3 Handling Duplicates

Data manipulation in this study involved handling duplicates, particularly the “Hit Sentence"
column, which contained tweet content. The approach to handling duplicates varied

depending on the analytical method used.

When building the LLM, it was crucial to ensure that duplicate messages did not distort the
training data. The first step in duplicate handling involved filtering out retweets. Since
retweets replicated the original tweet without modification, any entry where the "Hit
Sentence" began with ‘RT’ was removed. This prevented multiple counts of the same

message from skewing sentiment classification.

However, in the context of Social Network Analysis (SNA), duplicates were retained.
Retweets and repeated messages played a critical role in understanding how information
spread across the network. These duplicates were preserved in the dataset used to construct
the network graph in Gephi, as they provided valuable insights into the flow of
disinformation, influence patterns, and user interactions. By keeping these repeated messages,
the study was able to analyse how specific tweets were amplified, which users played key

roles in dissemination, and the overall structure of the disinformation network.

3.4.4 Data Type Conversion

The next step was to convert data from one type to another to ensure consistency and
compatibility analytical methods. This is achieved by identifying incompatible data types

then selecting appropriate conversion methods. Date and time were standardised to a panda’s
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format for easier manipulation during analysis. Other conversions included converting integer

to floats.

3.4.5 Data Labeling

The labeling of hate speech in the dataset was conducted using a lexicon-based approach. A
predefined HateLex - hate speech lexicon - containing keywords and phrases associated with

hate speech was used to categorise tweets.

Each tweet was analysed for the presence of these keywords, and if a match was found, it was
assigned a corresponding hate speech label. This method allowed for automated and
consistent annotation of the data, ensuring that tweets containing hate-related terms were

flagged for further analysis.

However, while lexicon-based labeling provided a systematic and scalable way to classify
content, it had limitations, such as context misinterpretation (e.g., sarcasm or reclaimed
slurs). To mitigate this, additional manual verification and contextual analysis were

conducted to refine the labels and improve accuracy.

3.4.6 Data Balancing

After labeling the data, we observed a significant class imbalance, as illustrated in Figure 3.2
below. To mitigate this, we experimented with various balancing techniques, including 50-50
oversampling using SMOTE (Synthetic Minority Over-sampling Technique). However, this
approach led to poor training performance and heightened overfitting, as the synthetic

sentiment samples did not generalise well to unseen data.
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print(df

label"].value_counts())

<ipython-input-17-dd7e23d5bc20>:28: SettingWithCopyWarning:
A value is trying to be set on a copy of a slice from a DataFrame.
Try using .loc[row_indexer,col_indexer] = value instead

See the caveats in the documentation: https://pandas.pydata.org/pandas-docs/st
df["label"] = df["Hit Sentence"].apply(auto_label)

label

L (1:1:3

0 3734

Name: count, dtype: int64

Figure 3.2: Distribution Of Tweet Labels (Hate Speech = 1, Not Hate Speech =0)

Since undersampling was not a viable option due to potential data loss, we opted for a minor
oversampling strategy. Specifically, we increased the number of “Not Hate Speech” samples

to 10,000 to achieve a more balanced distribution while minimising the risk of overfitting.

3.5 Feature Transformation

Once the dataset is cleaned, feature transformation is applied to convert raw data into a
format suitable for analysis. This includes encoding categorical variables, scaling numerical

features, and selecting the most relevant attributes for modeling.
3.5.1 Categorical Variable Encoding

Machine learning models often require categorical data to be represented numerically. In this
dataset, the categorical variable, “Sentiment” (Positive, Negative, Neutral), was encoded
using Label Encoding, where each sentiment category was assigned a unique numerical value

(Negative = 0, Positive = 1, Neutral = 2).
3.5.2 Feature Scaling

The study employed feature scaling to ensure numerical features were on a similar scale,
typically within predefined range such as [0,1] or [-1,1], preventing models from being biased
toward variables with larger magnitudes. Min-Max Scaling was applied to transform values
between 0 and 1, while Standardisation (subtracting the mean and dividing by the standard

deviation) was used to normalise distributions. Both transformations were implemented using
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the sklearn.preprocessing module in Python ensuring consistency and reproducibility in the

scaling process.

3.5.3 Feature Selection

Selecting the most informative features helps improve model performance and reduces
computational complexity. In this dataset, the most relevant attributes for analysis included
Date, Hit Sentence, Influencer, Country, Language, Source, and Sentiment. Features that do
not contribute significantly to the analysis were dropped to streamline processing.
Additionally, feature engineering techniques such as extracting key phrases or sentiment

intensity were applied to enhance model performance.

To ensure consistency, text normalisation techniques such as lowercasing, stopword removal,
and lemmatisation were applied to standardise the text data. Additionally, tweets were
tokenised for further processing, and labeled according to predefined hate speech

classification categories.

3.6 Exploratory Data Analysis

Exploratory Data Analysis (EDA) involves coming up with summaries and visualisations of
sample distributions that allow us to better understand and make inferences about the entire

population (Rahmany et al., 2020).

Generally, EDA is conducted to obtain an overall representation of the population from the
analysis and examining the central measures of tendency of sample data. The study focuses
on both univariate and multivariate analysis of the data to check for skewed distributions as
well as outliers within the data. This is where descriptive and correlational statistics were
obtained to aid in the selection of significant variables within the assessments, behavioural

and demographic aspects for the predictive analysis.

Descriptive statistics assist researchers in data description and establish relationships between
variables (Marczyk, DeMatteo, & Festinger, 2010). We assessed the relationship between the
various predictor/independent variables (engagement metrics, such as the number of posts,
likes, shares, comments, and retweets), with the dependent variable (virality) using

Pearson/Spearman correlation.
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The insights gained from EDA guided the development and fine-tuning of the LLM,

sentiment analysis models, and the final dashboard.

3.6.1 Machine Learning Algorithms

There are several machine learning techniques that were employed to perform
predictive-based tasks. This study sequentially looks into the following algorithms; Logistic
Regression, Naive Bayes, Support Vector Machines (SVM), Random Forests and

Transformer Models. These models were used to perform classification tasks.

3.6.1.1 Logistic Regression

Logistic Regression is a supervised learning algorithm used for classification. In this study

we’ll use it to identify whether content is likely disinformation or not (binary classification).

In Logistic Regression, predictions are made by calculating the chance of an event occurring
from the linear combination of one or more explanatory variables (Sperandei, 2014).

Typically a logistic regression applied for this study is represented as;

log [ 1fp] =B, +B X ++ B X
where,
p represents the probability,

Xj represents the predictor variables/input features, and

Bi represents the coefficients associated to the impact brought about by each

explanatory variable.
3.6.1.2 Naive Bayes (NB)

NB is a supervised classification technique based upon the Baye’s Theorem (Messinis &

Hatziargyriou, 2018). It assumes the independence of variables.

Mathematically, Bayes theorem can be written like this:
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PX/Y) « P(Y)

PY/X) = P

where;

P(Y/X) is the posterior probability i.e probability of target given the predictor.

P(X/Y) is the likelihood i.e the probability of the predictor given the target variable.

P(Y) is the prior probability of the predictor.

P(X) is the prior probability of the target.

3.6.1.3 Support Vector Machines (SVM)

The main objective of SVM is creating a hyperplane with the biggest separation between
support vectors in the data used in this study. We aim at maximising the distance between the
different classes (e.g., disinformation or not) so as to minimise the classification error.

(Berwick, n.d.; Sumbatilinda, 2024).

The optimal hyperplane is obtained by;

Yy = w - x + bwhere;

w represents a normal vector and

b is some offset

QA Maximum

Margin Positive
¢ Hyperplane
Maximum / ¢ ¢
Margin r
Hyperplane
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Negative Hyperplane VeCtOLS

r@
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Figure 3.3: Illustration Of The Concept Of SVM (Sumbatilinda, 2024)
3.6.1.4 Random Forest (RF)

RF is an ensemble learning algorithm for classification (Belgiu & Lucian Dragut, 2016)

suitable for predicting content virality and distinguishing influential actors within networks.

A RF will predict the likelihood of content becoming viral based on engagement metrics

(likes, retweets, shares) and identify the most influential actors or accounts in a network.

RF relies on aggregation of multiple decision trees:
. M
y = % > T (X) where;

m=1 m

Tm(X ) is the prediction of the m-th tree, and

M 1is the number of trees in the forest.
3.6.1.5 Transformer Models

Transformer Models are a type of deep learning architecture, such as BERT (Devlin et al.,
2024), XLM-R (Conneau et al., 2019), and mBERT that tracks relationships in sequential
input, to capture long-range dependencies and contextual relationships within the data

(Merritt, 2022; Ferrer, 2024).

These models trained on NLP to identify and classify disinformation will be fine-tuned to

detect disinformation across multilingual data and assess real-time shifts in sentiment.

The core of transformer models operation is mathematically expressed in this way:

T
Attention(Q, K, V) = softmax ( QI; ) V where;

Ve,
Q is the query matrix,

K is the key matrix,
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V is the value matrix, and

A /dk is the scaling where dk is the dimension of the keys is employed to standardise the

vectors to unit variance for ensuring stable softmax gradients during training (Pallagani et al.,

2024).
3.6.2 Performance Evaluation

The models applied for this study will be subjected to evaluation using the following

evaluation metrics; Accuracy, Precision, Recall, and F1-Score.
3.6.2.1 Accuracy

Accuracy measures the ratio of correct predictions over the total number of instances
evaluated (Hossin & Sulaiman, 2015). It indicates how well an algorithm correctly identifies

both positive and negative cases out of all cases.

Accuracy is expressed mathematically as;

True Positive (TP) + True Negative (TN)
True Positive (TP) + True Negative (TN) + False Positive (FP) + False Negative (FN)

Accuracy (Acc) =

3.6.2.2 Precision

Precision is among the most applied metrics for evaluating the performance of classification
algorithms. It measures the fraction of the positive cases that are correctly predicted from the
total positive instances (Hossin & Sulaiman, 2015; Geetha et al., 2024). Specifically,
Precision focuses on minimising false positives — cases where content is wrongly classified

as disinformation.

For this study, Precision will show how accurately the model identifies disinformation within

the collected data, relative to all the flagged cases.

Mathematically it is represented as;

True Positive (TP)
True Positive (TP) + False Positive (FP)

Precision (P) =
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3.6.2.3 Recall

Recall, is a measure of the proportion of positive cases that were correctly classified (Hossin

& Sulaiman, 2015; Geetha et al., 2024). Recall focuses on minimising false negatives —

instances where real disinformation is not detected.

For this study, it will measure the ability of the predictive models to correctly identify all

relevant disinformation cases from the dataset, even if subtle or hidden within multilingual

contexts.

The formula for is ;

True Positive (TP)

Recall =

True Positive (TP) + False Negative (FN)

3.6.2.4 F1-Score

The F1-Score is the weighted harmonic mean of Precision and Recall, giving a balanced

measure of the model’s accuracy (Hossin & Sulaiman, 2015; Geetha et al., 2024).

In our study, F1-Score will help us address situations where both false positives and false

negatives are critical.

It is mathematically represented as;

Precision-Recall
Precision+Recall

Fl—Score =2 X

POSITIVE NEGATIVE

positive | TP FN

necamve | FP | TN

ACTUAL VALUES

R TP . TP
recision = TP+ FP ecall = TP T FN

IP+TIN
TP+ FP+FN+TN

Accuracy =

Precision X Recall

F — 0.
RAsare Precision + Recall
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Figure 3.4: A Representation Of The Confusion Matrix (Research Gate, 2023)

3.7 Model Deployment
3.7.1 Introduction

The ultimate goal of the study is to develop an effective system for detecting disinformation
in real-time on social media platforms. This system will leverage advanced machine learning
models, including LLMs and classical algorithms like Naive Bayes, to identify and classify

content.

3.7.2 Model Implementation

Once the machine learning models are developed, they will be deployed for real-time
detection of disinformation on social media platforms like X (formerly known as Twitter). To
ensure efficient deployment, the machine learning models will be dockerised to streamline
the production environment. Dockerisation involves encapsulating the machine learning

code, libraries, and environment into a container using Docker.

This will ensure that the deployment is consistent and can be easily replicated across different

systems.

The deployment will be achieved through a REST API, which will allow efficient
communication between the model and external platforms. We will create an API service that
will receive input data (such as posts or tweets) from X (formerly known as Twitter) and send

the output (predictions regarding disinformation) back to the user in real-time.

3.7.3 Data and Results Dissemination

The data used for this study was stored in a data warehouse for public reuse. Additionally, the
data and machine learning code were uploaded to my GitHub repository. Public access to the
repository will be read-only, ensuring data integrity. Collaborators can request additional

access by contacting the repository administrator.

For result dissemination, a dashboard was developed where the results of the model’s
predictions are displayed in an interactive dashboard. This dashboard will be accessible to

authorised users, enabling them to monitor disinformation trends and gain insights. The
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dashboard allows for real-time tracking of posts and provide summaries on disinformation
patterns. In order to process incoming data efficiently, the Dockerised model run
continuously, monitoring social media activity. The model assesses various engagement
metrics like the number of posts, likes, shares, and comments, and apply sentiment analysis

and other machine learning techniques to detect disinformation.

Through effective deployment, the model provides ongoing, real-time detection and
classification of disinformation campaigns, contributing valuable insights for managing and

mitigating the spread of harmful content on social media.
3.7.4 Data Utilisation

Effective model deployment is critical to ensuring that the insights gained from this research

are utilised in practical applications to protect the integrity of democratic processes.

In particular, the key findings were utilised to inform policy recommendations, enhance
media literacy, and improve platform moderation.. Collaborative efforts with policymakers
and fact-checking organisations ensures the broad application of findings across multilingual

environments.

3.8 Ethical Considerations

Confidentiality is one of the key ethical considerations that researchers are advised to observe
(Marczyk et al., 2010). When collecting data from social media, researchers must ensure that
personal information is anonymised or pseudonymised to protect the identities of users (Bos,
2020). This study maintained confidentiality by utilising only publicly available data. This is
especially important in the context of disinformation, where individuals may be targeted or

affected by harmful content.
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Chapter 4: System Implementation and Testing

4.1 Introduction

This chapter discusses the implementation and testing of the hate speech detection system
using Hugging Face’s transformer models, specifically BERT and mBERT. The focus is on
the practical deployment of these models in detecting election related disinformation on

social media.

4.2 Hugging Face Implementation Using mBERT

4.2.1 Model Selection

The Hugging Face library was used to deploy the mBERT model, leveraging its pre-trained

models and powerful NLP tools for detecting disinformation and hate speech.

Despite the high performance of both BERT and mBERT models, mBERT was specifically
chosen for its multilingual capabilities, a critical feature given the multilingual nature of the
Kenyan context during the election period. BERT, on the other hand, is highly effective for
single-language applications, especially English. However they both struggled with low

resource languages like Kenya’s local dialect.

4.2.2 Model Integration

Once the model was loaded, it was integrated into the analysis pipeline, where it processed
the input i.e. tweets to generate predictions. The text was tokenised into the appropriate
format before being passed through the mBERT model, which outputs a classification result

‘Hate Speech’ or ‘Not Hate Speech’.

4.2.3 Performance Metrics

The mBERT model was evaluated using precision, recall, and F1-score, with results showing
near-perfect classification accuracy. With this high performance, the model demonstrated

exceptional reliability in detecting hate speech and disinformation.

The model's effectiveness was evaluated using key performance metrics like Precision and

Recall, which were well-balanced, indicating low false positives and false negatives.
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However, the exceptionally high scores suggest potential overfitting, likely due to similarities
between the training and evaluation datasets. To address this, further testing on an unseen

dataset from a different distribution is necessary to assess the model’s generalisability.

Table 4.1: Comparison of mBERT and BERT's Performance

Accuracy | Precision | Recall F1-Score
mBERT | 99.94% 99.94% | 99.94% 99.94%
BERT 99.94% 99.94% | 99.94% 99.94%

4.2.4 User Interface Implementation

The user interface (UI) of the system was developed to ensure ease of access and interaction
for users, particularly content moderators, journalists, and researchers. It serves as the main

point of interaction between the user and the hate speech detection system.

The interface contains a text input fields for users to paste content for classification into the
system for real-time classification. The display of classification outcome, includes whether
the content is classified as “Hate Speech” or “Not Hate Speech”. Alongside the classification

is the associated confidence score, allowing users to easily understand the results.

Given the use of mBERT, the interface can handle input in multiple languages, providing
classification results for content in English, Swahili, and other languages relevant to the

Kenyan context.

4.2.5 System Functionality Testing

The functionality testing of the system involved conducting unit tests to ensure its proper
operation under various conditions. These tests focused on verifying the key components of

the system, with particular emphasis on the model prediction functionality.

One test case involved validating that the model consistently output predictions within the
expected categories, such as "Hate Speech," and "Not Hate Speech." Controlled test data was
provided to the model, and the outputs were compared to manually labeled data to ensure

they aligned with the expected results.
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Another test case ensured that the model could handle a variety of input types, including short
phrases, long sentences, and multi-paragraph texts, while still providing accurate predictions.
This was crucial for ensuring the model's flexibility and ability to process different types of

content effectively.

Finally, the prediction time of the model was tested to confirm that it operated within
acceptable limits. This was particularly important for real-time applications, such as social
media monitoring, where timely analysis of data is essential. The test results confirmed that
the model was able to provide predictions promptly, making it suitable for use in real-time

systems.

To address limitations in existing corpora and improve contextual accuracy in Kenya's
multilingual setting, the system was enhanced with a HateLex corpus. This lexicon enriched
the dataset with locally relevant hate speech terms and coded language often overlooked in
standard datasets. Despite the dominance of English and other international languages in the
dataset (as shown in Figure 4.1), HateLex helped increase the presence of local linguistic
features such as politically charged phrases (e.g., “madoadoa”, “hatupangwingwi’’) and ethnic
slurs, thereby increasing the model’s sensitivity to nuanced and context-dependent hate
speech. This integration proved critical during testing, as it enabled the model to better detect

disinformation patterns unique to Kenya’s sociopolitical and linguistic environment.

© Multilingual Hate Speech
Detector

This tool detects hate speech across multiple languages using mBERT ingual BERT)

(& Supported Languages

@ english =2
@ Frenchun
@ spanish =
@ German =
[ swaili =
@ many More...

Enter a sentence below to check if it's Hate Speech or Not Hate Speech.
J Enteryour text:

Good mornin, g
d )

Example Inputs. ~
@ You are stupid! > Hate Speech (English)
@ Tues horrible! > Hate Speech (French)

@ Hola amigo, cémo estds? > Not Hate Speech (Spanish)

o Predict

9 Prediction: Not Hate Speech

1l Confidence: 61.18%

Figure 4.1: Hate Speech Detector Snippet
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Chapter 5: Results and Discussion
5.1 Introduction

This chapter gives a detailed discussion of the results obtained from the findings of the study,

based on the research questions investigated.

The structural characteristics of disinformation networks, the role of key actors in shaping
information flow, and the potential of integrating SA, SNA, and LLMs for detecting and
mitigating disinformation. The analysis leverages Gephi visualisations, frequency counts, and
network metrics to uncover trends in online discourse surrounding Kenya’s 2022 General

Election.
5.2 Exploratory Data Analysis (EDA)

EDA was conducted to identify patterns, trends, and key features of the dataset used for

training and evaluating the hate speech detection model.

The data comprised election-related tweets from the 2022 Kenyan General Elections,
categorised as ‘Negative’ and ‘Positive’. As illustrated in Figure 5.1 below, there is a marked
class imbalance in sentiment distribution, with the ‘Negative’ (representing hate speech) class
significantly outnumbering the ‘Positive’ (representing non-hate speech) class. This skewed
distribution highlights the need for a robust disinformation detection model capable of

effectively handling class imbalances, particularly to ensure accurate and fair classification.

Sentiment Distribution

25000

20000

15000

Count

10000

Negative Positive
Sentiment Category
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Figure 5.1: Count Of Target Variable

In addition, the tweets appeared in a total of 48 languages including English and Swabhili as

the top languages. This highlighted the necessity of a multilingual model like mBERT.

5.3 Model Performance Evaluation
5.3.1 Structural Characteristics of Disinformation Networks

A review of the dataset revealed that disinformation during the elections exhibited patterns of
repetitive messaging, and high-retweet amplification. Specific influencers played a central
role in pushing narratives that either fueled misinformation or framed discussions in a way
that downplayed or justified controversial topics.

Figure 5.2 illustrates that prominent accounts such as those by political figure
(@migunamiguna (with over 2.1 million followers), legal commentator @ahmednasirlaw
(with over 1.4 million followers), and media accounts @citizentvkenya (with over 610,000
followers) ranked among the most retweeted sources, showing that authority figures

significantly influenced online discourse.

Their tweets received significant engagement, top tweets getting over 1,000 retweets,
indicating a strong amplification effect. The data showed that specific influencers repeatedly
pushed narratives targeting political figures or communities, often employing inflammatory
or coded language. This coordinated activity suggests a deliberate attempt to manipulate

public discourse through sustained and wide-reaching disinformation campaigns.
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Twitter Screen Twitter

target Name Followers

tweet Country Retweets

If all Kenyans want is to introduce substances or things that can earn us money to pay foreign

3475 @migunamiguna br. mlgﬁﬁi 2135053.0 debt, here is the magic bullet: Repossess TRILLIONS of Shillings stashed abroad by the Unknown 4367
9 Kenyatta, Moi, Njonjo, Odinga and other plutocratic families. This will eliminate all debt.
RT @JKNjenga: Today, I've learnt that language is an ass. 3 politicians used the word
: Ahmednasir madoadoa in the last two months. 1. Nyandarua Governor Amos Kimemia. 2. ODM Leader

20343 @ahmednasirlaw Abdullahi SC 1456413.0 Raila Odinga 3. Meru Senator Mithika Linturi For Linturi, it is hate speech, but for Kememia Kenva 3161
and Raila, it is context.
RT @DonaldBKipkorir: In attempts to revise own personal records, uda leadership repeatedly
. . Lord Abraham tries to portray AZIMIO as “watu wa kurusha mawe" and “watu wa kung'oa reli”, euphemism

1073 @itsmutai Mutai 610114.0 for Luo: dog-whistling to drive a tribal wedge. But record shows those with real violent record Kenya 1878
of murder, rape & arson.
o Citizen TV “Don't kill the goose that lays the golden eggs,” Raila Odinga on the closure of Keroche

2569 @citizentvkenya Kenya 4258492.0 Breweries. https://t.co/90rhEGHqg1 Kenya 1830
Though we are competitors,to subject HE Kalonzo to some humiliating 'interview' is impunity.
. William Samoei We must unite to eliminate the culture of political deceit,the hallmark of some politicians.

12042 @williamsruto Ruto,PhD 46403980 \yhatever the circumstances every leader deserves some dignity and respect. Heshimasi Ko™ 1736
utumwa. https://t.co/oJ3q4UJhks
1l Sen. Susan For the avoidance of doubt, hapa ndio tuko! Nahatusongi! Ignore FAKE propaganda by

GRED  EEEEE Kihia ~ 4926700 DESPERATE bloggers! Ruto the 5th! Hatupangwingwit https:/jt.cofiHepA7Cdfx KM (222

Livondo is beginning to SOUND like Jacob Juma: DEAD man WALKING. But is he WRONG? |
14420 @mutahingunyi  Mutahi Ngunyi 1814503.0 did a HYPOTHESIS on the same in 2020 after a PSYCHO called David Ndii advised Ruto to Kill Kenya 1230
his Boss. Read on! #LivondoLeaks https://t.co/1gvVI9JE4y

William Ruto will kill his bodyguards. This is wrong! These are human beings.

8266 @robertalai Robert ALAI 1783144.0 https://t.co/xh7MGxwghV Kenya 1026
RT @MigunaMiguna: Dr Robert Ouko knew that Nicholas Biwott and Dictator Daniel arap Moi
o DHOLUO were plotting to Kill him. Pio Gama Pinto, Tom Joseph Mobya and JM Kariuki knew that

6o @thriving_luos DICTIONARY 3638.0 Kenyatta and Njonjo were plotting to assassinate them. But they did not expose those plots. Unknown 863
I'll expose all plots to kill me.
Hatutishwi. Hatupangwingwi. Nairobi today stood against the Azimio, Raila Odinga violence!

1722 @oleitumbi Dennis Itumbi, 1675181.0 They have decided the Next Governor is @SakajaJohnson The Next President is Kenya 788

@WilliamsRuto! Ruto declared Kenya does not belong to Three Families! Freedom is Coming...
https://t.co/IPsnfONTjr

Figure 5.2: Repetitive Messaging And High-Retweet Amplification

5.3.2 Influence of Key Actors and Manipulation Techniques

The most retweeted individuals in the dataset also had a big following, averaging 1.9 million
followers as shown in Figure 5.3 below. Therefore, their influence in shaping political
discourse cannot be understated, as their messages reach large audiences who either adopt or

challenge the narratives being presented.

# Select the top 10 retweeted accounts
top_retweeted = _influencers.nlargest(10, 'Retweets')

# Calculate the average number of followers for these accounts
average_followers = top_retweeted['Twitter Followers'].mean()

# Print the result
print(f"Average Twitter Followers for Top Retweeted Accounts: {average_followers:.2f}")

Average Twitter Followers for Top Retweeted Accounts: 1886860.60

Figure 5.3: Average X Following

The data further reveals instances where neutral sentiments were used to reframe discussions,
rather than overtly spreading false information. This suggests that some influencers engage in
narrative shaping — a subtle form of disinformation where language is used strategically to

sway public perception without making direct false claims.
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Additionally, the sentiment analysis of viral tweets highlights instances where disinformation
is gradually reframed over time. Some messages begin with strong negative sentiment but
later shift toward neutral or even positive tones, a technique commonly used to sustain

engagement while avoiding outright misinformation flags by platforms.

The data also underscores the importance of coded language in disinformation, where
specific words or phrases are used as dog whistles to communicate political or ethnic biases
without direct hate speech violations. The observation that some messages justify terms such
as ‘madoadoa’ and ‘hatupangwingwi’ while others condemn it suggests subtle manipulation
tactics in framing, as referenced in Figure 5.4. Applying LLMs trained on Swahili, English,
and Sheng enhanced the detection of such subtle framing techniques such as word

substitutions, coded language, or shifts in sentiment particularly in multilingual contexts.

Twitter Screen Twitter

target Name tweet  Eollowers

Sentiment Retweets
If all Kenyans want is to introduce substances or things that can earn us money to pay

foreign debt, here is the magic bullet: Repossess TRILLIONS of Shillings stashed abroad by ~ 2135053.0  Negative 4367

the Kenyatta, Moi, Njonjo, Odinga and other plutocratic families. This will eliminate all debt.

. Dr. Miguna
3475  @migunamiguna Miguna

RT @JKNjenga: Today, I've learnt that language is an ass. 3 politicians used the word
Ahmednasir  madoadoa in the last two months. 1. Nyandarua Governor Amos Kimenia. 2. ODM Leader

20343 @ahmednasirlaw  zpqjaniSC  Raila Odinga 3. Meru Senator Mithika Linturi For Linturi,itis hate speech, but for Kememia 14954130 Neutral Eil:A
and Raila, it is context.
RT @DonaldBKipkorir: In attempts to revise own personal records, uda leadership

o .. LordAbraham repeatedly tries to portray AZIMIO as "watu wa kurusha mawe” and “watu wa kung'oa reli’ )

1073 @itsmutai Mutai euphemism for Luo: dog-whistling to drive a tribal wedge. But record shows those with real 0101140 Negative 1878
violent record of murder, rape & arson.
- . “Don't kill the goose that lays the golden eggs," Raila Odinga on the closure of Keroche

2569  @citizentvkenya Citizen TV Kenya R e oSO ooy 42684920 Neutal 1830
Though we are competitors,to subject HE Kalonzo to some humiliating ‘interview" is
. William Samoei impunity. We must unite to eliminate the culture of political deceit,the hallmark of some

12042 @williamsruto Ruto, PhD  politicians. Whatever the circumstances every leader deserves some dignity and respect. 26403980 Neutral 1736
Heshima si utumwa. https:/Jt.co/oJ3q4UJhks
§ Sen. Susan For the avoidance of doubt, hapa ndio tuko! Nahatusongi! Ignore FAKE propaganda by

COED EREiiila Kihika DESPERATE bloggers! Ruto the 5th! Hatupangwingwi! https:/t.cofHepA7Cdfx 4926700 Neutral 238

Livondo is beginning to SOUND like Jacob Juma: DEAD man WALKING. But is he WRONG?
14420 @mutahingunyi  MutahiNgunyi | did a HYPOTHESIS on the same in 2020 after a PSYCHO called David Ndii advised Ruto ~ 1814503.0  Negative 1230
to Kill his Boss. Read on! #LivondoLeaks https://t.co/gvVI9JEdy

William Ruto will kill his bodyguards. This is wrong! These are human beings.

8266 @robertalai Robert ALAI 17831440 Negative 1026
RT @MigunaMiguna: Dr Robert Ouko knew that Nicholas Biwott and Dictator Daniel arap
DHOLUO  Moi were plotting to Kill him. Pio Gama Pinto, Tom Joseph Mobya and JM Kariuki knew that

60 @thriving_luos DICTIONARY Kenyatta and Njonjo were plotting to assassinate them. But they did not expose those 36380  Negative 853
plots. Il expose all plots to kill me.
Hatutishwi. Hatupangwingwi. Nairobi today stood against the Azimio, Raila Odinga
. Dennis ltumbi,  violence! They have decided the Next Governor is @SakajaJohnson The Next President is

(1722 Zaleitlmbl HSC @WilliamsRuto! Ruto declared Kenya does not belong to Three Families! Freedomis 10791810 Neutral e
Coming.. https:/Jt.co/IPsnfONTIr
..and giving it 36s of coverage 2. EXTREMELY COMPROMISED criminal justice

130 @udspartyie U DA-Official department. - The Kind that sends 100 police officers to pck Linturifor asking the people 1100c 0 oo 85

Fans Page. of Eldoret to vote in UDA candidates but cheers Raila for telling his supporters to reject
madoadoa. 2/7

Figure 5.4: Neutral Sentiments Used To Reframe Discussions
5.3.3 Integrating Sentiment Analysis, Social Network Analysis, and LLMs

Figure 5.5 shows a SNA mapped retweet clusters using the hashtag #RutoThe5thPresident.
The hashtag garnered over 16,000 mentions within 12 hours with a primary network of 39
accounts contributing to approximately 30% of all mention. This pushing of the same
message within short timeframes indicates a high likelihood this hashtag was amplified
through coordinated behaviour on social media by different accounts. However, there were
incidents where X (formerly known as Twitter) proactively removed accounts that

participated in coordinated posting, even before the analysis of these networks. For example,
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as reported on various mainstream media sources, around 500 accounts on X (formerly
known as Twitter) that posted using the hashtag were suspended by X (formerly known as

Twitter).

UDARIKE A.‘._..
| Kithufékindiki

vt e~ YOULE

Figure 5.5: A Gephi Social Network Map Of X Accounts Using #RutoThe5thPresident
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Chapter 6: Conclusion, Recommendation and Future Work

6.1 Introduction

This chapter provides a summary of the research findings, addresses the implications for
various stakeholders, and proposes areas for further study. The study analysed the structural
characteristics of disinformation networks, explored how LLMs detect language-specific
patterns in these networks, and examined the synergies between Sentiment Analysis (SA),
Social Network Analysis (SNA), and LLMs to disinformation detection across multiple

languages.

6.2 Implications of the Findings

The findings of this study have significant implications for various stakeholders, including
policy makers, journalists, researchers, and data solution providers, in the fight against
disinformation. By addressing these implications, stakeholders can develop more robust,
ethical, and data-driven approaches to countering disinformation in the evolving digital

landscape.

For policy makers, the study underscores the need for evidence-based regulations to address
digital misinformation while safeguarding freedom of speech. The high accuracy of mBERT
suggests that Al-driven tools can play a crucial role in content moderation and policy

enforcement, but ensuring transparency and fairness in their implementation is essential.

For journalists and fact-checkers, the findings highlight the importance of integrating
Al-powered tools into fact-checking processes to enhance the speed and accuracy of
misinformation detection. Since disinformation spreads rapidly, leveraging machine learning
models for early detection can help newsrooms proactively address false narratives before
they gain widespread traction. Additionally, Al-driven systems can provide automated early
warnings on trending misinformation, enabling fact-checkers to prioritise verification efforts

and strengthen the credibility of news reporting.

For researchers, the study provides valuable insights into the structural characteristics of

disinformation networks and the role of LLMs in detecting language-specific patterns. Future
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research can build upon these findings by exploring multimodal analysis, weakly supervised
learning, and ethical Al applications to improve disinformation detection across diverse

contexts.

For data solution providers, the study emphasises the need for diverse and continuously
updated datasets to improve the performance of Al-driven disinformation detection systems.
The findings suggest that incorporating real-time monitoring, multilingual capabilities, and

network-based insights can enhance the effectiveness and adaptability of such solutions.

6.3 Challenges Encountered

One of the primary challenges encountered in this study was the issue of overfitting, as both
bert and mBERT models demonstrated exceptionally high accuracy in detecting hate speech
and disinformation. While these results suggest strong model performance, they also suggest
overfitting, as the model struggled when applied to unseen data. Addressing this limitation
requires further evaluation using more diverse datasets and incorporating recent linguistic

trends to improve adaptability.

Another significant challenge was accessing high-quality labeled data, particularly for
underrepresented languages. The dynamic nature of online discourse, characterised by the
rapid emergence of slang, coded language, and evolving disinformation tactics, made it
difficult to keep the dataset updated. This challenge has been further compounded by the
recent changes to X (formerly known as Twitter)’s API policies, which have restricted access
to real-time social media data, limiting the ability to monitor and capture new disinformation
patterns effectively. Additionally, fine-tuning large models like mBERT requires substantial

computational resources, which can be a barrier to scalability.
6.4 Recommendations

To ensure that mBERT and similar models remain relevant, adaptable, and effective in
addressing the evolving landscape of digital disinformation, continuous updates to the dataset
are necessary to reflect emerging disinformation trends, evolving linguistic patterns, and new
terminology such as "Kasongo" and other contemporary slang or coded language used in

misinformation campaigns. This can be achieved through active monitoring of social media
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conversations, fact-checking reports, and real-time data collection from diverse sources to

ensure that the model remains relevant in detecting new disinformation strategies.

Given the scarcity of labeled data for low-resource/underrepresented languages,
semi-supervised and weakly supervised learning approaches should be explored to generate
additional training data with minimal manual annotation. Techniques such as self-training,
distant supervision, and weak labeling from existing fact-checking databases could help

improve LLM adaptation to low-resource languages.

To mitigate overfitting, future model iterations could incorporate regularisation techniques,
adversarial training, and exposure to more diverse datasets to improve robustness. Evaluating
the model’s performance on unseen data from various sources will help assess its

generalisability and effectiveness beyond the training set.

Furthermore, research should consider the ethical implications of Al-driven content
moderation, including how automated disinformation detection impacts free speech, bias, and
fairness across different demographic groups. Ensuring that Al tools remain transparent,
accountable, and fair will be crucial in balancing effective disinformation mitigation with the

protection of fundamental rights.

6.5 Future Research

Given Kenya’s linguistic diversity, disinformation often shifts between English, Swahili, and
Sheng, making it difficult to track narratives using traditional keyword-based approaches.
Future research should focus on improving the adaptability of LLMs to low-resource
languages and regional contexts by expanding training datasets and testing the models on
data from diverse sources. This would help address overfitting concerns and improve the

model’s ability to detect disinformation across different linguistic and cultural landscapes.

Another promising avenue is multimodal disinformation analysis, which involves integrating
text-based models like mBERT with image and video analysis techniques to detect
disinformation more comprehensively, since disinformation often spreads through multiple

formats like memes and deep fakes.

Additionally, exploring semi-supervised and weakly supervised learning approaches could

help overcome the scarcity of labeled data, particularly for low-resource languages.
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Techniques such as self-training, distant supervision, and weak labeling could enable models
to learn from limited annotated examples while improving performance in detecting

emerging disinformation trends.
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Appendices

Appendix A

A.1 BERT Implementation

[usr/localflib/python3.11/dist- packages/transformers/training_args.py:1594: FutureWarning: "evaluation_strategy’ is deprecated and will be r &
emoved in version 4.46 of & Transformers. Use “eval_strategy” instead
warnings.warn(
<ipython-input-20-3a4ad26c0ack>:19: FutureWarning: "tokenizer” is deprecated and will be removed in version 5.0.0 for "Trainer.__init__
‘. Use 'processing_class’ instead.
trainer = Trainer( v
[8067/8067 1:49:35, Epoch 3/3]

Epoch Training Loss Validation Loss Accuracy

1 0.000100 0.009508 0.998698
2 0.000100 0.009723 0.998884
3 0.000000 0.010304 0.998884

[673/673 02:37]

{'eval_loss': 0.009723406285047531, a
‘eval_accuracy’: 0.9988843436221644,

‘eval_runtime’: 157.722,

‘eval_samples_per_second': 34.098,

‘eval_steps_per_second": 4.267,

‘epoch’: 3.0} v

Figure A.1 Bert-Based Model Fine-Tuned Using The Hugging Face Transformers Library

A.2 mBERT Implementation

Jusr{local/lib/python3.1/dist-packages/transformers/training_args.py:1594: FutureWarning: "evaluation_strategy" is deprecated and will be r &
emoved in version 4.46 of & Transformers. Use ‘eval_strategy” instead

warnings.warn(
<ipython-input-20-cd4236ee19fe>:20: FutureWarning: "tokenizer’ is deprecated and will be removed in version 5.0.0 for "Trainer.__init__".
Use ‘processing_class' instead.

trainer = Trainer( v

[8067/8067 1:56:08, Epoch 3/3]

Epoch Training Loss Validation Loss Accuracy

1 0.034300 0.012635 0.998327
2 0.022100 0.008621 0.998698
3 0.000100 0.005978  0.999256

[1345/1345 02:43]

{'eval_loss: 0.005978025030344725, a
‘eval_accuracy': 0.999256229081443,

‘eval_runtime': 163.9677,

‘eval_samples_per_second": 32.799,

‘eval_steps_per_second" 8.203,

‘epoch”: 3.0} v

Figure A.2 mBert-Based Model Fine-Tuned Using Hugging Face Transformers Library
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