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Abstract

Due to the accelerated population growth in Kenya and around the world, pressure on and
competition for resources in game parks, ranches, conservancies and game reserves has grown
tremendously. This has led to the reduction of wildlife in terms of population due to poaching and
territory invasions by both domestic animals and human beings. This problem calls for a
technological solution to mitigate the constant conflict between wild animals and human beings.
The eventual fallout from this conflict, if it were allowed to persist, would be the extinction of
important flora and fauna that contributes a great deal to natural ecosystems vital for the survival
of the human race, the habitability of the planet and the sustenance of economies which gain from
the existence of unique wild animals and plants through tourism and scientific research into
wildlife. The main objective of this research is to mitigate human-wildlife conflict by developing
a prototype that combines web, IoT and SMS technologies. In addition, this research also applies
the Rapid Application Development methodology to develop and test a sensor-based system for
monitoring animal activity in human-wildlife conflict prone areas through Internet of Things. Its
physical architecture consists of an Arduino microcontroller, a Wi-Fi shield a breadboard and a
motion sensor. In this architecture, the Arduino microcontroller powers the Wi-Fi shield which
then connects to an available access point and in so doing, the internet. The motion sensor detects
motion data and sends it to the Wi-Fi shield. The logic for this process is written and compiled
into the Arduino microcontroller and Wi-Fi shield via a C++ program. The data is sent via the
HTTP protocol to an AWS lambda function written in python processes this data. Once the data is
processed, an SMS is triggered and sent to registered phone numbers to warn them of imminent
conflict and advise on steps to take. The SMS message also helps the recipients to plan better and
deploy resources in a more organised fashion to areas where conflict is rife. This solution is also
low cost, accurate and can be implemented at scale along boundary areas. The results in this
research show that it is possible to combine web, SMS and IoT technologies to successfully

mitigate and reduce human-wildlife conflict.
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Chapter One: Introduction

1.1: Background

According to Habib, Nazir, Fazili and Bhat (2015), human-wildlife conflict is the interaction
between wild animals and people which has a negative impact on people and their resources and
wild animals and their habitat. In Africa, where large mammals such as elephants, rhinos and lions
roam in animal reserves, human wildlife conflict is prevalent (Makindi, Mutinda, Olekaikai,
Olelebo, & Aboud, 2014). Mishra, Rathore and Pandey (2014) further write that the impact of this
conflict is the loss of crops, livestock, property and human lives whereas for wild animals, many
of which are endangered, it is retaliatory attacks from humans that they face, where they are often

killed.

According to Lewa, Maluki, Vindevov and Farah (2017), human-wildlife conflict is caused by
increasing human population encroaching into and near protected areas and wildflife habitats
resulting in competition between wildlife and human beings for natural recources.They further add
that proximity to forest boundaries, where communities living closest to forests are affected most
by human-wildlife conflict and land use transformation, also greatly contributes to the occurrence

of human-wildlife conflict

By leveraging the Internet of Things, a solution to this conflict can be found. According to the
Internet Society (2015), “The term ‘Internet of Things’ was first used in 1999 by British technology
pioneer Kevin Ashton to describe a system in which objects in the physical world could be
connected to the Internet by sensors.” According to GSMA (2014), IoT refers to the use of
intelligently connected devices and systems to leverage data gathered by embedded sensors and
actuators in machines and other physical objects. IoT is expected to spread rapidly over the coming
years and this convergence will unleash a new dimension of services that improve the quality of
life of consumers and productivity of enterprises, unlocking an opportunity that the GSMA refers
to as the ‘Connected Life’. According to GSMA (2020), in enterprises, [oT enables new business
models that create value by connecting both existing and new devices to create new business
processes and subsequently reduce costs, increase business efficiency, enable greater innovation
and drive improved visibility in an organisation. This can therefore be leveraged to solve the

problem of human-wildlife conflict technologically (WWF, 2018).
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Technological attempts to solve human-wildlife have been made with limited success such as the
use of drones, GPS tracking, habitat monitoring, L.E.D lights and camera traps. The efficiency of
IoT has also been put to use such as in the case of acoustic sensor networks to distinguish animal
and human activity through audio signatures (Hodgkinson & Young, 2015). This research intends
to fill the gap that exists in communicating action items to rangers about wildlife motion activity
near fences and boundaries of conflict prone areas and visualising animal activity in graphical

format.

This research focuses on mitigating human-wildlife conflict by combining sensor technologies and
web-based technologies to alert rangers of potential conflict via SMS and provide a metrics
dashboard for real time visualisation of PIR sensor information. Employees and rangers will
receive a message on their phones with information about potential occurrence of conflict within
the vicinity of the location of the motion sensors with a call to action giving them instructions on
what to do as a result. When motion, in this case, an animal approaching a fence, occurs, a PIR
sensor collects that data, sends it over the internet to a database via the UDP protocol and a web
application will then scrape the data from the database and visualise it in graphical format. The
web application will also have additional functionality to trigger an SMS to send to game rangers

whenever unusual spikes in motion data occur.

1.2 Problem statement

The existing land intended for human use is periodically invaded by wildlife causing destruction
of property, food, livestock and life. This in turn leads to retaliatory attacks by people on wild
animals where people hunt and kill them to ease the frequency of attacks. On the other hand, human
beings have encroached on land reserved for wildlife due to the unavailability of land because of
the rising human population. Human beings therefore have a need to know when an animal is
within their vicinity in order to give them time to prepare and act appropriately and in time to
salvage their livestock and property as well as avert potentially deadly conflict.

In this research, a gap was identified along perimeter areas of game parks, reserves and forested
areas with a large animal population where rangers have no way of knowing how or when they
might encounter an animal close to them or even when an animal leaves its designated area. The
existing technological solutions currently in use such as GPS, satellite and radio are expensive and

sometimes inaccurate and ineffective due to the limited communications infrastructure which
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many areas lack (Liu, Yang, & Yan, 2015). The goal of this research is to reduce this conflict by

leveraging the low cost and accuracy of IoT devices and the ubiquitous SMS technologies.

1.3 Objectives
1.3.1 General objective
The general objective of this study is to mitigate human-wildlife conflict by developing a prototype
that combines IoT, web and SMS technologies.
1.3.2 Specific objectives
i.  To evaluate the existing technological methods that address human-wildlife conflict,
ii.  To review the current challenges of IoT based wildlife monitoring,
iii. To develop a sensor-based prototype that remotely detects animal movement, sends the
detected metrics via the internet, visualizes the detected metrics on a web application and
sends alerts via SMS,

iv.  To test the sensor-based IoT prototype.

1.4: Research Questions
i.  What are the existing technological methods used to prevent human-wildlife conflict?
ii.  Where are the current challenges in existing technological methods of mitigation?
ili. How can the prototype be designed and developed by combining IoT, web and SMS
technologies?

iv.  How will the prototype be tested and implemented?

1.5: Justification

The sensor-based application is low cost and easy to use. It also leverages well known existing
technologies such as SMS to deliver vital information that could help ease run-ins between people
and wildlife to authorities who will take more specific action to deploy countermeasures such as
rangers to conflict prone areas. The prototype also provides a graphical visualisation of motion

sensor data which provides insight into the amount of animal motion along boundary areas.



1.6: Scope Limitation
This research deals with developing a sensor-based prototype to detect animal motion along
perimeters by leveraging IoT, web and SMS technologies. The study is limited to a graphical

visualisation of motion sensor data and SMS alerts. Due to resource constraints, the final product

covered the primary functionality of the system.



Chapter Two: Literature Review

2.1: Introduction

In this chapter, we explore the components of the IoT architecture and the existing applications in
human-wildlife conflict mitigation, the protocols that have been used in implementing these
solutions and the methods used in interconnecting IoT and web technologies. This chapter ends
with a representation of the solution via a conceptual model showing the physical and virtual

components.

2.2: Components of an IoT Architecture

The key components of an IoT solution comprise of five layers which are the physical device layer
where physical devices are placed remotely in the field. They also have a transmission layer which
captures the data from the devices and transmits it to an IoT platform layer which captures the
data. A data storage layer then stores and processes metrics stored from the platform layer and the
metrics are presented to users via an application layer (Hodgkinson & Young, 2015). The layers

are illustrated in figure 2.1.

DEVICE LAYER
ioT Devices
TRANSMISSION LAYER =
ol
1 3 m
£ 1~ - Y .

APPLICATION LAYER
oy, =2 =
s Ay (.\ Ny — ‘

STORAGE LAYER l g

PRESENTATION LAYER
Remote Access

Figure 2.1: IoT architecture (Hodgkinson & Young, 2015)
Hodgkinson and Young (2015), further write that the hardware in the device layer includes sensors,

drones, cameras and trackers that capture data from or interact with the environment. In the

5



transmission layer, a network needs to exist to transmit data from the physical devices;
implementations of network infrastructure to transmit this data include Very High Frequency
radio, 4G networks or Long-Term Evolution, satellite networks such as Iridium and Automatic
Packet Reporting System. The platform layer controls the behaviour of each IoT device and
provides automatic collection and processing of data for reporting. The storage layer receives and
stores data from the devices in the field and is able to inspect, clean, transform and model with the
goal of discovering useful information, suggesting conclusions and supporting decision making.
The presentation layer is accessed via a configurable computing resource such as a cloud server.
This resource can be rapidly configured for use by potential users and stakeholders from the field
of wildlife management and operations such as rangers, ecologists, local community members and

NGO’s.

2.2.1: 1oT Communication models

There exist various methods in which IoT devices communicate with each other over a network.
This section aims to describe these methods in brief. According to Kulkarni and Kulkarni (2017),
there are four main communication models which are device-to-device communication, device-to-
cloud communication, device-to-gateway model and a back-end-data-sharing model.

In device-to-device communications, two or more devices directly connect and communicate
between one another, rather than through an intermediary application server. These devices can
use many types of networks including IP and bluetooth (Kulkarni & Kulkarni, 2017). Figure 2.3

illustrates how the model works:
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Figure 2.2: Device-to-device model (The Internet Society, 2015)



According to Kulkarni and Kulkarni (2017), “In a device-to-cloud communications, the IoT device
connects directly to an Internet cloud service like an application service provider to exchange data
and control message traffic. This approach frequently takes advantage of existing communications
networks like traditional wired Ethernet or Wi-Fi connections to establish a connection between
the device and the IP network, which ultimately connects to the cloud service.” Figure 2.4

llustrates the device-to-cloud model.
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Figure 2.3: Device-to-cloud model (The Internet Society, 2015)

As Kulkarni and Kulkarni (2017) write, in the device-to-gateway model or the device-to-
application-layer-gateway (ALG), an IoT device connects using an ALG service as a conduit to

reach a cloud service. The functionality is illustrated in figure 2.5.
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Figure 2.4: Device-to-gateway model (The Internet Society, 2015)

Finally, there is the back-end-data-sharing model that enables users to export and analyse smart
object data from a cloud service in combination with data from other sources. This model is an
extension of the single device-to-cloud model where data collected from a single IoT device is
aggregated and analysed (Kulkarni & Kulkarni, 2017). Figure 2.6 describes the workings of this

model:
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Figure 2.5: Back-end-data-sharing model (The Internet Society, 2015)

2.2.2: General architecture of IoT

In general, most implementations of IoT solutions usually follow a general architecture that
consists of a gateway that collects and processes metrics from the physical components, a remote
server that contains programs and databases to process and store the metrics from the gateway and
an interface that displays analytics generated by the activity from the physical layer. Figure 2.2
illustrates how data is transformed and interacts with the components of the IoT architecture

(Kumar, Tiwari, & Zymbler, 2019).
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Figure 2.6: General IoT Architecture (Kumar, Tiwari, & Zymbler, 2019)
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2.3: IoT Technologies in use to Monitor Wildlife

According to Lopez Research (2013), The Internet of Things is defined as “a system where items
in the physical world, and sensors within or attached to these items, are connected to the Internet
via wireless and wired Internet connections. These sensors can use various types of local area
connections such as RFID, NFC, Wi-Fi, Bluetooth, and Zigbee. Sensors can also have wide area
connectivity such as GSM, GPRS, 3G, and LTE.” Currently, there are implementations of IOT in
various parts of the world which utilize IoT to mitigate human conflict. These implementations
use the TCP/IP networking suite as well as radio communication to receive and transmit data which

will be discussed in subsequent chapters.

In Sri Lanka, there is a prevalent human elephant conflict and one of the innovations to deal with
this conflict is the use of sensing and data processing (Sayakkara, et al., 2015). The University of
Colombo’s School of Computing attempted to make electric fences smarter and improve elephant
warning systems by developing a cost-effective electric fence with small IOT nodes placed along

the wire (Sayakkara, et al., 2015).

Sayakkara, et al. (2015), further write that packets are encoded into the high-voltage electric pulses
in a way that enables one to identify which node is disconnected from the network. When a node
is disconnected from the network, it implies that part of the fence is broken and alerts are sent to
maintenance crews with the exact location of the breakage. This solution aims at informing

villagers and the researchers on fence breakages and intrusions.

In India, a low-cost alert system has been made to detect the movement of wildlife outside the
forest by using motion detectors and a single board computer that relays data to a control centre.
In the solution, speakers are used to make loud noises to scare them into staying inside the forests

to prevent disruption to normal human life (Shivaram, Chaitra, Kshama, Sneha, & Supriya, 2016)
As Shivaram, Chaitra, Kshama, Sneha and Supriya (2016) write, their solution comprises of PIR

sensors and a Raspberry Pi module acting as a computer and sensor tower to process all the

incoming signals from the PIR sensors which detect motion. If a PIR sensor is trigerred, an SMS
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and a photograph is sent to an official or a loud noise is trigerred to scare wild animals away and

prevent them from crossing the perimeter

A solution to detect wildlife crossing roads to prevent collisions has also been developed. As Viani,
et al. (2013) write, the system is based on a wireless sensor network architecture deployed along
the road sides in order to alert drivers in real time about the presence of deer within a predetermined
area. It is a solution for vehicle-wildlife conflict which is low cost, feasible and highly applicable
in urban areas where animals may from time to time cross roads. Sensors are installed along road
markers on the road sides to detect movement of approaching deer and relay the information
through a wireless network to a control unit which processes the data and activates lighting on

road signs to warn approaching drivers.

According to Viani, et al. (2013) the architecture to detect wildlife-vehicle collisions consists of
gateway nodes for data collection and forwarding to a control unit that implements processing and
actuation strategies. It also consists of anchor nodes for wireless network management, actuator
nodes for receiving actuation commands to turn on light signals and sensing nodes to detect animal

movement.

According to Surya & Selvi (2017), the exisiting methods to solve human-wildfife conflict are the
use of solar electric fencing and elephant GPS radio collars and seismic geophone sensors to track

elephant movement and provide advance warning to local communities.

2.3.1: Remote sensing using wireless sensor networks

According to Kachhoria, Varma, & Radhakrishna (2019), large area wireless sensor networks are
used to monitor unlawful activities in forests by using small, lighweight, battery operated sensor
nodes capable of sensing, computing and communicating with each other through radio
transmission.

In this model, sensor nodes are placed manually and data are routed through predetermined paths.
The data sent are also event based with a predetermined position among deployed sensor nodes on

the network (Kachhoria, Varma, & Radhakrishna, 2019).
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2.4: Wildlife monitoring implementations

Open-source protocols such as MQTT and HTTP are popularly used to build scalable IoT networks
and solutions. Terada, Yoshida and Ishibashi (2019) write that the MQTT based approach to
creating reliable sensor networks is the most suitable for modern day IoT networks due to the fact

that it subscribes to the publish / subscribe model as illustrated in figure 2.7.

End Devices MQTT
Camera, ctc.  Publisher

PUB #1 MQTT MQTT

Broker Subscriber

PUB #2

% SUB #1
A PUB #1 data

Sy

Figure 2.7: MQTT illustration (Terada, Yoshida, & Ishibashi, 2019)

In figure 2.7, a unique, hierarchical address also called a topic is assigned to the data where the
publisher sends data to the MQTT broker and the broker in turn sends data to the subscriber who
consumes data from the topic. MQTT runs on TCP and can set transmitting topics for each IoT
device where each device sends sensor data and receives control messages. In the MQTT network,
the publisher receives data from an IoT device and sends it to the broker. Furthermore, the
subscriber specifies a specific topic to the broker. When the broker has the target data, it sends the

data to the subscriber (Terada, Yoshida, & Ishibashi, 2019).
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Figure 2.8: HTTP illustration (Terada, Yoshida, & Ishibashi, 2019)

Figure 2.8 illustrates the workings of HTTP for IOT implementation, In the figure, a
request/response cycle is implemented by sending data packets across the network using the HTTP
protocol. DNS resolution and route searching takes place to specify the server location by IP
address. All the devices connected the network use this same request/response cycle to send and
receive information to and from the data storage server. Multiplexing and packet loss may occur
when a large number of packets is sent to the storage server at the same time which is resolved by

optimizing the service for each system (Terada, Yoshida, & Ishibashi, 2019).

A wildlife monitoring system based on MQTT has been developed and has incorporated various
components such as cameras to capture visual information of animals passing close to the sensors,
an MQTT device to send and receive information, a message gateway hosted on a cloud server to
process the information and a notification mechanism to alert residents of any animal activity near

them (Terada, Yoshida, & Ishibashi, 2019). This is illustrated in figure 2.9.
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Figure 2.9: Sample monitoring system based on MQTT (Terada, Yoshida, & Ishibashi, 2019)

In the system, residents receive a notification of animal activity in their neighbourhood and they
can then evacuate to a safe place. The model also provides for photographs of the animals via

embedded cameras which then trigger alerts to residents of animal activity within their area.

2.4.1: Animal harm detection using sensors

There exists a solution to protect human beings from venomous insects and reptiles by using a
combination of a sensor tower at a forest boundary to track movement of wildlife and humans near
the boundary made up of a Raspberry PI 2 device and a camera (Indushree, Navya, Nandinisridevi,
& Nikitha, 2019). The functionality of the solution is illustrated in figure 2.10.

Raspberry Pi module
3| Speaker
{ GPRS3G (.
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Figure 2.10: Reptile detection prototype (Indushree, Navya, Nandinisridevi, & Nikitha, 2019)
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This prototype works by detecting the movement of a reptile or animal along with the body
temperature, processing this data and creating an alarm to alert the user of the presence of such

animals in their vicinity (Indushree, Navya, Nandinisridevi, & Nikitha, 2019).

2.5: Poacher detection using IoT and machine learning

Edemacu, Kim, Jang and Park (2019) write that “The small unit, low cost and distributed nature
of IoT devices coupled with their ability to withstand harsh conditions allows them to be deployed
for real-time monitoring in diverse range of areas.” They aim to leverage the advantages of IoT
devices to set up image capturing nodes with motion detection ability to capture and store images
and motion data which will be analysed by a machine learning algorithm to filter out false readings
and predict poachers. Their framework architecture had a perception layer that interfaced directly
with the physical world, a middleware component which contained the machine learning algorithm
to receive data from the sensor nodes through the network layer while also performing analysis,
classification and categorisation. It also had an application component that provided the interface

to display the results of the algorithm to users. Figure 2.11 illustrates the architecture of the model
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Figure 2.11: Poacher detection Prototype (Edemacu, Kim, Jang, & Park, 2019)
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2.6: Conceptual Model

The data-to-cloud model of the IOT prototype will encompass four layers. There will be physical
sensors which will be placed remotely in the field. They will use a transmission layer which will
capture the data from the devices and transmit it to an application layer which manages the data,
stores and processes it. The results will be presented via a web portal (Hodgkinson & Young,

2015).

Database
o E‘fé g information can
An integration between ERBRCERSS RN be graphed and

Grafana and AWS SNS and visualized

a script sends notifications to
rangers for action

Grafana visualizes the .
g?nss API data via an EC2 DHP"
instance ata is
stored
inan
Distance information ‘;?Jed
i i & ore
is sent via a json
PIR payload to lambda
sensor Arduino AP r A
.| Mmicrocontroller o v
"1 |+ wiFi shi > Lambda
Sensor sends + WiFi Shield L pies
signals to
microcontroller
via C++ code

Figure 2.12: Conceptual model

The solution comprises of an Arduino microcontroller connected to a Wi-Fi shield for internet
access. A PIR sensor is also connected to it to detect motion. The distance data generated from the
sensor is sent to an API endpoint as a JavaScript Object Notation payload. The Grafana web
visualisation tool will then fetch the metrics from this API and visualize them in graphical format
for use by authorities such as the Kenya Wildlife Service while also having the functionality to

trigger alerts to rangers in the field who will then take action and deploy to the affected areas.
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Chapter Three: Research Methodology

3.1: Introduction

In this chapter, the approaches that were used to conduct the research are outlined. In this research,

the Rapid Application Design also known as RAD was used in developing the prototype.

The Rapid Application Development methodology is suitable for this research because it simplifies
and speeds up system development. This methodology is ideal in terms of providing a minimum

viable product or solution that can be further improved upon (Susanto & Meiryani, 2019)

According to Susanto and Meiryani, (2019), the general stages of this methodology are system
requirements analysis and specification whereby investigating and evaluating the criteria needed
for the system to be built is done, system design where functional specifications of the solution are
outlined, system testing where the system is built and tested component by component until
deemed to be working correctly. The final stage is system implementation whereby the system is

finally handed over to the end user for use.

In this research, requirements were gathered by the use of questionnaires administered to
employees of Kenya Wildlife Service, and secondary literature from previous works and

implementations.

3.2: Research Design

According to Akhtar, (2016), research design is the structure of the research that holds the elements
of the project together. The research design used in this dissertation is the experimental research
design due to the practical nature of the solution. The experimental research design also aided in
identifying the gap present in mitigating human-wildlife conflict and the need to develop a robust
IoT based solution to mitigate this conflict.

In this research, empirical data generated by the prototype’s sensor, results from the questionnaire
survey and graphical visualisations were used to determine the criteria to formulate a hypothesis

and determine patterns that formed the criteria to receive SMS messages from the prototype.
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3.3: Target population
According to Asamiah, Mensah and Oteng-Abayie (2017), data or information is gathered from
participants who belong to the research population which is also the group of individuals having

one or more characteristics of interest.

In this research, the target population consisted of employees of the Kenya Wildlife Service. These
people played the role of respondents and as a source of primary data by answering a questionnaire

illustrated in the appendix section at the end of this document.

The sampling technique that was used to determine the number of participants in the study was
convenience sampling which is an implementation of non-probability sampling which was a
technique that was low cost and readily available for the researcher. (Ilker, Abubakar, & Sunusi,

2016).

Convenience sampling was also chosen because it was simplistic and less time consuming than

other methods taking into account the resource constraints of the reasearcher. (Stratton, 2021)

The sample size was determined to be the number of employees directly working in the
organization’s main office area who had a first hand experience of human-wildlife conflict reports
and they were twenty five employees who participated in the study. They were also chosen due to
their proximity to conflict prone areas and context in terms of the conflict reports they have

received in the past.

3.4: Data collection methods

Both primary and secondary methods were used to collect data. The primary method that was
implemented was the use of an online questionnaire. The online forms will be from an online
platform such as google forms. The reason for using questionnaires is that it is an efficient and
economical method to collect feedback. It takes a little time to distribute them online and receive
responses remotely. The online questionnaire is convenient and gives the respondents adequate
time to deliberate, fill and return responses. Secondary data was collected through a comprehensive
literature review of existing publications from other scholars. Data from these two sources will be
adequate to perform analysis and draw conclusions from the data. The general format of the

questionnaire is as illustrated in appendix A at the end of this document.
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3.5: Data analysis:

Collected data was quantitative and was analysed using Microsoft excel and google forms which
is a spreadsheet application and a data collection tool respectively. Quantitative data was also
gathered via the simulations carried out with the prototype along perimeter areas and recorded
graphically via the web application running in the cloud as well as prior recorded data in
publications and journals. The data from the filled questionnaires was also utilised and was

visualized in pie charts.

3.6: System analysis and requirements
This research made use of the object-oriented analysis and design approach. In this approach, the
researcher used use case diagrams, context diagrams and sequence diagrams to identify system

requirements and visualize system functionality.

3.7: System Implementation

The IoT prototype was built using an Arduino microcontroller with a PIR sensor and Wi-Fi shield
connected to it for motion detection and data transmission via the internet as a JSON object which
is a standard text-based format for representing structured data. Metrics were visualized by
Grafana, which is an open-source visualisation tool that can be accessed via a web browser and
SMS alerts were triggered from the web application. The prototype also underwent thorough
testing considering that data going into and out of the system had to be secure and confidential in

line with the general architecture of IoT. (Kumar, Tiwari, & Zymbler, 2019)

3.8: Ethical issues

This research required participants to give consent on the data they will be providing the
researcher. Privacy is key in determining consent of the respondents. Confidentiality was achieved
by not collecting data on their names, ages, sex and other personal information. Consent is to be

given after properly revealing the purpose of the research to the respondents.
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Chapter Four: System Design and Architecture

4.1: Introduction

This chapter presents the results and findings of the data collection and analysis, and also describes
the system requirements of the proposed prototype. The system design is achieved through design
diagrams drawn using the Unified Modelling Language to thoroughly develop the solution before

implementation.

4.2: Questionnaire Analysis

In order to determine the existence of the research gap, responses from the Kenya Wildlife Service
were reviewed and analysed in this section. Questionnaires were administered to collect
information on the status quo of human-wildlife conflict and how it impacts their day-to-day

operations.

4.2.1: Internet Access
Of the respondents sampled, 92% had access to the internet via a smartphone and a computer and
only 8 % of respondents had no access to the internet due to lack of a smartphone and computer.

The data is illustrated in the figure 4.1.

Percentage

mYes = No

Figure 4.7: Internet Access Statistics

This therefore means that most of the respondents do have sufficient internet access and good
network coverage in the areas they are located in. It further implies that sending SMS to the

stakeholders is a viable means of communicating events captured by the system.

20



Receiving SMS does not require an active internet connection but relies on telecommunications
infrastructure which is present in most parts of Kenya including the parts where rangers are present.
This presents an extra advantage because the telecommunication networks are reliable.

4.2.2: Reporting Statistics

Human-wildlife conflict is reported to the organization at least 98% of the time in every month
which means that human-wildlife run-ins are commonplace and actively affect communities living
in close proximity to perimeter areas. This is illustrated in figure 4.2.

Human-Widlife Occurrence

mYes = No

Figure 4.8: Human-Wildlife Conflict Occurrence statistics

Due to active run-ins between people and wild animals, a lack of pre-emptive knowledge about
impending is clearly seen. This research aims to mitigate this lack of pre-emptive knowledge by

supplying alerts to rangers, nearby residents and staff belonging to KWS.

4.2.3: Methods of Reporting

From the respondents, 87% of reports on human-wildlife conflict were manual; that is reports from
individuals that live in surrounding areas whose properties get infiltrated by wild animals. The
other sources of reports of wild animal movements were from GPS data from endangered animals
fitted with GPS collars transmitted via satellite communication which was 9%, triangulation using

radio communication which was 3 % and drone technology which was experimental at 1% of all
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reports. This data highlights the inefficiency in reporting which is mostly after the conflict has

already occurred. Figure 4.3 illustrates the data.

Frequency

m Manual = GP5data = Radio Triangulation Drone Technology

Figure 4.9: Methods of Conflict Reporting

Since the information about real time conflict occurrences are few and far between, using an SMS
alerting system will greatly increase the amount of information that can be used to defend against

wild animals or take action to hide or move to a safe area in good time.

4.2.5: Data Analysis Summary

The findings of the questionnaire data analysis indicate a gap in the use of technology to mitigate
human-wildlife conflict. A low-cost technological improvement in terms of identification and
collection of motion metrics to increase context on the likelihood and of occurrence of human-

wildlife conflict would be of great benefit to the authorities in charge of preventing it.

4.3: Requirements Specification

This section describes the features and operational behaviour of the IoT prototype. It involves
identifying and elaborating functional and non-functional requirements which are elements of the
system that will determine how the system will work. In this section, key parameters of the

prototype will be defined.
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4.3.1: Functional Requirements

Functional requirements describe what has to be accomplished by the prototype by identifying the

necessary task, action or activity that must be done. They are:

1.
2.

The prototype should read motion data from the environment via the PIR sensor.

The prototype should convert sensor signals into digital form and send it to AWS S3, where
data from the API will be stored as objects.

The 10T cloud platform, in this case an AWS EC2 instance with a running instance of Grafana
should visualise API and object storage data.

An SMS should be triggered by a call made to the API as it signifies a violation of the proximity
threshold.

The prototype should collect and store logs.

4.3.2: Non-Functional Requirements

Non-functional requirements are constraints that exist on a system that do not affect the overall

functionality of the system. In this IoT prototype, they are:

1.

Security — Through role-based access control, the system should implement authorization.
Other aspects of security such as confidentiality are to be implemented through secure
protocols and encryption.

Reliability — The solution should have minimal downtime to ensure that data is not lost in
transit and that it can be accessed when needed.

Scalability — The design of the system should be adaptable such that new features can easily
be added and that current features can be upgraded.

Usability — The prototype should be straightforward and simple to use and understand.

4.4: System Architecture

The IoT prototype has been designed in line with the device to cloud model as described in the

literature review. The PIR sensor for collecting motion metrics is connected to the Arduino uno

microcontroller and constitute the physical layer of the prototype. The cloud server configured

with implementations of both the functional and non-functional requirements discussed in sections

4.3.1 and 4.3.2 respectively will also be key components of the architecture.
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The Arduino microcontroller converts the analog signals from the sensors into digital values which
are subsequently sent through the internet as objects and stored in an object data store. The web
dashboard running in the cloud is then configured to display the metrics from the API on a web

dashboard as well as trigger and SMS when an object is close enough to the sensor.

4.5: System Analysis

4.5.1: Use Case Diagram

This diagram describes the various interactions between the users of the system and the system
itself. In the IoT prototype, the actors in the system comprise of the administrators, game rangers

and authorized users of the system as illustrated in figure 4.4.

Sysiem Adminig{rat
System users

Deleta
data

Game Rangers

Figure 4.10: Use case diagram

The three main actors and the role they play while interacting with the system is shown in figure
4.4. The system administrator is there to ensure the smooth functioning of all the components of
the system while the game rangers will mostly make use of the SMS messages that they received
from the system for actioning with an option to sign in and view the metrics. The System users are
those who interact with the system without necessarily being in the field such as office-based

employees.
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4.5.2: Use Case Scenarios

Use case scenarios are used to refer to the detailed step-by-step interactions between actors and
the system itself. The description of the interaction is done in a use case narrative which explains
a transaction to completion whether it succeeds or fails. For the IoT prototype, the use case
narrative is as below:

Use Case Name: Monitor System Uptime

Description: The interconnected components which include the cloud services and the hardware
components need to be on always to achieve the desired results

Primary Actor: Admin

Trigger: The PIR sensor not sending data for a prolonged period of time and cloud services being
offline.

Pre-condition: The microcontroller needs to be connected to the internet and the PIR sensor needs
to send data to the API via the connection and configuration with the microcontroller and Wi-Fi
shield.

Post-condition: The hardware components are on.

Use Case Name: Read sensor values

Description: Sensor values are read by a C++ program and sent to the microcontroller.

Primary Actors: System Users

Trigger: Wi-Fi shield sends JSON object to API which populates graph in Grafana
Pre-condition: The PIR sensor sends signals to the microcontroller.

Post-condition: Objects are stored in an S3 bucket.

Use Case Name: Receive SMS

Description: Users of the system and game rangers should be able to receive an SMS containing
actionable information.

Primary Actors: Game Rangers

Trigger: When an animal gets too close to the sensor, an SMS is triggered and sent to the phone
of the game ranger

Pre-condition: Lambda function receives JSON object from sensor.

Post-condition: SMS is sent via AWS SNS and logged by AWS CloudWatch.

25



4.5.3: Sequence Diagram

A sequence diagram is used to show interaction between different system classes. It helps to
visualize and validate different runtime scenarios that will be implemented in the solution. In this
research, it enables logic flow modelling of the IoT prototype visually. The sequence diagram in

figure 4.5 shows the interaction between the main system processes.

:Sensor J [:Microcontroller] [ :Lambda I [ tAWS SNS J

sendMetrics()

processMetrics()

sendSMS{)

A

-

EE logSms(}

sendToS3()

i >< >

Figure 4.11: Sequence Diagram

4.5.4: AWS S3 object store

Data that will be sent to the API will be stored in an object store which is appropriate for key value
pairs and time series data which is the exact type of data that was generated by the PIR sensor. S3
will act like a persistent store for objects generated by the code running the microcontroller and

Wi-Fi shield. An illustration of the functionality is shown in figure 4.6.
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Chapter Five: System Implementation and Testing

5.1: Introduction

This chapter highlights the implementation of the architecture of the IoT prototype. It shows the
physical connections and wiring of the Arduino microcontroller to the Wi-Fi shield, the power
supply mechanism to the Arduino board, Wi-Fi shield, breadboard and motion sensor, the data
transmission mechanism via HTTP to the API hosted on the cloud server and how the SMS is
triggered when the JSON payload meets the API. This section also highlights the visualisation of
the API, SNS and CloudWatch metrics on the Grafana interface.

5.2: System Components

The physical components of the prototype comprise of a Passive Infrared Sensor, a transmission
layer consisting of an Arduino microcontroller which will be programmed to transmit digital
signals to a database. The virtual components of the prototype include a lambda API and function,

an AWS SNS integration and a web application running on an AWS EC2 instance.

5.2.1: Hardware components

1. Passive Infrared Sensor: The Sensor that was used is a proximity sensor. It was used to detect
motions along a perimeter area with a predetermined range.

2. Arduino Uno Microcontroller: This component will interface with the AWS EC2 instance
to send metrics to an API and lambda function that will store the metrics in an S3 bucket. The
microcontroller board is based on the ATmega328P. It has 14 digital input/output pins, 6
analog inputs, a 16 MHz ceramic resonator, a USB connection, a power jack, an ICSP header
and a reset button.

3. Wi-Fi shield: This component interfaces directly with the Arduino microcontroller and adds

functionality to the microcontroller that enabled it to connect to the internet.

5.2.2: Application Layer

In this layer, sensor data is organised, stored and visualised. The sensor data is captured by a
program that runs the interconnected physical components. This data, in the form of JSON objects
is then sent to an API endpoint configured on the AWS cloud environment that runs behind a

lambda function which triggered an SMS from AWS SNS when the distance threshold was met.
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The SMS event and error messages were logged by AWS CloudWatch for troubleshooting and

investigative purposes, and the API objects were stored in S3 for future manipulation.

5.3: System Implementation

This section covers the technical implementation of the physical IoT devices, the web application
and data visualisation solution that the prototype will achieve.

5.3.1: Microcontroller and PIR setup

In figure 5.1, the Arduino microcontroller is physically connected to the PIR sensor and Wi-Fi
shield via a breadboard as illustrated in figure 5.1. This connection and the underlying program
enabled the Wi-Fi shield to connect to the internet and transmit metrics and the sensor to send data
to the Wi-Fi shield. The prototype has an extra advantage in case of loss of power in that it can run
on batteries which is proof that it only requires limited amounts of electricity making it scalable in
the long run. The prototype can also be connected to a solar panel to act as a failover in case there

is loss of power or drained batteries especially in areas that are remote.
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Figure 5.19: Microcontroller and PIR setup
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The data was sent to the shield via HTTPS once the distance threshold was met, in this case, due
to the limitations of the coverage of my sensor which is four metres, I chose the threshold as two

metres before triggering a request to the API.

5.3.2: Setting up the API

The API was created and configured using the AWS API console and contains python code for
triggering SMS via AWS SNS. Figure 5.2 below shows this effect.

a\V_V,S, Services ¥ Search for services, features. marketplace products, and docs [Alt+S] 4\ thuovy Ohiow  Support w
:1: Amazon AP| Gateway APIs > sms (7icfgugnee) > Resources > /(kdzknme862) Show all hints 9
APls . Resources Actions~ 5 / Methods g
Custom Domain Names - il

POST

VPC Links arn:aws:lambda:us-east-2:070309818304:functi...

Authorization  HNone

APl Key Not required
APL: sms

| Resources
Stages
Authorizers
Galeway Responses
Models

Resource Policy

Figure 5.20: Lambda API setup

The API accepts POST requests only for the scope that the prototype covers to handle incoming
data from the sensor. The landing page also offers insightful metrics about the API which can be

used to troubleshoot and improve the API as shown in figure 5.3.
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¢ Invoke this AP at: https://7fcfguqnee.execute-api. us-east-2. amazonaws.com/demo/
Custom Domain Names
7 St demo v ] =1
VPC Links age [demo v] From 4/12/21 = To 4/26/21 F
API Calls c Latency s
12 2000
APL: smis 10
. 1500
Resources & 1000
Stages 8 500
2
Authorizers 0

Apr12 Apr 15 Apt 18 Apr21 Apr24
Gateway Responses

[¢]

Models Integration Latency

" 2000
Resource Policy

0
Apri12 Apr 15 Apr 18 Aoc 21 Apr 24

4xx Error

Q

Feedback English (US) v

Figure 5.21: API metrics and Information

Privacy Policy Terms of Use Cookie preferences

In figure 5.3, the API endpoint that will receive the requests used can also be seen. Subsequently,

once a call has been made to the API, that event, whether it contains an error or not, is logged by

AWS CloudWatch for troubleshooting and future log analysis as shown in figure 5.4.

al/s Services v

L tuwoy Ohav

Support v

CloudWatch X /aws/lambda/sms

Dashboards

a

Alarms v Log group details
Inalaim (0]
Insufficientdata @) Retention Creation time

oK 0 Never expire 26 days ago
Billing
KMS key 1D Metric filters

Pl

Logs
Log group
Insights

«

Metrics

Explorer

Stored bytes
£3.32KB

Subseription filters
0

[ Actions v | [ viewintogs Insighlsj [ sear

ARN

arm:aws:logs:us-east-2:070309816304:log-
group:/aws/lambda/sms:*

Contributor Insights rules

Sireanis m Log streams Metric filters filters C

Events

<«

Rules
Event Buses Log streams (67)
Servicelens

“

Q

Service Map
Traces
Container Insights (D) Log stream .

Resources

<«

2021/04/15/[SLATESTJabe4e96cdc964a04b91e0e611...,
Performance

monitoring 2021/04/15/[SLATEST)201ccfo4a641452924205dt ..
v Lambda Insights

Performance 2021/04/15/[SLATESTI7d1c1¢63789447e396f7c2ee...

Figure 5.22: CloudWatch logs

Insights Tags

Last event time
2021-04-15 03:08:05 (UTC-07:00)
2021-04-15 03:05.01 (UTC-07:00)

2021-04-15 03:04:05 (UTC-07:00)

[c]

Create log stream Searchall

In figure 5.5, the code that handled the POST requests coming from the sensor and the AWS

SNS trigger coming from the sensor is shown.
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é!vf, Services ¥ 4 thuo v  Ohio Support ¥

File Edit Find View Go Tools Window E'
Q  GotoAnything (Cul-P) B lambda functionx
= 41  logger - logging.petlogger()
E v sms it 42 logger.setlevel(logging.INFO)
43
& © lambda function.py 4 ¥ Initialize S5 client for Ohlo region
g 45  session - boto3,Session(
w a6 region_name-"us-east-2"
a7 )
48 sns_client - session.client(‘sns')
49
50
51 def lambda_handler(event, context):
52
53 8 Send message
54 response - sns_client.publish(
55 Phonetiumber- '4254726250182",
56 Message-'Beware of wild animals roaming nearby. Seek shelter and protect you and your loved ones.”,
57 MessageAttributes {
58 ANS, SNS. SMS. SenderID":
59 ‘DataType’: ‘String',
60 ‘StringValue': 'SENDERID'
61 b
62 ‘A5 SHS, SHMS. SMSType "+ (
63 "DataType’: 'String’,
64 *StringValue': 'Promotional’
65 )
66 }
67 )
68
69 logger.info(response)
70 return "OK*
71 &

Figure 5.23: Lambda function code

5.3.3: Setting up S3
The objects generated once metrics are sent to the API are stored in an object store, AWS S3 which

can store multiple types of objects which gives flexibility in terms of future modification of the

prototype. Figure 5.6 shows how the bucket was set up.

aws Services ¥ Q Sea or services, features, marketplace products, and d [Alt+S 4 thuo v Global ¥  Support ¥

Amazon S3 X (© Successfully created bucket "all-metrics-bucket” X

To upload files and folders, or to configure additional bucket settings choose View details.

Buckets
Access Points Amazen 53
Object Lambda Access Points
Batch Operations Buckets (1) @ (P Copy AR Del
Access analyzer for 53 Buckets are containers for data stored in S3. Learn more [
Q Find buckets by na <1 ) ®
Block Public Access settings for
this account Name 'S AWS Region v Access v Creation date v
April 25, 2021, 22:31:42 (UTC-07:00)

all-metrics-bucket US East (Ohio) us-east-2

v Storage Lens

Dashboards

AWS Organizations settings

Feature spotlight @) -

Figure 5.24: 83 bucket
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Figure 5.6 shows the contents of the bucket which were the payloads processed by the API.

aws Services ¥ S t narke )Cs 4 thuo v  Global ¥  Support v

AmazonS3 > all-metrics-bucket > Upload N

Upload

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (2 Total, 45.3 KB) pemeve [ Addfites | [ Add folder
All files and folders in this table will be uploaded
Q Find by nan <
Name a Folder v Type L Size v
api_gateway.PNG - image/png 45.1 KB
metrics.json - application/json 265.0B

Figure 5.25: S3 bucket contents

5.3.3: Configuring AWS SNS
AWS SNS was used to deliver SMS messages to mobile phones to alert rangers and staff of
impending conflict. The message contains actionable information. It could be a warning or an

update. An example of these messages is shown in figure 5.8.

Saturday, Apr 17 - 1:05 PM

Wild animals nearby, please stay
away from the fence and take
e shelter!

9:12 AM

Beware of wild animals roaming

nearby. Seek shelter and protect you
e and your loved ones.

Now * via Safaricom

Sender does not support replies

] @ <

Figure 5.26: Sample Messages

SNS configuration is comprised of setting up the message types which are promotional messages.

The success rate of delivery can also be seen on the SNS dashboards as shown in figure 5.9.

33



x Delivery statistics (UTC) “ 0

Amazon SNS

Promational test message delivery rate Transactionat test message delivery rate
3529% 100%

Dashboarg
Topics

Subsriptions Promational text messages Transactiona! teat messages

v Mabile

Text messaging (SMS) 11

272

(%t 0 o8
2 faet 0
02
Tott
° 0
SK13 0NN OINS NS OMIT ONIE CIIG 020 0171 04T 42 044 (425 0N BUI) GLM DEIS OIS OUIT OMIE ONID D4F0 G421 0423 022) DI MS O

Delivery statistics by country (1)

Country Sent Failed Dslivery rate

Kenya 19 n a2

Figure 5.27: SNS dashboard

5.3.4: Setting up Grafana

Grafana was used to visualise motion metrics, lambda metrics and SNS metrics all in one view
each with a dashboard of its own. This is to enable authorized staff and rangers to see the data and
statistics which will enable them to make decisions about resource allocation in conflict prone
areas.

Grafana ran in a Linux environment running the Debian based ubuntu distribution. This operating
system was set up as an EC2 instance with network information to access the server remotely via
the secure shell protocol.

The Grafana instance contains all the Grafana settings and configurations including the public IP
and public/private key pair that I used to access Grafana via SSH. Figure 5.10 shows the instance

details of the EC2 instance.
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Instance Types
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v Images B E @
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w Elastic Block Store
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Privacy Policy  Terms of Use

Figure 5.28: EC2 Dashboard

Once access was granted into the instance, I installed and verified that the app was active and
accessible to the outside world by adding security groups which are rules that govern what kind of

traffic is allowed into my instance as shown in figure 5.11 and 5.12 respectively.

Figure 5.29: Running Grafana service

The Grafana service was also configured to run on startup in case the server is restarted for

maintenance purposes.
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EC2 Security Groups 59-027aca51622eHb20 - launch-wizord-§ Edit inbound rules
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SSH v TCe 22 Custom ¥ Q
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A\ NOTE: Any edits made on existing rules will resull in the edited rule being deleted and a new rule created with the new detalls. This will cause tralfic that depends on that rule to be dropped for a very brief perlod of time until the
new rule can be created.

Cancel Preview changes L Ll

Figure 5.30: Security groups

As illustrated by figure 5.12, security groups were configured to allow SSH and TCP traffic into
the instance for external accessibility and SSH access into the server.

5.3.5: User Account creation and Management

For user account creation and management, Grafana has a provision for role-based access control.
The initial admin user is created manually by signing in with the default password and provisioning
new credentials. Thereafter, administrative and non-administrative users are managed by the
admin users and assigned read, write or execute rights based on the need for access. Figure 5.13

illustrates the admin user sign in interface.

9

Welcome to Grafana

Built better togethe:

Email or usermame

admin

Figure 5.31: Admin user sign in
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Figure 5.14 further illustrates the user management dashboard with various options and the
permissions that users are allocated according to what type of access their role in the organisation

requires.

O Server Admin

A Users 0 Orgs it Setungs o Stats & Upgrade

User information
Name
Email
Usetname

Password

Dolata User Disable Usor

Permissions

Gratana Admin

Organisations
Main Org

Add user 1o organisation

Sessions

Last seen IP address

Figure 5.32: User rights and permissions

Figure 5.15 shows a list of two users presently in the system. One administrative and one non-

administrative.

O Server Admin

R Users @ Orgs fit Settings ol Stats & Upgrade

Login Email

admin thuo.nganga thuo@gmail.com

thuo thuo.thuo@strathmore edu non-admin-user

Figure 5.33: List of users

The administrative user has super user permissions in the system meaning that administrators can
perform create, read, update, and delete operations whereas the non-administrative users are

limited to read permissions only to reduce human error and enforce security.
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5.3.6: Configuring graphs

In order to visualise metrics going through the system. Creating graphs is the best way to see data
in graphical or tabular format within the system and accelerates decision making because of the
presence of statistics that can inform decision making. Figure 5.16 illustrates how authentication

into services within the AWS ecosystem were configured.

Connection Details

Autneniicatian Froves

Figure 5.34: Visualisation configuration

Connection information is filled on a web form by an administrative user which contains an access
key and a secret access key to authenticate into the CloudWatch environment and check for
historical and real time metrics in a predetermined interval. This can also be done via SSH on a
command line interface in case connectivity is slow or the dashboard is inaccessible Figure 5.17

shows how the graphical visualisation is implemented.
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Figure 5.35: Graphical CloudWatch visualization

5.3.6: Configuring Alerts
Alerts are configured on Grafana as webhooks and integrated into Grafana dashboards to trigger
POST requests when a query or rule has been violated on the dashboard. Figure 5.18 shows the

configuration of alert notification channels.

e Alerting

= Alert Rules

Edit notification channel

Optional Webhook settings

Notification settings

Figure 5.36: Notification channel

This notification channel scrapes information via the webhook configuration from the API
endpoint to detect POST requests. These requests then trigger an SMS from SNS if the rules used

to configure the query on the dashboard are violated.
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5.4: System Testing

The solution was tested to ensure compliance with the functional requirements as defined in
chapter 4 and to ensure the first iteration of the solution had minimal bugs.

5.4.1: Functionality Testing

The functionality tests were performed on the Arduino microcontroller in an iterative fashion to
determine whether user requirements were met. Table 5.1 showcases the test cases that were
fulfilled. For the solution to run as expected the defined test cases in the table must have been met

in order to ensure completeness.
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Table 5.1: Functionality testing

in s3

Test Case Description Priority | Results (0-5 five is highly
effective while zero is non-
functional)

Functionality Confirm that the PIR sensor | High -

sent signals to Wi-Fi shield

Functionality Confirm that API endpoint | High 4

received and processed json
payload

Functionality Confirm that requests are | High 5

logged by CloudWatch

Functionality Confirm that Grafana can | High -+

authenticate and read metrics
from AWS services

Functionality Confirm that user account | Medium | 5

creation and storage is
successful

Functionality Confirm that sending SMS is | High 4

functional and successful

Functionality Confirm that objects are stored | Low 2.5
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5.4.2: Compatibility Testing

The prototype was hosted on an Ubuntu Linux operating system which is a GNU based Linux
distribution on an AWS EC2 instance. Tests were later carried out on the web application to
establish that the metrics were visible on all the different browsers with no bugs. The outcome of
the tests is illustrated in table 5.2.

Table 5. 2: Browser Compatibility Tests

Browser Type Compatibility
Microsoft Edge Yes
Google Chrome Yes
Internet Explorer Yes
Mozilla Firefox Yes
Chromium Browser Yes

5.4.3: Acceptance Testing
To gather feedback on the effectiveness of the application in terms of user experience, a short
survey was done on the respondents, in this case, KWS to determine the satisfaction levels of the

users of the application. The results are displayed in chart 5.19.

Users

m High = Medium « Low

Figure 5.37 : Acceptance Test Results
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A majority of the users at 88% felt that the application was good enough to use as is and accepted
the solution. A further 10 per cent thought that the application was too complex for them to
understand and recommended simplifying the dashboards. The remaining 2% of the users accepted

the application with moderate feedback about it.
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Chapter 6: Discussions

6.1: Introduction

The IoT prototype solution was based on the research findings achieved in the previous chapters.
The prototype’s functionalities were tested to abide by the research. In this chapter, an analysis
was done to determine the correlation between the findings and the research objectives as well as
the literature review. In this section, the relationship between the research objectives findings and

literature review are outlined.

6.2: Existing Methods That Address Human-Wildlife-Conflict

In this research, the first objective that was met was a review of existing methods that deal with
human-wildlife conflict. Though there are non-technological solutions to this conflict, this paper
focused on the technological solutions that have currently been implemented.

This section was addressed in the literature review where it was established that the use of IoT
sensors in various implementations exist. This includes the use of electric fences, GPS collars,
drones, radio and satellite communication to mitigate human-wildlife conflict and track the motion
of wildlife. There are also implementations of IoT focused on poacher detection using IoT and
machine learning as well as reptile detection using a camera trap and temperature sensors. This
research showed that it is viable to use IoT technologies in combination with other technologies

such as machine learning, SMS and cameras to build a solution to mitigate human-wildlife conflict.

6.3: Current Challenges of IoT based Monitoring

In Chapter two, it was established that the current methods of addressing this conflict are
expensive, inaccurate and difficult to scale. This research revealed a gap that needed a low-cost,
accurate and easily scalable solution that combined ubiquitous technologies such as SMS to be
implemented to tackle human-wildlife conflict in combination with on demand cloud infrastructure
to solve the problem of scaling over time as more devices are connected to the system.

The current methods of IoT based monitoring are also not well adopted due to their complexity
and lack of accessibility for example radio and GPS technologies which require expert knowledge,
training and heavy capital investment to implement. This reduces the overall effectiveness and

penetration of these implementations.
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6.4: Development of the IoT Solution

The IoT solution was implemented using low power and affordable IoT hardware devices and
cloud resources. The data that was generated and visualised by this solution was accurate and
yielded tangible results that could be used by rangers, staff and the system administrator to aid in
their decision-making process. The development was done using Rapid Application Development
approach that focused on iteration and improvement until the minimum viable product was ready

for shipping.

6.5: Testing the IoT Prototype

The functionality of the prototype was thoroughly tested to ensure it met the defined functional
requirements. During testing, bugs were identified and rapidly fixed to adhere to the requirements
that were pointed out in Chapter 5. The prototype was tested for compatibility with web browsers
which was successful as well as user acceptance in which most responses were affirmative.
During functionality testing, the PIR sensor would detect motion, the microcontroller could
process the metrics it received from the sensor and send the API endpoint as a JSON payload. The
web application would display the metrics accurately in graphical format after querying
successfully from AWS as the primary data source.

During acceptance testing, a majority of feedback from the users was positive feedback in terms
of the fact that they felt that the prototype was useful and relevant in improving their overall
operations and added value to the technological efforts against human-wildlife conflict in the

conservation industry at large.
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Chapter 7: Conclusions and Recommendations

7.1: Conclusion

This research was aimed at developing an IoT solution that mitigated human-wildlife conflict by
combining cloud technologies with IoT technologies to visualise motion data along perimeter
areas. The solution generated metrics triggered by motion which were translated into signals and
displayed in an organized fashion on a web application to be referred to, analysed and used for
operational decision making.

From the findings in this research, human-wildlife conflict is a prevalent problem that has existed
for a long time with minimal and insufficient technological intervention. Using IoT, an end-to-end
solution was developed to enrich the process of motion detection along perimeter areas which
would yield metadata that would be used by authorities to allocate resources to affected areas
strategically and efficiently.

The solution was also low-cost indicating the economic incentive to implement it at scale. The
prototype developed was also tested and found to be accurate in detecting motion and capturing
distance metrics from the motion sensor and was also found to be real time in sending the distance
metrics to the Grafana interface for graphical visualisation. This prototype was effective at
detecting and mitigating human-wildlife conflict and would lead to a reduction in cases in the long

run if implemented at scale.

7.2: Recommendations

This IoT prototype is a sophisticated low-cost and accurate solution that will address human-
wildlife conflict in Kenya and other parts of the world where human beings and wild animals
coexist. It will aid conservation efforts and boost the tourism economy indirectly since wildlife
numbers will increase due to reduced cases of revenge killings of animals by people. In order for
this solution to have a maximum impact and benefit, it is recommended that this solution be
deployed in at scale in parks and conservation areas under the jurisdiction of the government and
Kenya Wildlife Service. From this research, it is recommended that the government, private sector
and other entities contribute financially and by developing more technical expertise in IoT to

implementing this technology and deploying this solution widely.
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7.3: Future Work

The implemented prototype generated useful data stored as logs and S3 objects. This data at scale
can be mined and analysed further to find deeper insights that can inform additional features that
can be inculcated into the system or identify areas of improvement within the system. By making
use of additional tools and techniques such as using longer range sensors and integrating the
prototype with existing large scale animal monitoring systems, the prototype can be enriched and
encompass more use cases. This prototype can also be connected to existing implementations such
as GPS to increase the scope of the data points that are aggregated by it for analysis. It can also be
used in combination with other technologies such as camera traps and machine learning algorithms
to encompass larger geographical areas and send stakeholders information that is better segmented

and customised to different environments
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APPENDICES

Appendix A: Questionnaire
Please complete this questionnaire. The information requested is needed for academic purposes
only and will be treated in strict confidence.
1. Do you have internet access?
a) Yes [:]
b) No [ ]
2. Have you received reports of human-wildlife conflict in the last month?
a) Yes L]
b) No [ ]
3. Ifyes, how was it reported?
a) Manual []
b) Technological| |

4. If manual, would you be interested in an automated solution?

a) Yes D
b) No[ ]
5. Iftechnological, which one among the list of technologies do you use? (tick all that apply)
a) GPS data []
b) Radio Triangulation| |
c) Drones ]
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