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Abstract

The surge in digital payments in Kenya has heightened financial crime risks, including money
laundering and terrorist financing. Despite regulatory mandates, Suspicious Transaction
Reports (STRs) from Payment Service Providers (PSPs) remain below expectations. Tra-
ditional rule-based systems often fail to detect such activities, driving interest in machine
learning (ML) methods like Random Forest, k-Nearest Neighbours, and Support Vector
Machines. However, comparative research on these models, especially in handling severe

class imbalance in Kenyan financial datasets, remains limited.

This study therefore evaluated the four ML algorithms ( Random Forest, Support Vector
Machine, k-Nearest Neighbours and Logistic Regression) for detecting suspicious transac-
tions. To address class imbalance, the SMOTE-ENN re-sampling technique was applied.
Factor Analysis for Mixed Data (FAMD) was used for dimensionality reduction, and model

performance was assessed using F1-score and Matthews Correlation Coefficient (MCC).

Random Forest outperformed other models post-re-sampling (MCC 99.93%, F1-score
99.94%). Logistic Regression showed the greatest sensitivity to class imbalance, with
MCC improving from 62.87% to 97.47%. kNN and SVM also recorded significant gains.

Key predictors included Business Age, Score Rank, and Product Type.

The findings underscored the importance of using MCC and F1-score over accuracy when
evaluating models on imbalanced datasets. They also supported the adoption of hybrid
re-sampling techniques , specifically SMOTE-ENN , to enhance model performance, and
highlight Random Forest as a particularly effective algorithm for fraud detection. Future
research should explore advanced models such as XGBoost and leverage more diverse

datasets to better capture evolving fraud patterns.

Keywords: suspicious transaction reporting; digital payments; machine learning; class

imbalance; SMOTE-ENN; fraud detection; random forest; F 1-score; MCC.
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Definition of Terms

Class Imbalance

A common issue in machine learning classification tasks where
one class significantly outnumbers the other(s), leading to bi-
ased model performance (He and Garcia, 2009).

Digital Payments

Electronic financial transactions conducted without the use of
physical cash, often via mobile money, internet banking, or
digital wallets (Calderon et al., 2025).

Financial Crime

Illegal acts involving the misuse of the financial system, such
as fraud, money laundering, terrorist financing, bribery, and
corruption (Europol, 2020).

Money Laundering

The process of concealing the origins of illegally obtained funds,
typically by passing them through a complex sequence of bank-
ing transfers or commercial transactions (Financial Action Task
Force, 2023).

Payment Service Providers
(PSPs)

Entities that operate payment systems enabling the clearing of
payment instructions, netting or settlement of obligations aris-
ing from payment instructions, issuing payment instruments, or
conducting payment services between payers and beneficiaries,
supporting the circulation of money (Central Bank of Kenya,
2023).

Suspicious Transaction Re-
port(STR)

A report that is submitted to the Financial Reporting Centre
when a reporting institution becomes aware of transactions
or activities that may indicate money laundering, terrorism
financing, or other criminal conduct (Government of Kenya,
2023).

Terrorist Financing

Terrorist financing involves the solicitation, collection or provi-
sion of funds with the intention that they may be used to support
terrorist acts or organizations. (Central Bank of Kenya, 2023).
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Chapter 1

Introduction

1.1 Background to the Study

Suspicious Transaction Reporting (STR) is a process mandating financial institutions to
report transactions that seem unusual or potentially linked to money laundering, terrorist
financing, or other illicit activities. With the rise of digital payments, fraudulent transactions
have become more prevalent hence the need for timely reporting. Submitting Suspicious
Transaction Reports (STRs) to regulatory bodies is one of the measures implemented to
combat the utilization of payment channels to carry out criminal activities.This in turn
disincentivizes individuals from conducting money laundering or terrorist financing activity.
Reporting such transactions also aids law enforcement agencies in apprehending wrongdoers.
The increase in financial crimes has led to the establishment of international supervisory
bodies like the Financial Action Task Force (FATF). FATF provides guidelines to combat
money laundering and terrorist financing. In Kenya, regulatory bodies affiliated with payment
services include the Central Bank of Kenya and the Financial Reporting Centre. Non-
compliance with reporting requirements can result in penalties, fines, or sanctions. The
Proceeds of Crime and Anti-Money Laundering Act, 2009 (POCAMLA), effective since
June 28, 2010,and was revised in 2023 mandates Reporting Institutions to monitor and
report suspicious transactions to the Financial Reporting Centre (FRC). FRC has automated
reporting mechanisms via the GOAML to streamline the process and ensure swift and instant
action. Despite these efforts,the conundrum still remains that these reports lack in quality
and are rarely reported. Globally, Suspicious Transaction Report (STR) statistics indicate a

significant rise. For instance, in the USA, SARs filed have increased by 50% from 2014 to



2020, while in Australia, the increase is more than 50% . In Kenya, local statistics reveal

fewer than 10,000 STRs filed, primarily from banks.

It is important to note that banks are just one category of reporting institutions; others include
forex bureaus, money remittance providers and the emerging category of Payment Service
Providers (PSPs). PSPs offer payment services that facilitate online payments like mobile
money, online bank transfers and card payments. The sectoral risk assessment report which
was released by Central Bank of Kenya (2023) identified PSPs as high-risk entities for money
laundering and terrorist financing. Therefore, the case of PSPs deserves special attention. The
Central Bank of Kenya acknowledged the fundamental risks associated with this rapidly
evolving sector. As PSPs introduce innovative payment solutions, new vulnerabilities for
money laundering and terrorist financing emerge. Consequently, PSPs have been classified

as "high risk" for such activities.

Banks, despite being considered to have more compliance resources, are still facing hefty
fines for failing to meet AML/CFT requirements. If even well-established financial institu-
tions with robust compliance structures are struggling, the stakes are even higher for PSPs,
which are inherently more vulnerable to risk especially when it comes to Terrorist Financing.
Payment Service Providers (PSPs) cannot afford to exercise complacency. It is imperative
that they possess a clear understanding of their Suspicious Transaction Reporting (STR)
obligations and are equipped with the necessary tools and systems to effectively identify and
report suspicious activities. Strengthening risk management practices is not a mere compli-
ance formality; it is a critical safeguard against significant financial, legal, and reputational

repercussions.

1.1.1 Regulatory Fines and Penalties

Sanction Scanner highlighted that weaknesses in some bank’s Anti-Money Laundering
(AML) framework have led to severe penalties and reputational damage for businesses
worldwide. An example is the Financial Crimes Enforcement Network (FinCEN) imposing a

hefty penalty of $12,500,000 on Capital One. This penalty was attributed to their failure to



report thousands of suspicious activities and transactions from 2008 to 2014. Millions of
dollars in suspicious transactions within a cash checking unit went unreported (san, 2021).
Another instance involves ABN Amro, which agreed to a settlement of $574 million with
Dutch authorities after criminals exploited its accounts for illegal gains. In response, ABN
Amro overhauled its AML framework, significantly increasing personnel to enhance the
detection and investigation of suspicious transactions. Similarly, Citibank Taiwan faced
penalties from the Taiwanese Financial Supervisory Commission (FSC) for neglecting to
assess money laundering risks and failing to detect and report suspicious conduct. These
instances underscore the critical importance of robust AML frameworks in safeguarding
financial institutions from regulatory scrutiny, financial penalties and reputational harm.
Money Value Transfer Services such as Western Union have also received hefty penalties
for failing to report suspicious transactions back in 2017. Western Union was fined $586
Million. The company was accused of allowing its services to be used for fraud and
money laundering, and of failing to adequately report suspicious transactions to regulators.
Focusing on Kenya, in 2018, five major banks—Standard Chartered Bank Kenya Ltd., KCB
Group PLC, Equity Bank (Kenya) Ltd., Diamond Trust Bank Kenya Ltd., and Co-operative
Bank of Kenya Ltd.—faced fines totalling nearly $4 million for failing to report suspicious
transactions. These charges were related to the misappropriation of approximately $100
million from Kenya’s National Youth Service (NYS). The prosecution of these banks was
deferred, providing them with a deadline to enhance their compliance practices (Intelligence,

2020).

1.1.2 Kenya’s Grey-listing and the Challenge of Suspicious Transaction

Detection in Digital Payments

In 2024 Kenya was designated as a grey-listed area due to non-compliance and a suboptimal
level of effectiveness in meeting certain technical compliance and immediate outcomes, as
assessed by international bodies like the Financial Action Task Force and its subsidiaries,
including the Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG). In

a recent inspection exercise conducted in 2022, Kenya was flagged as non-compliant with
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Recommendation 20, which specifically addresses the reporting of suspicious transactions,

and demonstrated a low level of effectiveness in Immediate Outcome 4.

This pertains to ensuring that financial institutions, Designated Non-Financial Businesses and
Professions (DNFBPs), and Virtual Asset Service Providers (VASPs) adequately implement
Anti-Money Laundering/Combating the Financing of Terrorism (AML/CFT) preventive
measures in line with their risks and diligently report suspicious transactions (ESAAMLG,
2022). The grey-listing of Kenya poses a significant risk, negatively impacting foreign

investments and potentially hampering the nation’s economic growth.

In the Second Enhanced Follow-Up Report and 1st Technical Compliance Re-Rating (April
2024), published in August, Kenya’s rating for Recommendation 20 (Reporting of Sus-
picious Transactions) was upgraded from Non-Compliant to C (Compliant) (Eastern and
Southern Africa Anti-Money Laundering Group (ESAAMLG), 2024). This improvement
reflects changes made under the Proceeds of Crime and Anti-Money Laundering Regulations
(POCAMLR), 2023, and amendments to the Prevention of Crime and Anti-Money Launder-
ing Act (POCAMLA). Despite this rerating, Kenya remains on the grey list, indicating that
further work is needed to fully address outstanding deficiencies in its anti-money laundering

and counter-terrorism financing framework.

The rise of digital payments has revolutionized the financial landscape, bringing convenience
and speed but also opening doors to illicit activities like money laundering and terrorist
financing. Identifying suspicious transactions is crucial to safeguarding financial systems
and curbing these harmful activities. While data analysis has emerged as a powerful tool for
detection, a significant gap exists in our understanding of how to apply it effectively in the

context of digital payments, particularly in Kenya.

Several factors contribute to this knowledge gap. First, the sensitive nature of the data
involved in digital payments makes accessibility and ethical use a challenge. Second, the
data itself often exhibits imbalance, meaning patterns tend to skew heavily towards normal
transactions, making it difficult to identify rare anomalies indicative of suspicious activity.
This challenge becomes even more pronounced in the Kenyan context, where the digital

payments ecosystem is rapidly evolving and unique to the local socio-economic landscape.
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1.1.3 The Evolving Landscape of Suspicious Transaction Detection:

From Rule-Based Systems to Machine Learning

For years, financial institutions have relied on rule-based systems to detect suspicious
transactions. These systems work by flagging transactions that break predefined rules,
providing an initial defence against fraud. However, as fraudsters become more sophisticated,
the limitations of these rule-based approaches become evident. Traditional rule-based
systems operate on a single, trigger-based approach. When a transaction meets a specific
criterion outlined within a rule, it’s marked as suspicious. While this method is efficient
to some extent, it falls short in capturing the intricate relationships between different data
points within a transaction. These relationships, including factors like location, transaction
amount, beneficiary information, and historical behaviour, are crucial for comprehensive
fraud detection. Moreover, rule-based systems require constant manual oversight to uncover
hidden connections within the data, a process that’s prone to human error and resource-
intensive. Rule based system require manual adjustments of scenarios by fraud experts and
fails to capture the transactional correlations that would point to fraud (Shihembetsa et al.,
2021). As noted by Sikman and Grujié¢ (2021), machine learning algorithms leverage the
knowledge learned from their training data to adapt to new scenarios without the need for
explicit programming for every conceivable fraudulent pattern. This adaptability is in stark
contrast to rule-based systems, which rely on human intervention to continually update and

refine their rule sets in response to evolving fraudulent tactics.

Alotibi et al. (2022) examined the use of traditional systems in financial institutions, particu-
larly within cryptocurrency exchanges, to identify illicit transactions. Their research revealed
significant shortcomings in these conventional methods, characterized by high rates of missed
detections and false positives, indicating ineffectiveness and susceptibility to biases. This
underscores the imperative to enhance traditional systems for better detection of suspicious
activities. In their study, Alotibi et al. (2022) also shed light on the adoption of machine
learning approaches, which gained momentum around 2004, offering promising outcomes
in combatting money laundering. These findings collectively emphasize the superiority of

machine learning techniques over traditional methods in effectively identifying and address-



ing suspicious transactions. The effectiveness of machine learning in suspicious transaction
detection isn’t just theoretical. Studies conducted by KPMG International have shown that
replacing rule-based systems with machine learning models can significantly improve the
identification of suspicious activity, with detection rates increasing by up to 40% (Kulkarni,
2023). These real-world findings underscore the transformative potential of machine learning

in safeguarding financial institutions from fraudulent activities.

Addressing this gap is critical. Without effective detection methods, suspicious transactions

can slip through the cracks, fueling financial crime and undermining financial stability.

1.2 Research Objectives

1.2.1 General Objective

The main objective of this study was to identify a machine learning model that is robust to
severe class imbalance, in order to enhance suspicious transaction detection in the Kenyan

digital payments landscape by evaluating the impact of data imbalance on various algorithms.

1.2.2 Specific Objectives

1. Evaluate the predictive performance of machine learning models, including Logistic
Regression (LR), Random Forest (RF) Support Vector Machine (SVM), and K-Nearest
Neighbors (KNN), in forecasting suspicious transaction reports within the Kenyan
digital payments landscape by training the models using a designated training set and

assessing their performance on a test set.

2. Evaluate the performance of the models identified above, before and after the severe
data imbalance is addressed through a hybrid sampling method (SMOTE-ENN) by
utilizing performance evaluation metrics such as the Matthews Correlation Coefficient

(MCC), Accuracy and F1 score.



1.3 Problem Statement

In Kenya’s fast-growing digital payments landscape, financial crime remains a pressing
challenge, particularly with the recent international grey-listing due to low reporting of
Suspicious Transaction Reports (STRs). While Payment Service Providers (PSPs) are key
drivers of digital payment adoption, they also pose a high-risk for financial crime, yet
consistently report fewer STRs. Despite existing regulations, Kenya’s current approach
to suspicious transaction detection rely on outdated, rule-based approaches for suspicious
transaction detection, which are often inadequate in addressing the complexities of today’s

digital transactions.

Although advanced machine learning techniques have shown promise in improving suspi-
cious transaction detection globally, their application in the Kenyan context remains to be
comprehensively explored. Due to differing financial crime patterns and data characteristics,
findings from other regions cannot be directly generalized to Kenya . Differing financial
crime patterns and data characteristics necessitate the validation and adaptation of these
techniques to Kenya’s unique environment. Furthermore, current studies often neglect the
issue of severe data imbalance, specifically the adoption of hybrid resampling methods,

further limiting the effectiveness of detection models.

Therefore this study sought to bridge this gap by evaluating high-performing machine learning
algorithms, such as SVM and Random Forest, and comparing them with established models
like KNN in Kenya. To mitigate data imbalance, the study applied hybrid balancing technique,

SMOTE-ENN, to enhance the models’ ability to detect suspicious activity effectively.

By equipping stakeholders with tailored insights and tools, this research aimed to strengthen
Kenya’s AML (Anti-Money Laundering) efforts, reduce financial losses, improve compliance,
and contribute to a more secure and transparent financial ecosystem by identifying a robust

algorithm to enhance the detection of suspicious transaction reporting.



1.4 Research Questions

The study aimed to address the following research questions;

1. How effectively do machine learning models (LR, RF, SVM, KNN) predict suspicious

transactions in Kenya’s digital payments?

ii. Which model (LR, RF, SVM, KNN) demonstrates the highest predictive performance

for detecting suspicious transactions?
iii. How does class imbalance impact the performance of these models?

iv. Does applying the hybrid SMOTE-ENN sampling technique improve model detection

of suspicious transactions?

v. Which evaluation metrics best assess model performance on imbalanced datasets?

1.5 Significance of the Study

This study addressed a critical challenge in Kenya’s evolving financial landscape: inadequate
reporting of suspicious transactions (STRs). Despite regulations and penalties, low STRs,
particularly from Payment Service Providers (PSPs), hinder efforts to combat money launder-
ing, terrorist financing, and other illicit activities. This not only jeopardizes financial security

but has also led to the international grey-listing for Kenya in 2024.

1. Addressing a national threat: By improving STR effectiveness, we can help safeguard
Kenya’s financial system and combat financial crime, protecting investments and

fostering economic growth.

2. Empowering new players: PSPs are crucial to digital payments, but their high-risk
profile requires robust STR practices. This study provides tools and knowledge to

address their specific challenges.



3. Bridging the research gap: Existing studies are limited in the focus on the Kenyan
context and data imbalance issues. This research explores top-performing algorithms,
compares them with established models, and addresses data imbalance for improved

applicability.

4. Developing practical solutions: This research aims to equip regulators, financial
institutions, and PSPs with practical tools and insights to enhance STR reporting

effectiveness.

Ultimately, this study’s goal is to contribute to a more secure and transparent financial ecosys-
tem for all stakeholders in Kenya, ensuring financial stability and promoting responsible

digital innovation.



Chapter 2

Literature Review
2.1 Introduction

This section looks at the studies done thus far in the detection of suspicious transactions that
includes money laundering and terrorist financing and how various machine learning models
have been adopted both locally and internationally to improve the detection of suspicious

activity reporting.

This area therefore provides an analysis of the studies done and the research gaps identified.

2.2 Machine Learning Models and Data Imbalance

2.2.1 Machine Learning Models

Machine learning (ML) has increasingly been employed to enhance suspicious transaction
detection due to its adaptability and ability to learn from large, complex datasets. Several
models, including Logistic Regression (LR), Random Forest (RF), Support Vector Machines
(SVM), and K-Nearest Neighbors (KNN), have been widely tested for their predictive

performance.

In 2020, researchers Jullum et al. (2020) explored money laundering detection using machine
learning, focusing on a real dataset from Norway. Their study formulated and validated
an adaptable machine learning model, utilizing the power of XGBoost for Anti-Money
Laundering (AML). Stressing the importance of incorporating all data, including non-reported

alerts, the model demonstrated practicality in the intricate nature of Norwegian transactions.
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Collaborating with AML experts, they enriched insights by summarizing two months of
transaction history. The paper illuminates the significance of adopting machine learning for

detecting money laundering but overlooks data imbalance considerations.

In 2023, Anggraeni and Harahap (2023) conducted a study in Indonesia by utilizing machine
learning to detect suspicious transactions , in XYZ Bank. Analyzing three models—Decision
Tree, Random Forest, and Gradient Boosting , the study recommended machine learning
over rule-based approaches, highlighting its adaptability and ability to learn without manual
intervention. Results favoured the Random Forest model for its superior accuracy, sensitivity,
and recall, contributing to XYZ Bank’s Suspicious Financial Transaction (SFT) prediction,
reducing alerts, and enhancing compliance efficiency. While the algorithm minimizes false
positives, the study suggested expanding datasets and exploring alternative approaches
like unsupervised learning in future research. Notably, the impact of class imbalance on
model performance and contextualizing findings in the Kenyan financial landscape remain
unexplored in the study. Similarly in 2015, Liu et al. (2015) analysed the performance
of Random Forest in detecting Financial Fraud using Chinese listed company data. The
study employed Random Forest to detect financial fraud, utilizing data from Chinese listed
companies. The model was evaluated against other statistical methods, including Logistic
Regression, K-Nearest Neighbors, Decision Trees, and Support Vector Machines. Results
indicated that Random Forest outperformed these models in terms of accuracy, particularly
in reducing false negatives. There is need to put the comparative insights into the Kenyan

Context and also address class imbalance using hybrid resampling techniques.

Lim et al. (2021) investigated how machine learning can outsmart credit card fraudsters.
Their study compared popular models like SVM, KNN, ANN, and decision trees, finding
them all to be more effective than traditional rule-based systems. They highlighted the
importance of adaptability, emphasizing that the best machine learning models are constantly
tweaked and improved to identify new fraud tactics. The research also points to the potential
of combining different machine learning algorithms and tackling imbalanced data sets (where
there’s a lot more normal data than fraudulent transactions) for even better fraud detection in

the future.
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In 2018, Gyamfi and Abdulai (2018) conducted a study titled Bank fraud detection using
SVM in Ghana utilizing credit card data. The study compared SVM and Back Propagation
Network (BPN) performance and identified SVM-S as the superior model. The study failed
to comprehensively address data imbalance and how it was resolved.There is also need to
put the findings into the Kenyan context. Further,the study only focused on credit card
transactions . Elsewhere in 2019, Minastireanu and Mesnita (2019) provided an analysis
of the most used machine learning algorithms in online fraud detection especially in credit
card data , financial fraud and e-commerce fraud. The study reviewed over 40 papers and
concluded that the highest accuracy was achieved by supervised machine learning models
which are SVM, ANN and Decision Tree. Despite the study reviewing several machine
learning algorithms used in different papers and noting the existence of data imbalance, the
paper failed to address how the reviewed papers addressed the data imbalance. There is also

need to provide a practical application of the findings especially in the Kenyan context.

In his study, "Fraud Detection using Machine Learning:A Comparative Analysis of Neural
Networks and Support Vector Machines," Gitonga (2018) undertook an examination of
fraud detection and prevention tools, employing advanced machine learning methodologies
such as Support Vector Machines (SVM) and Neural Networks (NN). The research focused
primarily on credit card transaction data. Notably, SVM exhibited superior performance,
while NN demonstrated improved computational efficiency. However, it is noted that the
paper acknowledged the existence of class imbalance without a comprehensive exploration
of its impact on model efficacy. Moreover, the analysis was confined solely to credit card
transactions, thereby potentially overlooking valuable insights from other transaction types.
Additionally, the study exclusively utilized SVM and NN, omitting the investigation of
other potentially relevant models such as K-Nearest Neighbors (KNN) and Random Forest.
Conducted in 2017, prior to the onset of the COVID-19 pandemic, the paper underscored the
urgency for updates with recent data to ensure the continued relevance and applicability of

its findings in contemporary fraud detection frameworks.

Eshiwani (2020) embarked on an intriguing exploration, diving into the realm of financial

crimes through the intricate analysis of mobile money transactions using pattern recognition
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techniques. Their primary aim was to craft a tool capable of pinpointing financial irregularities
by tapping into the patterns within these transactions. They opted for the K-Nearest Neighbors
(KNN) algorithm, achieving an impressive accuracy rate of 97%. Now, in the wake of the
post-COVID era, there is a growing urgency to revisit such studies, especially to explore how
various transaction channels like cards, banks, and mobile money stack up against each other.
Notably, Eshiwani’s paper tackled data imbalances head-on by employing undersampling
techniques. It is also crucial to consider how hybrid resampling methods might influence the

performance of KNN and Logistic regression in the Kenyan context (Eshiwani, 2020).

Kumar et al. (2020) analysed Anti Money Laundering detection using Naive Bayes Classifier.
The paper sought to develop a big data analytics model, centered on the Naive Bayes classifier,
for classifying banking transactions as legal or illegal, with a focus on detecting money
laundering. While the methodology included data collection, cleaning, and analysis, as well
as model implementation and validation, it overlooked addressing potential issues related
to data imbalance and lacked comparison with alternative machine learning models. The
absence of model comparison could limit insights into the effectiveness of the Naive Bayes
approach compared to other algorithms commonly used for similar classification tasks such
as SVM, Random Forest and KNN, potentially affecting the robustness and generalizability
of the findings. Addressing these gaps would strengthen the study’s methodology and
contribute to a more comprehensive understanding of the optimal approach for detecting
money laundering in banking transactions. Liu et al. (2019) presented a novel approach to
detecting suspicious bank card transactions by combining k-means clustering and random
forest algorithms to address data imbalance challenges. Methodologically, it employed
feature-weighted k-means clustering using Fisher’s linear discrimination rate to effectively
identify relevant features and random forest algorithm to enhance classification accuracy
while avoiding overfitting. Evaluation using AUC and Recall metrics demonstrated significant
improvements over traditional methods, with a 5% increase in AUC and 1% increase in
F1-measure. However, the paper could have further explored the impact of hybrid methods
such as SMOTE-ENN on random forest performance, providing additional insights into
optimizing detection models for highly imbalanced datasets. There is need to put the study

in the Kenyan context as well.
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Shihembetsa et al. (2021) investigated the application of artificial intelligence algorithms for
fraud detection in the Kenyan mobile banking sector. The research compared the performance
of various machine learning algorithms, including Logistic Regression, Naive Bayes, and
K-Nearest Neighbors (KNN). The study concluded that KNN exhibited superior performance
compared to the other models . However, limitations exist within the research. Notably, the
paper did not comprehensively address the issue of data imbalance, which can significantly
impact the effectiveness of machine learning models. Additionally, the study’s focus solely
on mobile banking transactions within the banking industry restricts its generalizability to

other financial sectors or transaction types (Shihembetsa et al., 2021).

2.2.2 Data Imbalance

Kumar et al. (2021) conducted a study on the classification of imbalanced data by reviewing
the methods and applications. The study noted that imbalanced data have significant impact
on predictive performance of machine learning models (Kumar et al., 2021). Essentially the
rare event which is the minority class is not sufficient to correctly classify any incidents of
the class of interest hence the need for data balancing techniques. Different data balancing
techniques were assessed including undersampling, oversampling and algorithm based
methods. Elsewhere Chawla et al. (2002) analysed the impact of data balancing techniques
across different data sets in order to identify the most optimal technique. The study indicated
that SMOTE approach can improve the accuracy of classification for a minority class. This
is attributed to the fact that SMOTE provides a more related minority class samples to learn
from hence allowing a learner to craft broader decision regions increasing coverage of the
minority class (Chawla et al., 2002). It is noteworthy to point out that Chawla et al. (2002)
also recommended the use of SMOTE and undersampling methods for better predictive

performance.

Batista et al. (2004) evaluated ten different undersampling and oversampling methods to
address class imbalances in training data. Using thirteen datasets from the UCI Machine

Learning Repository, each with varying levels of imbalance, the research found that hybrid
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data balancing techniques—particularly SMOTE-ENN and SMOTE-Tomek Link—yielded
the best results for classification and prediction, especially for datasets with a very small
number of rare events. Incorporating these data balancing techniques into the Kenyan context
could significantly enhance the detection of suspicious activities by leveraging machine

learning methods.

SMOTE-ENN has been extensively used in the medical field to improve the performance of
data classification. Lamari et al. (2021) incorporated SMOTE-ENN across multiple medical
datasets i.e appendicitis, diabetes and parkinsons and noted that classification was improved.
Similarly, Hairani Hairani and Dadang Priyanto (2023) when working with the Pima Indian
Diabetes dataset, the SMOTE-ENN technique was used to handle the problem of unbalanced
data. The combination of SMOTE for oversampling and an ENN for filtering noisy cases was
effective in enhancing the results achieved by the model. With Random Forest, the efficacy of
SMOTE-ENN was found to be as high as 95% in terms of accuracy.This illustrated SMOTE-
ENN as a useful approach for enhancing diabetes prediction in imbalanced datasets.There is
need to identify how a similar hybrid technique will influence the performance of machine

learning algorithms particularly in the detection of Suspicious Transactions.

Noviandy et al. (2023) indicated that SMOTE-ENN algorithm is effective in addressing im-
balanced datasets, especially for fraud detection. By combining SMOTE, which oversamples
the minority class, and ENN, which removes noisy majority class instances, SMOTE-ENN
improved model accuracy. In their study, applying SMOTE-ENN to a credit card fraud
dataset boosted the Adaptive Integrated Fraud Detection (AIFD) model’s accuracy from
92.13% to 97.33%. This demonstrates its ability to enhance both training and testing, leading

to more reliable fraud detection.

An in-depth analysis of the effects of class imbalance has been conducted extensively.
However, a gap still remains in addressing how class imbalance impacts the detection of

suspicious transactions within the Kenyan context.
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2.3 Summary of Literature Review

The literature consistently supports the use of machine learning for detecting suspicious
transactions, with models like Random Forest (RF), Support Vector Machine (SVM), K-
Nearest Neighbors (KNN), and Logistic Regression (LR) showing promise across various
contexts. Random Forest has demonstrated strong predictive accuracy and robustness in
financial fraud detection internationally (Anggraeni and Harahap, 2023; Liu et al., 2015),
while studies in Kenya have highlighted SVM and KNN as particularly effective in identifying
suspicious activity in mobile money and credit card transactions (Eshiwani, 2020; Gitonga,
2018; Shihembetsa et al., 2021). Logistic Regression remains widely used for its simplicity

and interpretability, often serving as a baseline model (Shihembetsa et al., 2021).

A recurring challenge across these studies is the issue of class imbalance, where suspicious
transactions are significantly underrepresented compared to legitimate ones. While many
studies acknowledge this limitation, few take concrete steps to improve minority class repre-
sentation, which is critical for optimizing model performance. Although some have applied
basic resampling methods, more advanced hybrid techniques like SMOTE-ENN,which have
proven effective in domains such as healthcare (Batista et al., 2004; Lamari et al., 2021;
Noviandy et al., 2023), remain largely unexplored in the financial crime context, particularly

in Kenya.

This study fills that gap by comparing the performance of RF, SVM, KNN, and LR on
imbalanced data, both before and after applying SMOTE-ENN. Unlike prior studies which
rarely apply hybrid resampling techniques in African financial datasets, this study integrates
SMOTE-ENN with four ML models and empirically validates their performance using real
transaction data from Kenya — a context underrepresented in current literature.The objective
is to provide practical insights into the effectiveness of these models in detecting suspicious

transactions within Kenya’s evolving digital payments landscape.
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Chapter 3

Methodology
3.1 Introduction

This chapter describes the data and the machine learning algorithms employed for analysis. It
also explores approaches to handling the data imbalance and performance evaluation metric

of the model.

3.2 Research Design

The analysis utilized quantitative methods and adopted supervised machine learning models
to investigate the impact of data imbalance in the predictive performance of the machine

learning models.The study used R statistical software to conduct the analysis.

3.3 Data Collection

The study utilized secondary data collected at an anonymous licensed payment services
company with a specific focus on online transactions. The sample covered a time period
within the timespan of 12 months ranging from October 2023 to September 2024. The data
was anonymized and no personal information of the transactions was used in the study. This

is to ensure the ethical standards of the study are not undermined.
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3.4 Data Description

The dependent variables is whether the transaction was filed as a suspicious transaction or

not.

Independent variables comprise of transaction details which are in both categorical and

numerical forms.

Table 3.1: Data Description

No. Name Categories

1 Product Type a. Card, b. Bank, c. Mobile

2 Amount Numerical (N/A)

3 Time a. Morning (7:00am-11:59am), b. Afternoon (12:00pm-3:59pm),

c. Evening (4:00pm-6:59pm), d. Night (7:00pm-6:59am)

4 Industry a. Manufacturing, b. Hotel, Food, and Accommodation, c. Mar-
keting and Advertisement, d. Architecture, Construction, and
Civil, e. Travel and Tourism, f. Healthcare, g. Transportation,
h. Real Estate and Property Management, i. Renewable Energy,
j. Financial Services, k. Wholesale or Retail, 1. Insurance and
Related Activity, m. Agribusiness, n. Telecommunications, o.
Education, p. Arts, Entertainment, and Recreation, q. Information

Technology, r. Cosmetics and Personal Care

5 Business Age Numerical (N/A)
6 KYC Risk Scoring  a. Low, b. Medium, c. High
7 Transaction Score a. Low, b. Medium, c. High
Rank
8 Nature of the Trans- a. In, b. Out
action
9 Currency a. KES, b. USD
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3.5 Data Analysis

The study provided a comparative analysis of various machine learning algorithms i.e Support

Vector Machine, Logistic Regression, K-Nearest Neighbour and Random Forest.

To investigate the impact of data imbalance on the predictive performance of the mentioned
models, the comparative analysis was divided into two analysis i.e model performance before
and after data imbalance is addressed . The data resampling techniques that was adopted was

a hybrid undersampling and oversampling method called SMOTE- ENN.

3.6 Data Resampling Techniques

Addressing class imbalance in machine learning datasets is crucial for improving the detection
of suspicious activities, often requiring the use of oversampling techniques to compensate for
the underrepresentation of minority classes . Random Oversampling involves making copies
of certain instances randomly, while SMOTE (Synthetic Minority Oversampling Technique)
involves creating new instances by using mean values between minority class examples,

which effectively addresses imbalance (Chawla et al., 2002).

Oversampling is one of the procedures used when dealing with imbalanced datasets, although
it can lead to overfitting a model by replicating data points from the minority class, which
limits its generalization. On the other hand undersampling, a method for cutting down the
size of the majority class, can remove the number of observations, thus, reducing the sample
size (Figure 3.1). A number of the common undersampling techniques consist of methods

such as Tomek Link and Edited Nearest Neighbour (ENN) .
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Undersampling Original Oversampling
In undersampling, we pull all the Abundant Rare These methods can be used separately or
rare events while pulling a sample dataset dataset together;one is not better than the other.
of the abundant events in order to Which method a data scientist uses
equalize the datasets. depends on the dataset and analysis.

Figure 3.1: Data Balancing Techniques: Undersampling and Oversampling

Both oversampling and undersampling as individual resampling techniques tend to have
their own limitations. However, hybrid resampling techniques, such as SMOTE-ENN, are
more balanced than individual ones. These methods are very effective in the way that they
bring together the positive qualities of both methods (Batista et al., 2004). The methods are
particularly useful when dealing with data imbalance in machine learning. In this research, a

hybrid methodology was used because there is very limited research in this specific context.

3.6.1 SMOTE-ENN

SMOTE-ENN was proposed by Batista et al. (2004) with an aim of correcting the problems
associated with applying oversampling or undersampling only . This hybrid method involves
SMOTE (Synthetic Minority Over-sampling Technique) for the purpose of creating synthetic
examples in the form of the minority class and in this way balancing the dataset by creat-
ing new instances of the rare events. Following oversampling, the ENN (Edited Nearest
Neighbour) is used to undersample in order to eliminate noisy, redundant or mislabeled
instances on both the minority as well as the majority classes so as to improve data quality

and distinction.

Through SMOTE-ENN, this study avoided the problems arising from singular balancing

techniques such as risk of overfitting when doing oversampling, and losing other valuable
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patterns when undersampling. First, this approach helps to minimize and balance the data
and second, it cleans the data so that the machine learning models that are being built can
be more robust when it comes to detecting the rare incident. Besides, this technique will be
useful in enhancing generalization and performance of the model since noise reduction will

improve the quality of the data.

3.7 Machine Learning Models

3.7.1 Motivation for Algorithm Selection

The selection of machine learning algorithms for this study was based on their proven
effectiveness in fraud detection and their relevance to prior research in both global and

Kenyan contexts.

Random Forest (RF) was selected for its robustness, high accuracy, and ability to reduce
overfitting through ensemble learning. Several studies affirm its strong predictive perfor-
mance in financial fraud detection. For example, Anggraeni and Harahap (2023) found
RF to outperform other models in detecting suspicious transactions at an Indonesian bank,
while Liu et al. (2015) noted its superior accuracy in identifying financial fraud in Chinese
listed companies. In addition, Liu et al. (2019) successfully combined RF with clustering

techniques to address data imbalance challenges, demonstrating its versatility.

Support Vector Machine (SVM) is particularly effective in handling imbalanced datasets and
modeling complex, non-linear decision boundaries. Its effectiveness was validated in studies
by Gitonga (2018) and Gyamfi and Abdulai (2018), both of which found SVM to outperform

other models in detecting credit card fraud in Kenya and Ghana, respectively.

K-Nearest Neighbors (KNN) was chosen for its simplicity and ability to capture local data
patterns. In the Kenyan context, Eshiwani (2020) achieved 97% accuracy using KNN to

detect anomalies in mobile money transactions, demonstrating its practical utility. Similarly,
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Shihembetsa et al. (2021) identified KNN as the top-performing model for mobile banking

fraud detection in Kenya, despite limitations in addressing class imbalance.

Logistic Regression (LR) was included as a baseline model due to its interpretability and
foundational role in classification tasks. It remains widely used in fraud detection studies for
its transparency and ability to serve as a benchmark against which to compare more complex

models (Shihembetsa et al., 2021).

Together, these models which span from tree-based, margin-based, instance-based, and
probabilistic approaches enable a comprehensive comparative analysis. This diverse selection
increases the robustness of the study’s findings and aligns with global and local precedents in

machine learning applications for financial anomaly detection.

3.7.2 Random Forest

Random Forest is a combination of several classifiers or predictors where all the classifiers
or predictors are trained to predict the outcome of a given data set in order to create a highly
accurate general classifier or predictor. It operates in a way that constructs a Forest of Trees.

These trees are built separately in order to improve the final model.

Random Forest has been widely used in financial fraud detection tasks due to its high accuracy
and ability to handle large datasets with complex interactions. Liu et al. (2015) developed
a financial fraud detection model using Random Forest, demonstrating its effectiveness in

detecting anomalies in financial data .
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Figure 3.2: Machine learning models: Random Forest

Bagging Principle

Random Forest employs the bagging (bootstrap aggregating) technique and random variable
selection, both introduced by Breiman (2001), making it a powerful and widely adopted
ensemble learning method. It entails developing more than one tree established on bootstrap
resamples of the data, which are samples acquired by drawing replaced sampling from the

original data set.
Random Variable Selection

The nodes in both decision trees are split according to random samples of predictors. These
subsets are of size m, where m is a fixed integer and y is an identifier for the particular subset.
This random variable selection is useful in preventing the individual trees from becoming too

interaction which adds diversity into the decision making process.

Majority Voting (Classification)
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Using the Random Forest method, the new observations are assigned to the previously defined
classes by a majority voting of the created trees. The predicted class to the new data point is

the class with the highest votes in the class.
Averaging (Regression)

In regression tasks, the final predictions are constructed by averaging over the predicted
response values with the use of all trees in the ensemble. This kind of ensemble averaging

averages out the prediction variance.
Error Rate Assessment

The accuracy of the Random Forest model is usually measured when the model is making
prediction on out of bag or OOB data. These are data points that are in the original dataset
but are not included in the bootstrap sample of a particular tree. Every decision tree in the

forest is calibrated with the OOB data to determine the performance of each tree.

3

The Random Forest models can be created using the function in R known as ‘randomForest
belonging to the ‘randomForest’ package. It can be used for regression analysis, when
response variable is continuous, and for classification analysis, when response variable is

categorical.

3.7.3 Support Vector Machine

Support Vector Machine, commonly abbreviated as SVM, is a powerful machine learning
algorithm used for both classification and regression tasks. It is particularly renowned for its

ability to create a hyperplane that distinctly separates data points in high-dimensional space.

The foundational work on SVMs was introduced by Cortes and Vapnik (1995), where the

concept of maximizing the margin between classes using a hyperplane was formalized.
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Figure 3.3: Machine learning models: Support Vector Machine

This hyperplane is chosen to maximize the margin, which is the distance between data points
of different classes, ensuring robust classification. SVM’s objective is to find this optimal

hyperplane, and its core concepts can be described with the equation indicated below:

w-x+b=0, 3.1

where w represents the weights, x is the input vector, and b is the bias or intercept term.

This hyperplane serves as the decision boundary. Margin calculation is also a necessary
metric. The margin is the distance between the hyperplane and the nearest data points. The

margin is calculated as:

2

: (3.2)
[[wl]

Margin =

where the denominator represents the Euclidean norm of the weight vector w.
SVM aims to maximize the margin while minimizing classification errors. This is formulated

using the hinge loss:

Hinge Loss = Z max(0,1 —y;(w.x; + b)), (3.3)
i=1
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where n is the number of data points, y; is the class label (either —1 or 1), x; is the data point,
and w.x+b is the decision boundary. To prevent overfitting and balance the margin and loss,

SVM includes a regularization term. The objective function becomes;

1
Ob jectiveFunction = 3 ||w||*> 4 C - (Hinge Loss). (3.4)

Here is the regularization parameter that controls the trade-off between maximizing the
margin and minimizing the hinge loss. SVM’s objective is to find the optimal w and b
that minimize the objective function. This is typically solved using quadratic programming

techniques.

In summary, SVM’s strength lies in its ability to handle complex, high-dimensional data by
creating an optimal hyperplane that maximizes the margin between classes. This hyperplane,
is found by optimizing the hinge loss with a regularization term, providing a robust framework

for classification tasks .

Kumar et al. (2022) also noted that one of SVM’s key strengths is its ability to handle high-
dimensional data and imbalanced datasets, which is crucial in fraud detection. By creating
a decision boundary that maximizes the margin between classes, SVM helps effectively
distinguish between fraudulent and legitimate transactions, even when the difference between

them 1is subtle and the dataset is imbalanced

3.7.4 Logistic Regression

Logistic Regression is one of the most popular machine learning algorithms that falls under
the supervised learning category and is used mainly for binary classification problems
(Hosmer Jr et al., 2013). It outlines the likelihood of an event taking place with reference to

the predictor variables.

Following are the description of the key concepts/equations of logistic regression. The

logistic regression model uses the logistic function or the sigmoid function in order to
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establish the probability of the event. The sigmoid function is defined as:

PY =1]X) = (3.5)

1 4+ e~ (wx+b)’

where Y is the event which we want to predict and P(Y) is the likelihood of occurrence
of the event Y when given the input vector X , while w and b are the weight and the bias,

respectively.

Log-Odds Transformations
The log-odds (logit) transformation is often used to express the logistic function in terms of

linear equations:

P(Y = 1]X)

=P = 1X) = w.x+b. 3.6)

This transformation maps the data in a linear fashion where the log-odds of the event is equal

to the linear function of the predictor variables.

Maximum Likelihood Estimation
Logistic regression uses maximum likelihood estimation to estimate the parameters of the

model, which are w and b . The likelihood function is:

n
L(w,b) = [ TP — 11x)".(1 = P(Y; = 1]x;))' "1, (3.7)
i=1
The aim of any training algorithm is to identify the w and b that will maximize the likelihood

function; in other words, find the values of w and b that will make the likelihood of the

observed data as high as possible (Hosmer Jr et al., 2013).

Cost Function (Log-Loss)

To fit the logistic regression model, there is a cost function used which is also referred to as
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log-loss or cross entropy loss. The cost function is given by;

S| =

Cost Function = i [Yilog(P(Y; — 1]X;)) + (1 = Y;)log(1 — P(Y; — 1|X;))]. (3.8)
i=1

This cost function quantifies the difference between the probability estimates produced by

the model and the actual classification labels in the training set.

Logistic regression is widely applied in binary classification scenarios, such as fraud and
suspicious transaction detection, due to its interpretability and probabilistic framework as
noted in a study by Jurgovsky et al. (2018) . The ability to output probabilities makes
it especially useful in financial crime detection, where understanding the risk level is as

important as the classification itself.

3.7.5 K-Nearest Neighbour

The K-Nearest Neighbors (KNN) algorithm was one of the first algorithms for classification
and regression, which was developed Fix and Hodges Jr. (1951). It works on the principle of
labelling or valuing the new data point with respect to K nearest neighbors in the training

dataset.

Mathematically, for a training dataset X with n data points, each represented by a d-

dimensional feature vector X, and corresponding labels or values Y:

distance(x, X;) = (3.9)

When a new data point x is added to the container, KNN computes distances to all the
points in the set X and then finds the first K of them. In classification, the average of the
nearest neighbours’ class labels is calculated and assigned, while for regression, the mean or

weighted mean of the nearest neighbours’ values is computed.
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Such aspects are the decision regarding which distance measure to use (Euclidean, Manhattan
and all others) and the decision of which value of K to choose. K values are higher to reduce

noise impacts, and values are in odd number to avoid tied ranks.

KNN is non-parametric, which means that it does not require the data distribution to follow
any specific probability distribution; hence suitable for a wide range of datasets. But this can
be very costly in terms of computational and also may perform poorly in large dimensional

spaces as noted by Beyer et al. (1999) .

In the context of fraud detection, KNN has been applied successfully to detect anomalous
financial patterns by identifying transactions that deviate from established behavioural norms.
Studies such as Eshiwani (2020) have demonstrated the use of pattern recognition techniques,
including KNN, for detecting financial crimes in mobile money platforms . Similarly,
Shihembetsa et al. (2021) explored the role of artificial intelligence algorithms such as KNN
in enhancing fraud detection in Kenya’s banking industry . These studies highlight the
effectiveness of KNN in identifying suspicious activities based on historical transaction

patterns.

In R, KNN is implemented in the “class” package using the function knn ().

3.8 Performance Evaluation Metrics

The Performance Evaluation Metric was utilised in the assessment of the models before and
after application of SMOTE-ENN. Before we take a look at the metrics used, it is necessary

to explain the concept of a confusion matrix is.

A confusion matrix is a very useful matrix that is used in determining the performance of
a classification model be it binary or multi-class. This matrix provides a breakdown of
the model’s predictions, highlighting the number of accurate classifications: Scholars also
classify the models based on their performance metrics namely True Positives (TP) and True
Negatives (TN). Also, it shows cases of model errors such as false positive (FP) which are

false alarms and false negative (FN) which are cases that were missed.
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The usage of these elements makes it possible to estimate other important characteristics of

the classification quality, such as precision and recall.

Predicted
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>
= False True
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Figure 3.4: Confusion Matrix

3.8.1 Accuracy

Accuracy is a statistical measure used to evaluate the overall correctness of predictions or
classifications made by a model accuracy. Anything greater than 70% is a great model

performance.

TP+TN
TP+TN+FP+FN '

Accuracy = (3.10)

However, accuracy alone can be misleading, especially in imbalanced datasets as noted by

He and Garcia (2009) and Chicco and Jurman (2020).

3.8.2 F1-Score

F1-score evaluates the performance of a classification model, particularly in scenarios where

you want to balance the trade-off between precision and recall. A higher F1- score suggests
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better model performance (0.7 and above). Note that ;

F1— score — 2 X Pre.c'ision X Recall , G.11)
Precision + Recall

.. TP
Precision = —— (3.12)
TP+ FP
and
TP
Recall = —— . (3.13)
TP+FN

3.8.3 MCC

Mathew Correlation Coefficient (MCC) is a balanced measure that considers true positives,

true negatives, false positives, and false negatives. MCC is ;

MCC — (TN x TP) — (FN x FP) Gl
~ \/(TP+FP)(TP+FN)(TN+FP)(TN+FN) '

A correlation of:

C =1 indicates perfect agreement,

C =0 1is expected for a prediction no better than random, and

C =-1 indicates total disagreement between prediction and observation

The MCC gives a better perspective of the classification performance compared to accuracy,
especially in cases of imbalanced data sets since it takes into consideration both the false
positives as well as false negatives. Its strength lies in providing a single-valued metric that
better reflects classification quality in cases like suspicious activity detection, where class

imbalance is significant as noted by Chicco and Jurman (2020) and Jullum et al. (2020).
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3.8.4 Utilization and Dissemination of the Findings of the Study

The findings of this study will play a crucial role in enhancing the detection of suspicious
transaction reports (STRs) in Kenya. By identifying key influencing factors within the
digital payments ecosystem, the study will provide valuable insights for relevant stakeholders,
including financial institutions, regulators and policy makers. Additionally, the research will
contribute to advancing the understanding of data imbalance challenges and promoting the

adoption of machine learning techniques to improve STR detection.

To ensure broad accessibility and impact, the study’s findings will be disseminated through
online platforms, industry forums, and targeted sensitization efforts with key stakeholders.
These efforts will help drive awareness, encourage adoption, and foster collaboration in
strengthening financial security measures in Kenya. Moreover, the final report will be
available for reference by the relevant stakeholders from the industry and government,
ensuring that the insights generated can be effectively utilized to inform decision-making

and policy development.

3.8.5 Ethical Considerations

This study adhered to strict ethical standards to ensure data privacy, confidentiality, and
regulatory compliance. All transaction data was anonymized to protect sensitive details, such
as merchant names and transaction IDs, and to prevent unauthorized access. Ethical approval

was obtained from relevant authorities, with informed consent sought where necessary.

The study also upheld fairness and transparency in model development. Findings will be

responsibly reported to prevent misuse and support ethical financial crime detection practices.
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Chapter 4

Results and Interpretation
4.1 Introduction

This chapter explores the dataset by analyzing descriptive statistics, such as proportions for
categorical variables and mean values for numerical data. It also covers the data preprocessing
steps, including variable selection and encoding of categorical features, before applying
machine learning models—SVM, Random Forest, Logistic Regression, and KNN—on the
imbalanced dataset. To address the imbalance, the dataset was resampled using SMOTE-
ENN, a hybrid technique that combines oversampling and undersampling. The same models
were then trained on the resampled dataset that has increased representation of the minority
class. Finally, the findings were interpreted, key variables identified, and the implications

discussed.

4.2 Descriptive Statistics

The dataset consisted of 67,491 transactions with 10 variables, comprising both categor-
ical and numerical features. The categorical variables included STR.Filed, Product.type,
Currency, Nature.of. Transaction, Industry, KYC.Risk, Score.Rank, and Time.of.Day, while
the numerical variables were Amount and Business.age. Notably, no missing values were

detected in the dataset.

However, the dataset exhibited a significant class imbalance, particularly in the STR.Filed

variable, where 99.75% of the observations were labelled as "NO" and only 0.25% as "YES."
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This severe imbalance posed challenges for model performance and required appropriate

handling. The tables below provide a detailed summary of the key statistics for each variable.

Table 4.1 reveals an extreme low incidence of STR filings, with 67,322 transactions repre-
senting (99.75%) not flagged for suspicious activity, and 169 transactions (0.25%) resulting
in STR filings. This indicated a low prevalence of transactions deemed potentially illicit

within the dataset.

Table 4.1: Summary of STR.Filed

Category | Count | Percentage
NO 67,322 |  99.75%
YES 169 0.25%

Table 4.2 demonstrates significant concentration in mobile money transactions, accounting
for 50,859 transactions (75.36%), followed by bank transfers with 15,609 transactions
(23.13%). Card payments represented a minor segment, with 1,023 transactions (1.52%).
This distribution underscored the dominance of mobile money as a transactional modality

within the system.

Table 4.2: Summary of Product Type

Category Count | Percentage
BANK_TRANSFER | 15,609 | 23.13%
CARD_PAYMENT | 1,023 1.52%
MOBILE_MONEY | 50,859 | 75.36%

The currency composition of transactions in Table 4.3 was predominantly Kenyan Shillings
(KES), representing 66,711 transactions (98.84%). US Dollar (USD) transactions constituted
a negligible proportion, with 780 transactions (1.16%), reflecting a strong reliance on the

local currency.
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Table 4.3: Summary of Currency

Category | Count | Percentage

KES 66,711 98.84%
USD 780 1.16%

The nature of transactions in Table 4.4 was characterized by a higher volume of outflows
compared to inflows, with outflows accounting for 46,159 transactions (68.39%) and inflows

representing 21,332 transactions (31.61%), indicating a net flow of funds out of the system.

Table 4.4: Summary of Nature of Transaction

Category | Count | Percentage
IN 21,332 31.61%
ouT 46,159 68.39%

The industry sector analysis in Table 4.5 revealed a heterogeneous distribution of trans-
actional activity, with the transportation sector exhibiting the highest transaction volume
(19,388 transactions, 28.73%), followed by marketing and advertisement (11,538 transac-
tions, 17.10%) and telecommunications (9,497 transactions, 14.07%). Conversely, sectors
such as cosmetics and personal care, wholesale or retail, and insurance and related activity

demonstrated minimal transactional activity.
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Table 4.5: Summary of Industry

Category Count | Percentage
Agribusiness 3,986 5.91%
Architecture, Construction | 4,216 6.25%
Arts, Entertainment 168 0.25%
Cosmetics 33 0.05%
Education 361 0.53%
Financial Services 954 1.41%
Healthcare 3,515 5.21%
Hotel, Food 2,599 3.85%
IT 811 1.20%
Insurance 73 0.11%
Manufacturing 3,849 5.70%
Marketing 11,538 17.10%
Real Estate 5,153 7.64%
Renewable Energy 364 0.54%
Telecommunications 9,497 14.07%
Transportation 19,388 28.73%
Travel 833 1.23%
Wholesale/Retail 153 0.23%

The KYC risk assessment (Table 4.6) indicated a predominantly low-risk profile, with low-
risk profiles constituting 46,901 transactions (69.49%), followed by medium-risk profile with
19,937 transactions (29.54%), and high-risk profile representing a small fraction, with 653

transactions (0.97%). This distribution suggested low incidence of high-risk clientele.
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Table 4.6: Summary of KYC Risk

Category | Count | Percentage
High 653 0.97%
Low 46,901 69.49%

Medium | 19,937 29.54%

Table 4.7 provides a breakdown of the Score Rank distribution within the dataset. The
majority of the transactions fall under the Low Risk category (57.63%), followed by Medium
Risk (42.19%). A very small proportion of transactions are classified as High Risk (0.18%).
This distribution indicated that the dataset is predominantly composed of low and medium-

risk transactions, with high-risk cases being rare.

Table 4.7: Summary of Score Rank

Category Count | Percentage

High Risk 120 0.18%

Low Risk 38,895 57.63%
Medium Risk | 28,476 | 42.19%

Table 4.8 presents the distribution of transactions across different times of the day. The
Afternoon period had the highest proportion of transactions (32.27%), followed by Morning
(23.52% and Evening (23.43%). The Night period had the lowest transaction count (20.78%).
This suggested that transaction activity was highest during the daytime and decreased towards

the night.

Table 4.8: Transaction Distribution by Time of Day

Category | Count | Percentage
Afternoon | 21,777 32.27%
Evening | 15,815 23.43%
Morning | 15,871 23.52%
Night 14,028 20.78%
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Table 4.9 provides summary statistics for the numerical variables Amount and Business Age
in the dataset. The transaction amounts ranged from 1 to 12.9 billion, with a median of
4,000. However, the mean transaction amount was significantly higher at 213,300, indicating

a right-skewed distribution, likely influenced by a few very large transactions.

For Business Age, the dataset included businesses ranging from 0.08 to 74 years old. The
median age was 11 years, while the mean was 10.93 years, suggesting a relatively even

distribution without significant skewness.

Table 4.9: Descriptive Statistics for Numerical Variables

Statistic Amount Business Age
Min 1 0.08
Ist Quartile 1,500 2.00
Median 4,000 11.00
Mean 213,300 10.93
3rd Quartile 13,270 12.00
Max 12,900,000,000 74.00

Table 4.10 presents the Cramér’s V correlation values between categorical variables in the

dataset, indicating the strength of associations between them.

Table 4.10: Correlation Matrix of Categorical Variables

Variable STR.Filed | Product.type | Currency | Nature.of.Transaction | Industry | KYC.Risk | Score.Rank | Time.of.Day
STR.Filed 1.000 0.399 0.458 0.072 0.910 0.501 0.317 0.049
Product.type 0.399 1.000 0.872 0.381 0.677 0.313 0.332 0.074
Currency 0.458 0.872 1.000 0.159 0.760 0.273 0.405 0.047
Nature.of Transaction 0.072 0.381 0.159 1.000 0.771 0.709 0.375 0.172
Industry 0.910 0.677 0.760 0.771 1.000 0.792 0.410 0.203
KYC.Risk 0.501 0.313 0.273 0.709 0.792 1.000 0.241 0.097
Score.Rank 0.317 0.332 0.405 0.375 0.410 0.241 1.000 0.095
Time.of.Day 0.049 0.074 0.047 0.172 0.203 0.097 0.095 1.000

A strong correlation was observed between Industry and STR.Filed (0.910), suggesting that
certain industries were more likely to be involved in suspicious transaction reporting. Simi-

larly, Product Type and Currency (0.872) showed a high association, indicating that certain
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payment methods were linked to specific currencies. The relationship between Industry and
Nature of Transaction (0.771) suggested that businesses within particular industries have
preferred transaction flows, either inbound or outbound. Additionally, Industry and KYC
Risk (0.792) highlighted that some industries may carry a higher level of risk based on Know

Your Customer (KYC) assessments.

Moderate correlations were seen between KYC Risk and Nature of Transaction (0.709),
implying that certain transaction types may be more prone to higher risk. Similarly, Score
Rank and Currency (0.405) indicateed that the choice of currency could impact the ranking or
scoring of entities within the dataset. On the other hand, weaker correlations were observed
in factors such as STR.Filed and Time of Day (0.049), suggesting that the time at which a
transaction occurs had minimal influence on whether it was flagged as suspicious. Likewise,
Product Type and Time of Day (0.074) showed a low dependency, implying that payment
method selection was not strongly influenced by the timing of transactions. Overall, these
insights provided valuable information for risk assessment, transaction monitoring, and

potential fraud detection strategies.

Figure 4.1 below presents the correlation matrix for continuous variables in the dataset,
specifically Amount and Business Age. The correlation between Amount and Business
Age (-0.003) was extremely weak and close to zero, indicating that there was no significant
relationship between the transaction amount and the age of the business. This suggested that
older or newer businesses do not necessarily conduct transactions of higher or lower amounts

in any predictable pattern.
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Figure 4.1: Correlation between Business Age and Amount

Boxplots were used to explore the distribution of the numerical variables Business Age and
Amount, and to identify any potential outliers (Figure 4.2). The plots highlighted the presence
of extreme values, particularly in Amount, which is expected in real-world financial data.
These outliers were retained, as they likely represent legitimate transactions and may carry
useful signals for model training. Their presence also reinforced the need for appropriate

resampling techniques to ensure underrepresented classes are not overshadowed by dominant

patterns during classification.
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Figure 4.2: Box plot Business Age and Amount

Before applying machine learning models, highly correlated variables—Industry, Currency,
and KYC Risk—were removed from the dataset to prevent inflated metrics and potential
overfitting as indicated in Table 4.10. This preprocessing step ensures that the machine
learning models are not biased by redundant information, leading to more reliable and

generalizable predictions.

4.3 Modelling Setup

Before training the models, the dataset underwent several preprocessing steps to ensure

optimal performance and reduce the risk of overfitting. First, the *Industry,” ’Currency,” and
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’KYC.Risk’ variables were removed, due to the correlation. The target variable, ’STR.Filed,’
was converted into a factor to align with classification modeling requirements. Other cat-
egorical variables, including ’Product.type,” ’Nature.of. Transaction,” ’Score.Rank,” and

“Time.of.Day,” were also transformed into factors to ensure proper handling during analysis.

For numerical preprocessing, the ’Amount’ variable was cleaned by removing commas and
converting it into a numeric format. To make the dataset compatible with machine learning
algorithms, one-hot encoding was applied to categorical variables, while numerical features
were standardized through centering and scaling. This helped normalize the data and improve

model performance.

Once preprocessing was complete, the dataset was split into training and testing sets using
an 80-20 ratio, ensuring that the distribution of the target variable remained balanced. To
further mitigate overfitting and improve generalization, 10-fold cross-validation was applied

during model tuning. This approach ensured robust performance evaluation

4.4 Machine Learning before Data Resampling

4.4.1 K-Nearest Neighbors (KNN) Model

The kNN model was trained with hyperparameter tuning to identify the optimal value of k.
The best k value was found to be 5. Upon evaluation, the KNN model achieved an accuracy
of 99.96%, with a balanced accuracy of 95.44%. The model demonstrated a sensitivity of
90.91% and a specificity of 99.98%, indicating stronger performance in detecting negative
cases. The F1-score was recorded at 90.91%, and the Matthews Correlation Coefficient
(MCC) was 90.89%, further affirming the model’s ability to distinguish between the two

classes effectively.

Table 4.11: Confusion Matrix for kNN Model

Actual NO | Actual YES
Predicted NO 13461 3
Predicted YES 3 30
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4.4.2 Support Vector Machine (SVM) Model

The SVM model with a radial basis function kernel was trained and evaluated on the test
dataset. The model achieved an accuracy of 99.89% and a balanced accuracy of 80.30%.
However, the sensitivity was relatively lower at 60.61%, while specificity was significantly
high at 99.99%. The F1-score of the SVM model was recorded at 72.73%, and the MCC stood
at 74.18%. Although the model exhibited high precision, its recall performance suggests that

it may struggle to detect positive cases effectively.

Table 4.12: Confusion Matrix for SVM Model

Actual NO | Actual YES
Predicted NO 13462 13
Predicted YES 2% 20

4.4.3 Random Forest Model

The Random Forest model exhibited exceptional performance, achieving an accuracy of
99.99% with a balanced accuracy of 96.97%. The sensitivity of the model was 93.94%,
while specificity reached 100%. The F1-score of the model was 96.88%, and the MCC was

recorded at 96.92%, making it the best-performing model in this study.

Table 4.13: Confusion Matrix for Random Forest Model

Actual NO | Actual YES
Predicted NO 13464 2
Predicted YES 0 31

The feature importance analysis indicated that Business.age’ and ’Amount’ were the most

significant predictors, followed by ’Product.type’ and ’Score.Rank.’

The variable importance analysis (Table 4.14) from the Random Forest model highlighted
Business Age as the most influential predictor, with a score of 100.00, indicating its strong
impact on the classification of the target variable. Transaction Amount (27.30) and Product
Type - Card Payment (22.28) also played significant roles in determining whether an STR is
filed.
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Table 4.14: Variable Importance in the Random Forest Model

Variable Importance Score
Business Age 100.00
Amount 27.30
Product Type - Card Payment 22.28
Score Rank - High Risk 5.50
Time of Day - Night 2.89
Score Rank - Medium Risk 1.37
Product Type - Bank Transfer 0.69
Time of Day - Evening 0.62
Time of Day - Morning 0.22
Product Type - Mobile Money 0.20
Time of Day - Afternoon 0.17
Score Rank - Low Risk 0.12
Nature of Transaction - Out 0.01
Nature of Transaction - In 0.00

Score Rank - High Risk (5.50) and Time of Day - Night (2.89) showed moderate influence,
suggesting that high-risk scores and nighttime transactions contributed to classification
decisions. Lower importance scores were observed for Score Rank - Medium Risk (1.37) and

Product Type - Bank Transfer (0.69), indicating they had smaller but still measurable effect.

Less influential predictors included Time of Day - Evening (0.62), Time of Day - Morning
(0.22), and Product Type - Mobile Money (0.20). The lowest-ranked features, Nature of
Transaction - Out (0.01) and Nature of Transaction - In (0.00), contributed minimally to the

model’s decision-making process.

Overall, the results emphasized the critical role of business age, transaction amount, and
product type in predicting STR filings, while time-based variables and transaction types

exhibited lower significance.
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4.4.4 Logistic and Lasso Regression Model

The Logistic Regression model achieved an accuracy of 99.85%, with a balanced accuracy
of 71.21%. While its specificity was high (99.99%), the sensitivity remained low at 42.42%,
indicating challenges in identifying positive cases. The model’s F1-score was 58.33%, and
the MCC (Matthews Correlation Coefficient) was 62.87% , reflecting moderate predictive

power.

Table 4.15: Confusion Matrix for Logistic Regression Model

Actual NO | Actual YES
Predicted NO 13463 19
Predicted YES 1 14

Analysis of feature importance revealed that variables such as business age, high-risk score
rank, and time of day had a strong influence on model predictions. To enhance feature
selection and reduce redundancy, Lasso Regression was applied. This technique uses L1
regularization to shrink less relevant coefficients to zero, effectively filtering out weaker

predictors.

Although Lasso Regression had a slightly lower overall accuracy (99.82%) compared to
standard logistic regression, it achieved a balanced accuracy of 66.66%. While sensitivity
dropped to 33.33%, precision remained high at 84.61%, and the Matthews Correlation

Coefficient reached 53.05%, indicating moderate predictive strength.

One of the key advantages of Lasso is its ability to retain only the most impactful variables.
In this study, it highlighted the importance of transaction amount, card-based product types,
and business age in predicting suspicious transaction reports—factors that were not consis-
tently emphasized by traditional logistic regression. These results demonstrate the value of

regularized models in identifying meaningful patterns within imbalanced financial datasets.

Table 4.16 summarizes the most significant variables identified by each model, showcasing

Lasso’s effectiveness in refining feature selection for fraud detection.

Table 4.17 below indicates a summary of the performance metrics for all the machine learning

models.
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Table 4.16: Significant Variables Identified in Each Model

Variable Logistic Regression | Lasso Regression
Product Type - Card Payment Not Significant Significant
Amount Not Significant Significant
Business Age Significant Significant
Score Rank - High Risk Significant Significant
Time of Day - Night Not Available Significant
Time of Day - Evening Significant Not Significant
Time of Day - Morning Significant Not Significant

Table 4.17: Performance Comparison of Different Models

Model Accuracy | Balanced Accuracy | Sensitivity | Specificity | MCC | F1-Score
kNN (k=5) 0.9996 0.9544 0.9091 0.9998 0.9089 | 0.9091
SVM (Radial) 0.9989 0.8029 0.6061 0.9999 0.7418 | 0.7273
Random Forest 0.9999 0.9697 0.9394 1.0000 0.9692 | 0.9688
Logistic Regression | 0.9985 0.7121 0.4242 0.9999 0.6287 | 0.5833
Lasso Regression 0.9982 0.6666 0.3333 0.9999 0.5305 | 0.4783

The performance comparison showed that Random Forest was the best model, achieving the

highest accuracy (99.99%), balanced accuracy (96.97%), and F1-score (96.88%), making

it the most reliable choice for classification. kNN (k=5) also performed well, with strong

accuracy (99.96%) and balanced accuracy (95.44%). SVM (Radial) showed moderate perfor-

mance but struggled with sensitivity (60.61%). Logistic and Lasso Regression performed the

worst, with low balanced accuracy and sensitivity, making them less effective for imbalanced

data. Lasso Regression was the weakest model, highlighting the need for techniques that

handle class imbalances effectively.

4.5 Model setup with SMOTE-ENN

To enhance model performance and mitigate overfitting, the dataset underwent preprocessing

and resampling, with a focus on increasing minority class representation. Initially, irrelevant

columns (’Industry’, *Currency’, and ’KYC.Risk’) were removed.

46




Categorical variables, including the target variable STR.Filed, were converted to factors to
ensure proper handling during analysis. The Amount variable was cleaned by removing

commas and converting it to numeric format.

To effectively manage mixed categorical and numerical features, Factor Analysis for Mixed
Data (FAMD) was applied. FAMD is a dimension reduction technique that is designed to
handle datasets containing both numerical and categorical variables. It generates principal
components that preserve key information without excessive dimensionality, allowing for a

more nuanced analysis of mixed data types.

Following dimensionality reduction, Synthetic Minority Over-sampling Technique (SMOTE)
was applied to synthetically augment the minority class using K=7 nearest neighbors and a
duplication size of 50. These values were carefully selected to balance improved minority
class representation without compromising model generalizability. Excessive duplication
size led to overly optimistic model metrics (MCC and F1-score of 1) with the Random Forest,
indicating potential overfitting due to excessive oversampling. Subsequently, Edited Nearest
Neighbors (ENN) with K=3 nearest neighbors was used to remove noisy or ambiguous
samples. Instances were excluded if fewer than half of their neighbors shared the same label,
which helped clean the dataset by reducing overlap and noise that could otherwise degrade

model performance.

This combined SMOTE-ENN approach optimized the trade-off between minority class
representation and data quality, resulting in a dataset with 67,318 (88.64%) majority class
(NO) and 8,610 (11.36%) minority class (YES) instances. The resampled data was split into
training (80%) and test (20%) sets, maintaining class proportions. Finally, a 10-fold cross-
validation framework was implemented during model training to further mitigate overfitting

and ensure robust evaluation of model generalization.
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4.6 Machine Learning after SMOTE-ENN

4.6.1 Random Forest

The Random Forest model demonstrated near-perfect classification performance with an
accuracy of 99.99% and an MCC of 99.93%. Sensitivity (Recall) is 99.88%, indicating that
the model correctly identified almost all positive cases. Specificity is 1.0000, meaning no
false positives were recorded. The high F1-score (99.94%) confirmed the model’s robustness

in handling both classes effectively.

Table 4.18: Confusion Matrix for Random Forest

Actual NO | Actual YES
Predicted NO 13463 2
Predicted YES 0 1719

4.6.2 Support Vector Machine (SVM)

The SVM model achieved an accuracy of 99.58% with an MCC of 97.93%. Sensitivity
is 99.77%, showing strong performance in detecting positive cases. Specificity is 99.55%,
indicating a small number of false positives. The F1-score was 98.17%, confirming reliable

classification despite minor misclassification.

Table 4.19: Confusion Matrix for SVM

Actual NO | Actual YES
Predicted NO 13403 4
Predicted YES 60 1717

4.6.3 Logistic Regression

Logistic Regression performed well with an accuracy of 99.49% and an MCC of 97.47%.

Sensitivity (99.13%) suggests it correctly identified most positive cases, while specificity
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(99.53%) was slightly lower than SVM and Random Forest. The F1-score of 97.77% showed

strong overall performance, though slightly less effective than Random Forest.

Table 4.20: Confusion Matrix for Logistic Regression

Actual NO | Actual YES
Predicted NO 13400 15
Predicted YES 63 1706

4.6.4 K-Nearest Neighbors (KNN)

KNN provided an excellent classification performance with an accuracy of 99.94% and
an MCC of 99.70%. Sensitivity (99.54%) ensured minimal false negatives, and specificity
(99.99%) kept false positives low. The F1-score of 99.74% indicated robust classification

abilities comparable to Random Forest.

Table 4.21: Confusion Matrix for KNN

Actual NO | Actual YES
Predicted NO 13462 8
Predicted YES 1 1714

As presented in Table 4.22, Random Forest proved to be the most robust model, consistently
achieving high performance across all evaluation metrics both before and after applying
SMOTE-ENN. Its superior sensitivity, F1 score, and Matthews Correlation Coefficient (MCC)

affirm its reliability in detecting suspicious transactions.

Logistic Regression exhibited substantial sensitivity to class imbalance, recording a sensitiv-
ity of only 42.42% and an MCC of 62.87% prior to resampling. However, its performance
improved significantly following the application of SMOTE-ENN, underscoring the effec-
tiveness of resampling techniques for such classifiers. Lasso Regression also benefited
considerably from SMOTE-ENN, showing notable improvements across all metrics. While
its performance was initially lower than that of Logistic Regression, the post-resampling
results for both models became nearly identical, indicating that SMOTE-ENN effectively

mitigated performance disparities between the two.
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K-Nearest Neighbors (kNN) and Support Vector Machine (SVM) demonstrated relatively

stable performance, with kNN performing particularly well even before resampling.

Table 4.22: Model Performance Before and After SMOTE-ENN

Model Dataset Acc. Bal. Acc. Sens. MCC F1

kNN (k=5) Before  0.9996  0.9544  0.9091 0.9089 0.9091
After 0.9994 0.9976 0.9954 0.9970 0.9974

SVM Before 0.9989 0.8029 0.6061 0.7418 0.7273

After 0.9957 09963 0.9971 0.9791 0.9814
Random Forest Before 0.9999  0.9697 0.9394 0.9692 0.9688
After 0.9999  0.9994  0.9988 0.9993 0.9994
Logistic Reg. Before 0.9985 0.7121  0.4242 0.6287 0.5833
After 0.9949  0.9933  0.9913 09747 0.9777
Lasso Reg. Before 0.9982  0.6666  0.3333 0.5305 0.4783
After 0.9946  0.9921 0.9890 0.9735 0.9765

4.6.5 Variable Importance After SMOTE ENN

The most important variable for the Random Forest model is Dim.2, followed by Dim.9 and

Dim.10. These dimensions contributed significantly to model predictions (Table 4.23).

Table 4.23: Variable Importance from Random Forest

Variable Importance Score

Dim.2 100.000
Dim.9 67.869
Dim.10 55.325
Dim.8 51.167
Dim.1 35.555
Dim.5 21.373
Dim.3 16.910
Dim.6 14.583
Dim.7 7.624
Dim.4 0.000

Table 4.24 highlights the contribution of each original variable to the extracted dimensions.
Notably, Score.Rank contributed significantly to Dim.8 (60.37%), while Product.type
dominated Dim.3 (55.21%).
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Based on both Random Forest and Lasso Regression, Dim.2, Dim.9, and Dim.10 emerged as
the most important dimensions in predicting the outcome. Additionally, the FAMD Variable
Contribution analysis highlighted the key variables associated with these dimensions, such
as Product.type, Score.Rank, and Business.age.

These insights confirmed the significance of these features in the dataset and reinforced their

importance in model interpretation and decision-making.

Table 4.24: FAMD Variable Contributions

Variable Dim.1 | Dim.2 | Dim.3 | Dim.4 | Dim.5 | Dim.6 | Dim.7 | Dim.§8 | Dim.9 | Dim.10
Amount 0.065 | 1.883 | 0.612 | 52.948 | 28.284 | 9.741 | 1.776 | 4.687 | 0.003 | 0.001
Business.age 33.900 | 0.795 | 1.755 | 1.692 | 0.107 | 0.225 | 0.010 | 17.406 | 35.292 | 8.818
Product.type 9.048 | 42.741 | 55.208 | 1.948 | 1.110 | 5.711 | 0912 | 11.027 | 39.469 | 32.826
Nature.of Transaction | 23.824 | 24.608 | 2.431 | 1.384 | 0.201 | 1.120 | 2.065 | 5.231 | 0.260 | 38.877
Score.Rank 26.101 | 26.657 | 27.009 | 1.329 | 0.261 | 0.202 | 16.894 | 60.372 | 21.895 | 19.280
Time.of Day 7.062 | 3.316 | 12.986 | 40.699 | 70.038 | 83.002 | 78.344 | 1.278 | 3.080 | 0.196

Table 4.25 provided a comparative summary of the most influential features identified by
each model before and after the application of SMOTE-ENN. For Random Forest, the
most predictive attributes prior to resampling were Business Age, Transaction Amount,
and Product Type — Card. After resampling, the model relied more heavily on the FAMD-
generated dimensions, particularly Dim.2, Dim.9, and Dim.10, which reflected important

combinations of original variables.

Lasso Regression also demonstrated a shift in feature reliance after SMOTE-ENN. While
it originally emphasized individual features such as Amount, Product Type, and Business
Age, its post-resampling predictions were primarily driven by the same FAMD dimensions
highlighted in the Random Forest model. This indicates a meaningful benefit from resampling

and dimensionality reduction .

Interestingly, Logistic Regression exhibited several significant predictors prior to SMOTE-
ENN—including Business Age and Score Rank — High Risk, but failed to identify any
strongly influential variables after resampling. This suggested that transforming the input
space may have reduced the impact of certain linear features, highlighting the differing
sensitivities of linear and regularized models to synthetic data generation and mixed-type

dimension reduction techniques.
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Table 4.25: Key Predictive Features Before and After SMOTE-ENN Across Models

Method Before SMOTE-ENN | After SMOTE-ENN
Random For- | Business Age (100.00) | Dim.2 (100.00)
est Amount (27.30) Dim.9 (67.87)
Prod. Type - Card | Dim.10 (55.32)
(22.28)
Logistic Re- | Business Age None Significant
gression Score Rank - High Risk

Time of Day - Eve.
Time of Day - Morn.

Lasso Regres- | Amount Dim.2
sion Prod. Type - Card Dim.9
Business Age Dim.10

Score Rank - High Risk
Time of Day - Night
FAMD Contributions:

Dim.2 — Prod. Type (42.7%), Score Rank (26.7%)
Dim.9 — Business Age (35.3%), Prod. Type (39.5%)
Dim.10 — Nature of Trans. (38.9%), Prod. Type (32.8%)

4.6.6 Summary of Results

This chapter presented the process and outcomes of utilizing machine learning models to
detect suspicious transactions. The analysis began with rigorous data preprocessing. Variables
such as Industry, Currency, and KYC Risk were excluded due to potential multicollinearity.
The target variable STR.Filed was converted into a factor, alongside categorical variables
such as Product Type, Nature of Transaction, Score Rank, and Time of Day. The Amount
variable was cleaned and standardized, and categorical variables were transformed through
one-hot encoding. The dataset was then divided into training and testing subsets using an
80:20 split while maintaining the original class distribution. Model training was conducted

using 10-fold cross-validation to enhance generalizability and reduce variance.

Five classification algorithms were evaluated on the original dataset before applying any
resampling technique. These included k-Nearest Neighbors (kNN), Support Vector Machine
(SVM), Random Forest, Logistic Regression, and Lasso Regression. Among them, the
Random Forest model achieved the best performance, recording an accuracy of 99.99%,

balanced accuracy of 96.97%, sensitivity of 93.94%, specificity of 100%, and an F1-score
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of 96.88%. It also attained the highest Matthews Correlation Coefficient (MCC) of 96.92%,
indicating strong predictive reliability. Variable importance analysis revealed that Business
Age, Amount, and Product Type — Card Payment were the most influential features in

detecting suspicious activity.

The kNN model also performed relatively well, with an accuracy of 99.96% and balanced
accuracy of 95.44%. In contrast, the SVM model, while attaining high overall accuracy
(99.89%), demonstrated a lower sensitivity (60.61%), indicating challenges in detecting the
minority class. Logistic Regression and Lasso Regression were the least effective, with
sensitivities of 42.42% and 33.33%, respectively. Logistic Regression was particularly
affected by the underrepresentation of the minority class, underscoring its susceptibility
to data imbalance and its reliance on sufficient examples from both classes for effective
learning. Although Lasso Regression underperformed in terms of recall, it was useful for

feature selection, identifying Amount and Business Age as key predictors.

To improve model performance and address class imbalance, resampling was conducted
using SMOTE-ENN. Prior to resampling, Factor Analysis for Mixed Data (FAMD) was
used for dimensionality reduction while preserving the integrity of both numerical and
categorical variables. SMOTE generated synthetic instances of the minority class using seven
nearest neighbors and a duplication rate of 50, while ENN removed noisy and ambiguous
observations based on three nearest neighbors. The resampled dataset was then split, and

models were retrained using 10-fold cross-validation.

Following resampling, all models demonstrated improved sensitivity and overall performance,
with the Random Forest model showing the most significant gains. It achieved nearly perfect
results: an accuracy of 99.99%, sensitivity of 99.88%, specificity of 100%, MCC of 99.93%,
and an F1-score of 99.94%. Variable importance analysis after resampling confirmed the
continued relevance of Business Age and Amount, while also highlighting the increasing
significance of Product Type — Card Payment, Nature of Transaction — Wallet Transfer, and
Score Rank — Low Risk as key predictors. These findings illustrate the effectiveness of

SMOTE-ENN in improving minority class representation and model interpretability.
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Overall, Random Forest emerged as the most robust and reliable model for detecting sus-
picious transaction reports (STRs), demonstrating strong classification performance and

adaptability in handling imbalanced and complex financial datasets.
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Chapter 5

Discussions, Conclusions and

Recommendations
5.1 Introduction

This chapter presents an in-depth discussion of the study’s findings, linking them to the
research objectives and existing literature. It highlights key insights derived from the analysis,
including the impact of data imbalance on model performance and the effectiveness of
machine learning techniques in detecting suspicious transactions. Additionally, the chapter
outlines the study’s limitations, acknowledging areas where constraints such as data avail-
ability or methodological choices may have influenced the results. Finally, recommendations
are provided for future research and practical applications, offering insights on how financial
institutions and regulators can enhance fraud detection strategies in Kenya’s evolving digital

payment landscape.

5.2 Discussion

This study aimed to enhance the performance of machine learning models for detecting
suspicious transactions within Kenya’s digital payment ecosystem by incorporating the
SMOTE-ENN hybrid resampling technique. In doing so, it also sought to provide comparative
insights into how different models respond to class imbalance and dimensionality reduction.
The discussion that follows begins with a summary of the dataset’s key characteristics and
imbalances, then interprets model performance before and after resampling, and finally

explores the practical implications of these findings for financial crime detection.
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The dataset exhibited severe class imbalance, with 99.75% of transactions labelled as "NO"
and only 0.25% as "YES," indicating a low incidence of suspicious activity. Mobile money
transactions dominated (75.36%), and Kenyan Shillings (98.84%) was the primary currency,
highlighting the reliance on local financial systems. Outflows (68.39%) exceeded inflows
(31.61%), suggesting a net movement of funds out of the system. Risk assessment showed
that low-risk transactions (69.49%) were predominant, while high-risk transactions accounted
for less than 1%, reflecting a largely compliant customer base. Certain industries, such as
transportation (28.73%), marketing (17.10%), and telecommunications (14.07%), recorded
higher transaction volumes, whereas cosmetics, retail, and insurance had minimal activity.
The presence of a strong correlation between Industry and STR.Filed (0.910) suggested that
specific industries were more likely to be flagged for suspicious activity. Additionally, a
high association between Product Type and Currency (0.872) indicated distinct financial
behaviors. However, the minimal influence of Time of Day on STR.Filed (0.049) suggested

that suspicious transactions occurred consistently throughout the day.

The highly skewed distribution of transaction amounts, with extreme values, indicated the
presence of large-value transactions that might have required further scrutiny. Business age
was evenly distributed, with a median of 11 years, suggesting a mix of both established and
newer businesses. Outliers in transaction amounts and business age appeared to represent
exceptional cases rather than anomalies. These findings pointed to the need for targeted
risk assessment in specific industries, enhanced monitoring of large-value transactions, and
specialized fraud detection measures for mobile money platforms. The dominance of low-risk
transactions suggested the effectiveness of existing compliance measures. However, the
extreme class imbalance posed challenges for predictive modeling, particularly in identifying

the minority class.

The results highlighted the limitations of accuracy as an evaluation metric for imbalanced
datasets. While all models achieved exceptionally high accuracy (above 99.8%), this metric
proved to be misleading due to the overwhelming dominance of the majority class. This
aligned with findings from He and Garcia (2009), who emphasized that accuracy can create a

false sense of model effectiveness in such cases. Similarly, Japkowicz and Shah (2011) argued
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that alternative metrics like MCC and F1-score are better suited for assessing performance in
imbalanced classification tasks, as they account for both false positives and false negatives.
More reliable metrics, such as the Matthews Correlation Coefficient (MCC) and F1-score,

provided a clearer picture of each model’s effectiveness in distinguishing between classes.

The Random Forest model outperformed all others, achieving an F1-score of 96.88% and
an MCC of 96.92%, indicating strong predictive capability for both classes. The kNN
model also performed well, with an F1-score of 90.91% and an MCC of 90.89%, showing
a good balance between precision and recall. In contrast, the SVM model, despite its high
accuracy of 99.89%, recorded a lower F1-score (72.73%) and MCC (74.18%), reflecting
its weaker ability to detect the minority class. Similarly, Logistic Regression and Lasso
Regression emerged as the least effective, with MCC values of 62.87% and 53.05%, and
F1-scores of 58.33% and 47.83%, respectively. Their low sensitivity (42.42% and 33.33%)
further confirmed their struggle in identifying positive cases. These discrepancies between
accuracy and MCC/F1-score emphasized why accuracy alone was unreliable in imbalanced

datasets—it overestimated model performance by favoring the majority class.

The results demonstrated that MCC and F1-score were more robust evaluation metrics in
this context, as they accounted for both false positives and false negatives, providing a more
balanced assessment. This aligned with previous research, such as Chicco and Jurman
(2020) which highlighted that MCC is particularly effective in imbalanced datasets as it
considers all four confusion matrix elements, unlike accuracy, which can be misleading in
such cases. Similarly, Powers (2011) emphasized that F1-score, while widely used, is still

limited compared to MCC when dealing with severe class imbalances .

The strong performance of Random Forest suggested that it was the best model for this
dataset, but the low sensitivity of other models highlighted the need for imbalance-handling
techniques to improve classification outcomes. Addressing data imbalance through methods
like SMOTE-ENN or cost-sensitive learning proved to be essential in enhancing model

reliability and ensuring fair detection of STR filings.

Before applying SMOTE-ENN, the dataset was highly imbalanced, with the minority class

representing only 0.25% of all transactions.
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After resampling, this proportion increased to approximately 11.36%, significantly improving
the model’s sensitivity to suspicious transactions. This resampling ratio was deliberately
chosen , not to achieve a 50-50 class balance, but to optimize model performance while
preserving the natural distribution of financial transaction data. A perfectly balanced dataset
could have introduced overfitting or unrealistic synthetic patterns, reducing the model’s
generalizability. By maintaining a more representative 88.64 — 11.36 class ratio, the models
were better equipped to detect rare but critical cases without compromising data integrity or

realism.

The Random Forest model achieved an MCC of 99.93% and an F1-score of 99.94%, indi-
cating that it effectively distinguished between fraudulent and non-fraudulent transactions.
Similarly, kNN recorded an MCC of 99.70% and an F1-score of 99.74%, demonstrating its
robustness in classification. SVM and Logistic Regression also showed notable performance
improvements, with MCC values of 97.93% and 97.47%, and F1-scores of 98.17% and
97.77%, respectively.

These findings implied that Random Forest was highly effective in handling class imbal-
ance while maintaining high predictive accuracy. The model’s near-perfect classification
performance suggested that ensemble methods were particularly useful in learning complex

patterns within structured financial datasets.

This aligned with findings by Aburbeian and Ashqgar (2023), who implemented the Random
Forest algorithm on a credit card transaction dataset while addressing class imbalance
using the Synthetic Minority Over-sampling Technique (SMOTE). Their enhanced Random
Forest classifier achieved an accuracy and F1-score of approximately 98%, demonstrating
its proficiency in distinguishing between fraudulent and non-fraudulent transactions .This
study adopted SMOTE-ENN and achieved near perfect results (MCC 99.93%) implying
that hybrid resampling techniques can potentially lead to better metrics than individual
ones. Similarly, research by Ye et al. (2019) explored the detection of fraudulent financial
statements using Random Forest combined with SMOTE. Their study showed that Random
Forest outperformed other models, including Artificial Neural Networks and Support Vector

Machines, in handling imbalanced datasets and accurately identifying fraudulent activities .

58



These studies reinforce the notion that ensemble methods like Random Forest are particularly
effective in financial fraud detection, as they can learn complex patterns and mitigate the

impact of class imbalance.

Additionally, the strong performance of kNN, SVM, and Logistic Regression highlighted the
potential for alternative models in different scenarios. KNN’s ability to classify cases with
high precision suggested that distance-based learning methods could be valuable, particularly
when computational efficiency was not a constraint. SVM’s performance, with an MCC of
97.93%, indicated that boundary-based classification remained a viable approach, especially
in cases where feature interactions were complex. Although Logistic Regression performed
slightly lower than the other models, its MCC of 97.47% and F1-score of 97.77% implied

that even simple linear models benefited significantly from data balancing techniques.

Another critical implication was the role of Factor Analysis for Mixed Data (FAMD) in
handling categorical and numerical variables before resampling. The high importance of
Dim.2, Dim.9, and Dim.10 suggested that dimensionality reduction techniques preserved
essential information while improving model interpretability. This finding was particularly
useful for organizations dealing with large, heterogeneous datasets, as it demonstrated that

FAMD effectively transformed data without losing predictive power.

Finally, these results emphasized the need for businesses, regulators, and analysts to prioritize
proper data preprocessing, particularly in fraud detection systems, anti-money laundering
(AML) monitoring, and financial crime prevention. Implementing robust balancing tech-
niques and selecting appropriate performance metrics, such as MCC and F1-score, could
lead to more effective risk management strategies. The study reinforced that handling data
imbalance was not just a technical improvement but a crucial step in ensuring fairness,

accuracy and reliability in predictive analytics.
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5.3 Conclusion

This study identified Random Forest as the most effective model for detecting suspicious
transactions in Kenya’s digital payments landscape, particularly after addressing severe
class imbalance. Before resampling, accuracy was misleading, with models struggling to
detect the minority class. After applying SMOTE-ENN, all models improved significantly,
with Random Forest achieving the highest MCC (99.93%) and F1-score (99.94%). The
findings underscored the importance of using MCC and F1-score for imbalanced datasets and

demonstrated that the hybrid resampling technique, SMOTE-ENN, enhances fraud detection.

These insights can help financial institutions strengthen risk management and fraud prevention

strategies.

5.4 Limitations of the Study

This study had several limitations. First, the dataset was limited to Kenyan digital payments
and focused on transactions processed by a single payment service provider. As such,
the findings may not be fully generalizable to other financial ecosystems with different

transaction patterns or fraud typologies.

Second, fraud techniques evolve rapidly as perpetrators adapt to detection mechanisms.
Consequently, models trained on historical data may become less effective over time. This
necessitates regular model retraining and ongoing adaptation to new fraud patterns to sustain

detection accuracy.

Lastly, while best practices such as Factor Analysis of Mixed Data (FAMD), data splitting,
and K-fold cross-validation were applied to reduce overfitting, the near-perfect model per-
formance suggests there may still be residual overfitting. Further validation using external

datasets is recommended to confirm the models’ generalizability and robustness.
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5.5 Recommendations for Future Studies

Future research should focus on applying hyperparameter tuning techniques to mitigate over-
fitting and enhance model generalization. Exploring advanced ensemble learning methods
such as XGBoost, LightGBM, or model stacking could yield performance improvements over
the Random Forest baseline. Additionally, evaluating alternative hybrid resampling strategies
and cost-sensitive learning approaches may further improve the detection of minority classes

in imbalanced datasets.

Researchers are also encouraged to investigate how different resampling distributions affect
model performance. This can be achieved through simulation studies that systematically
vary class ratios and sampling techniques to assess their impact on predictive accuracy and
stability. Such simulations would provide deeper insights into the robustness of resampling

methods under varying data conditions.

Incorporating deep learning-based feature extraction or embedding techniques for mixed
data types could enhance the model’s ability to capture complex, non-linear relationships.
Finally, validating models on diverse financial datasets beyond the Kenyan digital payments
ecosystem is recommended for assessing their generalizability across different transaction

environments and fraud typologies.
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