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ABSTRACT

Memory and computer forensics is a field that has witnessed a lot of advancements in the recent
past. Memory forensics enables investigators acquire and investigate the content of a computer’s
RAM while computer forensics enable the investigator to acquire information from the hard drive.
While valuable artifacts can be extracted from computers, the use of this technique presents several
challenges, such as, data acquisition, searching for artifacts and data analysis of extracted

information.

The variants of malware families share typical behavioral patterns reflecting their origin and
purpose. The behavioral patterns obtained either statically or dynamically can be exploited to
detect and classify unknown malwares into their known families using machine learning
techniques. This dissertation aims to create a malware detection, analysis and reporting tool that
shall be open source, user friendly, intuitive and automated for MS Windows. The tool shall assist
forensic investigators in discovering crucial information in the suspect computer such as malware
present. The tool shall analyse content stored in the computer’s hard drive and captured memory
images. This shall include analysis of single files, folders, hard disk partitions and the entire hard
disk. For live memory, the tool shall aim to determine processes and files that were open or present

at time of live analysis.

Keywords: Digital Forensics, Information Security, Data visualisation, Information analysis,

Random Access Memory, Graphical User Interface, Command Line Interface, Malware analysis.
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Chapter 1: Introduction

1.1 Background of the Study

Malicious software or malware is defined as any software that deliberately fulfills a harmful intent
of the attacker (Bayer, Moser, & Kirda, 2006). This is often done with the aim to gain access to
network resources, computer systems, disrupt computer operations and even gather information
from the computer without the owner’s consent. Malwares present themselves in wide range of
variations like Worm, Virus, Rootkit, Trojan-horse, Backdoor, Botnet, Spyware, Adware (Egele,
Manuel, Theodoor, Engin, & Kruegel, 2012). These classes of malwares are not mutually exclusive
meaning therefore that an individual malware might reveal the features of multiple classes at the
same time.

According to a survey carried out by Fire Eye in June 2013, 47% of the organizations experienced
malware network breaches/ security incidents in the year 2012 (FireEye, 2013) .The malwares are
continuously growing in volume, variety in terms of innovative malicious methods and velocity
(Data, 2012). They are evolving, becoming more sophisticated and using innovative methods to
target computers and mobile devices. McAfee indexes over 100,000 new malware samples every
day (McAfee, 2013). This translates to about 69 new threats per minute or approximately one

malware threat per second.



1.2 Problem Statement

While there is some level of automation in forensic tools, some tools require the investigator to have
knowledge of the Command Line Interface in order to do proper investigation. Secondly, most of
the automated forensic tools are commercial and expensive making it difficult for financially
deprived parties to efficiently make use of them to gather information (Vinod, Jaipur , Laxmi, &
Gaur, 2009). Thirdly, most forensic malware detection tools either analyse live memory or captured

memory images at a time (Gandotra, Bansal, & Sofat, Zero-day malware detection., 2016).

1.3 Research Objectives

1.3.1 General Objective
The objective of this dissertation is to develop an automated malware detection, analysis and

reporting tool for MS Windows for forensic purposes.

1.3.2 Specific Objectives
1.To analyse the current capabilities of forensic memory malware analysis tools.
2.To identify the output of forensic memory malware analysis tools and specify the data that is to be

analysed in our research.

3.To develop and test a proof-of-concept implementation of a malware detection, analysis and

reporting tool.

4.To validate the developed tool using a set of controlled experiments.



1.4 Research Questions

1. What are the capabilities of the current forensic memory malware analysis tools?

2.What output is given by forensic memory malware analysis tools and what data will be analysed
in our research?

3.How can we develop and test a malware detection, analysis and reporting tool?

4. Does our tool meet the set functionalities when validated using a set of controlled experiments?

1.5 Assumptions

This study makes a major assumption that most forensic experts are likely to come across crimes
perpetrated through the Microsoft Windows family of operating system. This is largely attributed to
its popularity by most organisations and its positioning in the market as illustrated in figure 1.1. It
also makes an assumption that most advanced forensic analysis tools are commercial and expensive
for the common forensic expert.

Desktop Operating System Market Share

January, 2017 to April, 2017

Total Market Share

Linux: 2%
Mac: 6%

Operating System Total Market Share
Windows 91.60%
Mac 6.26%
Linux 2.14%

Figure 0.1: Worldwide OS Market Share Report, 2017 (Netmarketshare, 2017)



This research also takes into assumption that most forensic tools consume dump memory images

in .EO1 file format.

1.6 Research Motivation

The motivation behind this research emanates from the increased need to come up with innovative
techniques to assist in digital forensic analysis. One proposed way is the use of Graphical User
Interface techniques to offer a unique view on collection datasets (Osborne & Turnbull, 2012).
According to Osborne and Turnbull (2012), visualisation tools have the ability to “assist in the
discovery of new evidence, make decisions based on data, and also provide explanations pertaining
to certain phenomena existent in a data set”. Also, with the increased storage capacities and increased
complexity of data, forensic analysts are finding it hard to properly analyse and make use of data
available for investigations (Neufeld, 2010). There is therefore, need to address these issues through
the development of a tool which shall be able to deal with the increased volumes of digital evidence.
The tool ought to be intuitive and effective for both skilled investigators and forensic analysts, for
both live and captured images from suspect computers. With proper analysis and investigations,
evidence found in computers can reveal crucial information about the state of both the memory and
physical drives at the time of acquisition, and whether it was infected with a malware (Ligh, Case,
Levy, & Walters, 2014). Memory images will be analysed in .EO1 file formats. The .E01 file format
can be generated by Encase or Winen tool (Software, 2017) although Encase is the most widely
known and used forensic tool, that has been produced and launched by the Guidance Software Inc.

for creating .EO1 files (Garfinkel, 2014)



1.7 Scope and Limitations

The problems identified under our research problem need to be addressed through the development
of a tool which shall be able to deal with the increased volumes of digital evidence. The tool ought
to be intuitive and effective for both skilled investigators and forensic analysts. With proper analysis
and investigations, evidence found in computers can reveal crucial information about the state of
both the memory and physical drives at the time of acquisition, and whether it was infected with a
malware (Ligh, Case, Levy, & Walters, 2014). This research will analyse computer drives, captured
computer memory image as well as live memory. Live memory will be analysed to determine
running processes and open files at the time of analysis. The computer drive and captured memory
image will be analysed for malware present at time of analysis and acquisition. Computer drives will
analyse single files, folders, hard disk partitions as well as the whole computer hard drive. Memory
images will be analysed in .EO1 file formats. The .EO1 file format can be generated by Encase or
Winen tool (Software, 2017) although Encase is the most widely known and used forensic tool, that
has been produced and launched by the Guidance Software Inc. for creating .E01 files (Garfinkel,
2014)

The major limitation is the study will focus on one family of operating system, the Windows

operating system. The tool will also focus on one file type for memory image, the .EO1 file type.

1.8 Chapter Summary

This chapter has highlighted the problem, the objectives, as well as the scope and motivation behind
this study. Chapter 2 highlights literature on existing digital forensic tools and tries to identify gaps

and areas of advancement.



Chapter 2: Literature Review

2.1 Introduction

While digital forensics has been around for a while, cyber-criminal activities have continued to rise
day by day. The main aim of forensics is to extract, analyse and present the report analysed in an
admissible manner for use in a court of law (National Institute of Justice, 2012). The digital forensic
investigation is supported by either general purpose or specifically focused software tools (Data,
2012). While commercial tools provide a rich user interface that is suitable for less experienced
analysts, they are quite expensive (Vinod, Jaipur , Laxmi, & Gaur, 2009). Open source tools often
require more experienced users. Often, to solve a case the analyst needs to combine several different

tools, including open source software.

This chapter discusses existing malware detection and analysis tools, forensic visualisation tools,
MS Window address formats and tries to identify a gap in the way the tools detect, analyse and

present digital evidence.

2.2 Digital Forensics

Digital forensics is a branch of forensic science encompassing the recovery and investigation of
material found in digital devices, often in relation to computer crime (Kruse & Heiser, 2002). Digital
forensics uses scientific approach to gather and analyse digital data independent of media
(Pendergas, 2010). The main goal is usually to determine likely core effects given the hints
discovered. This approach utilises a hypothesis-driven method. This is where evidence is either in
support or against the set hypothesis. An example can be a certain company is suspected to have

committed a financial fraud. Sources important to the investigation will be secured (laptops,



desktops, phones, servers etc.). The evidence gathered could support this hypothesis or dispute it.

Digital forensics is carried out in six main stages, as illustrated in Figure 2.1:

1. The process starts when a suspicion has been raised (NIST, 2016). Relevant data is

identified.

2. Acquisition process then follows. Acquisition is the process of preserving the data in
question, determining the order of volatility of the data identified, preserve the integrity of

the evidence and start the chain of custody (NIST, 2016).

3. After acquisition examination of the data acquired is done. This involves uncompressing,

decrypting, carving, or decoding the data in question using forensic tools (NIST, 2016).

4. Analysis of the data examined then follows. Here, the investigators modify the hypothesis,
and determine a sequence of events based on the evidence acquired from examination

(NIST, 2016).

5. After this there is the documentation stage and then the presentation stage (NIST, 2016).

6. Presentation should be done in a way that is acceptable in a court of law (NIST, 2016).



Identification| Hypothesis formulation, Identify relevant sources of information.)

Acguisition(Evidence preservation,Evidence integrity, Volatility order, Start chain of custody.)

Examination{Decrypt, uncompress, decode, carve, undelete)

Analysis{Modify hypothesis based on evidence, determine sequence of events)

Documentation

Presentation

I e
e
e N——
=

Figure 0.1: Stages of Digital Forensics Process (NIST, 2016).

2.3 Memory Forensics

Memory forensics can be described as a research field that came to light in 2005 and has since gained
momentum since its inception through the Digital Forensic Research Workshop (DFRWS)’s
“Memory Forensics Challenge” (Digital Forensic Research Workshop , 2008). The challenge
sparked research interest in the analysis of contents recovered from the memory dumps. As a result
of this, the memory forensics field research has focused on the analysis of memory dumps without
relying on hard coded structures. This further introduced the concept of live forensics. This is defined
as a method aimed at gathering as much information from a running system as possible (Jones &
Etzkorn, 2016). It mainly relies on the underlying system so as to acquire information of running
processes. In recent developments, first responders who are usually tasked with the role of
performing evidence collection and preservation have started to include live memory forensic tools
in their set of tools since these tools have been established as less destructive compared to executing
new processes on the system in order to capture data (Brezinski & Killalea, 2002). This literature
review gives a synopsis of the commonly used methods of acquiring and analysing a computer’s

memory. The key focus of this review is on procedures that are used to analyse and visualise



evidence from the Windows family of operating systems, this being based on the notion that forensic
investigators are likely to come across Windows-based computers given their popularity and
positioning of the operating system in the market. The review will also analyse the gaps in forensic

investigation in terms of data visualisation.

2.4 Existing Forensic Memory Analysis Tools

This section takes a look at the existing memory analysis tools and tries to identify gaps in their
operation and usability.

The Windows Memory Toolkit now renamed to Comae (http://www.moonsols.com/windows-

memory-toolkit/) is a closed, copyrighted tool developed by MoonSols. Windows Memory Toolkit

has both pro and free editions, with the main difference being that the pro edition is scriptable and
has interactive analysis modes. The tool also supports the analysis of memory images acquired from
a wide range of Windows operating systems, including Windows XP through 7. Unfortunately,
neither version of the tool supports extensibility through plugins or an API. The analysis techniques
are also not disclosed due to the closed source nature of the product.

HB Gary’s Responder (https://www.hbgary.com ) is a Window physical memory forensics and

automated malware analysis tool. The tool offers physical memory analysis and malware detection
in one application. It is able to mine information concerning the operating system, open files, running
processes, open registry keys, passwords, network activity, web mail and malware. This tool also
uses another HB Gary tool, Fast Dump Pro, to freeze the state of the operating system and extract
the RAM. However, the certified edition is not free and the community edition is offered as an
evaluation only. The source is also closed and there are no techniques of extending the software.

Memoryze from Mandiant (https://www.fireeye.com/services/freeware/memoryze.html) is digital

forensic software intended to help investigators discover malware and other malicious activity in
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volatile and live memory captures. Memorize is capable of performing acquisition and analysis, with
support for full system memory acquisition and extraction of a single process’s memory space to
disk. The analysis procedures provided simplify details of running processes such as those hidden
by rootkits. For every process the tool is able to identify open files, open registry keys, virtual address
space, loaded DLLs, network sockets and active connections belonging to the particular process.
The tool also supports raw binary memory images captured via any means. The tool is freely
available, but is very complex to use and does not work in some operating systems sometimes even

after installation (Shreshtha & Chhikara, 2016).

Belkasoft Live RAM Capturer (https://belkasoft.com/ram-capturer ) is a free volatile memory

forensic tool to capture the live RAM. It is equipped with 32-bit and 64-bit kernel drivers allowing
the tool to operate in the most privileged kernel mode. The memory dump will be stored with .mem
extension and later it the memory dump can be analyzed using Belkasoft evidence center tool. The
main disadvantage of this tool is after capturing memory image, another Belkasoft program need to

be downloaded and its reporting is not easily understood.

The Volatility framework (Schatz, 2007) is an open source software framework built to simplify
volatile memory forensics. Volatility framework provides analysis support in many ways, including
extracting running processes, network connections, the image date and time, network sockets, open
files, and currently loaded kernel drivers. However, Volatility framework is operated from the
Command Line Interface which makes it difficult for experts and analysts with little knowledge on
this to effectively utilise the tool. Another setback of Volatility framework is that it is more suited
for UNIX based operating Systems hence analysts intending to use it for Windows analysis face a

lot of challenges.
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2.5 Gap Analysis

The analysis of memory images is an important part of any digital forensic investigation, in particular
by the first responders. Many procedures have been developed that enable crucial state information
to be extracted from a memory image. These procedures comprise the ability to list the currently
executing processes (including those hidden by malware) and to identify files, registry keys and
network connections that a process had opened. One aspect of memory analysis that could prove
highly valuable to investigators is the ability to identify and analyse processes and malware from
memory dumps. While some of the tools reviewed in this chapter have demonstrated the capability
to detect crucial information including malware, they have a drawback in that they are not open
sourced, some are complex for the average investigator, while others lack extensibility. The gap
identified is the need for the development of a malware detection and analysis tool that is open
source, and offers automated analysis and reporting techniques and has extensibility capabilities.
This will aim to analyse crucial information in computers and memory images and also present a

user friendly, interactive platform for third user parties interested in analysing evidence.

2.6 Chapter Summary

This chapter has discussed several memory forensic tools, malware analysis tools and forensic data
visualisation tools. These tools however, are faced with the challenge of forensically analysing and
detecting malware. The tools are also commercial in nature and often require subscriptions. This will
help investigators extract, find important evidence quickly and easily and present it in a user friendly

format.
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Chapter 3: Research Methodology

3.1 Introduction

This chapter covers the methodologies used in conducting the study as well as how the data collected
was analysed to support the assumptions of the researcher. The design and development

methodologies of the proposed system are also highlighted in this chapter.

Rapid Application Development (RAD) will be considered in order to realize the defined research
objectives; it is a type of incremental model. Key goal is to realise fast development in a limited time
frame, as well as develop a quality system at a considerably low investment cost (CMS, 2005). The
RAD model is characterised by four phases: requirements planning, user design, development, and
cutover. There is a cycle between the user design and construction phases (Introductions to RAD,

2017).

Requirements Planning

User Design Development

<

Figure 0.1: RAD Development Model

The main advantage of RAD development is the developed system’s ability to adapt to change as

requested by end users. Applications are developed in a short span of time. It is also the right
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methodology for rapid development as well as prototyping. The sections below highlight the various

methodologies that will be used to conduct the research.

3.2 Review of Existing Tools

In this phase, the existing tools shall aim to discuss the current capabilities of memory forensic tools
as well as their sample output data. This shall answer our first and second research questions, what
are the current capabilities of the use of current memory-based analysis tools as well as the use cases
pertaining to malware analysis and what data is to be analysed. This stage shall also include the
evaluation of the tools from the perspective of our research. This shall include what input in terms
of file types the tools accept, what output they produce, what is the execution platform, the operating
system they run on, their capability of analysing both live and captured memory, if they are free

versions or Pro version, etc.

3.3 Requirements Planning

This phase shall aim involve identifying business needs, project scope, constraints, and system
requirements. A feasibility study will be used to check that the requirements are specific and
attainable. After requirement gathering, requirements will be analysed for their validity, and the
possibility of incorporating the requirements in the system to be developed will be outweighed.

Requirements specifications will be documented for the next phase.

3.4 System Design

System design acts as a road map to indicate how the researcher will answer the research questions
presented earlier in chapter one of this dissertation (Wikipedia.org, 2012). The system and software
design will be prepared from the requirement specifications which were studied

in the first phase. System Design helps in specifying hardware and system requirements
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and helps in defining overall system architecture. User requirements identified in requirement
analysis will be used in system design specification. Functional specifications will be documented
graphically. Deliverables will be context diagrams which define the scope of the system under study.
A logical data flow diagram of the proposed system should answer questions such as who will
perform the task, how the tasks will be performed and the media type (Sangolly, 1997).
Computer-aided software engineering (CASE) tools will be used to develop software that
is high-quality, defect-free, and maintainable (Computer Aided Software Engineering, 2016). Case
tools to be used in system development shall be Visual paradigm online tool will be used to develop

the sequence diagrams, flow charts as well as use case diagrams.

This section aims to answer our third research question, how can a malware detection, analysis and
reporting tool be developed and tested as a proof of concept. This section shall also aim to outline

the following.

3.4.1 User Interaction Diagrams
These are diagrams meant to highlight how the users shall interact with the system. It shall aim to

give a clear understanding of what input is required from the user and what output will be given by

the system. These shall include Use case diagrams, sequence diagrams, and data flow diagrams.

3.4.2 System Architecture

System architecture is defined as the conceptual model that defines the behavior, structure and
overall views of a system. This section shall aim to give a better understanding on how the front end
of the system communicates with the backend processes of the system as well as the system

wireframes.
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3.5 System Development

The tools used in the development process are Python programming language

(https://www.python.org) for both backend and front end and SQL.ite database (https://sqlite.org/ )
to store hashed malware signatures locally on the client machine. Python programming language
was preferred because it is a high-level, interpreted and general-purpose dynamic programming
language that focuses on code readability. The syntax in Python helps the programmers to do coding
in fewer steps as compared to other programming languages such as Java or C++. SQL.ite database
was preferred because of its lightweight nature and reliability. SQLite has several advantages the
main being it is less prone to bugs rather than custom written file I/O codes. When using SQL.ite,
multiple processes can be attached with same application file and can read and write without
interfering each other. It can also be used with all programming languages without any compatibility

issue.

3.6 Testing

Testing is vital as it makes sure the system performance conforms to user specifications (Buede,
2009). This aims to answer our third research question, how can we develop and test the developed
tool using a set of controlled experiments. Testing shall enable us obtain some preliminary results

and improvements shall be proposed.

System testing was carried out using V-Model methodology (Cavalcanti & Borba, 2010). V-Model
is an SDLC model where the execution of processes happens in a chronological manner in VV-shape.
Also known as the Verification and Validation model, the development and QA activities are done
simultaneously. There is no isolated phase called testing, rather testing starts right from the

requirement phase. System Testing, User Acceptance Testing, Integration Testing and Unit Testing
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will all happen simultaneously while verification and validation activities will go hand in hand as

illustrated in Figure 3.1.

Requirements Preparation of acceptance test case UAT
Analvsis
Systemdesign
¥ en/ Systemstestcases System Testing
High level design
Architectural ) Integration
integration test cases
design testing
Module design VN e Unit Testing
cases
Coding

Figure 3.1: V-Model Testing Methodology (Cavalcanti & Borba, 2010).

Integration testing was done to ensure the interaction between different modules of the system were
seamless in their functioning. User acceptance testing was done through a peer review of the
developed system in order to get views from the prospect users of the tool. System testing involved

checking whether the developed tool achieved its desired objectives. This included;

i.  Analysing computer hard drives. This involved scanning files, folders, hard disk partitions

and the whole hard disk. This was aimed at scanning for malware present in files analysed.

i.  Analysing live memory. This aimed at analysing processes running on suspect computer,
files open, processes consuming most CPU time and memory and network activities at time

of analysis.
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ii.  Analysing captured memory image. This analyses processes and files in the captured

memory and scans for malware.

Unit testing is a level of software testing where individual units and components of a software are
tested. Testing was done on every individual functionality of the tool to ascertain it was working as
expected. This tested functionalities on uploading of individual files, scanning of folders, disk
partitions and whole disk partitions. It included uploading of memory images and scanning them for
malware. It also included analysis of live memory to view processes that are running at time of

analysis.

3.7 System Validation

System Validation is a set of actions used to check the compliance of the developed system with its
purpose and functions (ISO/IEC/IEEE, 2015). System validation aimed to certify that our system
conformed to our research objectives. This was achieved through testing the developed tool using
a set of controlled experiments. Live memory from local computer was analysed to determine
running processes, open files, processes consuming most CPU time and resources and network
activities. Hard drives from local computer was analysed to scan for malware in file, folder, disk
partitions as well as the whole disk drive. We used captured memory images downloaded from

independent forensic sites https://digitalcorpora.org and https://www.cfreds.nist.gov/data leakage

case/data-leakage-case.html. The two memory images contained data captured from suspect

computer and our aim was to validate the data therein and if it was infected with malware and the
tool was able to detect malware. Validation was also done by comparing results from our tool with

other independent malware identification tools.
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3.8 Chapter Summary

This chapter has defined the technigques and processes that are to be involved in the development of

the system. It has covered sections on analysis, design, system development, testing and validation.
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Chapter 4: Review of Existing Forensic Tools

This chapter will answer the first and second research question, what are the capabilities of the
existing malware forensic tools and what use cases pertain to malware analysis and what data will
be analysed. Malware Forensic tools shall be analysed with an aim of gaining an understanding on

how the malware analysis and reporting is carried out.

4.1HB Gary Responder

HB Gary’s Responder (https://www.hbgary.com) is a Window physical memory forensics and

automated malware analysis tool. It is an application that is known for its ease of use, streamlined
workflow, and rapid results. The Professional platform is designed for Incident Responders,
Malware Analysts, and Computer Forensic Investigators who require actionable intelligence
quickly. Responder Professional provides powerful memory forensics, malware detection, and
software behavioral identification with Digital DNA. Figure 4.1 shows a screenshot of a sample

result from HB Gary Responder.
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Figure 0.1: Sample Result Screen from HB Gary Tool

HB Gary gives a comprehensive analysis and report on all processes running at the time of
acquisition. The tool offers physical memory analysis and malware detection in one application. It
is able to mine information concerning the operating system, open files, running processes, open
registry keys, passwords, network activity, web mail and malware. This tool also uses another HB

Gary tool, Fast Dump Pro, to freeze the state of the operating system and extract the RAM.
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4.2 Memoryze

Mandiant’s Memoryze (https://www.fireeye.com/services/freeware/memoryze.html)is free memory

forensic software that helps incident responders find evil in live memory. Memoryze can acquire

and/or analyze memory images and on live systems can include the paging file in its analysis.

Mandiant’s capabilities include:

Vi.

Vii.

Image the full range of system memory (no reliance on API calls).

ii. Image a process' entire address space to disk, including a process' loaded DLLs, EXEs, heaps and

stacks.

Image a specified driver or all drivers loaded in memory to disk.

. Enumerate all running processes (including those hidden by rootkits), including:

Identify all drivers loaded in memory, including those hidden by rootkits. For each driver,

Memoryze can:

a) Specify the functions the driver imports and exports.

b) Hash the driver (MD5, SHAL, and SHA256. disk-based).

c) Verify the digital signature of the driver (disk-based).

d) Output all strings in memory on a per driver basis.

Report device and driver layering, which can be used to intercept network packets, keystrokes and

file activity.

Identify all loaded kernel modules by walking a linked list. Identify hooks (often used by rootkits)

in system call table, the interrupt descriptor tables (IDTs) and driver function tables.
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Figure 4.2 shows sample results by Memoryze.
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Figure 0.2: Sample Output from Memoryze Tool

4.3 Volatility Tool

Volatility (Schatz, 2007) is an open source memory forensics framework for incident response and
malware analysis. It is written in Python and supports Microsoft Windows, Mac OS X, and Linux
(as of version 2.5. Volatility supports a variety of sample file formats and the ability to convert
between these formats: Raw/Padded Physical Memory, Firewire (IEEE 1394), Expert Witness
(EWF),32- and 64-bit Windows Crash Dump,32- and 64-bit Windows Hibernation (from Windows
7 or earlier), 32- and 64-bit Mach-O files, Virtualbox Core Dumps, VMware Saved State (.vmss)
and Snapshot (.vmsn), HPAK Format (FastDump), QEMU memory dumps, LIME format. Figure

4.3 shows sample results from Volatility tool during analysis.
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Figure 0.3: Sample Result Screen from Volatility Tool
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4.4 Windows Memory Toolkit (Comae)

Comae (http://www.moonsols.com/windows-memory-toolkit/) provides you with memory

acquisition and analysis capabilities. It diagnoses your machines and assist you in hunting threats or

adversaries that are hiding from your traditional security solutions. Sample result screen is shown in

figure 4.4.
/N Acquisition time  Upload time Machine 0s Size Overview Tags
Total
] Oct 27, 2017 9:56 pm  Oct 27, 2017 9:58 pm Windows 7 17601 Server 19.68GB 5080
R
Total
a Oct 31, 201761 pm  Oct 31, 2017612 pm  TESTE Windows 7 617601 Server 128GB 7228
o e
Windows 10 10.0.14393 Total
[ Nov 23,20179:22 pm  Nov 23, 20179:24 pm e ' 432GB 21362
Server L L —————
Total
[H Nov 24, 20176:30 am  Nov 24, 2017 6:32 am Windows 81 6.3.9600 Server ~ 448GB 9914
— n

Figure 0.4: Sample Result Screen from Comae

4.5 Chapter Summary

This chapter answers our first and second research questions, to analyse the current capabilities of
forensic memory-based malware analysis tools and identify the use cases of malware analysis and
specify the data provided by analysis tools that is to be analysed. Table 4.1 gives an overview of the
tools discussed, the input accepted, output given, supported OS and capabilities. From the table, it
is clear that there is a need to offer a solution that will offer more options. Our tool, in addition to
analysing running processes, open files, network activities, PIDs will analyse both live and captured
memory and it shall be open-source and free for every forensic investigator. This we believe shall
assist most investigators who are not in positions of getting pro versions of the analysed forensic

malware tools above to conduct investigations through the tool.
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Tool HB Garry | Comae Memoryze Belkasoft Volatility
Responder
Feature
File Raw memory dump | Raw memory | Raw memdump, | .mem Raw memdump, .vmsn,
formats dump, .json .dd, .EO1 .Vmss
Accepted
Output OS information Machine Name Open files Files open Running Processes
Open files OS Information Malware Malware files | Network connections
) o ) present
Running Processes | File Size Running Processes Network sockets
Registry files Upload time Loaded DLLs Open files
Network Activity Network Activity
Process I1Ds
Malware
Free/Pro | PRO Both Free and Pro. | Free PRO Free
Edition Free is limited in
functionalities.
Ability to | Yes No. Does analysis | No. Does analysis | Yes No. Does analysis on
perform on Captured | on Live memory. Live memory only.
both Live memory images
analysis
and
imaged
memory
analysis
(O Win7,8,10 Win XP, 7,8,10 Win7,8,10 Win XP, 7 Unix, Win7
Supported

Table 0.1: Comparison of Analysed Tools and Their Capabilities
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Chapter 5: Requirement Planning

5.1 Introduction

This phase is very crucial in the software development lifecycle. All requirements are defined in this
phase. Any future changes made must be integrated in this document. Requirement specification
will be used in the testing phase to confirm if the objectives are met. After using case studies and
other secondary materials; the following requirements were identified. The requirements are both

functional and non-functional

5.2 Functional Requirements

The major requirement is the development of a malware detection and analysis tool. The tool should
be capable of detecting and recognising memory dumps extracted from the Windows memory,

perform automated analysis of the dump, as well as generate a report based on the analysis.
Functionalities included in the tool are:

i. Scan EOQ1 captured memory image

ii. Scan file in hard drive

iii. Scan folder in hard drive

iv. Scan partition in hard drive

v. Scan whole hard drive

vi. View processes running on live memory
vii. View process files present in live memory
viii. View registry files present in live memory

iX. View network activity in live memory

X. Generate reports for analysis performed.
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5.3 Non-Functional Requirements

5.3.1 Hardware Requirements
1. Machine: Intel Core i3 or higher

2. Clock Speed: 2.5 GHz or higher
3. System Memory: 4 GB or higher

5.3.2 Software Requirements
1. Operating Systems: Windows 10/8/7

2. Database System running on SQL.ite
3. Front—end: Python

4. Back-end: Python
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Chapter 6: System Design

6.1 Proposed System Modules

Design of a system is the first step in the development process. The main aim is usually to design a
model of an object that will be built. The system’s quality is adopted in this phase. A strong design

translates into a stable system that can be tested.

The proposed system is a malware detection and analysis tool. The goal of the system is to identify
the type of malware present in a memory dump at time of acquisition. The proposed system

architecture has three main modules: Upload, Analyse, Reports.

Upload: This section will allow the investigator upload files and memdumps acquired from

computers under investigation.

Analyse: After the upload of the memory image has been done, this module will initiate the process
of analysing the file and try to detect presence of a malware, and if any, try to identify based on their
characteristic behaviors and patterns from an already existing database of existing malware
signatures. Analysis on live memory will also be done to determine processes, process files, registry
files, resources consuming most CPU memory and time at the time of analysis. Analysis will also
be conducted on computer hard drives and determine files present and whether they are infected with

malware or not.

Report: Once analysis is complete, user will be able to generate a report on the analysis performed.
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6.2 Logical System Design

This section aims to describe the whole system and the process by which is developed. It refers to
the technical specifications that will be applied in implementing the proposed system. It includes

process workflow, and the use case diagrams.

6.2.1 Use Case Diagram
A use-case diagram models the behavior of the system, a subsystem or class. It is more important

for visualising the system, specifying and making systems and subsystems approachable. Our tool
has three functionalities, one for analysing hard drives for malware, second for analysing captured
memory images for malware and lastly for analyzing live memory for processes running. This is

illustrated in figures 6.1, 6.2 and 6.3.
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Figure 0.1: Use Case Diagram for Analysing Hard Drive

29



User \

\

Old Magic Tool

Scan Memory |
«includes

-

-
T
i

\‘\ ‘-‘l‘n.‘
“
%, «includés SQLite Database
"\

\‘ r'

X i

fzinclude»
\‘ :
. !
* :
Results Comparison
£
Report =includes

mage
b = L

n

Figure 0.2: Use Case Diagram for Analysisng Captured Memory Images
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Figure 0.3: Use Case Diagram for Analysing Live Memory




6.2.2 Flow Chart Diagram
A flowchart is a diagram that represents an algorithm, workflow or process, showing the steps as boxes

of various kinds, and their order by connecting them with arrows. Our tool has three functionalities,
analyzing live memory, analyzing computer hard drive and analyzing captured memory images. This is

illustrated in figures 6.4, 6.5 and 6.6.

Scan Hard Drive

tart \ File

al Select hard drive t Folder
Fearame® scan_; Partition Match files against SQLite Database

j Hard Drive g

SQLite
Database
containing

hashed malware

samples

Compare each file for matghing signature in the database

Mark file as Malicious

System
Decision

A

Match found

Y
End Generate Scan Report <

Mark file as safe

Figure 0.4: Flow Chart Diagram for Analysis of Hard Drive
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Start

Upload captured memory image

Scan Memory

End

Y

Image

Match files against database

Mark file as malicious

»

[y

Y

A

Generate Report

A

containing
hashed
malware
samples

Check for matches in mahlware hashes in database

No match found

Mark file as
safe

Figure 0.5: Flow Chart Diagram for Analysis of Captured Memory Image

User scans RAM for active
processes

View Memoary Activities

( Start }

Figure 0.6: Flow Chart Diagram for Analysis of Live Memory

A 4

1. Processes running

2. Process files running

3. Registry files present

4. Network Activities

5. Process with most Input Qutput

h 4

Generate Report
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6.2.3 Sequence Diagram
Sequence Diagram defines the manner in which the user feeds data into the system and the manner

in which information is displayed back to the user. Figures 6.7, 6.8 and 6.9 illustrate the sequence

of activities for the three functionalities of our tool.

interaction Sequenceliagraml )
User Old Magic Tool SQLite Database
) i 2 : Files are compared agajnst a SQLite
1: User scans Hard drive L database containing hashed malare samples
1. File |_| "Ll
2. Folder ' : )
3 Drive Partition ; : searihe[;attgrb :5 rﬁatch
4. Whole Drive : " : :
: 4 : Returns file status results in hashes in the
e e e e e e e e e e e database and
. scanned files

i 5 : Checks file status report and flags files as
: safe or malicious

S ool displays scan report for the user :

6 : User requests to generate report

Figure 0.7: Sequence Diagram for Analysis of Computer Hard Drive
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interaction SequenceDiagraml )

User

Old Magic Tool

1 : User uploads image of captured memory 2 : Files are compared against SQLite

h L g database containing hashed malware .
L! samples o
! oAb It 4;Retumsflestatusresits i

SQLite Database

: 5 : Checks file status report and
! marks files as malicious or safe

6 : User requests to generate report _

3 : SQLite database searches
for matches in hashes from
scanned files

Figure 0.8: Sequence Diagram for Analysis of Captured Memory Image
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interaction SequenceDiagraml )

User Old Magic Tool RAM

+ 1 Requests to perform analysis on Live memory 2 - Tool analyses RAM for active processes, open :
] "Ll files, registry files present, network activities, most

input output processes

3 : Generates result for information analysed

4 : User requests to generate analysis report

Figure 0.9: Sequence Diagram for Analysis of Live Memory
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1. Application Home Page 2. Application Menu
File Malware Detection |Extra Tools Help O O ) File Malware Detection Extra Tools
|E"‘"‘—|5nan File [View Processes License
[Scan Folder [view Process Files D ocumentation
[S.can Drive
iew RegisryFiles How ToUse

6.2.4 Wireframes

A wireframe is a visual guide that represents the skeletal framework of a system. Wireframes are

created for the purpose of arranging elements as they will appear on the actual product (Garret &

James, 2010). The wireframe depicts the page layout or arrangement of the system’s content,

including interface elements and navigational systems, and how they function. Wireframes usually

lack typographic style, color, or graphics, since the main focus lies in functionality, behavior, and

priority of content. Wireframes can be pencil drawings or sketches on a whiteboard, or they can be

produced by means of a broad array of free or commercial software applications. Our wireframes

were created using online visual paradigm software. Figures 6.10, 6.11, 6.12, 6.13 and 6.14 show

application screens and sample output data.

Help OO O

|Scan PC

Metaror k Activity

[Scan EO1 File

Ll pdate AV

PU Cons uming Process|

|Generate Scan Report

(Generate PC Scan Repor

(Generate EQ1 Report
Scan Partition

Figure 0.10: Application Wireframe 1
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3. Malware Detection-Scanning Drive or Memory Image{E01 File)

4, Scan Results

Cancel Open

File Malware Detection Extra Tools Help D_ File Malware Detection Extra Tools Help OO O
Select Drive, Image O
Select to scan Scan Resulls 0
4 out of 107 Files scanned are
Malicious
Cancel OK

5. Sample Results Screen for Scanned Files

Figure 0.11: Application Wireframe 2

File Malware Detection Extra Tools Help DO
Scanning Results For Drive (C:)
C:\File 1
C:\File 2
C\File 3
C\File 4

Delete Infected Files

6. Sample HTML Generated Report

Page 1

000

File:liC:/UsersiDesktop/oldmagic/Malware_report_2019_04_12 htrml

REFPORT
CAFile 1
C:\File 2

C:\File 3
C:\ File 4

Figure 0.12: Application Wireframe 3
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Viewing Processes Running at Time of Analysis

1. Sample Screen for Process Files Running at Time of Analysis

2. Sample Screen for Processes with MostInput and Qutput

File Malware Detection | Extra Tools Help OCO File

Malware Detection | Extra TO0I5| Help ‘

000

Process Files
2008 vic.exe C\Windows\System32\en-US\dsound dil.mui

PID
2216 Taskhostex C\Users\AppData\Local\Microsoff\Webcache\Woltmp.dat 4428
2216 Firefox C\Users\Mozilla\LocalExtensions\Scriptcache\mchbd.ipp 2008
4024

Processes with Most Input and Output

Process Name
Firefox exe
vic.exe
Python.exe

Figure 0.13: Application Wireframe 4

3. Sample HTML Report generated on Processs Running at Time of analysis

Page 1

Processes

Process 1
Process 2
Process 3
Process 4

Reg Files

File 1

File 2

File 3

__File 4

Most CPU Consuming Processes
Process 1

Process 2

Process 3

Process 4

File:///C:/Users/Desktop/oldmagic/Malware_report_2019_04_12.html

OO

Figure 0.14: Application Wireframe 5
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6.3 System Architecture

The system is designed to have a two-tier architecture with frontend client interface and a backend,
which is hosted remotely. The client interface consists of a python based interface that allows the
user to upload files, scan folders, hard drives or files and generate reports for scanned files through

a supported web browser that displays information in a presentable manner.

The backend consists of a SQLite database that contains millions of MD5 hashed malware
signatures. During analysis of files, every file is crosschecked against this database to match them
against worldwide known malware signatures. Once a match is found, the file is flagged as malicious
or potentially harmful and a report is generated for further analysis. The client interface and backend

communicate with each other through the internet. Figure 6.15 shows the system architecture.

L L &

=i [\
Workstation Workstation Laptap

SQliteDatabase

Figure 0.15: System Architecture
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Chapter 7: System Implementation, Testing and Validation

This chapter describes in detail how the implementation, testing and validation of the tool is carried
out and the results obtained. Implementation is carried out in accordance to the methodology outlined
in Chapter 3 of this research. Testing and validation were carried out on locally deployed version of

the tool.

7.1 Implementation

The implemented tool is dubbed Old Magic. The implementation of the tool incorporates
requirements and specifications identified in the system analysis so as to implement the system
design and architecture. The tool has three modules; the malware detection, extra tools and help

modules as illustrated in figure 7.1.

% 0ld Magic - [m] x
File Malware Detection ExtraTools  Help
Action

Figure 0.1: Application Home Page
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The malware detection module enables us to scan suspect computer hard drives. To scan hard drive,
the investigator is able to scan a single file, a folder in the suspect computer, a partition within the
hard drive or the whole hard drive for malware. The investigator is able to upload captured memory
image through the scan EO1 file menu present under malware detection. This module also enables
user to generate scan reports for analysed and scanned files in .html format. The malware detection

menu is illustrated in figure 7.2.

A 0ld Magic - [m} x
File Malware Detection Extra Tools Help

Action
Scan File

E
Scan Folder
Sean Drive
Scan Whole Computer
Scan EO1 File
EO1 Files
Update AV
Antivirus Full update
Generate Scan Report
<

Scan Folder

Figure 0.2: Malware Detection Menu



The extra tools module enables user to analyse live memory for open files and processes running as

shown in figure 7.3.

% 0ld Magic - m] x
File  Malware Detection ExtraTools | Help

Action
View Processes

E
View Processes Files

View Registy

Netwaork Activity

Most |0 Processes

Most Memory Pracesses

CPU Consuming Processes

Generate Performance Report

Scan File

Scan Folder

Figure 0.3: Extra Tools Menu

User is able to view CPU memory in terms of which processes and their process files are running at
time of analysis, registry files present at time of analysis, network activities and ports open, most
input and output processes, processes utilising most CPU memory as well as processes consuming
most CPU time. This module allows the examiner to generate a report on all processes running at

time of analysis.
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The help module gives users a guide on how to use the software, product documentation as well as

the software license information. This is illustrated in figure 7.4.

#% 0ld Magic -
File Malware Detection ExtraTools | Help

Action
License

Scan File

Scan Folder

Figure 0.4: Help Menu

The tool can upload a memory image captured from a suspect computer. The tool is also able to scan
computer drive file, folder, hard drive partition or the whole drive. The tool also performs analysis
on live memory. A database of worldwide known malware signatures hashed in MD5 was used in
order to compare against analysed files. Our database fetched this data from virusshare.com, one of
the largest online malware repositories that is updated daily according to Kumara and Jaidhar (2017).
Based on this, files are flagged when the file signature is matched against a known malware
signature. Once analysis is complete, crucial information on malware identified is displayed through
a user interface developed using Python programming language. This is discussed under the testing

phase.
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7.2 Testing

The tool was run to test for functionality and any bugs. Testing was done in a systematic way in that
every functionality of the tool was tested to ensure it was working as expected. Testing was done on
the functionalities highlighted below.
i.  Analysis of hard drive. This included scanning files, folders, disk partitions as well as whole
hard drive.

ii.  Analysis of captured memory images.

iii.  Analysis of live memory.

iv.  Generation of reports for files and processes scanned.

The above will be highlighted under the functional testing section.

7.2.1 Functional Testing
Functional testing checks if core requirements and functionalities are met.
7.2.1.1 Scanning File
The investigator is able to scan a single file and determine whether it is malicious or not. The
investigator selects scan file functionality, a selection box will appear where they can select file to

scan as shown in figure 7.5.
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Lo
Action
2 selectfte x
Look - I Desitop > e o efE-
* F@n, Onevive z BIGGIE
Quick access
B . This PC : Libraries
Desktop = |
< Firefox
o Q onet
Lbranes -~ ’
L TeamViewer 14
P | Shoctout DOC-20190317-WAD000
Ths PC ) KE
‘ New folds OldMa,
lew folder ) gic
Flos of type: [PE Fies Cexe) =] Cancal

N

Figure 0.5: File Scanning Page

Once a file is selected it is scanned and the results given as highlighted in figure 7.6.

% Malware File Scanner

—{[+] Scanning File: E:/Mew folder/winrar-x64-33b1.exe

Delete Infected Files |

D

[

I Td.:0.0=11

Figure 0.6: File Scan Results Page
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7.2.1.2 Scanning Folder
The scanning folder functionality is showcased through the application homepage that allows

investigator to select a target folder as illustrated in figure 7.7.

k2
I File Malware Detection Extra Tools Help
Action
Browse For Folder X
Please choose a directory, then select OK.
Desktop [l
4@ OneDrive
2 BIGGIE
~ & This PC
~ [ Desktop
DOC-20190317-WADD00
Mew folder
v
Folder: ‘ OldMagic
Make New Folder Cancel
Scan Hard Drive
X/
el
I \ihole DE

Figure 0.7: Application Folder Scanning Page

After analysis is done the tool gives the total number of files scanned and how many files were

flagged to be potential malwares. This is illustrated in figure 7.8 and 7.9.
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i

% |nformation pod

5 out of 21 scanned files are malicious

Figure 0.8: Folder Scanning Output

':f’ff Malware Folder Scanner

[+] Scanning Results For Folder: E:/Software

: /Software\DriverPack-Notifier.exe
: fsoftware\rcsetupl53.exe

1 /Software \wlc-3.8.6-wingd., exe
/Software\WinPcap_4 1 _3.exe
: /Software\vlc— -win64hvlc

I

K1

Delete Infected Files |

| L R VN |

Figure 0.9: Folder Malware Scanning Results
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7.2.1.3 Scanning Hard Drive Partition
The application page that allows investigator to scan a particular partition of the hard disk is

illustrated in figure 7.10. From this page the investigator is able to select which partition they want

to analyse.

Help
- [m}

Extra Tools

Action
| ¥ Partion Scanner
»> Choose Hard-disk partion
Choose Hard-disk Partion Disk

£
A

el
N

Figure 0.10: Application Hard Disk Partition Page

After scanning, the tool gives an analysis of how many suspected malicious files have been found

and also gives the total count of the number of files scanned. It also lists down the individual

suspected files as shown in figures 7.11 and 7.12.
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File Malware Detection Extra Tools Help

Action

Scan File

L[,

#¢ Information X

12 out of 434 scanned files are malicious

oK |

<

Scan Hard Drive

l
*

Figure 0.11: Scanning Output Page

| File Malware Detection Extra Tools Help

Acti
en Folder Scanner - O X

1 Scanning Results For Folder: D:/Softwares

>» Di/Softwares\Adobe PageMaker 7.8\Setup.exe =
>> Di/Softwares\Adobe PageMaker 7.8\_ISDel.exe

>> D:/Softwares\Android sdks\adt-bundle-windows-x86_64-20131038\sdk\tools\1ib\AVD Manager.exe

>» D:/Softwares\Android sdks\adt-bundle-windows-x86_64-2013183@\sdk\tools\1ib\SDK Manager.exe

>> Di/Softwares\Android sdks\eclipse-java-luna-SRL-win32-x86_64\eclipse\pluginsiorg.eclipse.cdt.core.win32.x86
>> D:/Softwares\Data Doctor Recovery\sim-card.exe

>» Di/Softwares\driver pack\DRPSu.2@12.ibrah (E)\programs\Drvlpdater.exe

>> Di/Softwares\driver pack\DRPSu.2012.ibrah (E)\tools\wget.exe

>> D:/Softwares\driver pack\DRPSu.2@12.ibrah (E)\tools\modules\diagnostics\MRT64.exe

>» D:/Softwares\PBCD4@a (E)\Full\instmsia.exe

>> D:/Softwares\PBCD4@a (E)\Full\instmsiw.exe

Delete Infected Files |

T4

Figure 0.12: Hard Drive Partition Scan Results
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7.2.1.4 Scanning Whole PC
This involves scanning the whole computer hard drive. The application page that allows investigator

to scan the whole PC is illustrated in figure 7.13.

ko
I File  Malware Detection  BxtraTools  Help
Action
p—
¥ Scanning PC - [} X
>> Scannin g PC
[+] Scanning Full Pc
[+] Scanning File: C:\Program Files\Common Files\microsoft shared\ink\FlickLearningWizard.exe
Delete Infected Fl\es‘
[

Figure 0.13: Application PC Scanning Page

After analysis, the detected malicious files are displayed in a result screen as shown in figure 7.14
and 7.15.
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File Malware Detection Extra Tools Help
Scan File
7 Information X
| 10 out of 2552 scanned files are malicious
0K I
Scan Hard Drive
L/
Figure 0.14: Whole PC Scan Output
File Malware Detection Extra Tools Help
A

Scanning PC

>» Choose Hard-disk partion

[+] Scanning Full P

:\Program Files (x86)\Realtek\Audic\Drivers\HDADrv\Vista64\CreateRtkToastlnk.exe
:\Python27\Lib\distutils\command\wininst-6.8.exe

.exe
:\Python27\Lib\distutils\command\ .exe
:\Python27\Lib\distutils\command\wininst-9.8.exe
:\Python27\Lib\site-packages\setuptools\cli-64.exe
:\Users\BIGGIE\Downloads\WinPcap_4_1_3.exe

v1lc-3.8.6-win64.exe

1in64\wlc-2.2.1-wing4. exe

Delete Infected Files |

[«1

SNUXN

Figure 0.15: Whole PC Scan Results
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7.2.1.5 Analysis on EO1 Captured Memory Images
The tool is able to analyse .EO1 captured memory image, and give a list of the files contained therein

and also check for malware present. This is illustrated in figures 7.16, 7.17, 7.18 and 7.19.

[
| File  Mlware Detection  EdraTools  Help
Action

can Whole PC -

Figure 0.16: Analysis Performed on EO1 File

53



Figure 7.18 shows analysis of files contained in the EO1 file. These results can also be saved in

.html report format.

ols Help

¥4 ED1 Scanner
[+] Scanning Results For .E01 file: cfreds_2015_data_leakage_rm#1.E01

[ =T = T = T =
[= =]

+
[= IR« o]

[ ]

R =
[y O T = I = R B )
K
i . e =
[ai

(=T = R s T =
3 A

+
O A 0n

IC

Kl

M
bl

Figure 0.17: Results of the Scanned E01 File
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Figures 7.19 and 7.20 shows analysis of individual process files contained in another EO1 sample file.

% E01 file Scanner — O ®

[+] Scanning Results For .E01 file: nps-2008-jean.E01
= [+] Scanning File: 7T3C083ECdO1

Iz

[4]

X

Figure 0.18: Result Analysis of Process Files in EO1 Sample File
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Extra To

%2 ED1 file Scanner
[+] Scanning Results For .EDT file: nps-2008-jean.E01

———{[+] Scanning File: 73C083ECd01

>> bookmarks.html
t3.db
»» userChrom

»» aoltoolbar.jar
»» chrome.manifest
»» install.rdf
»» manifest.mf

-EXE

S
W
=R s T S =R R R o B = i = i = T =

asureHunter.exe
>» PluginConfig.xml
»» index.dat

»» jean@2o7[2].txt

Figure 0.19: Result Analysis of Process Files in EO1 Sample File

I

[4]

adimler, I
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7.2.1.6 Analysis of Computer Processes
The tool is able to perform analysis on live memory. This enables the investigator to determine
processes and their process files are running at time of analysis, registry files present at time of
analysis, network activities and ports open, most input and output processes, processes utilising most
CPU memory as well as processes consuming most CPU time. Figure 7.20 shows result screen of

processes running at time of analysis.

s 0ld Magic
File Malware Detection Extra Tools Help
Action 7% PIDS - F

PID PROCESS NAME [+
5

@ 5 Idle Process

SNV

Figure 0.20: Processes and Their Process IDs Running at Time of Analysis
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Figure 7.21 shows process files in use by processes running.
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Wsers\BIGGIE\AppDataiLocal\Microsoft\Windows\WebCachelock.dat
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‘Windows\System32\en-Us\KernelBase.dll.mui
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\Users\BIGGIE\AppDataiLocal\Microsoft\Windows\Explorer\thumbcache_idx.db

[4]

I \YJI\vva1 1

Figure 0.21: Process Files Running at Time of Analysis
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Figure 7.22 shows registry files present at time of analysis.

l

File

Action

Malware Detection

Extra Tools Help

ki

0ld Magic

Query registry for software info

Name :

Name :

Name :

Name :

Name :

Hame

Install
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Install

Hame

Install
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Figure 0.22: Registry Files Present at Time of Analysis
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Figure 7.23 shows the network IP address, port number used by the network and the PID.

o 0ld Magic

File Malware Detection Extra Tools Help

Action ol Network Activity - 0O
METWORK CONNECTIONS (]
IP Address PORT PID
HE 445 4
127.8.8.1 5939 1772
127.8.0.1 49282 4372
192.163.43.183 58862 3656
H 3386 4760
127.8.08.1 49179 3656
B 68292 988 I
192.168.43.183 58366 3656 B
8.8.8.8 49153 924
127.0.0.1 49201 4372
H 5357 4
192.168.43.183 588638 3656
192.168.43.183 68848 2944
8.8.8.8 5357 4
192.163.43.183 58825 3656
B 135 788 ]
192.168.43.183 58859 e
127.8.8.1 49182 4428
192.168.43.183 58843 3656
8.8.8.8 28 1960
8.0.2.08 49157 644
H 61767 2944
127.8.08.1 49178 3656
192.168.43.183 137 4
127.8.0.1 49793 2878
B 3782 2044
127.0.0.1 5353 1772
il 68839 2944
192.168.43.183 139 4
8.0.8.8 135 788
192.163.43.183 58328 36586
127.0.0.1 19ee 2944
127.0.0.1 49187 4860
192.168.43.183 58864 3656
8.0.8.8 445 4 =

I \'7mrtN7

Figure 0.23: Network Activities at Time of Analysis
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Figure 7.24 gives a list of processes with most Input Output at time of analysis.

£l

File

Action

Malware Detection

0ld Magic
Extra Tools Help
kil Process With the most Input Output = [
Process With Most Input and Output |
PID PROCESS NAME
4828 WINWORD.EXE
14428 Firefox.exe
14848 firefox.exe
14868 firefox.exe
2888 vic.exe
4824 python.exe
556 csrss.exe
2876 firefox.exe
3656 firefox.exe
{4128 Firefox.exe

£l

BNUY N

Figure 0.24: Processes with Most Input Output at Time of Analysis
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Figure 7.25 shows processes using most CPU Memory.
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Figure 0.25: Processes Using Most Memory
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Figure 7.26 shows analysis on processes with most CPU time.

o 0ld Magic
File  Malware Detection  EdraTools  Help
Action

el Cpu Time Consuming Processes = B

— =
Figure 0.26: Processes with Most CPU Time
7.2.1.7 Reports
The tool generates reports in .html format. Even though other reports formats such as pdf and XML
and excel can be used, most forensic tools generate reports in .html format for ease of uploading
evidence to other forensic tools. This format was also used because of its compatibility with most
forensic tools. Reports stored in .html can be retrieved in future for reference purposes. Figures 7.27,
7.28,7.29, 7.30 and 7.31 show different types of reports generated by the tool based on various scans

and analysis conducted.
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Anti-Virus Report b + =

c o @ filey///C:/Users/BIGGIE/Desktop/OldMagic/Malware_Report_2019-04-14-20_47_04,327.html w n o e

Report
Malicious

# D:/Softwares\Adobe PageMaker 7.0\Setup.exe

# D:/Softwares\Adobe PageMaker 7.0'_ISDel.exe

# D:/Softwares\Android sdks\adt-bundle-windows-x86_64-20131030\sdk\tools\lib\AVD Manager.exe

# D:/Softwares\Android sdks\adt-bundle-windows-x86_64-20131030\sdk\tools\lib\SDK Manager exe

# D:/Softwares\Android sdks\eclipse-java-luna-SR1-win32-x86_64\eclipse\plugins\org.eclipse.cdt.core. win32.x86_64_5.3.0.201409172108\0s\win32\x86_64\starter.exe

# D:/Softwares\Data Doctor Recovery\sim-card exe

# D:/Softwares\driver pack\DRPSu 2012 ibrah (E)\programs\DrvUpdater exe

# D:/Softwares\driver pack\DRPSu.2012.ibrah (E)\tools'wget.exe

# D:/Softwares\driver pack\DRPSu.2012.ibrah (E)\tools\modules'diagnostics\MRT64.exe

# D:/Softwares\PBCD40a (E)\Full\instmsia exe

# D:/Softwares\PBCD40a (E)\Fullinstmsiw exe

# D:/Softwares\PDF To Word Converter\pdf2wordsetup.exe

Figure 0.27: Malware Generated Report

(&) ‘@' O] file:///C:/Users/BIGGIE/Desktop/salty/asdf/PC_report_2019-02-16-13_ b 1:} Q, Search

PC Generated Report

Processes

PID PROCESS NAME
0 System Idle Process
4 System

316 svchost.exe

332 smss.exe

400 audiodg.exe

484 csrss.exe

540 wininit.exe

556 csrss.exe

608 winlogon.exe
644 services.exe

656 Isass.exe

704 vpnagent.exe
740 svchost.exe

Figure 0.28: Processes Running Generated Report
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c ‘@‘ 0] file:///C:/Users/BIGGIE/Desktop/salty/asdf/PC_report_2019-02-16-13_

regs
MName - HP LaserJet Professional P1100-P1560-P1600 Series
MName - HSPA USB Modem

MName - HSPA USB Modem

MName : Intel Android Device USB driver
VMersion 150

MName : Intel Android Device USB driver
VMersion 150

Name : MediaTek Driver Packages version 5.14.53.00
Version © 5.14.53.00
Install date : 20180130

Name : MediaTek Driver Packages version 5.14.53.00
Version - 514 53.00

Install date - 20180130

Name : MediaTek Driver Packages version 5.14.53.00
Version © 5.14.53.00

Install date : 20180130

Name - Mozilla Firefox 63.0.1 (x64 en-US)
Version : 65.0.1

Figure 0.29: Registry Files Generated Report
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¢ ﬁ} ® filel///C:Users/BIGGIE/Desktop/salty/asdf/PC_report_2019-02-16-13_

Processes with the mosti/o

Process With Most Input and Qutput
PID PROCESS NAME
4028 WINWORD_EXE
4372 firefox.exe
4040 firefox exe
4428 firefox exe
43860 firefox.exe
2008 vic exe

556 Csrss.exe

2076 firefox.exe
4128 firefox exe
3656 firefox.exe

Processes using the most cpu memory

Process using most memory
MEMORY PERCENT PROCESS NAME
0.827336058123 MsMpEng.exe
1.22744915607 svchost exe
1.81364331315 explorer.exe
1.867927735895 WINWORD_EXE
2.6911229112 firefox_exe
530932741014 firefox.exe
5.91053227853 firefox_exe
6.13608115619 firefox.exe
7.379188036986 firefox.exe
13.0900519746 firefox. exe

Figure 0.30: Processes with Most Input Output and CPU Time Generated Report
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¢ o (D filey//C:fUsers/BIGGIE/Desktop/OldMagic/e01_files_2019-06-11-00_16_33.559.html o Lin @D EO =

PC Generated Report

Files in .EO1

$ALLOC_BITMAP

$UPCASE_TABLE
[secret_project]_design_concept.ppt
[secret_project]_detailed_design.pptx
[secret_project]_revised_points.ppt
[secret_project]_detailed_proposal.docx
[secret_project]_proposal.docx
~$ecret_project]_proposal.docx
[secret_project]_design_concept.ppt
[secret_project]_detailed_design.pptx
[secret_project]_revised_points.ppt
[secret_project]_detailed_proposal.docx
[secret_project]_proposal.docx
~$ecret_project]_proposal.docx

Figure 0.31: EO1 Captured Memory Report
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7.3 Model Validation

This is defined as the set of processes and activities intended to verify that models are performing
as expected, in line with their design objectives, and business uses. Our main objective was to
develop an automated malware detection, analysis and reporting tool. Our tool was able to achieve
the above in that it has been able to analyse computer hard drive, captured memory and scan for
malware present. Our tool was able to analyse live memory and determine crucial memory
components such as processes running at time of analysis, files open, processes consuming most
CPU among others. Lastly our tool was able to generate reports for analysis done. This was generated
in .html format.

Key to the forensic process is results that are repeatable and quality evidence as part of validation.
NIST’s guidelines state that the test results of forensic software or tools should be repeatable and
reproducible (Brunty, 2017). Testing was also done to ensure the developed tool was bug free. A
bug is defined as an error or flaw in a computer software that causes the software to give an incorrect
or unexpected result (SteelKiwi, 2015). Testing for bugs was done through conducting several tests
repeatedly to determine the result given was consistent.

i. Repeatability refers to obtaining the same results when using the same method on identical
test items in the same laboratory by the same operator using the same equipment within
short intervals of time. The test was performed four times on the same folder and produced
the same results.

Ii.Reproducibility refers to obtaining the same results being obtained when using the same
method on identical test items in different laboratories with different operators utilizing
different equipment. The application was installed on another machine and peer reviewed

using the same test case and it resulted in the same results. A whole PC scan was performed on
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a different environment and was able to scan for malware as shown in figures 7.32, 7.33 and

an
File Malware Detection Extra Tools Help
Action

Scan File

L—,

% Information X

-:0' 10 out of 2552 scanned files are malicious

ﬁ[

Scan Hard Drive

@

)

Figure 0.32: PC Scan on Different Environment
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File

Action

Old Magic

Malware Detection

Extra Tools

Help

% Scanning PC

»> Choose Hard-disk partion
[+] Scanning Full Pc

Delete Infected Files |

»» C:\Program Files (x86)\Realtek\Audio\Drivers\HDADrv\Vista64\CreateRtkToastink.exe
»> C:\Python27\Lib\distutils\command\wininst-6.8.exe

>> C:\Python27\Lib\distutils\command\wininst-7.1.exe

»>» C:\Python27\Lib\distutils\command\wininst-8.8.exe

>> C:\Python27\Lib\distutils\command\wininst-9.8.exe

»>» C:\Python27\Lib\site-packagesisetuptoolsicli-64.exe

>> C:\Users\BIGGIE\Downloads\WinPcap_4_1_3.exe

»» Er'\wlc-3.@.6-wing4.exe

»>» E:\WinPcap_4_1_3.exe

»» Er\wlc-2.2.1-win64'\wlc-2.2.1-winG4.exe

-

[

SO, X

Figure 0.33: Result Scan on Different Environment
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Report

Malicious
# C:\Program Files (x86)\Realtek\Audio\Drivers\HDADv\Vista64\CreateRtkToastLnk exe
# CAPython2 7\Lib\distutils\command'wininst-6.0 exe
# CA\Python27\Lib\distutils\command'wininst-7.1.exe
# CAPython27\Lib\distutils\command'wininst-8.0.exe
# CAPython27\Lib\distutils\command'wininst-9.0.exe
# C:\Python27\Lib\site-packages'setuptools\cli-64 exe
# C\Users\BIGGIE\Downloads'\WinPcap_4 1 _3.exe
= E:Wwic-3.0.6-win64 exe
# E\WinPcap_4 1 3exe
# Ewlc-2.2 1-win64'vlc-2.2.1-win64 exe

Figure 0.34: HTML Generated Report on Scanned PC

The folder scanned using our tool was also scanned using Avast anti-virus and similarities were
observed with regards to the malware identified as shown in figure 7.35 and 7.36. This was carried
out to validate that our tool is correctly identifying malware recognised by other malware

identification tools.
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Avast Free Antivirus

4- Back Protection > Virus Scans > Targeted Scan

Targeted Scan

Figure 0.35: Sample Folder Scanned Using Avast Anti-virus
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—| ¥t Folder Scanner - = * B

[+] Scanning Results For Folder: D:/Softwares
| |

»> D:i/softwares\Adobe PageMaker 7.8\Setup.exe
D:/softwares’\Adobe PageMaker 7.8\_IsDel.exe
D:/Softwares’\android sdks\adt-bundle-windows-x86_64-28131038"sdk\tools\1ib\AVD Manager.exe
D:/Softwares\Android sdks\adt-bundle-windows-x86_64-28131838%sdk\tools\1ib\5DK Manager.exe
D:/Softwares\Android sdks\eclipse-java-luna-SR1-win32-x86_64\eclipse\pluginshorg.eclipse.cdt. core.win32. x86
D:/Softwares\Data Doctor Recovery\sim-card.exe
—] »» D:/Softwaresi\driver pack\DRPSu.2@812.ibrah (E)\programs\DrvUpdater.exe —
D
D
D
D
D

I

e
e
x
x
x
»» D:fSoftwares\driver pack\DRPSu.2812.ibrah (E)\tools‘\wget.exe

1/Softwaresi\driver pack\DRPSu.2812.ibrah (E)\tools‘modulesidiagnostics\MRTG4.exe
1 /Softwares\PECD4@a (E)\Full\instmsia.exe

:ISD‘Ft\EFES\PBCD‘I—Ba (E)\Fullxlnstrrsn exe

x

x

x

[

Delete Infected Flles

BV A

Figure 0.36: Sample Folder Scanned Using Developed Tool

7.4 User Feedback

User feedback is important in determining if the tool met the user requirements and if the tool solved

user needs. This was conducted through a peer review and the feedback from users was:

1. The tool was able to have achieve its core functionalities.

2. Not a 100% match was achieved between our tool and Avast Anti-virus tool. This owed to

the fact that Avast might not be utilizing the online repository (virusshare.com) as our tool.
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Avast is a large scale commercial tool that utilises advanced and complex repositories for

their hash databases compared to our database that is locally hosted and limited in storage.

The tool contained no bugs at the time of testing as the results achieved were the expected
results. There is however, need to create a bug reporting mechanism for future cases of bugs

in the tool.

The tool is user friendly in that the operations are straight forward and self-explanatory. The
help section of the tool offers clear information on the tool features and what each feature
does. Improvement needs to be done on the user interface of the tool to make it more

appealing to users.

7.5 Model Verification

The problems identified and that informed our research were:

While there is some level of automation in forensic tools, some tools require the investigator
to have knowledge of the Command Line Interface in order to do proper investigation.
Most of the automated forensic tools are commercial and expensive making it difficult for
financially deprived parties to efficiently make use of them to gather information.

Most forensic malware detection tools either analyse live memory or captured memory

images at a time.

In order to verify the tool solved the problems mentioned, the developed tool provided a user

interface that is fit for both skilled and unskilled investigators. Through the user interface, forensic

experts do not need expertise on the Command Line Interface. Secondly, our tool is freely available

to all forensic investigators. Lastly, our tool was able to analyse live physical memory and captured

memory.
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Chapter 8: Discussion of Results

After analysis of the data collected from memory dump, the research achieved its desired objectives

as listed in the first chapter of the dissertation.

i. We were able to analyse capabilities of the current memory-based malware analysis tools as

discussed in chapter 0 of our research.

ii. Our tool was able to identify use cases pertaining to malware analysis as well as identify data to
be analysed by our tool. Use cases included analysis on live memory from personal computer, as

well as captured memory images in EO1 format

iii. We were able to develop and test our tool through a set of controlled experiments. The tool was
able to analyse files and detect malware as well as generate a report for the scanned files. The tool
was also able to capture computer information at time of analysis. This included the processes
running, their Process IDs, any network activity, CPU consuming processes as well as registry
files running at time of analysis. The tool was also able to consume EO1 files and analyse files

contained therein and detect for malware. These tests and results are discussed in chapter 0.

iv. We were able to validate our tool using a set of controlled experiments. This was done through
running the tool in a different environment and getting the same results. This was also done by
comparing results from other malware detection tools and getting the same results as our tool gave.

This has been highlighted in chapter 0.

The literature review was able to expound on the existing forensic tools, their working and limitations
in detail. The review showed other tools that have the capability to analyse data same as our tools
but with various limitations such as lack of free versions of the analysed tools, lack of ability to

analyse both live and captured memories etc. This research through the tool has shown the ability
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to retrieve crucial information from the memory dumps, both live and captured. The tool has also
demonstrated the capability to convert dump variables such as .E01 dump files into readable format.

The tool is also free for all forensic investigators.
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Chapter 9: Conclusions, Recommendations and Future Work

9.1 Conclusions

Information Visualisation provides unique solutions for gaining better understanding of complex
and large datasets (Heidi & Enrico, 2012). Information Visualisation techniques have resulted to
innovative problem solving in several fields including business, computer science and medicine
(Zhang, 2007). These techniques could offer a renewed approach for Digital forensic analysts

dealing with the complexity of understanding enormous datasets.

Forensic investigations focused on the data contained in the disk storage can provide a unique
overview of the device’s state at the time of acquisition (Carvey, 2007). It was therefore paramount
to develop a tool that would offer automated, detection and reporting for the memory. Our forensic
investigations focused on the data contained in the disk storage as well as readily available captured

memory images obtained from https://www.cfreds.nist.gov/data_leakage case/data-leakage-

case.html and https://digitalcorpora.org/corpora/scenarios/m57-jean. The tool was able to analyse

both types of memories and was also able to give an overview of the processes running at time of
acquisition. Our tool is also open source and free for use by forensic investigators as compared to
the other forensic tools analysed in chapter O of this research. This gives a forensic investigator a
complete tool that will analyse malware and running processes without having to worry about the

pro version of the tool. In summary, our tool has been able to achieve the following:

I.0pen source and free for all investigators.

ii.Upload captured memory images and scan for malware present.

ii.Scan hard drive for malware. This included scanning files, folders, hard disk partitions and whole

drive.
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iv.Analyse live memory for processes running at time of analysis.

v.Generate reports on data analysed

9.2Recommendations

Recommendations for this project include the use of the developed tool for large scale analysis of
memory. It is important for school curriculums to include courses on forensics investigations. A
legal framework governing the utilisation of forensic tools for analysis can be worked on using joint
efforts from law enforcement agencies, governments and financial institutions. Another critical
aspect is the validation of forensic tools developed. Malware forensic tools are relatively new as this
is a field that has emerged recently and more still needs to be done. Speedy validation by the various
bodies would help in the investigation process. Evidence from the validated tools would be

considered admissible in a court of law.

9.3 Future Work

In their literature, Beebe and Clark call for thorough improvements in the way forensic investigations
are conducted (Beebe & Clark, 2008). They cite the increasing temporal aspect associated with
evidence analysis. Data mining practices comprising content retrieval and predictive modeling are
highlighted as possible developments to the digital forensic analysis process. Data mining uses
techniques from several fields including machine learning, pattern recognition, artificial intelligence,
and data visualisation (Freiling & Vomel, 2011) . More research ought to be conducted on effective
ways of conducting and automating forensic analysis. This tool has offered an automated way of
analysing and finding crucial information from memory dumps and EO1 files. Extensibility of the
tool should be explored to integrate or plug it to other tools for easier and faster analysis, as well as

consume or analyse other images including .dd, and raw dumps of memory. More report formats
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ought to be explored to accommodate report generation in pdf and excel formats. As part of future
work, the tool should also allow for large scale analysis of EO1 files so that it will be able to analyse
more complex files and mine information such as processes that were running at time of acquisition
of the dump, a feature we were not able to achieve in the stated time frame. The tool should also
have plugin ability from other forensic tools, a feature we were also unable to achieve due to time
factor limitations. Lastly, the tool user interface will be improved in subsequent versions in an effort

to make the tool appealing to users.
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