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Abstract 

In the era of distributed systems and microservices architectures, the risk of data leakage, 

particularly of personally identifiable information (PII), has become a critical concern. Federated 

Learning (FL) emerges as a promising solution by enabling collaborative model training across 

decentralized data sources without the need to transfer raw data to a central server, thereby 

preserving user privacy. This study implemented a privacy-preserving federated learning utilizing 

Flower frammework, an open-source FL platform, in conjunction with TensorFlow for model 

development. The Federated Averaging (FedAvg) algorithm was employed as the core 

aggregation strategy to combine model updates from multiple clients. A hybrid deep learning 

model was designed to optimize learning across the distributed network, ensuring both robustness 

and scalability. Over the course of five training rounds, two clients participated in each round, 

contributing locally trained model weights to a central aggregator. The performance of the 

federated model was rigorously evaluated using standard machine learning metrics: accuracy, loss, 

F1-score, Area Under the ROC Curve (AUC), and precision. The results demonstrated progressive 

improvement in model performance, with accuracy increasing from 76.0% in round 1 to 87.7% in 

round 5, and AUC improving from 0.88 to 0.93, indicating enhanced classification capability over 

time. Similarly, F1-score and precision showed consistent growth, signifying improved balance 

between precision and recall and reduced false positives. The distributed training also showcased 

a decreasing loss trend, dropping from 1.018 to 0.891 across the rounds, reflecting better model 

convergence. Importantly, this study illustrated the practical viability of federated learning for 

privacy-centric applications, showing that high-performance machine learning models can be 

achieved without compromising data privacy. Future work can focus on scaling this approach to 

a larger number of clients, integrating differential privacy and secure aggregation techniques to 

further strengthen privacy guarantees, and comparing the hybrid model with alternative 

architectures to enhance model generalizability across heterogeneous data sources. 

Keywords: Federated Learning, Privacy Preservation, Flower Framework, TensorFlow, Federated 

Averaging (FedAvg), Hybrid Deep Learning Model, Machine Learning Metrics, Aggregation
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Definition of Terms 

 

Data Leakage Data leakage refers to the unauthorized transfer of data from within an 

organization to an unintended, external recipient (Mimecast, 2024) 

Privacy- 

Preserving 

Techniques and methods that enable data analysis and machine learning while 

protecting the confidentiality of sensitive information. They aim to extract 

useful information from datasets containing personal information without 

violating the privacy of individuals in the dataset Xu et al. (2019) 

Machine 

Learning 

The examination of computer algorithms that enhance autonomously through 

experience (Al-Rubaie & Chang 2019) 

Microservices Small, autonomous services that work together. (Newman, 2015) 

Personally 

Identifiable 

Information 

(PII) 

According to (McCallister et al.,2010) PII is any information about an 

individual maintained by an agency, including (1) any information that can be 

used to distinguish or trace an individual's identity, such as name, social security 

number, date and place of birth, mother's maiden name, or biometric records; 

and (2) any other information that is linked or linkable to an individual, such as 

medical, educational, financial, and employment information 

Prometheus 

Scraping 

Configuration 

Defines how Prometheus collects metrics from targets, such as applications, 

services, or endpoints (Prometheus, 2014). 
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Chapter 1: Introduction 

 

1.1 Background to the Study 

The proliferation of machine learning technologies and the advent of the big data era have brought 

data protection to the forefront of technological and ethical concerns. The vast quantities of 

personal data utilized in training machine learning models necessitate robust data protection 

mechanisms (Al-Rubaie & Chang, 2019). Recent research has illuminated the extent of potential 

data leakage in machine learning models, underscoring the urgency of addressing this issue. 

Empirical evidence suggests that large language models (LLMs) possess the capacity to memorize 

and potentially disclose significant portions of their training data. Kim et al. (2023) conducted a 

comprehensive analysis of GPT-2, revealing that up to 0.88% of the text generated by the model 

consisted of verbatim quotes from its training data. Furthermore, their study demonstrated that 

1.53% of the samples produced by GPT-2 contained exact duplicates of training data when 

specifically prompted. These findings indicate a tangible risk of inadvertent data disclosure 

through model outputs. 

The potential scale of personally identifiable information (PII) leakage is further elucidated by 

industry reports. IBM's Cost of a Data Breach Report 2021 indicates that the average expense of a 

data breach increased from $3.86 million in 2020 to $4.24 million in 2021, reaching a 17-year 

peak. Notably, 44% of these breaches involved the exposure of customers' personal data (IBM, 

2021). These statistics serve to quantify the financial and reputational risks associated with 

inadequate data protection in machine learning systems. 

The efficacy of traditional anonymization techniques has been called into question by recent 

research. Liu et al. (2020) demonstrated that 99.98% of Americans could be correctly re-identified 

in any dataset using merely 15 demographic attributes. This finding challenges the assumption that 

anonymization provides adequate protection for sensitive data and highlights the need for more 

sophisticated privacy-preserving methodologies in machine learning. 

The inclusion of PII in machine learning datasets presents significant privacy risks, potentially 

facilitating the identification of specific individuals and misuse of their personal information 
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(Chamikara et al., 2022). A Deloitte survey indicates that 47% of customers feel 

diminished control over their data, while 86% regard data privacy as an escalating worry (Deloitte, 

2020).. These figures underscore the societal implications of potential PII leakage and the need for 

robust privacy safeguards. 

Federated learning has emerged as a viable approach to privacy concerns inherent in centralized 

machine learning approaches (Kairouz et al., 2021). This methodology enables collaborative 

model development without centralizing data, maintaining data distribution across multiple 

devices or servers (Yang et al., 2019). McMahan et al. (2017) demonstrated that federated learning 

could achieve 97% accuracy on an image classification task while reducing data transmission from 

user devices by two orders of magnitude compared to centralized approaches. 

The distributed architecture of federated learning aligns with the microservices paradigm, which 

decomposes systems into smaller, loosely coupled services communicating through well-defined 

interfaces (Xu et al., 2019). Empirical studies have shown that organizations adopting 

microservices architecture report significant improvements in development efficiency and system 

reliability (Newman, 2015). Federated learning integration with microservices architecture offers 

a viable foundation for the creation of PPML systems (Kairouz et al., 2021). 

The convergence of these technologies, coupled with a focus on privacy-preserving techniques, 

offers a potential pathway to mitigate the risks of data leakage and PII exposure in machine 

learning systems. This strategy tackles both technical obstacles and aligns with increasing public 

apprehensions regarding data privacy and the changing regulatory landscape, including the 

General Data Protection Regulation (GDPR), the Personal Data Protection Act (PDPA) in Kenya, 

and the California Consumer Privacy Act (CCPA). 

In conclusion, the evidence presented herein substantiates the critical need for privacy-preserving 

ML techniques, particularly in the context of microservices architectures. The potential for data 

leakage, the inadequacy of traditional anonymization methods, and the growing public concern 

over data privacy collectively underscore the importance of developing robust, privacy-centric 

approaches to machine learning. Additional research and development in this domain are essential 

to guarantee the responsible progress of machine learning technologies while safeguarding 

individual privacy rights. 
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1.2 Problem Statement 

Since the emergence of big data and the broad application of Machine Learning (ML) across 

various fields, privacy concerns have become increasingly prominent (Al-Rubaie & Chang, 2019; 

Xu et al., 2019). Despite attempts to address these concerns through anonymization techniques and 

data protection regulations, effective privacy-preserving machine learning (PPML) solutions 

remain limited (Al-Rubaie & Chang, 2019; Liu et al., 2021; Kaissis et al., 2020). The deployment 

of ML in sensitive domains such as healthcare, finance, and national security has further 

heightened the importance of data protection (Kaissis et al., 2020; Enthoven & Al-Ars, 2021). 

Machine learning systems in microservices architectures currently lack adequate privacy- 

preserving mechanisms, creating significant data leakage risks. The challenge is compounded by 

the increasing complexity of ML models and the distributed nature of modern computing 

architectures, introducing new vectors for potential data breaches (Qu et al., 2021). This issue 

affects multiple stakeholders, including individuals whose personal data is collected, organizations 

implementing ML systems, and regulatory bodies overseeing data protection (Al-Rubaie & Chang, 

2019; Kairouz et al., 2021; Fereidooni et al., 2021). Recent high-profile data breaches and growing 

public awareness have led to increased scrutiny of ML practices and their implications for 

individual privacy (Shokri et al., 2017; Melis et al., 2019). 

The tension between model utility and privacy preservation remains a significant obstacle in 

developing practical PPML solutions (Enthoven & Al-Ars, 2021). This necessitates the 

development of robust privacy-preserving techniques that can ensure data confidentiality without 

significantly compromising model performance or utility, particularly within microservices 

architectures where existing solutions prove inadequate. 
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1.3 Aim 

This research aims to develop a privacy-preserving machine learning tool that will assist in 

detecting and preserving sensitive personal data within microservice architectures. 

1.4 Research Objectives 

i. To evaluate existing privacy-preserving techniques in ML systems. 

ii. To develop a Federated Learning Model for microservices architectures. 

iii. To Evaluate the Performance of the developed model. 

 

1.5 Research Questions 

i. What are the existing privacy-preserving techniques in machine learning systems, and how 

effective are they in preventing data leakage? 

ii. How can a Federated Learning model be developed to enhance privacy preservation in 

microservices architecture? 

iii. How does the performance of the developed Federated Learning model compare to traditional 

machine learning models in terms of accuracy, efficiency, and privacy protection? 

1.6 Justification 

It is crucial to conduct this research for several reasons. First, it will aid in the creation of workable 

and efficient PPML solutions that can guard people's right to privacy and stop the improper use of 

sensitive personal information. Second, it will make it possible for businesses to use ML 

technology more sensibly and in accordance with data protection laws, averting possible legal and 

reputational issues. Thirdly, it will increase consumer and societal trust and confidence in machine 

learning applications, which is essential to achieving machine learning's full potential across a 

range of industries. Ultimately, it will raise the bar for PPML research and lay the groundwork for 

more significant study in this crucial field. 
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1.7 Assumptions 

This research assumes that organizations are willing to adopt PPML solutions if they are practical, 

effective, and do not significantly degrade the performance of ML models. 

Stakeholders, including individuals and regulatory bodies, are willing to provide input and 

feedback on their privacy requirements and expectations. 

The datasets and ML tasks used for testing and validation are representative of real-world scenarios 

and challenges. 

1.8 Scope and Limitations 

1.8.1 Scope 

The proposed PPML tool development will focus on preserving privacy in supervised and 

unsupervised ML tasks, including classification, regression, and clustering. It will consider 

centralized and federated learning settings and aim to protect against common privacy attacks such 

as membership inference, model inversion, and data reconstruction. The research will be designed 

to integrate with popular ML libraries and platforms, such as TensorFlow and PyTorch, to facilitate 

adoption by practitioners. 

1.8.2 Limitations 

The research may face challenges in obtaining representative datasets and stakeholder feedback, 

which could limit the generalizability of the findings. 

The proposed PPML tool development may not be applicable to all types of ML tasks and settings, 

such as reinforcement learning or online learning. 

The research may be constrained by the computational resources available for testing and 

validation, which could limit the efficiency and scalability of the developed solutions. 

To overcome these limitations, the research will aim to collaborate with industry partners and 

academic institutions to access diverse datasets and stakeholder perspectives. It will also focus on 

designing modular and extensible solutions that can be adapted to different machine learning tasks 
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and settings and leverage cloud computing resources and optimization techniques to improve 

scalability and effectiveness. 
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Chapter 2: Literature Review 

2.1 Theoretical Framework 

In the context of developing a privacy-preserving machine learning tool for mitigating against data 

leakage in microservices architectures, it is essential to understand the underlying theories that 

guide privacy management and communication. One such theory is the Communication Privacy 

Management (CPM) theory, which provides a framework for understanding how individuals 

manage their private information and the boundaries they establish around it (Petronio, 2002). 

This section will explore the key concepts and principles of CPM theory and their relevance to the 

research problem. 

2.1.1 Communication Privacy Management (CPM) Theory 

Developed by Sandra Petronio, Communication Privacy Management (CPM) theory clarifies how 

individuals manage their private information and establish boundaries around it. (Petronio 2002). 

It was once referred to as communication boundary management. The idea posits that individuals 

perceive ownership of their private information and determine access control according to 

established privacy regulations (Petronio, 2013). These regulations are shaped by multiple 

elements, including as cultural standards, individual values, and the dynamics of the connection 

between the person and the information recipient (Petronio, 2002). 

2.1.2 Ownership and Control of Information 

One of the core principles of CPM theory is that individuals have a sense of ownership over their 

private information (Petronio, 2002). This ownership is not necessarily legal but rather 

psychological, as individuals feel that they have the right to control access to their personal 

information (Petronio, 2013). When individuals disclose private information to others, they grant 

co-ownership of that information to the recipient, which comes with certain expectations and 

responsibilities (Petronio, 2002). This concept of ownership and control is further supported by 

recent work, such as the study by Gruzd and Hernández-García (2018), which found that 

individuals' sense of ownership over their private information extends to their online data and that 

they expect to have control over how that data is collected, used, and shared. 
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2.1.3 Privacy Rules 

According to CPM theory, individuals develop a set of privacy rules that guide their decisions 

about how to manage their private information (Petronio, 2002). These rules are based on various 

criteria, such as the nature of the information, the relationship between the individual and the 

recipient, and the potential risks and benefits of disclosure (Petronio, 2013). Privacy rules can be 

explicit or implicit and may change over time as circumstances evolve (Petronio, 2002). The 

importance of privacy rules in managing private information is further highlighted by recent 

research, such as the study by Liu et al. (2020), which found that individuals' privacy rules are 

influenced by their cultural background and that privacy rules vary across different contexts and 

relationships. 

2.1.4 Boundary Coordination 

CPM theory underscores the significance of border coordination in the management of private 

information. (Petronio, 2002). When individuals provide confidential information to outsiders, 

they establish boundaries around that information and expect the recipient to respect those 

boundaries (Petronio, 2013). Boundary coordination involves negotiating the terms of co- 

ownership and establishing clear expectations about how the information will be handled 

(Petronio, 2002). The role of boundary coordination in managing private information is further 

explored by recent work, such as the study by Wang et al. (2021), which found that effective 

boundary coordination in online communities requires clear communication and shared 

understanding among members about the privacy rules and expectations surrounding shared 

information. 

2.1.5 Privacy Turbulence 

Privacy turbulence occurs when there is a breakdown in boundary coordination, and private 

information is mishandled or disclosed in ways that violate the individual's privacy rules (Petronio, 

2002). This can happen when the recipient of the information fails to respect the established 

boundaries or when there is a misunderstanding about the terms of co-ownership (Petronio, 2013). 

Privacy turbulence can lead to feelings of betrayal, mistrust, and a loss of control over one's private 

information (Petronio, 2002). The impact of privacy turbulence on individuals' willingness to 

disclose private information is further supported by recent research, such as the study by Li et al. 
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(2019), which found that individuals who experienced privacy turbulence on social media were 

less likely to share personal information in the future and were more likely to engage in privacy 

protection behaviors. 

2.1.5 Co-Ownership and Collective Privacy Management 

CPM theory recognizes that privacy management is not always an individual process but can also 

involve co-ownership and collective privacy management (Petronio, 2002). When individuals 

disclose private information to a group, such as a family or an organization, the group becomes 

collectively responsible for managing that information (Petronio, 2013). This requires 

coordination and communication among group members to ensure that privacy rules are respected 

and boundaries are maintained (Petronio, 2002). The importance of co-ownership and collective 

privacy management is further highlighted by recent work, such as the study by Chen and Sharma 

(2021), which found that effective collective privacy management in online health communities 

requires clear privacy policies, active moderation, and a sense of shared responsibility among 

members. 

2.1.6 Feedback Mechanisms 

CPM theory also highlights the importance of feedback mechanisms in managing private 

information (Petronio, 2002). Feedback mechanisms allow individuals to monitor how their 

private information is being handled and to make adjustments as necessary (Petronio, 2013). This 

can include seeking clarification about the terms of co-ownership, renegotiating boundaries, or 

taking steps to protect one's privacy in response to privacy turbulence (Petronio, 2002). The role 

of feedback mechanisms in managing private information is further supported by recent research, 

such as the study by Zhang et al. (2020), which found that individuals who received timely and 

informative feedback about how their private information was being used were more likely to feel 

in control of their privacy and to continue sharing information with the organization. 

2.1.7 Relevance to the Research Problem 

CPM theory provides a valuable framework for understanding the privacy concerns and 

challenges associated with developing a privacy-preserving machine learning probing tool for 

mitigating data leakage in microservices architectures. The theory highlights the importance of 
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respecting individuals' ownership and control over their private information and the need for clear 

boundary coordination and feedback mechanisms to prevent privacy turbulence. 

In the context of machine learning and microservices architectures, CPM theory underscores the 

need for robust privacy protections and transparent communication about how individuals' data 

will be collected, used, and shared. It also suggests that individuals should have a degree of control 

over their data and the ability to set boundaries around how it is used. 

Furthermore, CPM theory highlights the risks associated with data leakage and the potential for 

privacy turbulence when private information is mishandled or disclosed without permission. This 

underscores the importance of developing effective tools and strategies for mitigating against data 

leakage in microservices architectures. 

Overall, CPM theory provides a valuable lens through which to examine the privacy concerns and 

challenges associated with developing a privacy-preserving machine learning probing tool. It 

offers insights into how individuals manage their private information and the importance of 

respecting their ownership and control over that information. By applying the principles of CPM 

theory to the research problem at hand, we can develop a more nuanced understanding of the 

privacy issues at stake and design more effective solutions for preserving privacy in machine 

learning and microservices architectures. 

2.2 Secure Multi-Party Computation Theory 

Secure multi-party computation (SMPC) is another an exemplary theory that establishes 

methodologies for participants to collaboratively compute a function based on their inputs while 

maintaining their confidentiality (Yao, 1982). It is a subfield of cryptography but unlike traditional 

cryptography, it ensures security and integrity of the communication or protects participants 

privacy from each other. Below are some of the concepts around SMPC and their relevance to the 

research problem. 

2.2.1 Fundamentals of Secure Multi-Party Computation 

Secure Multi-Party Computation (SMPC) is a cryptographic framework that allows several 

participants to collaboratively compute a function based on their inputs while maintaining the 

confidentiality of those inputs. The concept was initially presented by Yao (1982) in his 
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foundational study on safe two-party computation. Since that time, SMPC has developed into a 

robust instrument for privacy-preserving computations across multiple domains, including 

machine learning and distributed systems such as microservices architectures. 

The fundamental idea behind SMPC is to allow parties to collaborate on computations without 

revealing their individual data. As Lindell (2020) explains, "The basic idea is that the parties run 

a protocol that simulates a trusted party who receives the inputs from all parties, computes the 

function, and returns the output" (p. 1). This approach is particularly relevant in today's data- 

driven world, where privacy concerns often hinder collaborative efforts in machine learning and 

data analysis. 

In the context of microservices architectures, SMPC provides a promising solution to mitigate data 

leakage risks. Microservices often handle sensitive data across distributed systems, and SMPC 

protocols enable secure computations without the need to centralize or expose raw data (Zhao et 

al., 2019). This capability is especially useful in scenarios where different microservices manage 

distinct types of user data but require a holistic analysis for effective machine learning. For 

example, SMPC could allow multiple microservices to collaboratively compute machine learning 

models or perform data analysis without exposing sensitive data (Bogdanov et al., 2018). 

Consider an e-commerce platform built on microservices: one service might handle user profiles, 

another manages purchase history, and a third deals with product recommendations. SMPC could 

enable these services to jointly train a recommendation model without exposing raw user data to 

each other. This preserves user privacy while still leveraging the full dataset for improved accuracy 

(Kumar et al., 2020). 

2.2.2 Mathematical Description of the General MPC Protocol 

The general Multi-Party Computation (MPC) protocol can be mathematically described as follows: 

Consider there be n parties P₁, ..., Pn, each with private input xᵢ. They wish to compute a function 

f(x₁, ..., xn) = (y₁, ..., yn), where yᵢ is the output received by party Pᵢ. 

The protocol typically consists of three phases: 
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a) Input sharing: Each party Pᵢ splits its input xᵢ into shares (xᵢ₁, ..., xᵢn) such that xᵢ = xᵢ₁ + ... + 

xᵢn (mod m), where m is a large prime number. 

b) Computation: Parties perform local computations on their shares and exchange intermediate 

results. 

c) Output reconstruction: Parties combine their local results to obtain the final output. 

 

Mathematically, we can represent this as: 

 

f(x₁, ..., xn) = Reconstruct(Compute(Share(x₁), ..., Share(xn))) 

 

Where Share, Compute, and Reconstruct are protocol-specific functions (Cramer et al., 2015). The 

security of MPC protocols is typically proven in one of two models: 

Semi-honest (honest-but-curious) model: Parties adhere to the protocol but may attempt to get 

more information from the messages they receive. 

Malicious model: Parties may deviate arbitrarily from the protocol. 

 

In the semi-honest model, security is typically characterized through the simulation paradigm. A 

protocol is deemed secure if a simulator can produce a view that is indistinguishable from the 

actual execution of the protocol, based solely on the input and output of a participant (Goldreich, 

2009). 

2.2.3 Key SMPC Protocols and Their Mathematical Foundations 

Several key protocols form the foundation of modern SMPC: 
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a) Yao's Garbled Circuits: Introduced by Yao (1986), this protocol allows two parties to securely 

compute any function represented as a boolean circuit. The basic idea is to "garble" the circuit and 

its inputs, allowing computation on encrypted values. 

Mathematically, for a circuit C and input x, the garbled circuit G(C) and garbled input G(x) are 

created such that: 

G(C)(G(x)) = C(x) 

 

b) GMW (Goldreich-Micali-Wigderson) Protocol: This protocol, developed by Goldreich et al. 

(1987), uses secret sharing and operates on arithmetic circuits. For each gate in the circuit, parties 

perform local computations and engage in oblivious transfer to compute the gate's output. 

c) Secret Sharing based protocols: These protocols, like the one proposed by Ben-Or et al. 

(1988), use techniques like Shamir's Secret Sharing. In Shamir's scheme, a secret s is shared 

among n parties by creating a polynomial f(x) of degree t-1 (where t is the threshold) such that 

f(0) = s, and each party i receives a point (i, f(i)). 

These protocols have been extended and optimized for various scenarios, including privacy- 

preserving machine learning in distributed environments (Mohassel & Zhang, 2017). 

2.2.4 SMPC in Distributed Machine Learning and Microservices 

The utilization of SMPC in distributed machine learning and microservices architectures has 

garnered considerable attention owing to heightened privacy concerns and legal mandates. In the 

realm of machine learning, Secure Multi-Party Computation (SMPC) facilitates collaborative 

model training across several participants while preserving the confidentiality of their raw data.. 

Mohassel and Zhang (2017) introduced SecureML, a framework for privacy-preserving machine 

learning via secure multi-party computation (SMPC). Their methodology enables data proprietors 

to collaboratively train diverse machine learning models (e.g., linear regression, logistic 

regression, neural networks) while maintaining the confidentiality of their respective datasets. 

In microservices architectures, SMPC can be used to secure inter-service communications and 
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data aggregation. Baracaldo et al. (2019) demonstrated how SMPC can be integrated into a 

microservices-based federated learning system to protect both model parameters and individual 

contributions during the training process. 

Adapting SMPC protocols for microservices communication presents unique challenges, including 

handling dynamic scaling and maintaining performance under high-throughput requirements. 

Recent work by Poddar et al. (2020) addresses some of these issues by proposing a system called 

Senate, which provides SMPC as a service in cloud environments, making it more amenable to 

microservices architectures. 

2.2.5 Performance and Security Considerations 

While SMPC offers strong privacy guarantees, it comes with significant performance overhead. 

The communication and computational complexity of SMPC protocols are key considerations, 

especially in microservices where low latency is often crucial. 

Lindell (2020) provides a comprehensive analysis of the performance challenges in SMPC, 

noting that the overhead can be substantial, particularly for complex functions or large numbers 

of parties. However, recent advancements have significantly improved efficiency. For instance, 

Keller et al. (2018) proposed a protocol that achieves unprecedented performance for secure 

three-party computation. 

Security guarantees in SMPC are typically proven in the semi-honest or malicious adversary 

models. While the malicious model offers stronger security guarantees, it comes at a higher 

performance cost. Practical implementations often use the semi-honest model with additional 

safeguards (Zhao et al., 2019). 

Scalability in microservices environments presents unique challenges for SMPC. Traditional 

SMPC protocols are not designed for the dynamic nature of microservices, where services may 

scale up or down rapidly. Addressing these challenges requires novel approaches that balance 

security, performance, and scalability (Poddar et al., 2020). 

In the context of this research on privacy-preserving machine learning probing tools, SMPC can 

play a crucial role. Machine learning probes are often used to analyze model behavior and detect 

potential issues, including data leakage. By incorporating SMPC into these probing tools, you can 
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ensure that the probing process itself doesn't introduce new vulnerabilities. This will help analyze 

model outputs across multiple microservices without exposing the individual service's data or 

model parameters. This approach could help detect data leakage between services while 

maintaining the privacy guarantees of each service (Mohassel & Zhang, 2017). 

2.3 Existing PPML Techniques 

In the privacy-preserving machine learning (PPML) field, various strategies have emerged as 

viable options for safeguarding sensitive data in distributed systems such as microservice 

architectures. This section explores three main approaches: Federated learning, differential 

privacy, and homomorphic encryption. 

2.3.1 Federated Learning 

Federated Learning (FL) signifies a transformative approach in machine learning, facilitating 

model training over numerous decentralized edge devices or servers that possess local data 

samples, without the necessity of data exchange (Kairouz et al., 2021). In the realm of 

microservices, federated learning enables each service to contribute to a collective model while 

maintaining localized data, thus alleviating privacy concerns linked to data centralization. 

The FL process typically involves initializing a global model, distributing it to participating 

microservices, conducting local training, securely aggregating updates, and iterating until 

convergence. This approach has gained significant traction in privacy-sensitive domains. For 

instance, Xu et al. (2021) demonstrated FL's effectiveness in healthcare, enabling collaborative 

learning across multiple hospitals without sharing patient data. McMahan et al. (2017) 

demonstrated its success in mobile keyboard prediction tasks without compromising user privacy. 

While FL offers robust privacy protection by keeping data local, reducing the risk of centralized 

data breaches and allowing collaboration across organization boundaries, it is not without 

challenges. Enthoven and Al-Ars (2020) highlight communication overhead as a significant 

concern, especially in bandwidth-constrained environments. Moreover, Lu et al. (2020) points out 

vulnerabilities to certain types of attacks, such as model inversion, which can potentially 

compromise privacy. Other challenges to this technique is communication overhead, this is a big 

challenge for huge models with frequent updates and challenges in dealing with non-IID 
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(Independent and Identically Distributed) data across microservices. 

Despite these challenges, FL's ability to enable collaborative learning while preserving data 

locality makes it a compelling choice for privacy-preserving ML in microservices architectures. 

Its effectiveness in maintaining data privacy while allowing model improvement has been 

demonstrated across various domains, from mobile applications to healthcare systems. 

2.3.2 Differential Privacy 

Differential Privacy (DP) provides a mathematical framework for assessing and alleviating 

privacy hazards in data analysis and machine learning activities. It entails the introduction of 

meticulously adjusted noise to data or calculations to conceal individual contributions while 

preserving overall statistical utility (Dwork et al., 2014). 

In recent years, DP has seen significant advancements and practical implementations. Abadi et 

al. (2016) introduced DP in deep learning, demonstrating its applicability to complex ML 

models. Building on this, Xu et al. (2020) proposed an adaptive approach to DP in federated 

learning, showcasing how DP can be effectively combined with other PPML techniques. 

The implementation of DP in microservices typically involves defining a privacy budget, 

conducting sensitivity analysis, selecting appropriate noise mechanisms, and tracking privacy loss 

across operations. While DP offers strong, provable privacy guarantees, it presents challenges in 

balancing privacy and utility. Zhao et al. (2020) explored this trade-off in the context of machine 

learning, providing insights into optimizing DP parameters for different types of ML tasks. 

DP's strength lies in its ability to provide quantifiable privacy guarantees and its flexibility in 

application across various stages of the ML pipeline. However, as noted by Jayaraman and Evans 

(2019), achieving meaningful privacy guarantees often requires adding substantial noise, which 

can significantly impact model utility, especially in complex, multi-step ML processes common in 

microservices architectures. 

2.3.3 Homomorphic Encryption 

Homomorphic Encryption (HE) represents a cryptographic approach that allows computations on 

encrypted data without access to the decryption key. This property makes HE particularly attractive 
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for privacy-preserving computations in distributed systems like microservices, where data may 

need to be processed across multiple, potentially untrusted services. 

Recent advancements have made HE more practical for ML applications. Chen et al. (2019) 

demonstrated the use of HE in privacy-preserving deep learning, showing how neural networks 

can operate on encrypted data. Furthermore, Bost et al. (2020) presented optimizations that 

significantly improve the efficiency of HE in machine-learning contexts, addressing some of the 

performance concerns associated with this technique. 

Implementing HE in a microservices architecture typically involves key generation and 

distribution, data encryption, development of homomorphic operations compatible with ML 

algorithms, and secure result decryption. While HE provides strong privacy guarantees by 

allowing computations on encrypted data, it comes with substantial computational overhead. Jiang 

et al. (2018) highlighted these performance challenges, particularly for complex ML operations, 

and proposed optimizations for specific use cases. 

The strength of HE lies in its ability to enable secure multi-party computation and its suitability 

for scenarios requiring high levels of data confidentiality. However, its limitations in supporting 

non-linear operations, which are common in many ML algorithms, and the challenges in key 

management across distributed services, as discussed by Zerka et al. (2020), need careful 

consideration when implementing HE in microservices architectures. 

In conclusion, each of these PPML techniques offers unique advantages and faces specific 

challenges in the context of microservices architectures. The choice and combination of these 

techniques depend on the specific privacy requirements, computational resources, and the nature 

of the ML tasks in the microservices ecosystem. As research in this subject progresses, we can 

expect additional advances in the efficiency and application of these techniques, potentially 

leading to more robust and practical privacy-preserving machine learning solutions for 

microservices systems. 

2.4 Empirical Framework 

This research has looked at the work that has been done before to gain research knowledge, decide 

on the improvements that can be made for a better solution. The table below has been used to 
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summarize these studies. Table 1.1 provides a comprehensive overview of the empirical 

framework for Privacy-Preserving Machine Learning in Microservices Architectures. It includes 

key information about various studies, their focus areas, the models and techniques used, main 

findings, and potential areas for improvement. 

Table 1.1: Existing Studies 

 

Author(s) Focus Area Models/Techniques 

Used 

Key Findings Potential 

Improvements 

Fan et al. 

(2021) 

Federated 

Evaluation 

FedEval framework Developed a 

comprehensive 

evaluation 

platform for 

federated 

learning 

systems; 

Includes privacy 

and security 

assessment tools 

Adapt FedEval 

for 

microservices 

architectures; 

Enhance 

probing 

capabilities for 

distributed 

systems 
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Author(s) Focus Area Models/Techniques 

Used 

Key Findings Potential 

Improvements 

Mohassel et al. 

(2020) 

Secure 

Inference 

Probing 

SecureML probes 

for neural network 

inference 

Detected 

potential model 

inversion attacks 

in distributed 

inference 

services; 

Improved 

privacy 

guarantees for 

model 

deployment 

Enhance probe 

efficiency for 

large-scale 

models; 

Develop probes 

for other ML 

algorithms 

Rezaei & Liu 

(2021) 

Auditing 

Privacy 

Defenses 

Scalable auditing 

framework, 

Differential 

privacy analysis 

Proposed 

methods to audit 

privacy defenses 

in ML models. 

Revealed 

limitations in 

existing 

differential 

privacy 

implementations 

Extend auditing 

framework to 

distribute and 

microservices- 

based ML 

systems 
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Author(s) Focus Area Models/Techniques 

Used 

Key Findings Potential 

Improvements 

Nasr et al. 

(2019) 

Privacy 

Meter 

White-box 

membership 

inference attacks 

Developed a 

tool to measure 

the privacy risks 

of ML models; 

Demonstrated 

effectiveness on 

various models 

architectures 

Adapt privacy 

meter for 

distributed and 

federated 

learning 

scenarios 

Melis et al. 

(2019) 

Inference 

Attacks in 

Collaborat

ive 

Learning 

Gradient-based 

attacks, Multi-task 

learning 

Revealed 

vulnerabilities in 

federated 

learning to 

inference 

attacks; 

Proposed 

defense 

mechanisms 

Improve 

privacy 

guarantees in 

distributed 

learning; 

Develop 

probing tools 

for federated 

systems 

McMahan et al. 

(2017) 

Federated 

Learning 

Federated 

Averaging 

algorithm 

Effective 

training on 

decentralized 

data; Reduced 

communication 

costs 

Enhance 

privacy 

guarantees; 

Improve model 

convergence 

speed 
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Author(s) Focus Area Models/Techniques 

Used 

Key Findings Potential 

Improvements 

Bonawitz et al. 

(2019) 

Federated 

Learning 

at Scale 

Secure aggregation, 

Large-scale FL 

system 

Scalable 

production 

system for FL; 

Addressed 

device 

availability and 

network 

reliability issues 

Reduce 

Computational 

Overhead; 

Improve model 

quality for 

heterogeneous 

data 

Abadi et al. 

(2016) 

Differential 

Privacy 

DP-SGD 

(Differentially 

Private Stochastic 

Gradient Descent) 

Training deep 

learning models 

with strong 

privacy 

guarantees; 

Demonstrated 

privacy-utility 

trade-off 

Reduce accuracy 

loss; Improve 

epsilon selection 

Gilad- Bachrach 

et al. (2016) 

Homomorphic 

Encryption 

CryptoNets (Neural 

Networks on 

encrypted data) 

Feasibility of 

privacy- 

preserving 

inference using 

encrypted data 
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Author(s) Focus Area Models/Techniques 

Used 

Key Findings Potential 

Improvements 

Bogdanov et al. 

(2016) 

Secure Multi- 

Party Computation 

Share mind 

framework 

Privacy- 

preserving data 

analysis across 

organizations; 

Case study on 

tax data analysis 

Improve 

performance for 

large-scale 

computations; 

Enhance 

usability 

Bogdanov et al. 

(2016) 

Hybrid 

Approaches 

Combination of FL 

and DP 

Analysis of 

trade-offs 

between 

privacy, utility, 

and performance 

in hybrid 

systems 

Develop more 

comprehensive 

evaluation 

metrics; Improve 

integration of 

different PPML 

techniques 

He et al. (2020) Model Inversion 

Attacks 

Generative 

adversarial network 

(GAN) based attacks 

Showed 

effectiveness of 

model inversion 

in recovering 

private training 

data; Proposed 

defensive 

distillation as a 

countermeasure 

Develop probing 

tools to detect 

model inversion 

vulnerabilities in 

deployed models 
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2.5 Interactions and Processes 

2.5.1 Data Flow 

The flow of data in microservices-based ML systems requires stringent security measures. 

Homomorphic encryption, as demonstrated by Gu et al. (2021), secures data exchanges between 

microservices without compromising on the ability to perform meaningful computations. 

Similarly, Mo et al. (2021) illustrate how federated learning can facilitate privacy-preserving data 

aggregation from distributed nodes, maintaining privacy even as data flows across multiple 

services. 

2.5.2 Model Training and Deployment 

Training and deploying ML models in a privacy-preserving manner within microservices 

requires innovative techniques. Wang et al. (2020) demonstrate how federated learning can be 

adapted for distributed training, ensuring that sensitive data remains protected. Secure model 

updates, a core feature of Mo et al.'s (2021) PPFL framework, ensure that only verified and 

privacy-preserving updates are applied. Techniques like homomorphic encryption, as illustrated 

by Gu et al. (2021), can also be employed to enable privacy-preserving inference in distributed 

systems. 

2.5.3 Privacy Protection Mechanisms 

Incorporating privacy protection mechanisms such as DP, SMPC, and HE is critical to the secure 

functioning of ML systems within microservices. The successful application of these techniques 

has been demonstrated by several studies, including Wang et al. (2020), Chen et al. (2022), and 

Gu et al. (2021). Federated learning systems also rely on secure aggregation protocols to protect 

privacy (Mo et al., 2021; Enthoven & Al-Ars, 2020). However, the management of privacy 

budgets in distributed systems remains an area that warrants further exploration. 

2.5.4 Probing and Monitoring 

Probing and monitoring ML systems deployed in microservices environments are crucial for 
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maintaining ongoing privacy protection. Zhang et al. (2022) and Li et al. (2023) provide essential 

tools for assessing vulnerabilities and detecting privacy leaks. Future research will need to focus 

on ensuring the integrity of models and data in real-time, as this remains an underdeveloped area 

in the current literature. 

2.6 Challenges and Considerations 

2.6.1 Performance vs. Privacy Trade-offs 

Balancing the trade-offs between performance and privacy is a significant challenge in 

microservices-based ML systems. Wang et al. (2020) explore this issue in edge computing, 

which shares parallels with microservices environments, highlighting that privacy-preserving 

techniques often introduce computational overhead. Homomorphic encryption, for instance, 

while highly secure, can significantly impact system performance (Gu et al., 2021). 

2.6.2 Scalability Issues 

As microservices-based ML systems scale, privacy-preserving techniques face significant 

challenges. Enthoven and Al-Ars (2020) discuss the difficulties of scaling federated learning 

systems, which are also relevant to microservices architectures. Probing large-scale distributed 

systems for vulnerabilities, as attempted by Zhang et al. (2022) and Li et al. (2023), becomes 

increasingly complex as the system grows. 

2.6.3 Attack Vectors 

Microservices-based ML systems are vulnerable to a range of attack vectors. While the reviewed literature 

does not explicitly cover attacks like model inversion and membership inference in microservices, these 

remain significant concerns. Data reconstruction attacks in distributed settings, addressed by Gu et al. 

(2021) and Mo et al. (2021), highlight the need for robust defenses against adversarial actors. 

2.6.4 Regulatory Compliance 

Ensuring adherence to data protection requirements, such as GDPR and CCPA, is essential for 

microservices-based machine learning systems. Although this issue is not explicitly addressed in 

the reviewed literature, it is clear that future research must explore how privacy-preserving 

techniques can be aligned with regulatory requirements. Enhancing auditability and transparency 
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in distributed ML systems will be essential for achieving this goal. 

2.7 Conceptual Framework 

To address the research problem identified in this study, a conceptual framework was developed to guide 

the implementation of privacy-preserving fraud detection using Federated Learning. The key components 

and workflow of the framework are described in Figure 2.1 below.  

The conceptual framework for this study provides a structured pathway illustrating how privacy-

preserving machine learning can be employed for fraud detection using Federated Learning (FL). It 

demonstrates how key components—including data preprocessing, hybrid model development, SMOTE 

balancing, and the deployment of the FL environment using Flower and TensorFlow interact 

systematically to solve the research problem of ensuring accurate fraud detection while preserving data 

privacy. The framework underscores the integration of federated learning with privacy-preserving 

techniques and hybrid machine learning models to enhance detection accuracy without exposing sensitive 

client data. 

 

 

Figure 2.1: Conceptual Framework
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Chapter 3: Research Methodology 

3.1 Introduction 

This chapter describes the methodology for combating data leakage in microservices using Federated 

Learning (FL). In its structure, the chapter aims to provide the process through research design, data 

collection, model development, and evaluating metrics. The basic idea behind the methodology itself aims 

to keep the privacy of the data intact while allowing effective machine learning in a distributed 

microservices environment. 

3.2 Research Design 

Dannels (2018) defines the research design as the procedural plan used by the researcher to answer the 

questions in a valid, objective, accurate, and economic manner. This study adopts an experimental research 

design to implement and evaluate Federated Learning (FL) in microservices architecture (Xie & Li, 2025). 

This approach is chosen because it allows for a controlled environment where the impact of different 

privacy-preserving mechanisms can be systematically analyzed. By simulating real-world financial 

transactions, the study ensures that the effects of Federated Learning, compared to traditional centralized 

machine learning models, are accurately measured under various privacy-enhancing techniques such as 

Differential Privacy and Homomorphic Encryption (Choi et al., 2024). The experimental design also 

enables the isolation of key variables, allowing for the manipulation of independent variables, such as 

different privacy-preserving methods, to observe their effects on dependent variables like model accuracy, 

privacy leakage risk, and computational efficiency. This ensures that any observed improvements in 

privacy protection can be directly attributed to Federated Learning rather than external factors.  

Additionally, this research design facilitates a comparative evaluation of Federated Learning against 

traditional machine learning models, assessing aspects such as data leakage risks, model accuracy, and 

computational overhead. Such a structured comparison provides empirical evidence on whether Federated 

Learning is a feasible and superior privacy-preserving approach for microservices. Given the sensitivity 

of financial data, replicating real-world scenarios in an experimental setup allows the study to offer 

practical insights into the challenges and effectiveness of deploying Federated Learning in microservices 

architectures. Through this approach, the research aims to provide structured implementation, rigorous 

evaluation, and empirical validation of Federated Learning as a robust privacy-preserving technique in the 

financial sector. 
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3.3 Data Collection 

Given the severe privacy implications of using real transaction data, especially given the extent to which 

financial transaction data is sensitive and regulated, this study leverages synthetic financial transaction 

data as a pragmatic solution (Blumenstock & Kohli, 2023). The use of synthetic data permits the necessary 

realism for effective model evaluation, while also removing risks associated with data leakage, identity 

exposure, and violations of regulations. The synthetic dataset is created to be similar to real-world 

financial transactions, and preserve the properties (characteristics, structure, and statistical properties) 

associated with real financial transaction data. The synthetic dataset contains a total of 2,000 records, with 

each record representing a single financial transaction. The synthetic dataset is created to represent real 

banking/finance activity and attempts to capture the main characteristics of the relevant attributes that are 

included in real-world financial transaction datasets.  

The use of synthetic financial transaction data ensures that privacy and compliance requirements are met 

while still providing a dataset suitable for evaluating Federated Learning in a microservices architecture 

(Karampasi et al., 2024). The dataset is designed to introduce natural variations, mirroring real-world 

financial behaviors and fraud patterns. This allows for the development, training, and testing of machine 

learning models under realistic conditions, without compromising customer privacy or breaching financial 

regulations. 

3.2.1 Dataset Variables 

The dataset consists of the following key variables as highlighted in table 3.1. 

Table 3.1:Dataset Description 

FEATURE NAME DESCRIPTION TYPE 

TRANSACTION ID Unique identifier for each 

transaction 

Categorical 

TRANSACTION TYPE Type of transaction 

(TRANSFER, CASH_OUT, etc.) 

Categorical 

TRANSACTION AMOUNT Amount involved in the Numerical 
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transaction 

TIMESTAMP Date and time of the transaction Timestamp 

ACCOUNT TYPE Type of account initiating the 

transaction 

Categorical 

TRANSACTION MODE Payment method used (Online, 

ATM) 

Categorical 

BALANCE BEFORE Account balance before the 

transaction 

Numerical 

BALANCE AFTER Account balance after the 

transaction 

Numerical 

CURRENCY Currency used in the transaction Categorical 

TRANSACTION 

FREQUENCY 

Number of transactions per 

month per user 

Numerical 

DEVICE TYPE Device used for the transaction 

(PC, Mobile) 

Categorical 

IP LOCATION REGION Geographic location of the 

transaction 

Categorical 

PREVIOUS FRAUD FLAG Indicator if the account was 

previously involved in fraud 

Boolean 

3.2.2 Sampling Strategy Implementation 

This study employs stratified sampling to ensure that synthetic financial transaction dataset 

accurately reflects the diverse characteristics of real-world financial data (Rahman et al., 2022). 

This method, enhances sample representativeness, which yields more accurate and generalizable 

findings. In stratified sampling, the population is divided into distinct strata based on some 

characteristics and randomly drawn from each stratum (Lu et al., 2023). The purpose is to assure 
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that each stratum is represented in the sample accurately, which improves the accuracy of 

statistical estimates. Given the complexity of financial transactions, the study dataset includes 

various strata such as transaction types, amounts, user behaviors, and fraud statuses. By applying 

stratified sampling, we ensure that each of these categories is adequately represented, allowing the 

models to learn from a comprehensive dataset that mirrors real-world scenarios. Implementing 

stratified sampling in this study ensures that the simulated financial transaction dataset is both 

comprehensive and representative. This approach enhances the reliability of the findings and 

supports the development of robust, privacy-preserving machine learning models within a 

federated learning framework. 

3.4 Data Preprocessing 

While developing the synthetic financial transaction dataset for model training, there were several 

fundamental preprocessing steps that took place in order to establish data quality and model performance. 

There was the consideration of missing values which, even if small, could pose issues within the synthetic 

dataset. There was a focus on feature encoding converting categorical variables to numerical formats fit 

for machine learning algorithms (Dahouda & Joe, 2021). Depending on the feature of focus and the 

requirements of the model, label encoder method was used to convert categorical variables such as 

transaction type, account type, and device type into numerical values.  

Subsequently, the study performed feature scaling on numerical attributes such as transaction amount and 

balance before the transaction (Ozsahin et al., 2022). By applying Standardization, the study ensured that 

these features were on a comparable scale, which is crucial for the convergence and performance of many 

machine learning models. The research also addressed duplicate entries within the dataset. These 

duplicates can skew the data and lead to biased results. To eliminate redundant entries, we utilized the 

duplicate function in Pandas, which identifies and removes duplicate rows based on key attributes, thereby 

ensuring the dataset's accuracy.  

Fraud detection datasets have class imbalance with fewer fraud cases than legitimate transactions; 

therefore, the Synthetic Minority Over-sampling Technique (SMOTE) was used to balance it (Ghaleb et 

al., 2023). SMOTE improves imbalances caused by smaller numbers of minority class observations by 

introducing synthetic examples of the minority class so it presents more frequently in the data (Dablain et 

al., 2022). By balancing the class representation, this technique improves the sensitivity of fraud detection 
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models to fraudulent activity while reducing or eliminating bias toward the majority class observations. 

Additionally, the dataset was split into training and testing sets. 80 percent of the dataset was used for 

training and 20 percent for testing purposes to properly evaluate Federated Learning System. This decision 

allowed us to train the model with 80 percent of the dataset while still maintaining an appropriate 

representation of a valid sample in the 20 percent of the testing data for evaluating for bias in predicting 

fraudulent behavior. Therefore, by incorporating the appropriate preprocessing steps such as encoding 

categorical features, scaling numerical features, balancing imbalanced class sets, and properly dividing 

the appropriate training and testing datasets for unbiased evaluation, this study attempted to provide 

improved model robustness and accuracy when utilizing robust federated learning system. 

3.5 Federated Learning Implementation 

In this research, Federated Learning (FL) framework was implemented, tailored for financial institutions, 

ensuring that model training occurred locally on each institution's servers without the need to share raw 

data (Awosika et al., 2024). This approach aligns with the privacy requirements inherent in the financial 

sector, allowing institutions to collaboratively enhance machine learning models while safeguarding 

sensitive information. The study implementation adopted the client-server architecture, a prevalent 

structure in FL systems (Shanmugam et al., 2023). In this setup, a central server coordinates the training 

process by distributing the global model to various client nodes. Each client then updates the model using 

its local data and sends the updates back to the server for aggregation (Shanmugam et al., 2023). This 

model is advantageous for its simplicity and scalability, making it suitable for environments with 

numerous heterogeneous devices. 

3.5.1 Federated Learning Model 

The algorithm selected for this implementation was the federated average (FedAvg), which aggregates the 

parameters of all received clients' models into a single neural network (He et al., 2021). In FedAvg, each 

client trains the global model locally on its own data for several iterations and sends the new model 

parameters back to the central server (Liu et al., 2021). The server then aggregates the parameters by 

taking a weighted average based on the size of the client's data set. This results in reduced communication 

overhead and good performance with data that is not IID (Independent and Identically Distributed) across 

clients. Privacy of the data is also kept in the FedAvg FL algorithm, which allows for the combined 

training of a model across many clients or devices. 
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3.5.2 Training Process and Privacy Preservation 

The training procedures in the federated learning system include several important operations to ensure 

model quality and respect for data privacy. The first step was to initialize the global hybrid machine 

learning model in a central server. This model may be pre-trained or can start with randomly initialized 

parameters. The central server manages the training process and ensures that all client nodes are using the 

same model configuration. After initializing the model, the server sends the global model to a subset of 

randomly selected clients, which could be edge devices such as mobile phones or servers at organizations. 

The server does not send models to all clients on which it could run the training step but chooses a subset 

of the clients to communicate more effectively through training and minimize the use of computational 

resources. After obtaining the model from the server, the selected client nodes locally train the model on 

their local data, being careful to limit the local training to only a few epochs or mini-batch updates to 

prevent overfitting to their local data and to maintain model consistency among the nodes. Most 

importantly, each client node generates model updates such as gradients without sending their raw data 

from the client devices. Once the local training occurs, the client nodes  sends their model updates back 

to the central server. The model updates included the learned knowledge from the local data and may be 

the model parameters or the computed gradients. This is important to maintain privacy, as no sensitive 

information is sent.  

Consequently, the central server combined the updates to create a new global model. The common 

approach is using Federated Averaging (FedAvg), which averages the model updates while considering 

each client's size of the local datasets (Collins et al., 2022). By using the size of the dataset on the client 

nodes as a weighting factor to compute the average of the updates, the concatenation of model updates 

weighs more for clients with more datasets. These established steps were cycled through additional rounds 

of federated learning, which represents a round of federated learning. After multiple rounds of federated 

learning, during the learning process, the global model improved in performance as the global model sees 

content from previously diverse data distributions from all of the client nodes (Sun, Li, & Wang, 2022). 

This process repeated until convergence or desired performance of the model was reached.  

3.6 Model Architecture and Training 

3.6.1 Hybrid Machine Learning Model 

In the current research study, a multi-layered Convolutional Neural Network (CNN) model was utilized 
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to classify fraudulent transactions in addition to classical machine learning models, including Naïve bayes, 

K-Nearest Neighbors, and Random Forest. Neural networks have proven effective in identifying complex 

patterns of information from within financial data, thus finding wide application in fraud detection 

environments, such as implementing Graph Neural Networks (GNNs) which have been shown to improve 

detection performance by capturing complex relationships among transactions in data (Jin et al., 2023). 

For the sake of having a comprehensive evaluation, additional models were also tested for the purpose of 

benchmark tests such as Logistic Regression, Decision Trees, and XGBoost. Each model provides 

different benefits such as interpretability with Logistic Regression, and Decision Trees allow the user to 

make a subtle decision, while XGBoost is traditionally known for having performance efficiency in 

classification models. 

3.6.2 Training Configuration 

In the training process, the Adam optimizer was selected for its adaptive learning rate and efficient method 

of processing sparse gradients (Haji & Abdulazeez, 2021). The Binary Cross-Entropy loss function was 

chosen to measure how distinct predicted probabilities are from binary labels because our purpose was to 

classify transactions as legitimate or fraudulent (Sanjalawe & Al-E’mari, 2023). The performance metrics 

used to gauge the models performance were Accuracy, Precision, Recall, and F1-Score, to ensure a 

balanced method of determining classification performance. A batch size of 64 was chosen to ensure stable 

gradient estimates and to have reasonable training iterations. The model was trained for 5 rounds, 

determined by using empirical methods to balance training time and model convergence. 

3.7 Tools and Technologies 

The study employed various frameworks and libraries to facilitate the implementation and evaluation of 

the models. Python served as the primary programming language due to its extensive support for scientific 

computing and machine learning. Flower was utilized for implementing Federated Learning, offering a 

robust platform for simulating decentralized data scenarios. Flower was chosen for this study due to its 

ability to facilitate privacy-preserving federated learning (FL) in financial institutions, ensuring data 

security while enabling collaborative model training. Traditional machine learning requires centralizing 

sensitive financial data, posing privacy risks, whereas Flower allows institutions to train models locally 

without sharing raw data. Its adaptability to heterogeneous systems makes it ideal for financial 

organizations with diverse infrastructures, ranging from modern cloud-based architectures to legacy 
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systems. Additionally, Flower’s built-in algorithms, such as FedAvg, FedProx, and FedOptim, address 

connectivity challenges, making the framework robust against network disruptions that may affect some 

institutions (Beutel et al., 2020). Given the massive volumes of transactional data generated daily, Flower 

provides a scalable and efficient solution, ensuring that collaborative learning can occur without 

overloading central servers. Furthermore, financial institutions must comply with stringent data 

regulations, including GDPR and CCPA, which impose restrictions on data sharing. Flower supports 

compliance by keeping raw data localized while still allowing institutions to benefit from shared learning, 

thereby preserving data sovereignty and mitigating regulatory risks. The framework's extensibility also 

allows researchers to customize FL algorithms for financial applications, such as fraud detection, credit 

risk assessment, and secure transaction monitoring. Overall, Flower was selected for its ability to provide 

secure, scalable, and adaptable federated learning, ensuring privacy preservation, regulatory compliance, 

and resilience against network failures in financial institutions. 

Additionally, Scikit-learn provided essential tools for data preprocessing and machine learning model 

evaluation, ensuring standardized procedures for assessing performance metrics. Pandas and NumPy 

facilitated efficient data handling and manipulation, streamlining the data preparation process. For 

visualization purposes, Matplotlib and Seaborn were employed to generate insightful plots and graphs, 

aiding in the interpretation of model performance and data distributions. 

3.8 Evaluation Metrics 

To assess the performance of federated learning (FL) systems, a complete set of metrics that can 

appropriately represent the aspects and difficulties associated with decentralized and privacy-preserving 

machine learning is required. The main performance metrics used in this study are as follows: 

1. Model Accuracy and Quality 

This metric indicates a measure of effectiveness of the global model based on how accurate it is on the 

validation or test dataset. A high accuracy suggests that the model generalizes well on unseen data, 

indicating successful learning across distributed clients. The global model is evaluated on accuracy, 

precision, recall, F1-score, and Area Under the Curve (AUC). These metrics provide a full assessment of 

the model's capacity to effectively identify fraudulent and legitimate transactions. The formulas below 

demonstrate how accuracy, precision, recall, and F1 were calculated. 
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Accuracy= 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹+𝐹𝐹𝐹𝐹

        

Precision is the percentage of true positive predictions out of all predictions for each class. Precision tells 

how the instances predicted as positive are actually positive.  

Precision = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹 

                            

The real positive rate is the recall (sensitivity). Recall measures the percentage of actual positive instances 

correctly identified for each class. 

Recall = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

              

F1 Score gives a combined idea about Precision and Recall metrics. It is maximum when Precision is equal 

to Recall. 

F1 = 2. 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 ∗ 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃+𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 

       

AUC - Area Under the Curve: 

The AUC quantifies the overall ability of the model to discriminate between the positive and negative 

classes. 

AUC = Probability that the classifier ranked a randomly chosen positive instance higher than a randomly 

chosen negative instance. 

Range of AUC values: 

1.0 = Perfect model. 

0.5 = No discriminative power (random guessing). 

< 0.5 = Worse than random (needs adjustment). 

2. Communication Overhead 

FL is known for its round-based and periodic communication between the clients and central server. 

Monitoring the overhead of communication, including the number of rounds of communication and the 
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amount of data exchanged in the communication, is crucial in understanding the overall efficiency of FL. 

A lower overhead of communication is a valuable operation in order to minimize latency and bandwidth 

utilization.  

3. Handling of Non-IID Data 

In FL, the data at the clients often is non-independent and identically distributed (non-IID), this can create 

challenges in convergence and performance of the model. It is important to have measurements of how 

the FL system handles distributions of non-IID data because it influences the robustness and fairness of 

the global model.  

4.  Scalability 

This measurement was designed to evaluate the FL system's scalability as the number of clients and size 

of datasets proliferate. An FL system can be considered scalable if it can manage performance and 

efficiency as the network expands and adding additional clients does not contribute a large incremental 

overhead of communication/computational costs.  

5. Privacy and Security 

FL values privacy data, so it is important to measure how effective the privacy mechanisms were for 

example, differential privacy or secure aggregation. This measure evaluates how well the system 

withstands potential attacks based on privacy, and ensures that the data of any individual client is not 

compromised/ advertised out in public at any time during the training of the model.  

6. Fairness 

Evaluating fairness involves assessing how equitably the FL system performs across different clients, 

especially when data distributions vary significantly. Metrics such as the Personalization Utility Index 

(PUI), Model Performance Inequality (MPI), and Average Performance Index (API) have been proposed 

to quantify fairness in personalized FL settings. These metrics help identify disparities in model 

performance among clients, guiding improvements towards more equitable outcomes.  

 

3.9 Ethical Considerations and Compliance 
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When embedding federated learning in the financial industry, it is important to think through ethical 

considerations and ensure compliance with regulations. By its nature, federated learning enhances privacy 

since the data remains with the client and only model updates are shared. However, ethical issues regarding 

indirect information leakages of data through model updates are still present based on the modelization, 

and it is important to ensure that the aggregation processes do not unknowingly disclose information. 

Using differential privacy techniques can answer some of the ethical considerations and protect client-

individual data points by adding noise into the models' updates. The financial industry has strong 

regulations meant to protect consumer data and to avoid information from being disclosed inadvertently. 

Federated learning must also think through regulatory compliance - for example, the General Data 

Protection Regulation (GDPR) in the European Union, the California Consumer Privacy Act (CCPA) in 

the United States, and so forth. The compliance involves: 

• Data Minimization: Ensuring that only necessary data is processed and that personal data is not 

unnecessarily exposed. 

• Transparency: Informing clients about how their data is used and ensuring that FL practices are 

documented and auditable. 

• Security Measures: Implementing robust encryption and secure communication protocols to 

protect data during transmission and aggregation. 

By addressing these ethical considerations and compliance requirements, our federated learning 

implementation aims to uphold the highest standards of data privacy and security, fostering trust among 

stakeholders and aligning with regulatory expectations. 

3.10 Dissemination and Utilization of Results 

The successful translation of research findings into practical impact requires a comprehensive strategy for 

both dissemination and utilization. This section outlines our approach to ensuring that the research 

outcomes reach relevant stakeholders and are effectively implemented in real- world applications. 

3.10.1 Dissemination Strategy 

The dissemination of our research findings follows a multi-channel approach designed to reach diverse 

audiences while maintaining appropriate depth and relevance for each target group. In the academic 
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sphere, we will prepare manuscripts for submission to peer-reviewed journals specializing in privacy-

preserving machine learning, distributed systems, and cybersecurity. 

Target journals include IEEE Transactions on Information Forensics and Security, ACM Transactions on 

Privacy and Security, and the Journal of Privacy and Confidentiality. This academic dissemination will 

ensure our findings undergo rigorous peer review and contribute to the broader scientific discourse in the 

field. 

To bridge the gap between academic research and industry practice, we will develop comprehensive 

technical documentation and practical implementation guides. These materials will be tailored to industry 

practitioners and will include detailed architectural diagrams, implementation patterns, and best practices 

derived from our research. We plan to present our findings at industry conferences such as KubeCon, 

DevOpsCon, and prominent security conferences, where practitioners actively seek practical solutions to 

privacy challenges in distributed systems. 

For broader impact, we will develop educational materials and training resources that can be used in both 

academic and professional development contexts. These materials will be made available through 

Strathmore University's institutional repository and various professional development platforms, ensuring 

wide accessibility to practitioners and researchers alike. 

3.10.2 Implementation Framework 

The practical implementation of our research findings has been facilitated through a structured framework 

designed to ensure effective adoption and utilization. At the core of this framework is the development of 

an open-source privacy-preserving machine learning tool, which will be made available through popular 

code repositories such as GitHub. This tool will be accompanied by comprehensive documentation, 

including installation guides, configuration templates, and example implementations. 

To support organizations in adopting our privacy-preserving solutions, we will develop a detailed 

implementation roadmap that guides teams through the process of integrating these tools into existing 

microservices architectures. This roadmap will include risk assessment templates, privacy impact analysis 

frameworks, and performance optimization guidelines. We will also provide reference architecture and 

design patterns that demonstrate how to effectively implement privacy-preserving techniques while 

maintaining system performance and scalability. 
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3.10.3 Knowledge Transfer and Impact Measurement 

The long-term impact of our research will be ensured through a comprehensive knowledge transfer 

program. We will establish collaborative relationships with industry partners, including Kenya 

Commercial Bank to pilot the implementation of our privacy-preserving solutions. These pilot programs 

will serve as case studies and provide valuable feedback for further refinement of our approaches. 

To measure the impact of our research, we will implement a multi-faceted monitoring framework. This 

framework will track various indicators of research impact, including: 

1. Adoption rates of our privacy-preserving tools in production environments 

2. Citations and references to our research in academic literature and industry publications 

3. Successful implementation cases and their measurable outcomes 

4. Feedback from practitioners implementing our solutions 

5. Contributions to privacy standards and best practices in the field 

The feedback gathered through this monitoring process will be used to continuously refine our 

implementation guidance and tools, ensuring their ongoing relevance and effectiveness. 

3.10.4 Policy Impact and Regulatory Alignment 

The research findings also contribute to the development of privacy policies and regulatory frameworks. 

Policy briefs and recommendations for regulatory bodies have been prepared, particularly focusing on the 

intersection of machine learning, privacy preservation, and financial services. These recommendations 

will help shape future regulations and standards governing privacy in distributed systems and machine 

learning applications. 

3.10.5 Sustainable Development and Future Research 

To ensure the long-term sustainability of our research impact, we will establish a community of practice 

around privacy-preserving machine learning in microservices architectures. This community will facilitate 

ongoing discussion, knowledge sharing, and collaborative problem- solving among practitioners and 

researchers. We will maintain an active presence in this community, providing regular updates, addressing 
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implementation challenges, and identifying areas for future research. The research findings will also serve 

as a foundation for future studies in privacy-preserving techniques for distributed systems. We will 

identify and document open research questions and challenges that emerge during our work, creating a 

roadmap for future research initiatives in this field. 

Through this comprehensive approach to dissemination and utilization, we aim to ensure that our research 

findings not only contribute to the academic body of knowledge but also lead to practical improvements 

in privacy preservation within real-world systems. The success of this approach will be measured by the 

tangible impact on privacy practices in organizations implementing microservices architectures and 

machine learning systems. 

 

 



53  

Chapter 4: System Analysis, Design, and Architecture 

4.1 Introduction 

Data security and customer privacy have become a top concern in the current banking sector, as a result 

of regulatory requirements and the growing risk of cyber threats. Traditional machine learning strategies 

typically require centralization of large amounts of private financial data, which creates risks in data 

security. Federated Learning (FL) is an approach that allows several financial institutions to jointly train 

machine learning models without exposing or transferring any raw customer data. In this chapter, the 

study present System Analysis and Design of federated learning framework for banking applications. The 

main goal of the framework is to provide secure, efficient, and privacy-preserving model training within 

finance and compliance with regulatory standards such as the General Data Protection Regulation (GDPR) 

and the Data Protection Act (DPA) in Kenya. By analyzing the system requirements, architectural design, 

and security mechanisms through criteria, this chapter will provide a solid foundation for establishing a 

successful privacy-preserving federated learning system in the banking industry. The following sections 

will present the functional/nonfunctional requirements, system architecture, model execution, and security 

considerations necessary for successfully implementing FL within financial institutions. 

4.2 System Requirements Analysis 

A robust federated learning system in banking must meet specific functional and non-functional 

requirements to ensure security, efficiency, and compliance with regulatory standards. This section 

outlines the necessary requirements that guide the system's design and implementation. 

4.2.1 Functional Requirements 

The functional requirements define the core operations and features of the federated learning system, 

ensuring that it meets the privacy and performance needs of financial institutions. The key functional 

requirements include: 

1. Secure Client-Server Model for Federated Learning 

a. Each participating bank (client) must be able to train models locally using its own customer 

data. 
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b. The system should ensure that only model updates, not raw data, are shared with the central 

server for aggregation. 

2. Distributed Data Training Without Centralizing Customer Data 

a. The system must allow local model training on banking data, ensuring that sensitive 

customer information never leaves the bank’s infrastructure. 

3. Secure Aggregation of Model Updates 

a. Utilize Federated Averaging (FedAvg) or more advanced secure aggregation techniques to 

combine model updates without exposing individual contributions. 

4. Real-Time Fraud Detection and Risk Assessment 

a. Integrate real-time fraud detection models trained across multiple banks to detect 

anomalies without violating privacy. 

b. Enable continuous learning to improve risk assessment models while ensuring security 

compliance. 

5. Interoperability and API-Driven Communication 

a. Provide well-documented APIs (gRPC) for seamless integration with existing banking 

software and risk management platforms. 

b. Ensure compatibility with Kubernetes-based microservices orchestration for flexible 

deployments. 

4.2.2 Non-functional Requirements 

The non-functional requirements define the quality attributes of the system, ensuring performance, 

security, and regulatory compliance. The system should adhere to the following non-functional criteria: 

1. Security & Privacy 

a. Ensure compliance with GDPR, Data Protection Act (DPA), and banking regulations such 

as Basel III, PSD2, and GLBA. 
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b. Enforce zero-trust architecture (ZTA) principles for identity verification and access 

management. 

2. Scalability & Flexibility 

a. The system should scale horizontally to accommodate multiple financial institutions with 

varying computational resources. 

b. Support for hybrid cloud and on-premise deployment models, allowing banks to choose 

their preferred infrastructure. 

c. Use containerized microservices (Docker, Kubernetes) to ensure modularity and dynamic 

scaling. 

3. Latency & Performance Optimization 

a. Optimize network communication between banks and the central aggregator using gRPC-

based APIs for low-latency data exchange. 

b. Implement asynchronous processing and caching mechanisms to reduce model training 

delays. 

c. Enable edge computing capabilities for real-time inference at individual banks. 

4. Reliability & Fault Tolerance 

a. Ensure system robustness with automatic failover mechanisms and redundant 

microservices to prevent service downtime. 

b. Implement checkpointing and rollback strategies to recover from failures during model 

training and aggregation. 

5. Auditability & Compliance Monitoring 

a. Maintain detailed logs of model training activities, data flows, and access control events 

for compliance audits. 
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b. Enforce explainability in AI models to align with fairness and transparency guidelines in 

banking. 

4.3 System Design 

System design is a crucial phase in the development of privacy-preserving fraud detection systems using 

federated learning in banking. It involves defining the system’s architecture, data flow, interaction 

mechanisms, and security protocols to ensure effective fraud detection while maintaining data 

confidentiality. In this study, the system design follows Agile Development Methodology (ADM) and 

Object-Oriented Modeling (OOM) to structure the federated learning components effectively. Object-

Oriented Programming (OOP) principles are leveraged to encapsulate key functionalities such as local 

model training, secure model aggregation, anomaly detection, and compliance enforcement. These 

methodologies ensure that system modules, including bank client nodes, federated aggregators, and 

security compliance layers, can be efficiently designed, reused, and scaled. The application of OOM helps 

in abstracting critical system components, facilitating seamless integration and enhancing adaptability in 

fraud detection across multiple banking institutions. The resulting design framework ensures a robust, 

privacy-preserving, and efficient fraud detection system within the banking sector. 

4.3.1 Use Case Diagram 

A Use Case Diagram provides a high-level overview of how different components interact within the 

federated learning-based fraud detection system in banks, ensuring privacy-preserving mechanisms. The 

system involves three key actors: Bank Clients (Individual Bank Systems), the Federated Aggregator 

(Central Server), and the Security & Compliance Module. Bank Clients train local fraud detection models 

on private banking transaction data and send encrypted model updates (gradients) to the federated 

aggregator without exposing raw data. They also receive the updated global model from the aggregator 

and apply it to detect fraudulent transactions. The Federated Aggregator is responsible for collecting 

model updates from multiple banks participating in the federated learning process, aggregating these 

updates using Federated Averaging (FedAvg) and distributing the improved global fraud detection model 

back to the banks for continuous learning. The Security & Compliance Module ensures adherence to 

GDPR, DPDP, PCI DSS, and other banking security regulations, monitors encryption mechanisms to 

protect model updates, and conducts audits on system access logs to prevent unauthorized model 

tampering. The Use Case Diagram visually represents these interactions, illustrating how banks 
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collaborate in fraud detection while maintaining data confidentiality through federated learning as 

illustrated in Figure 4.1 below. 

 

Figure 4.1: Use Case Diagram for Fraud Detection 

4.3.2 Sequence Diagram 

A Sequence Diagram depicts the step-by-step interactions among various components in the fraud 

detection system utilizing federated learning. The diagram illustrates how local model training, 

encryption, transmission, aggregation, and model updates happen between a bank and the central federated 

server, in a privacy preserving and secure manner. The process starts with each of the participating banks 

collecting and preprocessing their customer transaction data without sharing raw data. The local federated 

learning model is trained on individual bank data. After the local bank model is trained, the model updates 

are encrypted (not raw data) using homomorphic encryption for privacy and security before being sent to 

the federated central aggregator. The encrypted model updates are sent to the central federated aggregator, 

who collects and processes model updates from all of the banks in a secure manner. The central aggregator 

will implement Secure Aggregation techniques to aggregate the encrypted model updates, while making 

sure that no single model update is revealed. The global aggregated model will be adjusted and sent back 
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to the bank, so each bank can benefit from improved capabilities to detect fraud and prevent data privacy 

breaches of customer transaction information. This process will be repeated in rounds, with the banks 

using the global fraud detection model to continually improve accuracy while still adhering to privacy-

preserving principles. The sequence diagram below displays these interactions. The sequence diagram is 

shown in Figure 4.2 below.  

 

Figure 4.2:Sequence Diagram 
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4.4 System Architecture 

The system architecture of the microservices-based federated learning system for privacy-preserving 

banking analytics is designed to facilitate secure and decentralized machine learning while ensuring 

compliance with financial regulations. The architecture consists of multiple federated clients (banking 

institutions), each maintaining local datasets for training machine learning models without exposing 

sensitive customer information. These clients securely train models on their local transactional data and 

transmit only encrypted model updates to a centralized federated aggregator, which employs techniques 

such as Federated Averaging (FedAvg) to combine updates and refine the global model. The system is 

built on microservices architecture, ensuring modularity, scalability, and fault isolation, with core 

components including the Federated Client, Central Aggregator, Security & Compliance Module, API 

Gateway, and Message Broker for asynchronous communication as shown in Figure 4.3. The architecture 

also integrates homomorphic encryption, differential privacy, and secure multi-party computation 

(SMPC) to ensure that sensitive financial data remains confidential throughout the training process. The 

system's secure communication framework is reinforced by Transport Layer Security (TLS) protocols, 

ensuring encrypted exchanges between banking institutions and the central aggregator. This architecture 

enables banks to collaboratively improve predictive models for fraud detection while upholding strict data 

privacy regulations such as GDPR. 

 

Figure 4.3: Proposed Federated Learning Architecture 
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Chapter 5: Systems Implementation and Testing 

5.1 Introduction 

This chapter presents the implementation and testing phases of the federated learning system developed 

for fraud detection in microservices architecture. It outlines the various stages undertaken to translate the 

proposed system design into a functional solution, detailing the technologies, frameworks, and 

development environments used. The chapter also describes the testing methodologies adopted to evaluate 

the functionality, performance, and accuracy of the system. 

The implementation process involved setting up a client-server architecture using the Flower (FLwr) 

framework, where 2 clients collaboratively trained machine learning and hybrid model without sharing 

raw data. Each client trained the model locally using its own dataset, and the server aggregated the results 

to update the global model iteratively. This approach ensured data privacy while enabling the development 

of a robust, generalized model. 

Key software tools employed during implementation included Python, Flower, and TensorFlow for model 

training and evaluation. Additionally, NumPy and Pandas were used for data manipulation, while Jupyter 

Notebooks and Visual Studio Code facilitated code development and experimentation. The hardware 

environment comprised a personal computer with specified processor, memory, and storage capabilities, 

sufficient for local simulation of the federated learning environment. 

The objective of this chapter is to demonstrate that the developed system functions as expected, achieving 

the design goals of data privacy, scalability, and accurate model training across distributed clients. 

Furthermore, through comprehensive testing including functional, performance, and testing the system’s 

reliability, efficiency, and correctness were validated. The results from the testing process provide insight 

into the system's strengths and highlight areas for potential enhancement. 

5.2 Data Preprocessing 

The preprocessing stage was essential for preparing the dataset for machine learning model training and 

evaluation, ensuring that the data was clean, balanced, and in a suitable numerical format for model input. 

Categorical variables such as transaction type, source and destination accounts, transaction mode, 
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currency, device type, and region were encoded into numeric values using label encoding, which assigns 

a unique integer to each category. This transformation allows machine learning algorithms, which 

typically require numerical input, to process these variables effectively. Additionally, the timestamp 

feature was converted from its original string format to a UNIX timestamp by first parsing it as a datetime 

object and then converting it to an integer representing the number of seconds since January 1, 1970. To 

bring all numerical features onto a comparable scale and improve model convergence, standard 

normalization was applied using a standard scaler on columns such as timestamp, transaction amount, 

transaction frequency, balances before and after transactions, and average transaction value. Following 

normalization, the dataset was split into features and the target variable, which indicates whether a 

transaction is fraudulent. To address class imbalance and ensure sufficient representation of the minority 

class, Synthetic Minority Oversampling Technique (SMOTE) was applied with a sampling strategy of 0.5. 

Finally, the balanced dataset was divided into training and testing sets using an 80-20 split to enable local 

training and evaluation. The detailed implementation of the preprocessing steps is shown in Figure 5.1.

 

Figure 5.1:Data Preprocessing 

 

5.3 System Implementation 

This section offers a brief overview of the federated learning (FL) system developed for this project, which 

is based on a client-server architecture relying on the Flower (FLwr) framework. The system is to enable 
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a collaborative training of a hybrid machine learning model for fraud detection while maintaining the 

privacy of the data. The system provides for the clients to train the models locally on their own datasets 

and only send model parameters (not raw data), thus ensuring that the sensitive characteristics of the 

dataset remain private throughout the training process. 

5.3.1 Model Design 

The hybrid machine learning system for detecting fraudulent transactions includes both traditional 

machine learning models and a neural network model, selected to take advantage of their strengths in 

classifying possible fraud cases. Traditional models consisted of a Random Forest Classifier, with 100 

estimators and maximum depth of 5, Gaussian Naïve Bayes Classifier, and a K-Nearest Neighbors (KNN) 

Classifier, using 5 neighbors. Combining ensemble methods, probabilistic reasoning, and distance-based 

classification methods, these models worked in diverse ways to build a pattern of possible fraud. The 

neural network constructed was a Convolutional Neural Network (CNN) fully connected feedforward 

neural network model intended to process the tabular data. The structure consisted of an input layer with 

64 neurons using the ReLU activation function, a hidden layer with 32 neurons also using the ReLU 

activation function, and an output layer with a single neuron using a sigmoid activation function for binary 

classification. The CNN was compiled using the Adam optimizer, used binary cross-entropy as the loss 

function, and accuracy as the evaluation metric. This design allows the hybrid machine learning model to 

recognize linear and nonlinear patterns in the data which may enhance overall predictive performance of 

the system. The machine learning models, including the CNN architecture, are shown in Figure 5.2. 
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Figure 5.2: Model Design 

 

5.3.2 Client Architecture 

At the core of the system is a client-server setup where the central server and multiple distributed clients 

interact to achieve federated learning objectives. Each client was designed to train a combination of four 

models Random Forest (RF), Naïve Bayes (NB), K-Nearest Neighbors (KNN), and a Convolutional 

Neural Network (CNN)—on its local dataset. The client is implemented as a subclass of Flower’s 

NumPyClient and is responsible for handling model parameter exchange with the server, training, and 

evaluation. As shown in Figure 5.3, the client first sets and retrieves model parameters specifically for the 

CNN model, as it is the only one with learnable weights in this setup. The client’s fit() function updates 

the CNN weights using local data and concurrently trains the RF, NB, and KNN models. During 

evaluation, the client combines predictions from all four models to create a hybrid ensemble prediction. 

This is achieved by averaging the individual model predictions and applying a threshold to determine the 

final class label. The client then computes performance metrics including accuracy, precision, F1-score, 
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AUC, and log loss, and sends these metrics back to the server along with the updated CNN weights. 

 

 

Figure 5.3: implementation of the FraudClient class 

5.3.3 Server Architecture 

The server in this Federated Learning setup plays a crucial role in orchestrating training rounds, 

aggregating client updates, and evaluating overall model performance. The server uses Flower’s FedAvg 

strategy, which aggregates client-side model parameters using federated averaging, and evaluates the 

performance using a custom aggregation function for metrics. As shown in Figure 5.4, the server is 

configured with a minimum of two clients per round and a total of five training rounds. The 

aggregate_metrics function is responsible for calculating the global metrics by averaging each metric 

received from the clients, including accuracy, precision, F1-score, AUC, and log loss. These metrics are 

extracted from the client responses, aggregated using NumPy’s mean function, and used to monitor the 

performance of the federated model across rounds. The server was started using fl.server.start_server() at 

address 127.0.0.1:8082 and was configured to run for five rounds, coordinating the exchange of model 
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parameters and evaluation results across all clients. 

 

Figure 5.4: FL server implementation 

5.3.4 System Deployment 

The system was implemented in a local simulated federated learning environment that attempted to 

reproduce a realistic distributed physical environment, whilst we remained in control of computing 

resources and environmental factors. The implementation part of the work was accomplished using Flower 

(FL), an open-source federated learning framework designed to support coordination between clients and 

a central server. Two clients were simulated locally pretending to represent distinct data holders in 

federated training. Each of the clients trained a machine learning model independently on its 

corresponding data partitions, and each client communicated all updates of any changes made to the local 

client model to a central server. The central server was agent set up to run at the same machine as the 

clients on localhost (127.0.0.1) using port 8082 then it was ready to begin federated learning 

communications coordinating all the local clients in a central hosted location as shown in Figure 5.5. The 

federated learning was run across five overall rounds of learning where within each round parameter 

sharing was achieved, local training completed, and aggregation included consideration of evaluation 

metrics of accuracy, precision, F1-score, AUC, and loss measures obtained at the time of evaluation. This 

ideally establishes the necessary validation for testing both validation as well as testing process set to 
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simulate federated learning under controlled environments prior to any real future distributed actions. 

 

Figure 5.5:System Deployment 

5.4 Tools and Technologies Used 

The hybrid federated learning system for fraud detection was successfully implemented by leveraging a 

range of tools and technologies for programming languages, model training and handling, and 

development. Python was the main programming language in part due to the simplicity of the language 

and the large number of machine learning libraries built into its ecosystem. The federated learning 

framework used for the study was Flower (FLwr), which allowed for robust communication and 

collaboration to occur between many client devices and the central server in a distributed training 

environment. TensorFlow was applied to model training, which is a framework that offers excellent built-

in features for the development and optimization of machine learning models. Parsers and data 

manipulation were conducted through a combination of Numpy and Pandas, which are essential for 

numerical computations and data operations when working with structured data, respectively, as shown 

in Figure 5.6. Jupyter Notebook was used for prototyping and experimenting and visualizing results, and 

IDEs such as Visual Studio Code (VSCode) aided in efficient code writing and debugging across various 

operational computing types. The system was enhanced by hardware resources including CPUs and 

enough RAM to ensure model training, model performance evaluation, as well as working on different 

machines, to deal successfully with the knowledge operation of the federated operations. 
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.  

Figure 5.6:Libraries Imported 

5.5 System Testing and Evaluation 

System testing was performed to assess the overall performance, reliability, and resilience of the federated 

learning system through multiple communications rounds between the server and client nodes. The overall 

aim was to validate that the client-server interactions were running smoothly, and that the performance of 

the model was continuously improving from repeated training. In this test, both clients stayed engaged 

during all five rounds, and there were no failures. The structure of each round included sampling the 

clients for training using the configure_fit function, aggregating the models through aggregate_fit, and 

evaluating the updated model using configure_evaluate and aggregate_evaluate. Performance metrics, 

including multiple accuracy, multiple loss, multiple F1, AUC (Area Under the Curve), and precision, were 

collected and followed for every round. With the system continually executed with no failures, there were 

both robustness and reliability in the system; also, the performance metrics provided insight into the 

efficacy and convergence of the federated learning processes. 

During Round 1, accuracy achieved was 0.7601, the loss was 1.0183, and the F1 score was 0.5946. In 

addition, the AUC was 0.8840, and the precision was 0.8148. As training continued, testing performance 

continued to improve. In Round 2 accuracy improved to 0.8249 and the loss was reduced to 0.9239. Along 

with the improvements in accuracy and loss, there were also improvements in the F1 score (0.6403), AUC 

(0.9060), and precision (0.8435). Round 3 demonstrated additional improvements, achieving accuracy of 

0.8389 with less loss than Round 2, with loss of 0.9142, and F1 score of 0.6426, AUC of 0.9127, and 

precision of 0.8376. In Round 4, accuracy increased again to 0.8546 with a loss of 0.8484, with F1 score 

of 0.6379, AUC of 0.9171, and precision of 0.8496. In Round 5, the final round, accuracy increased to its 

highest level at 0.8774, with a loss of 0.8908, F1 score of 0.6602, AUC of 0.9270 and precision of 0.8430. 

The reliable improvement seen in performance over rounds is indicative of a successfully converged 

model, and that the federated learning strategy used is robust. Each round of training has progressively 

reduced the distributed training loss from 0.5092 in Round 1 to 0.3259 in Round 5, while the evaluation 
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accuracy has increased from 0.7601 in Round 1 to 0.8774 in Round 5. This upward trend across these 

performance metrics shows that the model is increasingly able to generalize, and that the performance of 

the predictions is improving with each consecutive federated training round. The Figures 5.7, 5.8, 5.9, 

5.10, and 5.11 below show the its metrics utilized during testing and its performance.  

 

Figure 5.7:Round One Testing Metrics 

 

Figure 5.8:Round 2 Testing Metrics 

 

Figure 5.9:Round 3 Testing Metrics 
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Figure 5.10: Round 4 Testing Metrics 

 

Figure 5.11:Round 5 Testing Metrics 

The summary of performance metrics across the five rounds can also be represented using graphs as shown 

in Figure 5.12 and Figure 5.13. Figure 5.12 shows consistent improvement in the model's predictive 

ability. Accuracy increased steadily from 76.0% in Round 1 to 87.7% in Round 5, indicating better overall 

classification. Similarly, F1 score rose from 0.59 to 0.66, reflecting improved balance between precision 

and recall. The AUC (Area Under the Curve) also improved from 0.88 to 0.93, demonstrating enhanced 

model capability in distinguishing between classes. Precision remained high throughout, starting at 0.81 

and reaching 0.84, while loss decreased from 1.02 to 0.89, confirming better model optimization. Overall, 

the metrics indicate that the model became more accurate and reliable with each training round. 
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Figure 5.12: Model Performance Over 5 Rounds

 

 

Figure 5.13: Loss Over 5 Rounds  
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Chapter 6: Discussions 

6.1 Research Objectives Review  

The principal goal of this study was to evaluate the efficiency and usability of federated learning (FL) as 

a way to build a collaborative machine learning model while ensuring data privacy. The study established 

3 objectives at the outset, and this chapter reflects on these objectives from the findings and experiences 

while implementing, testing and evaluating the system. The first objective was to investigate and assess 

privacy preserving techniques that have been mentioned in the work of other researchers. This objective 

was achieved through a detailed literature review which identified a variety of techniques in addition to 

FL that provide an option to centralized machine learning - allowing models to be trained across various 

devices or servers with local or remote data samples but with data never being exchanged between sites. 

The process of establishing the federated learning system using the Flower (FLWR) framework, as 

presented in this study, confirmed this notion - the client devices were able to engage in training a shared 

model while keeping datasets locally. 

The second objective was to design and implement a functional federated learning system, including both 

server and client components, capable of coordinating training processes across multiple communication 

rounds. This goal was successfully met through the development of a Python-based FL system that 

facilitated model training, aggregation, and evaluation using the Flower framework. The system was tested 

using a synthetic dataset and a logistic regression model, ensuring a clear focus on system performance 

rather than data complexity. 

The third objective focused on evaluating the performance and stability of the federated learning model 

across multiple rounds of training. This was accomplished through rigorous system testing, which 

demonstrated that the model's accuracy, loss, F1-score, precision, and AUC metrics improved consistently 

with each round, indicating convergence and robustness of the training process. The absence of client 

failures and smooth communication between server and clients further affirmed the system's reliability. 

Lastly, the study aimed to identify the potential limitations and challenges associated with federated 

learning in practical scenarios. Through the development and testing phases, several insights were gained, 

such as the importance of effective client sampling, aggregation strategies, and system scalability. These 

findings are discussed further in subsequent sections, providing a comprehensive review of the challenges 

and future directions in federated learning applications. 
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i. To evaluate existing privacy-preserving techniques in ML systems. 

This research commenced with a comprehensive assessment of existing privacy-preserving strategies 

applied to conventional machine learning (ML) systems. One of the main difficulties with contemporary 

ML applications is that, even if efforts are made to protect sensitive data during model training, it is often 

unavoidable to use sensitive data, particularly in distributed contexts involving microservices, in which 

data is obtained from different locations. Several privacy-enhancing technologies were examined through 

a thorough literature review, including Federated Learning (FL), Differential Privacy (DP), Homomorphic 

Encryption (HE), data anonymization, and elusive multi-party computation (SMPC). Each method has 

relative strengths and weaknesses in terms of privacy protection while preserving model utility. 

Federated learning has recently transformed into a distinct model to enable collaborative model training 

in many decentralized edge devices or servers without exchanging data (Kairouz et al., 2021). For this, in 

the microservices context, this allows each service to add to a contributed model while keeping the data 

local, which alleviates the privacy concerns that can stem from centralized data. The FL process typically 

involves some steps: a global model is initiated, the model is distributed to the respective microservices, 

the microservices train the model locally, once training is completed, they transmit the updating 

knowledge securely without the data itself, and the updates are aggregated, and the process is repeated 

until the model converges. Xu et al. (2021) describe how FL was used successfully in a collaborative 

environment in healthcare, as it enabled a collaborative learning approach across hospitals without sharing 

patient data, while McMahan et al. (2017) discuss how it can improve mobile trained models. 

Differential Privacy provides another robust tool for privacy protection using mathematically-based 

methods to inject controlled noise into data or outcomes, which can obscure the individual data 

contributions while still preserving the statistical properties (Dwork et al., 2014). Abadi et al. (2016) 

showed that DP can be applied to deep learning models; and Xu et al. (2020) offered an adaptive DP 

approach for federated learning (FL) scenarios. In most microservices, DP is implemented by providing a 

budget for privacy, rather than for data utility, assessing data sensitivity, and choosing a noise mechanism- 

all of which needs to be accounted for to prevent loss of utility. Zhao et al. (2020) considered the utility-

privacy trade-off in the context of DP, sharing that optimizing variable DP parameters, along with adapted 

sensitivity analysis, is key to the statistical validity for different ML tasks. Jayaraman and Evans (2019) 

contend that if DP aims for strong privacy guarantees, one will need to add significant noise, which may 

impact accuracy and outcomes, such as in microservices where there are multiple steps in the 
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computational flow and complexity. 

On the contrary, Homomorphic Encryption (HE) allows operations to be performed on encrypted data 

while eliminating the need for decryption. This is especially advantageous for microservices in which data 

may be transferred through multiple untrustworthy services. Chen et al. (2019) demonstrated HE's utility 

in privacy-preserving deep learning, while Bost et al. (2020) proposed strategies for enhancing the speed 

of HE for ML problems. HE entails key generation, encryption, the development of compatible ML 

operations, and decryption. Although HE offers strong privacy guarantees, it suffers from performance 

issues due to significant computational overhead (Jiang et al., 2018). HE also suffers from the inability to 

support non-linear operations used generously in ML models and consequently key management across 

multiple microservices presents complications (Zerka et al, 2020). Of the techniques, Federated Learning 

stood out in the evaluation as the most well-balanced solution, which benefits model performance 

scalability, provides strong privacy guarantees through ensuring that raw data remains on local devices or 

microservices in the cloud, as well as minimizing the risk of centralized data breaches versus data sharing, 

and fosters collaborative privacy-preserving ML across organizational boundaries. Federated Learning 

has challenges such as communication issues and efforts to distribute data, but based on its advances in 

the field and success in practice, Federated Learning provides the best starting point when developing new 

privacy-preserving ML systems being deployed in decentralized, microservices driven approaches. 

ii. To develop a Federated Learning Model for microservices architectures. 

Numerous studies have addressed privacy-preserving machine learning methodologies, federated learning 

(FL) frameworks, and secure model deployment methods. For instance, Fan et al. (2021) presented a 

comprehensive evaluation framework, FedEval, for federated learning systems with tools to evaluate 

privacy and security. However, their work was more focused on evaluation, whereas the current work 

builds upon their contribution by deploying a federated learning model with FedAvg, Flower, and 

TensorFlow within a microservices architecture, prioritizing privacy-preserving, scalable, real-time 

machine learning. Similarly, Mohassel et al. (2020) focused on secure inference probing through secure 

ML to expose model inversion attacks in distributed inference services. In contrast, the current study 

offered privacy by design, reducing the need for probing by utilizing federated learning so that sensitive 

data remains in situ and only model updates are shared, reducing the attack surface.  

Rezaei and Liu (2021) study proposed a scalable auditing framework to analyze differential privacy (DP) 
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defenses in machine learning models, showing that there are conditions where DP could not protect your 

privacy in practice. The current study did not rely solely on DP, but employed a hybrid solution approach 

that combines federated learning, through secure communication protocols across microservices, in order 

to achieve a scalable and privacy-preserving framework and address the limitations expressed in Rezaei 

and Liu's framework. Nasr et al. (2019) presented the Privacy Meter tool to assess membership inference 

risks in ML models, which provided valuable insights into model vulnerabilities. Unlike Nasr et al., the 

current study focuses on proactive privacy mitigation through federated learning, avoiding centralized 

data aggregation and consequently reducing inference risk from the outset. 

Melis et al. (2019) demonstrated vulnerabilities in federated learning to gradient-based inference attacks. 

This study addresses those concerns by deploying federated learning with secure aggregation and modular 

design via Flower and TensorFlow in microservices, thereby limiting potential exposure to raw gradients. 

Additionally, McMahan et al. (2017) pioneered the Federated Averaging (FedAvg) algorithm for 

decentralized training with reduced communication overhead, which the current study adopts and extends 

by integrating FedAvg into a containerized, scalable microservices infrastructure, ensuring fault tolerance 

and synchronization, key challenges in real-world systems. 

Bonawitz et al. (2019) focused on scaling federated learning through secure aggregation, addressing 

device availability and network issues. While their work emphasized edge devices, the present study 

applies these concepts to microservices, introducing new deployment challenges and solutions for modular 

environments. Abadi et al. (2016) employed DP-SGD for privacy-preserving deep learning, yet 

acknowledged trade-offs in accuracy and privacy.  

Moreover, researchers have shown the use of homomorphic encryption (HE) in studies that examined the 

CryptoNets model (Gilad-Bachrach et al. 2016) that allowed inference using encrypted data but at a high 

computational cost resulting in limited scalability. In this paper, we shift the focus from these 

computationally expensive constructs and emphasize efficiency and scalability by leveraging FL and 

secure communications rather than HE. Bogdanov et al. (2016) examined secure multi-party computation 

(SMPC) and hybrid FL-DP models and provided an overview looking at the tradeoffs between privacy, 

utility, and performance. This study further advances the literature on FL-DP models. The contribution 

discussed here is a hybrid, microservices model that incorporates FedAvg into Flower, using TensorFlow, 

that effectively balances privacy and system performance.  
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The current study advances the literature by deploying a federated learning system in a microservices 

architecture using FedAvg, Flower, and TensorFlow, addressing real-world deployment issues such as 

scalability, fault tolerance, synchronization, and secure communication. Unlike previous studies that focus 

on theoretical models, privacy auditing, or evaluation frameworks, this study contributes practical, 

scalable solutions for privacy-preserving machine learning in dynamic, modular environments. 

iii. To Evaluate the Performance of the developed model. 

When evaluating the effectiveness of the proposed federated learning model, the results of the five training 

rounds consistently improved the key performance indicators of this machine learning model. The 

accuracy increased from 76.0% at round 1 to 87.7% at round 5, which demonstrated a strong learning 

curve delivered by the FedAvg aggregation algorithm. In addition to accuracy, the loss decreased from 

1.0183 to 0.8908 indicating that predictive reliability improved, and the model was able to better optimize 

for the successive rounds of training. Additionally, precision remained high in all five rounds achieving 

results between 0.8148 to 0.8496 indicates a strong ability to minimize false positives in the precision 

model. The F1-score, a metric to balance precision and recall increased from 0.5946 to 0.6602. The Area 

Under the Curve (AUC) also increased from 0.8840 to 0.9270, which indicates that the classifier improved 

confidence and scores improved class separability. The results indicated not only that federated learning 

is a good solution for maintaining model performance, but a stable system that avoided client failures or 

communication failures during training phase. 

The findings from this study demonstrated a notable advancement in both model performance and system-

level robustness when compared to previous privacy-preserving machine learning studies. For instance, 

Bogdanov et al. (2016) focused on secure multi-party computation (SMPC) to analyze tax data while 

ensuring privacy. Although they reported acceptable accuracy, their evaluation noted trade-offs in 

computational efficiency due to cryptographic overhead. In contrast, this study, leveraging federated 

learning without heavy cryptographic methods, achieved 87.7% accuracy with low computational latency, 

benefiting from the lightweight nature of FedAvg and Flower. Similarly, Abadi et al. (2016) introduced the 

differentially private stochastic gradient descent (DP-SGD) algorithm and observed accuracy degradation at 

high privacy levels; models trained with strong differential privacy often achieved less than 80% accuracy 

on datasets like MNIST. By comparison, this study maintained accuracy above 87% without privacy-

induced degradation, demonstrating that federated learning can effectively preserve both privacy and model 

utility, particularly in microservice-based deployments.  
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Additionally, Bonawitz et al. (2019) evaluated federated learning at scale, emphasizing scalability and 

secure aggregation, with a focus on client participation rates and system throughput in mobile environments. 

While this study operated on a smaller scale, it highlighted a containerized microservice architecture, 

emphasizing asynchronous update handling, fault tolerance, and communication efficiency. Importantly, the 

system demonstrated complete stability with no client failures across all rounds, ensuring high reliability. 

Furthermore, McMahan et al. (2017), in introducing the FedAvg algorithm, demonstrated effective 

convergence and communication efficiency, achieving accuracy around 88% on MNIST within a limited 

number of rounds. Similarly, this study attained 87.7% accuracy by round 5, validating the robustness of 

FedAvg in alternative deployment environments—specifically within a modular, scalable microservices 

infrastructure. Unlike McMahan’s work, however, this study also monitored system-level metrics, including 

fault tolerance and communication reliability, offering a broader and more practical perspective on real-

world deployment. 

 

6.2 Contribution of the Study 

This study contributes significantly to the fields of machine learning, privacy preservation, and distributed 

systems by presenting a practical and scalable implementation of federated learning using a containerized 

microservices architecture. One of the core contributions lies in demonstrating how a federated learning 

model can be efficiently deployed and managed in a modular system, enhancing scalability, fault 

tolerance, and communication efficiency. Unlike many prior studies that focus primarily on model 

accuracy or privacy metrics in isolation, this study integrates system-level performance evaluation 

highlighting the importance of deployment environments in the success of federated systems. 

Further, the study enhances the knowledge on the effective implementation of federated averaging 

(FedAvg) in real-world settings without compromising the effectiveness of the model. The research offers 

compelling support for the practical application of federated learning in settings where data privacy, 

system robustness, and computational efficiency have equal importance by establishing a high model 

accuracy (87.7%) while maintaining complete system stability and zero client failure rates. The study 

provides a repeatable and adaptable deployment framework, leveraging containerization tools such as 

Docker and the Flower framework, which can be used in a wide range of disciplines, including healthcare, 

finance, and IoT, where a focus on data privacy and real-time analytic capabilities are crucial for success. 
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For infrastructure innovation, the study makes the case that not only can you contribute to theory, but offer 

a practical playbook for practitioners to implement privacy-aware, scalable machine learning systems in 

contemporary IT infrastructures. 

6.3 Limitations of the Study 

While this study presents valuable insights into the implementation of federated learning using a 

containerized microservices architecture, several limitations should be acknowledged. Firstly, the study 

focused primarily on a controlled experimental setup with a limited number of clients and a simulated 

network environment. As such, the performance of the federated system under large-scale deployment 

with hundreds or thousands of clients, varying network latencies, and heterogeneous hardware resources 

was not fully explored. This may limit the generalizability of the results to real-world applications where 

such variability is common. 

In addition, the research faced the challenge of a lack of real-world datasets that are usable by federated 

learning and representative of the heterogeneity existing in a practical setting. Due to issues of privacy 

and access to data, the research relied on simulated datasets that may not properly capture the variability 

and complexity of real-world data distributions. This constrained the ability to evaluate model 

performance and robustness against a variety of data states that are typically considered in real-world 

settings such as using non-IID (non-independent and identically distributed) data distributions.
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Chapter 7: Conclusions and Recommendations 

7.1 Conclusions 

This study succeeded in designing and implementing a federated learning system in a containerized 

setting, with the goal of solving significant limitations in data privacy, scalability, and modularization of 

the system. The performance assessment demonstrated that the proposed system produced acceptable 

accuracy, latency, and utilization across a variety of experimental settings, even in non-independent and 

identically distributed (non-IID) data environments. This study contributes to the growing research area 

in machine learning distributed systems, with a demonstration of the feasibility and potential impact of 

using containerized microservices to deploy federated learning in real-world applications. In addition, the 

findings provide a foundational benchmark for future research toward scaling federated learning systems 

and optimizing performance, privacy, and resiliency. 

7.2 Recommendations 

To improve and promote the usability of federated learning, there are a couple of key recommendations. 

First, organizations and institutions that implement federated learning should make strong investments in 

computing infrastructure as federation facilitates the distributed nature of the training of models. This 

would require the incorporation of appropriate edge devices, upgrade server capacities, and ensure stable 

internet connectivity to provide sufficient uniform time for update and aggregation of the models. 

Sufficient space and computing power will optimize model performance and reduce latency of federated 

learning systems.  

Second, federated learning frameworks considering privacy-preserving mechanisms should be accounted 

for while handling sensitive information. Organizations should seriously consider employing techniques 

such as, but not limited to, differential privacy, homomorphic encryption, and secure multiparty 

computation mechanisms, and therefore ensure that there is no transmission and therefore exposure of any 

raw data at any point in the training of the models or federated learning processes. Next, organizations 

should consider instituting comprehensive practices on ownership of data, rights to access data systems, 

and adherence to regulatory processes, such as General Data Protection Regulation (GDPR) and Health 

Insurance Portability and Accountability Act (HIPAA) guidelines for themselves as well as those of 
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stakeholders to ensure facilitation of trust and support for the implementation pf federated learning 

processes. 

Third, standardization and interoperability should be prioritized to facilitate the seamless deployment of 

federated learning across diverse environments. Establishing universally accepted protocols, model 

formats, and communication standards will enable different devices and platforms to collaborate 

effectively. Furthermore, adopting federated learning frameworks that support heterogeneous data sources 

and varying computational capacities will enhance scalability and applicability across industries, from 

healthcare and finance to smart cities and edge computing applications. 

Lastly, optimizing communication efficiency in federated learning is crucial to reducing bandwidth 

consumption and improving real-time responsiveness. Implementing techniques such as model 

compression, gradient sparsification, and asynchronous updates can significantly minimize the 

communication burden between clients and central servers. Additionally, leveraging federated averaging 

with adaptive update strategies can help maintain model accuracy while reducing unnecessary data 

transmissions. By focusing on these optimizations, federated learning can become more practical and cost-

effective for large-scale deployments. 

7.3 Future Research Works 

Future studies should target the design of advanced probing techniques for machine learning-based 

systems in a microservices architecture. There is a need for AI-driven probing tools capable of conducting 

real-time privacy risk assessments, which would enable timely detection and mitigation of privacy 

violations as they occur. Additionally, exploring adaptive privacy mechanisms is essential. Context-aware 

privacy protection strategies that can dynamically adjust based on the specific microservices environment 

will be critical to ensuring optimal data security. Equally important is to explore dynamic privacy budget 

allocation techniques across distributed system, to help balance tradeoffs between privacy and 

performance. 

Standardization efforts are another key area for future work. Establishing unified frameworks and 

benchmarking standards for privacy-preserving tools and techniques will facilitate the widespread 

adoption of such technologies across various industries. These standards would also promote consistency, 

interoperability, and best practices in the deployment of privacy-preserving machine learning in 

microservices. Furthermore, cross-domain applications of these techniques should be explored, 
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particularly in sectors where data privacy is paramount, such as finance and healthcare. Integrating 

privacy-preserving machine learning with emerging technologies like blockchain and edge computing 

could open new avenues for innovation, enabling secure, scalable, and efficient data processing in diverse 

and sensitive environments. 
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