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SCHOOL OF COMPUTING AND ENGINEERING SCIENCES 

BACHELOR OF SCIENCE IN COMPUTER NETWORKS AND CYBERSECURITY 

CNS 4203: CYBER LAW 

END OF SEMESTER EXAM  

Date: 8th December 2023                                              Time: 15:30-17:30 

Instructions: 

1. This Examination consists of FIVE questions 
2. Answer Question ONE (COMPULSORY) and any other TWO questions. 

 
Question One 

A. Explain any five key areas of Data Protection Act in Kenya.   (10 Marks) 
B. Briefly discuss the relationship between Global compliance in data protection with positive 

international business reputation.             (5 Marks) 
C.  A client started a business in the provision of pension software in 2017. He has come to 

you seeking advice on key areas to observe under the Data Protection Act 2019 and its 
Regulations.  
          (15 Marks) 

 
Question Two 
 
By referring to any relevant examples, discuss the relevance of consent in digital marketing and 
what the regulators have put in place to protect subjects from unsolicited marketing.  

(15 Marks) 
 
 

Question Three 
 

A. Discuss the Constitutional basis for data protection.     (10 Marks) 
B. In your opinion, is it correct to say that the constitutional basis of Data protection and data 

protection laws is supreme?        (5 Marks) 
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Question Four 
 

A. Explain the relationship between domain rights in copyright & trademarks to 
cybersquatting.        (8 Marks) 

B. Describe the Role of the data Protection officer as provided for in the Data Protection Act  
(7 Marks) 

 
 
 
Question Five 
 

A. By referring to relevant examples, analyze the role that law plays generally in prevention 
of cybercrimes.             (10 Marks) 

B. In your opinion, are the sentences imposed upon conviction deterrent enough? (5 Marks) 
 

 

 


