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Abstract

This dissertation investigates how machine learning algorithms can be harnessed to strengthen
electoral integrity by proactively detecting anomalies in voting data. Motivated by recurrent
concerns about fairness and transparency in Kenya’s electoral processes, the study applies a data-
driven approach to uncover patterns indicative of irregularities such as mismatches between
registered voters and votes cast, suspicious voting turnouts, and inconsistencies in valid and invalid
ballots. To model and test the detection framework, historical electoral data from Israel (1996-
2015) was used as a proxy due to its completeness and availability. The research followed the
CRISP-DM methodology, encompassing phases of data understanding, preprocessing, algorithm
training, and system deployment. The Isolation Forest algorithm, known for its unsupervised
anomaly detection capabilities, was selected and adapted for the electoral context. The model
successfully flagged 9,856 data points as anomalous across various election cycles, validating its
applicability. To enhance usability, the algorithm was integrated into a Streamlit web application
designed for interactive analysis, visualization, and stakeholder engagement. Through this
deployment, electoral practitioners can upload datasets, visualize irregularities, and download
reports in real time. The study contributes to the growing body of research on Al in public
governance by presenting a practical, replicable model for anomaly detection in elections. It also
proposes governance policy recommendations for adopting such tools in the Kenyan context, with
the ultimate goal of fostering fairer, data-informed electoral oversight.
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Chapter 1: Introduction

1.1 Background of the study

1.1.1 Technological Transformation in Democratic Discourse

Elections are fundamental to democratic governance, serving as a direct expression of the public's
will. However, the integrity of electoral processes has increasingly come under scrutiny due to the
potential for irregularities, fraud, and manipulation. In response, researchers and policymakers are
exploring advanced technological solutions to safeguard election credibility. Among these,
Machine Learning (ML) and Artificial Intelligence (Al) have emerged as powerful tools in
identifying and mitigating electoral anomalies (Chandola et al., 2009; Ahmed et al., 2016).
Anomaly detection, a branch of ML, focuses on identifying rare patterns or outliers that deviate
significantly from the majority of data. This approach has been successfully employed in various
domains such as fraud detection (Bolton & Hand, 2002), cybersecurity (Patcha & Park, 2007), and
healthcare diagnostics (Pimentel et al., 2014). Notably, models like the Isolation Forest (Liu et al.,
2008) have demonstrated exceptional performance in detecting outliers within large and complex
datasets. However, their application in electoral systems, where data complexity and subtle
irregularities pose significant challenges, remains underexplored. In the electoral context, irregular
voting patterns can signal potential fraud or administrative errors. Traditional methods for
detecting such anomalies often rely on manual auditing and statistical sampling, which are labor-
intensive and prone to human error (Levine & Lopez, 2018). The introduction of ML models offers
a scalable, data-driven alternative capable of automatically identifying suspicious patterns in vast
datasets, enhancing the transparency and reliability of elections (Binns, 2018).

Despite the promising capabilities of machine learning (ML) in anomaly detection, a research gap
persists in its tailored application to electoral systems, particularly in politically sensitive contexts
like Israel. While ML models have gained traction in sectors such as finance, cybersecurity, and
healthcare, their adaptation to election anomaly detection remains underexplored (Chandola et al.,
2009; Chalapathy & Chawla, 2019). Recent works by Xing et al. (2020) and Mushkin & Peleg
(2019) have demonstrated the potential of applying ML in elections, highlighting the need to

further refine these techniques for robust detection of fraudulent activities and irregularities.



This study contributes to filling this gap by examining Israeli election data and deriving lessons

applicable to electoral systems in emerging democracies like Kenya.

1.1.2 Impact of Al on Political Dynamics in Western Nations

In the realm of decision-making, artificial intelligence (Al), particularly machine learning, has
emerged as a formidable force, significantly impacting electoral processes worldwide. Its
applications have redefined how citizens interact with political information, reshaping the
dissemination, consumption, and sharing of content (Tucker, Theocharis, Roberts, & Barbera,
2017). The intricate interplay between machine learning algorithms and the vast reservoirs of data
available on social media and online platforms has become a defining characteristic of
contemporary political landscapes (Bennett & Livingston, 2018). Leveraging Al for content
organization has enabled platforms to provide users with dynamic, personalized experiences,
fundamentally altering the dynamics of modern information dissemination (Ferrara, 2020).

Globally, the integration of ML algorithms for anomaly detection in elections has gained
significant momentum. In the United States, ML models have been used to analyze voter
registration data to detect duplicate registrations and inconsistencies, thereby improving voter roll
accuracy (Chawla & Davis, 2010). Additionally, social media platforms have employed ML
techniques to monitor and limit the spread of misinformation during election periods, mitigating
the risk of voter manipulation. European countries have similarly incorporated ML algorithms into
their election monitoring frameworks. For example, advanced anomaly detection systems have
been used to identify irregular voter turnout patterns in specific regions by combining demographic
data with voting records (Aggarwal, 2015). These proactive measures have bolstered the

transparency and accountability of democratic processes

1.1.3 Impact of Al on Political Dynamics in Africa

The impact of Al and machine learning technologies is not confined to Western nations; it has
made inroads into the African continent, shaping political events and movements. The role of Al
in the "Arab Spring"” in Tunisia, where algorithms were employed to coordinate and catalyze
political change, serves as a stark example. The influence of these technologies extends beyond
geopolitical boundaries, challenging the traditional paradigms of political engagement and

activism (Malevolent Soft Power, Al, and the Threat to Democracy, 2018).



Within the African context, the rising internet penetration has provided a platform for the
confluence of Al and political processes. The 2017 elections in Kenya witnessed the use of Al and
machine learning to disseminate information, both authentic and misleading, across various
geographic areas and political fronts. The increasing prevalence of social media participation
during the election period amplified existing conversations, with voters receiving tailored
messages based on sophisticated big data and machine learning forecasts. This personalized
approach, varying according to individual susceptibility to different arguments, underscored the
nuanced ways in which technology influences political narratives (Polonski, 2017).

In navigating the intricate landscape of Al in politics, the examination of misinformation becomes
imperative. Rebekka Rumpel, a research assistant at the Chatham House think tank, emphasizes
the challenge of assessing the impact of "misinformation™ on voters and their choices. During the
lead-up to the August 2017 elections in Kenya, numerous websites and campaign advertisements
faced scrutiny for employing scare tactics to sway votes. The common thread among these online
platforms and advertisements was the integration of Al and machine learning systems, adding a
layer of complexity to the dynamics of political information dissemination (Cambridge Analytica
and Its Role in Kenya 2017 Elections, 2018).

1.1.4 Anomaly Detection in Electoral Processes

Anomaly detection techniques have proven invaluable in domains where accuracy and reliability
are critical. Chandola et al. (2009) emphasized the effectiveness of these methods in identifying
fraudulent behaviors across various industries. In electoral systems, anomaly detection can be
pivotal in identifying and preventing electoral fraud, irregular vote counts, and unusual voting
patterns that could undermine election outcomes. The Isolation Forest algorithm, introduced by
Liu et al. (2008), is particularly effective for analyzing large electoral datasets due to its efficiency
in identifying outliers without requiring labeled data. Its suitability for detecting subtle yet
impactful anomalies makes it an ideal choice for analyzing voting patterns and detecting

irregularities in elections.



1.1.5 The Aim of the Study

As Al continues its relentless progression in global politics, sophisticated machine learning-based
voter analytics tools and big data are expected to play an enduring role in campaign management.
The fusion of technology with political campaigns has become so pervasive that disconnecting
from the internet, avoiding online shopping, and abstaining from social media applications seem
to be the only means of evading the influence of skilled software developers surreptitiously
incorporating Al-powered strategies into daily political activities (Berkowitz & Obama's, 2020).

The primary aim of this study is to investigate the effectiveness of machine learning algorithms,
specifically the Isolation Forest algorithm, in detecting anomalies within Israeli electoral data from
1996 to 2015. The insights gained from this analysis will serve as a basis for adapting and applying

these techniques to the Kenyan electoral system to improve transparency and electoral integrity.

1.2 Problem statement

Kenya's electoral processes had been marred by recurring instances of fraud, misinformation, and
irregular voting patterns, which significantly eroded public trust in democratic institutions. Despite
the adoption of various technological interventions, the identification and mitigation of anomalies
in election data remained limited and insufficient. Existing research primarily focused on general
anomaly detection without addressing the specific complexities of Kenya's electoral system,
leaving a critical gap in ensuring the credibility and transparency of elections (Cybersecurity in
Elections, 2019). Irregularities such as sudden spikes in voter turnout, discrepancies in vote counts,
and irregular registration patterns continued to compromise the integrity of election outcomes.
These anomalies were often subtle and embedded within vast datasets, making their detection
challenging with conventional methods. Additionally, existing machine learning models had not
been adequately adapted to address Kenya's unique electoral dynamics, limiting their effectiveness
in identifying and mitigating fraudulent activities (Assibong et al., 2020).

To address this pressing issue, the study proposed the adaptation and refinement of the Isolation
Forest algorithm, a robust anomaly detection model, to analyze electoral data. The Isolation Forest
algorithm had been recognized for its efficiency in detecting anomalies within large datasets by

isolating observations that were few and different (Liu et al., 2008).



Israeli election data from 1996 to 2015 served as a benchmark for developing and testing the
model, providing insights into how similar techniques could be applied to Kenya’s elections.
Furthermore, the deployment of an interactive, user-friendly web-based platform bridged the gap
between theoretical research and practical application, offering election stakeholders timely and
actionable insights into potential anomalies. By addressing these challenges, the study aimed to
contribute to strengthening Kenya's electoral integrity, enhancing transparency, and restoring

public confidence in the democratic process (Serbanescu, 2021).

1.3 Objectives

1.3.1 Main Objective

The main objective of this research is to investigate and refine machine learning algorithms for
effective detection of electoral anomalies in Kenyan elections, contributing to transparent and

credible electoral processes.

1.3.2 Specific Objectives

1. To identify and classify common types of election anomalies in Kenya.
2. To adapt and evaluate machine learning algorithms for detecting electoral anomalies.
3. To propose governance policies for mitigating electoral anomalies in Kenya.

1.4 Research Questions

1. What are the common types of electoral anomalies observed in Kenyan elections, and how
can they be systematically identified and classified?

2. How can machine learning algorithms, particularly Isolation Forest, be adapted and
evaluated to effectively detect electoral anomalies in the Kenyan context?

3. What governance policy recommendations can be developed from the findings of anomaly

detection to enhance transparency and integrity in Kenya’s electoral processes?



1.5 Scope of the study

The scope of this study was designed to comprehensively analyze and address the multifaceted
anomalies inherent in the Kenyan electoral system. Central to this research was a detailed
examination of various irregularities and discrepancies that could occur throughout the electoral
process. These anomalies included discrepancies between the number of registered voters and
actual votes cast, inconsistencies in valid and invalid votes, and irregularities in voter registration
processes that might have compromised the integrity of election outcomes. To enrich this analysis,
the study incorporated a comparative approach by utilizing Israeli electoral data from 1996 to
2015. This dataset served as a benchmark to identify and understand similar patterns of electoral
irregularities, offering valuable insights into how machine learning models performed in diverse
electoral environments. By comparing Kenyan and Israeli election data, the research aimed to
adapt successful anomaly detection methods to the Kenyan context, enhancing the relevance and
accuracy of findings. Additionally, the study explored existing machine learning algorithms, with
a focus on adapting and refining them for effective anomaly detection in Kenyan elections. The
use of algorithms such as the Isolation Forest was critically examined for their capacity to identify

patterns, detect irregularities, and flag potentially fraudulent activities within electoral data.

Beyond the technical dimension, the study contextualized identified anomalies within Kenya's
unique socio-political landscape. It considered historical precedents, cultural dynamics, and
institutional frameworks that might have contributed to or mitigated electoral irregularities. This
comprehensive approach enabled a nuanced understanding of the factors influencing election
integrity in Kenya. The study further sought to bridge the gap between theoretical insights and
practical applications by proposing evidence-based governance policies for anomaly mitigation.
These recommendations were informed by empirical analysis and aimed to strengthen voter
registration protocols, enhance polling procedures, and improve oversight mechanisms. The
overarching goal was to foster greater transparency, fairness, and public trust in Kenyan electoral
processes. By integrating a comparative analysis with Israeli electoral data and combining
technical expertise with socio-political insights, this research aspired to make meaningful

contributions to advancing electoral integrity and democratic governance in Kenya.



1.6 Justification of the Study

Ensuring electoral integrity remains a foundational pillar of democratic governance. Across many
democracies, including Kenya, elections are often marred by challenges such as voter fraud,
misinformation, and irregularities in vote counting. These challenges erode public trust, undermine
political stability, and compromise the legitimacy of elected governments. With the growing
complexity of electoral systems and the increasing digitization of election-related processes, there
is a pressing need for more intelligent, data-driven approaches to detect and mitigate anomalies
that may indicate malpractice. Machine learning (ML) has proven effective in domains such as
fraud detection, finance, and cybersecurity, where massive datasets require intelligent, automated
pattern recognition. Yet, its use in electoral anomaly detection—particularly in African contexts—
remains underexplored. Most existing studies are concentrated in Western democracies, where
political and technological conditions differ significantly from those in countries like Kenya. This
study addresses this gap by exploring how ML models can be adapted and refined for electoral
environments characterized by multifaceted political dynamics and constrained institutional
capacities. To achieve this, the study utilizes Israeli electoral data spanning from 1996 to 2015 as
a testbed for developing and refining an ML-based anomaly detection model. Israel provides a
relevant comparative case for several reasons. First, both Israel and Kenya share characteristics
such as vibrant multiparty democracies, periodic electoral controversies, and ethnopolitical voting
patterns. Second, Israel’s long-standing electronic vote recordkeeping and structured datasets offer
a reliable foundation for training and validating machine learning models. These models are then
evaluated and contextualized to suit the Kenyan setting, where similar anomalies—such as
mismatches in registered voters and actual turnout, or invalid vote spikes—have raised concerns
in past elections. Beyond anomaly detection, this study contributes by proposing governance
policies grounded in evidence-based anomaly insights. These recommendations aim to strengthen
electoral oversight mechanisms in Kenya and to support decision-makers, electoral commissions,
and civil society actors in monitoring election integrity in real time. Moreover, the practical
deployment of the model as an interactive Streamlit-based web application ensures usability by
both technical and non-technical stakeholders. In summary, the study is justified not only by the
novelty of applying machine learning to electoral anomaly detection in Kenya, but also by its
comprehensive methodological framework, real-world deployment plan, and the broader

governance implications that emerge from its findings.
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Chapter 2: Literature Review
2.1 Introduction

This chapter presented a comprehensive examination of the role of machine learning (ML)
algorithms in enhancing electoral processes, with a focus on anomaly detection to safeguard
electoral integrity. The increasing adoption of ML technologies in elections worldwide had
demonstrated promising advancements in improving the accuracy, security, and transparency of
electoral systems. However, challenges such as interpretability, transparency, and algorithmic bias
remained significant concerns. The literature review explored global and regional applications of
ML in elections, highlighting both the opportunities and limitations inherent in their use. Special
attention was given to how anomaly detection models, such as the Isolation Forest algorithm, had
been employed to identify irregular voting patterns and fraudulent activities in various contexts.
The review also investigated how these models could be adapted to address Kenya’s unique
electoral challenges, drawing comparisons from the Israeli election data (1996-2015) to inform
strategies for improving Kenya’s electoral integrity. By synthesizing theoretical frameworks and
empirical studies, the chapter offered a well-rounded understanding of the benefits and risks
associated with integrating ML into electoral systems. The aim was to provide a solid foundation
for advancing reliable, transparent, and secure electoral processes through the strategic application

of machine learning technologies.
2.2 Theoretical literature

The application of machine learning (ML) in electoral systems was rooted in well-established
theoretical frameworks that aimed to enhance the fairness and security of elections. At the core of
this study was anomaly detection, which identified irregular voting patterns that could indicate
fraud or data inconsistencies. Algorithms like the Isolation Forest (Liu et al., 2008) were
particularly effective in isolating unusual data points within vast electoral datasets. Clustering
techniques, such as K-means and DBSCAN, offered valuable insights by grouping similar data
points, making it easier to detect outliers that could reflect irregular behaviour in polling stations
(Jain etal., 1999). Additionally, Natural Language Processing (NLP) had become an essential tool

in analyzing political discourse and spotting misinformation campaigns that could mislead voters.



To further improve the accuracy of anomaly detection, ensemble methods like Random Forests
combined the strength of multiple models to minimize prediction errors (Breiman, 2001).
Meanwhile, advanced approaches like deep learning and neural networks excelled in recognizing
complex, hidden patterns within large datasets, offering a sophisticated means to detect subtle
electoral anomalies (LeCun et al., 2015). By weaving these theories together, the study explored
how machine learning could be harnessed to safeguard electoral integrity, fostering trust and

transparency in the democratic process.

2.2.1 Anomaly detection

Anomaly detection is a critical theoretical framework in data analysis, focusing on identifying
patterns or behaviors that deviate from the norm. In electoral processes, this theory is pivotal in
detecting irregularities such as voter fraud, ballot stuffing, or discrepancies in vote counts that
threaten the integrity of elections. Election officials can use anomaly detection to flag unusual
spikes in voter turnout or discrepancies between registered voters and votes cast. Key studies by
Aggarwal & Sathe (2015) and Chandola et al. (2009) have established foundational approaches in
this field, highlighting how machine learning (ML) algorithms like decision trees, neural networks,
and clustering techniques can detect deviations in large electoral datasets. For example, ML
models may identify abnormal voting spikes in certain regions or detect duplicate voter records,
aiding in early detection of electoral fraud. More recently, Chalapathy & Chawla (2019) introduced
deep learning models such as autoencoders, which have shown substantial improvement in
anomaly detection accuracy. These models can learn intricate patterns in historical election data
and detect subtle irregularities that traditional statistical models might miss. The adaptability and
learning capability of ML algorithms allow them to evolve and improve over time, making them
particularly effective for dynamic electoral environments. Anomaly detection relies on statistical
measures to define normal behavior. One widely used method is the z-score, which measures how
far a data point deviates from the dataset's mean.

The formula is given by:

X—p
(0}
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Where:
X = the observed data point

p = the mean of the dataset



o = the standard deviation of the dataset
This metric standardizes data points, flagging those that fall outside the normal range as anomalies
(Montgomery et al., 2012). The referenced work by Montgomery, Peck, and Vining (2012) serves

as a foundational source for understanding and applying the z-score formula in statistical analyses.

2.2.1.1 Mahalanobis distance in Anomaly Detection
The Mahalanobis distance is a pivotal statistical metric used to measure how far a data point
deviates from a distribution, making it highly effective for detecting outliers in multivariate
datasets (Mahalanobis, 1936). Unlike simpler distance metrics, it accounts for correlations
between variables, providing a more accurate representation of anomalies in complex datasets.
The Mahalanobis distance is calculated using the formula:

D? = (x—wWEZ T x—p
Where:
x = the vector of the data point
u = the mean vector of the dataset
Y= the covariance matrix of the dataset
>1= the inverse of the covariance matrix
(x—p) T = the transpose of the difference between the data point and the mean
In the context of electoral anomaly detection, this metric is valuable for identifying irregularities
across polling stations. For example, a voting precinct with an unusually high deviation in vote
counts or voter turnout can be flagged for further examination. Studies by Ahmed and Ahmed
(2016) applied this method to Pakistan's 2013 general elections, successfully identifying polling
stations with suspicious voting patterns. Similarly, Alomari and Mohammed (2015) developed a
Mahalanobis distance-based algorithm to detect fraud in electronic voting systems, demonstrating
its effectiveness in identifying anomalous votes. These applications highlight how Mahalanobis
distance improves election integrity by systematically identifying irregularities, enabling
authorities to investigate and mitigate electoral fraud.
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2.2.1.2 Isolation Forest

The Isolation Forest algorithm is a tree-based machine learning model designed for effective
anomaly detection by isolating data points that deviate from normal patterns. It works by randomly
selecting features and partitioning data, where outliers are identified as points that require fewer
splits to isolate (Liu, Ting, & Zhou, 2008). This makes it highly efficient for large, high-
dimensional datasets like election data. In electoral analysis, the Isolation Forest algorithm is
particularly useful in detecting fraudulent patterns, such as unusual voting spikes or irregular voter
turnout. For example, Xing et al. (2020) applied this method to Brazilian election data, uncovering
precincts with voting behaviors that deviated significantly from the norm. Similarly, Botev et al.
(2019) demonstrated the algorithm's capability in identifying potential voter fraud in U.S.
elections, detecting anomalies like abnormally high voter turnout and disproportionate support for
specific candidates. By efficiently handling large datasets without relying on predefined fraud
patterns, the Isolation Forest algorithm enhances electoral integrity through proactive

identification of suspicious voting trends.

2.2.1.3 Local Outlier Factor (LOF)

The Local Outlier Factor (LOF) algorithm, developed by Breunig et al. (2000), was a powerful
tool for identifying anomalies by comparing how densely data points were packed relative to their
neighbours. In simpler terms, if a data point was surrounded by far fewer similar points than others
nearby, it raised a red flag. This made LOF especially useful in election data, where subtle
irregularities—such as unexpected surges in voter turnout or inconsistent voting behaviour—could
have gone unnoticed with broader detection methods. For example, during the U.S. presidential
elections, Zaman et al. (2020) successfully applied the LOF algorithm to uncover polling stations
that displayed suspicious voting patterns. Precincts with unusually high LOF scores stood out as
potential hotspots for irregularities, warranting deeper investigation. Similarly, Fathian et al.
(2020) employed LOF to analyze voter behaviour within specific precincts, effectively flagging
voters whose actions deviated significantly from the norm—indicating possible fraudulent
activity. The effectiveness of LOF lay in its ability to pick up on localized, nuanced discrepancies
that larger-scale methods might have overlooked. In the context of elections, this precision was
invaluable. By highlighting subtle anomalies, LOF supported efforts to ensure that every vote

counted fairly, bolstering trust in the electoral process.
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2.2.2 Clustering

Clustering was a widely used machine learning technique that organized data points into groups
based on shared similarities (Tan et al., 2005). In electoral data analysis, clustering helped uncover
meaningful voting patterns by grouping voters according to demographic and geographic factors,
such as age, gender, income, and location. This technique allowed analysts to identify how
different voter groups engaged with the electoral process. For instance, Peng et al. (2018)
effectively applied clustering to study voter behaviour in the 2016 U.S. presidential election. By
grouping voters based on characteristics like age, education level, and income, the researchers
revealed patterns that explained how different demographic groups voted. This insight proved vital

in understanding the influence of socio-economic factors on electoral outcomes.

Clustering also played a critical role in detecting voting irregularities and potential fraud. Unusual
groupings in voting data such as identical voting behaviour across unrelated regions or unusually
high voter turnout in specific areas could have signalled irregularities. Hsu et al. (2008)
demonstrated that clustering could highlight such anomalies, prompting further investigation into
possible electoral manipulation. In Kenya’s electoral context, clustering provided valuable insights
into voter behaviour and regional voting trends. It also helped identify unexpected voting patterns
that might have indicated discrepancies in voter registration or potential election fraud. When
combined with other anomaly detection methods, such as the Isolation Forest algorithm, clustering
enhanced the system's ability to uncover both legitimate voting trends and suspicious activities.
By offering a deeper understanding of voting behaviours and highlighting irregularities, clustering
supported more transparent, secure, and credible electoral processes.

2.2.4 Neural networks

Neural networks, a form of machine learning algorithm outlined by Goodfellow et al. (2016),
excelled at identifying patterns and relationships within extensive datasets, addressing complex
issues. Composed of interconnected nodes and trained using input data to make predictions or
classifications, these networks were inspired by the structure of the human brain and designed to
simulate its problem-solving capabilities. In the realm of election data analysis, neural networks

emerged as powerful tools for detecting potential instances of fraud.
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By analyzing vast and intricate datasets, these models were able to uncover patterns that might
have been overlooked by traditional methods. For example, in a study conducted by Xu et al.
(2019), researchers developed a neural network model specifically designed to identify potential
voter fraud in Brazilian elections. This model was trained on data from previous elections,
allowing it to learn and recognize complex patterns associated with anomalous voting behaviours.
The results demonstrated that the neural network model achieved a high level of accuracy in
detecting anomalous voting patterns indicative of fraudulent activities. By leveraging their ability
to process large-scale and multi-dimensional data, neural networks provided an advanced,
effective solution for safeguarding electoral integrity in complex and dynamic election

environments.
2.2.5 Natural Language Processing (NLP)

Neural networks were powerful machine learning models inspired by the structure and function of
the human brain. They consisted of layers of interconnected nodes (neurons) that processed
complex data to identify patterns and relationships. As Goodfellow et al. (2016) explained, these
models were designed to learn from data, which made them highly adaptable for analyzing large
and intricate datasets. In the domain of electoral data analysis, neural networks demonstrated great
promise in detecting fraudulent activities. For instance, Xu et al. (2019) developed a neural
network model specifically tailored to uncover voter fraud in Brazilian elections. This model was
trained on historical election data and was able to effectively detect unusual voting patterns
indicative of potential fraud, such as unexpected surges in voter turnout or irregular vote
distributions. Neural networks excelled in recognizing subtle and complex relationships within
datasets—patterns that traditional statistical methods might have overlooked. Their ability to
process diverse and multidimensional information, including voter demographics, polling station
data, and turnout rates, enabled them to provide a more comprehensive analysis of election
integrity. In the context of Kenyan elections, neural networks could have played an instrumental
role in identifying sophisticated fraud tactics, such as ballot stuffing or the tampering of voter
records. Additionally, neural networks demonstrated the capability to continuously improve their
accuracy over time by learning from new data. This adaptability made them particularly valuable
for real-time election monitoring and fraud detection, as they could provide ongoing insights and
refine their performance with additional information. The successful application of neural
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networks in other electoral systems underscored their potential for promoting credible and
trustworthy elections on a global scale. Their capacity to detect complex and subtle anomalies,
coupled with their ability to adapt to diverse electoral contexts, highlighted their effectiveness as
a tool for enhancing transparency and fairness in electoral processes.

2.2.6 Ensemble Methods

Ensemble methods in machine learning offered a powerful way to improve prediction accuracy by
combining multiple models. Instead of relying on a single algorithm, these methods merged the
strengths of various models, effectively reducing individual errors and biases (Polikar, 2006). This
collective approach significantly enhanced the overall reliability and performance of the model.
For instance, Wang et al. (2015) demonstrated the effectiveness of Bayesian model averaging in
predicting the 2012 U.S. presidential election. They achieved this by blending data from non-
representative polls and expert opinions, showing how combining different predictive models
could yield more accurate outcomes. Additionally, research conducted by Mohammed and Kora
(2023) underscored the consistent superiority of ensemble techniques such as bagging, boosting,
and random forests over single models in election forecasting. Their findings emphasized that
bagging and boosting exhibited exceptional performance in reducing errors and improving the
precision of predictions. In the domain of election data analysis, ensemble methods proved
particularly valuable for identifying fraudulent activities and detecting voting irregularities. By
integrating models trained on diverse electoral datasets—such as voter registration data, polling
station results, and turnout statistics—these methods were able to uncover complex voting

anomalies that would have been difficult to detect using a single model.

For example, boosting techniques excelled at identifying hard-to-spot irregularities by focusing on
the most challenging cases in the data, while bagging stabilized predictions by reducing variance
and preventing overfitting. The application of ensemble methods to Kenya's electoral data,
combined with Israel's historical election data, could have offered a substantial improvement in
the detection of subtle anomalies. This approach would have significantly enhanced the accuracy
of identifying suspicious voting patterns, such as inconsistencies in turnout rates or discrepancies

in voter registration data. By leveraging the collective strengths of multiple models, ensemble
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methods had the potential to contribute to more transparent and credible elections in Kenya,

ultimately fostering greater trust in the democratic process.
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2.3 Empirical literature

Empirical studies had demonstrated the significant role of Artificial Intelligence (Al) and Machine
Learning (ML) in improving electoral integrity. Ahmed and Ahmed (2016) used the Mahalanobis
Distance technique to detect voter fraud in Pakistan’s elections, where they successfully identified
irregularities in voting patterns. Similarly, Xing et al. (2020) applied the Isolation Forest algorithm
to analyze Brazilian elections and effectively detected voting anomalies indicative of potential
fraud. In the context of Kenya, Polonski (2017) explored the impact of big data and ML on the
2017 elections, where he raised concerns about the influence of misinformation on the electoral
process. These examples underscored the transformative potential of Al and ML in enhancing
transparency and integrity in elections. However, despite these advancements, tailored ML
solutions for African elections remained limited. This gap highlighted the critical need for focused
research to develop models specifically designed to address the unique challenges and

complexities of electoral systems in the African context.
2.3.1 Types of Election Data

Election data was fundamental in applying machine learning (ML) for anomaly detection. This
study utilized Israeli election data from 1996 to 2015 to analyze voter registration, vote counts,
and polling station results. These data points were then compared to Kenya's electoral data to
identify anomalies. The datasets enabled the Isolation Forest algorithm to detect patterns such as
discrepancies in voter turnout or irregular voting behaviour, as discussed by Brady (2019).
However, challenges such as data bias, interpretability, and transparency needed to be addressed
to ensure that the results were accurate and trustworthy. These challenges were emphasized by
Tomeo et al. (2021) and Serbanescu (2021), who highlighted the importance of addressing these
issues to build reliable anomaly detection models and enhance the credibility of electoral analysis.
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2.3.2 Challenges and Solutions in Anomaly Detection for Electoral Integrity

The integration of Artificial Intelligence (Al) and Machine Learning (ML) in electoral processes
presented numerous challenges, particularly in anomaly detection. Irregularities such as voter
fraud, discrepancies in voter registration, and ballot tampering posed significant threats to the
credibility of elections, as noted by Lipton (2018). ML algorithms, such as the Isolation Forest,
were crucial for analyzing complex electoral data, including Israel’s election data from 1996 to
2015, to detect outliers and anomalies that could indicate irregularities. However, these algorithms
encountered challenges related to bias, interpretability, and transparency. Biases in training data
often led to inaccurate anomaly detection, while poor interpretability hindered a clear
understanding of how anomalies were identified, as discussed by Bishop (2006a) and Tomeo et al.
(2021). Additionally, transparency in data handling was essential for building trust in the system,
a factor emphasized by Serbanescu (2021). Addressing these challenges was critical to ensuring
that the model accurately identified electoral anomalies and provided valuable insights for

enhancing the integrity of Kenya’s electoral processes.

2.3.3 Existing ML Algorithms Used in Elections, and Their Strengths and Weaknesses

Various machine learning (ML) algorithms had been applied in electoral analysis for detecting
anomalies, each offering distinct advantages and limitations. Decision Trees were valued for their
simplicity and interpretability in breaking down complex electoral data, as noted by Bishop
(2006a). However, they were prone to overfitting, which limited their ability to generalize across
different election datasets. This drawback made them less effective when analyzing diverse
electoral data, such as Israel’s election results from 1996 to 2015. Support Vector Machines
(SVMs) were employed for handling nonlinear patterns in high-dimensional electoral data, as
highlighted by Bach (2009). Their flexibility allowed them to detect subtle irregularities, but they
required significant computational resources and large datasets for effective training. While SVMs
were less likely to overfit than decision trees, their high computational cost presented a challenge
when scaling to large datasets, such as those involved in national elections. Neural Networks,
modelled after the human brain, excelled at capturing complex relationships in electoral datasets,
as discussed by Liu et al. (2017).
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They were particularly useful in uncovering hidden patterns, but their “black-box” nature made it
difficult to interpret how they detected anomalies. Additionally, neural networks were susceptible
to overfitting if not properly tuned, which limited their reliability in sensitive contexts such as
election integrity. Understanding these strengths and weaknesses informed the choice of
algorithms for analyzing Israel's election data. This knowledge supported the adaptation of models
such as the Isolation Forest, which balanced performance and interpretability, offering practical

solutions for detecting anomalies in Kenya’s electoral system.
2.3.4 Assessing the Performance of Existing Machine Learning Algorithms

Evaluating the performance of machine learning (ML) algorithms was essential to ensuring their
effectiveness in detecting electoral anomalies, as noted by Serbanescu (2021). A significant
challenge in this process was the lack of standardized evaluation frameworks, which made it
difficult to assess and compare the success of models in real-world election scenarios, as
highlighted in Cybersecurity in Elections (2019). To address this challenge, researchers developed
custom metrics that focused on key aspects such as accuracy, scalability, and interpretability, as
discussed by Bishop (2006b). Despite these advancements, limited access to real-world electoral
datasets remained a persistent obstacle, as emphasized by Mohanty et al. (2019). To mitigate this
limitation, techniques such as Generative Adversarial Networks (GANs) and Reinforcement
Learning were employed to simulate realistic election data, which allowed for robust model
testing, as outlined by Tomeo et al. (2021). In this study, the evaluation of the Isolation Forest
algorithm on Israel’s election data from 1996 to 2015 was conducted to assess its reliability in
identifying voting irregularities. The insights gained from this evaluation were intended to guide
its application to Kenya’s elections, ensuring accurate detection of anomalies and contributing to

enhanced electoral transparency and integrity.
2.3.5 Proposal of Governance Policies for Anomaly Mitigation

In light of ensuring transparency, fairness, and security in the deployment of Al and ML for
anomaly mitigation in the electoral process, the formulation of governance policies and regulations
was recognized as imperative. To uphold transparency and accountability, proposed policies

mandated the disclosure of algorithms and data used in the electoral process by election officials.
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Additionally, regulations required independent third-party audits of algorithms to verify their
freedom from bias and errors. Furthermore, the proposed policies necessitated the use of multiple
algorithms and methods by election officials to cross-check and verify results, thereby reducing
the risk of errors and fraud. They also mandated rigorous testing and validation of algorithms
before their application in elections to ensure accuracy and reliability. This ensured that the tools
employed in electoral processes met the highest standards of precision and fairness. In essence,
the overarching goal of the proposed governance policies was to foster responsible and ethical
utilization of Al and ML technologies for anomaly mitigation in elections. These regulations aimed
to safeguard the integrity and legitimacy of the electoral process while effectively addressing

anomalies, thereby promoting public trust and confidence in democratic systems.

2.4 Research Gap

Despite extensive research on Al and ML for anomaly detection in elections, a notable gap existed
in adapting these technologies to Kenya's unique electoral context. Most studies focused on general
algorithm performance but overlooked practical deployment challenges, ethical concerns, and
public trust in Kenya. This gap was critical, as deploying models like the Isolation Forest on Israeli
election data could have provided valuable insights into refining these tools for Kenya’s electoral
system. Addressing this gap was essential for enhancing election integrity, transparency, and
public confidence in Kenya. By tailoring Al and ML technologies to the country’s specific
electoral challenges, researchers aimed to bridge this critical divide and contribute to more credible

and trustworthy elections.

2.5 Conceptual Framework

The study focused on electoral anomalies as the predictable variable (dependent variable). These
anomalies included discrepancies in voter registration, irregularities in valid and invalid votes,
unexpected voter turnout rates, and suspicious patterns in vote counts, all of which posed
significant threats to the integrity of electoral processes. To explain these anomalies, several
explainer variables (independent variables) were identified. Registered voters, representing the
total number of eligible voters, provided a baseline for analyzing voter turnout and engagement.

Votes, indicating the total number of ballots cast, were crucial for evaluating participation levels.
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Valid votes, encompassing ballots correctly filled out and counted, were used to assess the integrity
of the voting process. Invalid votes, reflecting ballots rejected due to errors or irregularities,
highlighted potential procedural or voter-related issues. Additional variables included election
context features, such as socio-political factors, administrative processes, and cultural dynamics
that influenced voting behaviour. The study also incorporated ML model features, such as anomaly
thresholds, contamination rates, and the choice of algorithms like the Isolation Forest, which were
instrumental in detecting irregularities. Finally, hhistorical election data from Israel, covering the
years 1996 to 2015, provided a valuable foundation for comparison. By analyzing trends and
patterns in this dataset, the study aimed to adapt and refine anomaly detection methods for Kenya’s

unique electoral challenges, contributing to more reliable and transparent election processes.
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Explainer Variables

Registered Voters

Total number of eligible voters.
Changes in voter registration
trends over time (e.g., spikes or
declines in registration rates).
Regional distribution of registered
voters.

Votes Cast

Total number of ballots submitted by
voters.

Turnout percentage relative to
registered voters.

Distribution of votes across regions
or polling stations.

Machine Learning
Algorithms

Predictable Variable

Valid Votes

Number of ballots correctly filled
out and counted.

Proportion of valid votes relative to
total votes cast.

Regional variations in the
percentage of valid votes.

Invalid Votes

Number of ballots rejected due to
errors or spoilage.

Proportion of invalid votes relative
to total votes cast.

Distribution of invalid votes across

v

e Isolation
Forest

e Support
Vector
Machines
(SVMs)

e Clustering
Algorithms
(e.g., K-
Means,
DBSCAN)

e Ensemble
Methods (e.g.,
Bagging and
Boosting)

Figure 2. 1: Conceptual Framework
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Detection of Electoral Anomalies

e Discrepancies in voter
registration.

e Unexpected spikes or dips in
voter turnout.

e lrregular patterns in valid and
invalid votes.

e Suspicious vote counts
exceeding registered voters.




Chapter 3: Methodology

3.1 Introduction

The methodology aimed at examining voting behavior anomalies in Israeli elections from 1996 to
2015. This process involved a systematic approach encompassing data collection, preprocessing,
exploratory data analysis (EDA), modeling selection and training, model evaluation, and model
deployment. The objective was to detect and understand patterns of anomalies in the Israeli

electoral process.

3.2 Research design

The research design followed the Cross-Industry Standard Process for Data Mining (CRISP-DM)
model, providing a structured and systematic methodology tailored to the unique challenges of
advancing electoral integrity through machine learning. The process was broken down into several
key stages:

3.2.1 Business Understanding

The study aimed to specifically focus on detecting and mitigating anomalies within Israeli
elections results from 1996 to 2015. In this phase, the emphasis was placed on how machine
learning models could be employed to enhance electoral integrity by enhancing the ability to

identify abnormal voting patterns and behavior (Bishop, 2006).

3.2.2 Data Understanding

This involved obtaining the dataset. The dataset was obtained from various sources, including
publicly available repositories such as votes21.bechirot.gov.il, votes20.gov.il, and votes19.gov.il.
Data from the Central Elections Committee of Israel was also used. The data included 60,073 rows
and 105 columns including the important factors regarding the voter turnout and the registered

voters with the overall electoral outcomes.

3.2.3 Data Preparation:

During this phase, the dataset underwent cleansing and preprocessing to address missing values,
inconsistencies, and data types. To handle missing values, the Simplelmputer tool was used, as it

is widely adopted method for dealing with incomplete data (Xiaoyuan et al., 2008).
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The Simplelmputer was configured with the strategy parameter set to 'most_frequent’, indicating
that missing values would be replaced with the most frequently occurring value in each column
(Kotsiantis et al., 2007, 3-24). Additionally, a duplicate column check was performed using the
duplicate function () to identify redundant or overlapping columns. Fortunately, no duplicate

columns were detected, ensuring that the dataset remained coherent and ready for analysis.

3.2.4 Exploration Target Identification

Four critical variables were identified as targets for exploration: Registered_voters, votes,
invalid_votes, and valid_votes. These variables are basic antecedents of voting and were used as
initial measures of either presences or absences of abnormality in data. Defining these target
variables assisted in the analysis process because it provided direction for the investigation of the

research questions and nothing was left to chance.

3.2.5 Modeling

The Isolation Forest algorithm was selected and employed as the primary anomaly detection
method. As an unsupervised machine learning model, this algorithm is particularly effective in
identifying outliers in large, complex datasets. Key features, such as Registered_voters, votes,
invalid_votes, and valid_votes, were used to train the model. The model's objective was to detect
irregular voting patterns that could indicate potential electoral anomalies.

3.2.6 Evaluation

The performance of the Isolation Forest model was checked with the help of several anomaly
detection measures about precision, recall as well as F1 score. These metrics were useful to
evaluate the model’s performance in the detection of real outliers without having inflated false

positive rates.
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3.2.7 Deployment

Once the model was trained and its performance was determined, the final model was integrated
into a simple web interface using Streamlit. This deployment enabled users to complete further
operations on the model, including inputting new data as well as visualizing the outcomes of the
anomaly detection. It was to ensure that the general public and the researchers had equal access to
the results practiced in electoral integrity (Mohanty et al., Electoral Integrity in the Digital Age).

This structured approach, aligned with CRISP-DM, aims to contribute significantly to advancing

electoral integrity through the effective use of machine learning algorithms.

Business

under under

Data
preparation

il

Modeling

Deployment

-+ Evaluation

Figure 3. 1 CRISP-DM Model by Hotz (2018)
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3.3 Data loading and Inspection

The dataset containing Israeli election results from 1996 to 2015 was sourced from publicly
available repositories. The process of loading the dataset commenced by specifying the file path
and encoding method to ensure accurate reading of the CSV file containing Israeli election results
spanning from 1996 to 2015. (Mushkin & Peleg, 2019). The file was loaded into a DataFrame
named df1 using the pandas library's read_csv () function. This step was crucial in establishing the
foundation for subsequent data analysis and exploration. The resulting DataFrame comprised
60073 rows and 105 columns, providing a comprehensive dataset for in-depth examination and
analysis. Upon successful loading of the dataset, a meticulous inspection was conducted to
ascertain its dimensions and structural characteristics. The DataFrame's shape attribute was
utilized to retrieve the number of rows and columns, revealing crucial insights into the dataset's
size and complexity. Subsequently, attention was directed towards identifying and addressing
missing values within the dataset. Simultaneously, the presence of missing values across various
columns was identified using the isnull () function. This crucial step highlighted potential gaps in

the data that needed to be addressed to ensure its integrity and reliability.

3.4 Data Preprocessing

To handle these missing values, a systematic approach was adopted using the Simplelmputer class
from the scikit-learn library. The Simplelmputer is a common tool used to handle missing values.
(Xiaoyuan et al., 2008, 1-15). The Simplelmputer was instantiated with the strategy parameter set
to 'most_frequent', indicating that missing values would be replaced with the most frequently
occurring value in each column. This strategy was chosen to minimize data loss while ensuring
that the imputed values accurately reflected the dataset's underlying distribution.

Subsequently, the imputer was fitted to the dataset using the fit () method, allowing it to learn the
most frequent value for each column. Once fitted, the imputer was applied to the dataset using the
transform () method, replacing missing values with the learned most frequent values.

By inputting missing values with the most frequent values, potential gaps in the data were
effectively addressed, preserving the dataset's integrity and reliability. This approach ensured that
subsequent analyses and interpretations would be based on a complete and representative dataset,
facilitating more accurate insights and decision-making. Additionally, data accuracy plays an

important role in any data analysis process especially when working with large amounts of data
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using important information such as the results of an election (Bishop, 2006). A major step in this
process is the checking of duplicate columns in the dataset and this can be a disaster due to effects
such as redundancy on the analysis. It is important to check the presence of duplicate or similar
columns mainly because slightly different attributes usually result in biases or inaccurate
interpretations with the deterioration of the credibility of the results (Kotsiantis et al., 2007, 3 -
24). For this purpose, the duplicated () function has been applied to find out whether there are any
columns with the same name or content. In a very organized manner, the columns were examined
in order to ascertain whether there were any replicative or similar elements. Fortunately, no
columns are found to be having the same name which is a sign of a good dataset. This step helped
in making sure that the dataset is meaningful and suitable for the next step of the detailed analysis,
based on prior studies that underlined the role of data quality in effective ML implementation. This
rigorous verification helped build more trust in the dataset, and subsequent analysis could then be

done without obsession with useless or incorrect data (Serbanescu, 2021, 105-128).

3.5 Feature Engineering and Scaling

3.5.1 Exploration Target Identification

Feature engineering was employed to generate new, informative variables that could enhance the
model’s performance. It was crucial to find the method of structuring the exploration and analysis
process which the identification of key target variables allowed. In this study, four primary
variables were identified as exploration targets: Registered voters, votes, total invalid votes and
total valid votes. These variables had been some of the basic variables that would help in
understanding the electoral roles and the credibility of the election. Registered_voters represented
the number eligible voters for a particular electoral region in order to have a benchmark for
evaluating the level of the voter turnout and the level of voter turnout engagement as well.

Votes referred to the number of votes including in the total number of ballot papers, number of
vote castings and voter’s participation. Invalid votes underscored existent disparities in the voting
exercise since it photographed those ballots that were rejected on grounds of irregularities,
mistakes and the likes. Valid_votes were the votes which affected the results of the elections. This
was important to gain the total number of electoral results and identifying the difference between

the cast and the counted votes for anomaly detection. (Kehinde, 2024, pp. 1-16)
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3.6 Data Visualization.

To facilitate a deeper understanding and interpretation of the data, a combination of line and scatter
plots was employed to explore the dataset's key variables: Registered_ voter, votes, invalid_votes
and valid_votes respectively. These visual depictions are useful in showing patterns, relationships
and outliers regarding the election results thus making it easy to analyze the findings from the

voting dataset.

3.6.1 Line Plots

Line plots were made to compare the trends in Registered_voters, votes, invalid votes and valid

votes across the different years.

3.6.2 Scatter Plots

A tool used in this study was the scatter plots for testing purposes to determine correlations
between variables. The objective was to determine the relationships that may exist between
Registered_voters and other important factors including votes, invalid_votes and valid_votes.

3.6.3 Correlation Heatmap

In order to compare the degree of relatedness between different numerical features, the correlation
matrix was calculated and a heatmap was constructed for visualization. This made it easier to

identify cases of high correlation among variables and also where correlation was high or low.

3.7 Comparative Model selection and development

To determine the most effective model for electoral anomaly detection, three unsupervised
machine learning algorithms were evaluated: Isolation Forest, Local Outlier Factor (LOF), and
One-Class Support Vector Machine (SVM). These models were selected based on their wide
application in anomaly detection tasks involving high-dimensional, unlabeled data. Each model
was trained and tested on the Israeli election dataset (1996-2015), using core electoral features
such as registered voters, total votes, valid votes, and invalid votes. Due to the absence of labeled
ground truth data, performance evaluation focused on: Visual separability of anomalous clusters
(using t-SNE plots), Algorithm efficiency (processing time), Silhouette Score to assess anomaly

separation.
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This approach enabled an evidence-based selection of the most suitable model aligned with the
study’s objective of ensuring accuracy, interpretability, and deployment feasibility in a real-world
election monitoring system. An Isolation Forest model was selected to detect anomalies in the
voting data. This algorithm is particularly effective for high-dimensional datasets and excels at
isolating outliers. The model was trained using key variables such as Registered_voters, votes,
invalid_votes, and valid_votes. Its unsupervised learning approach allowed the model to learn
from normal voting patterns and identify deviations that could signal irregularities in voting
behavior. (Liu et al., 2008, Isolation Forest). The Isolation Forest algorithm isolates anomalies by
building random decision trees and identifying instances that are more easily separated from the
rest of the data. This technique is efficient for handling large datasets with minimal assumptions
and is especially suited for situations where outliers are rare and distinct. (Liu et al., 2008, Isolation
Forest). Once the model was trained, it produced anomaly scores, which were then used to label
unusual data points for further investigation. These flagged anomalies could indicate potential

irregularities in the election data, warranting closer examination of the underlying causes.

3.8 Evaluation of model performance

The evaluation and deployment of the anomaly detection model followed a systematic process to
ensure its effectiveness and accessibility for stakeholders. The following steps outline the

methodology used:
3.8.1. Percentage of Anomalies

A key part of the evaluation involved calculating the proportion of data points identified as
anomalies. This step was crucial to understand the scale of detected irregularities. By quantifying
the percentage of anomalies relative to the overall dataset, it provided a baseline for comparison
with expected trends or historical data (Chandola et al., 2009). This method not only helped in
identifying the extent of anomalies but also served as an indicator of whether the model was overly
sensitive or too conservative in flagging anomalies. The goal here was to find an anomaly rate that

balances sensitivity without overwhelming users with too many false positives.
total_points = df_selected. shape [0]

anomalies_percentage = (num_anomalies / total _points) * 100
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3.8.2. Silhouette Score for Cluster Evaluation

Since the dataset lacked pre-labeled ground truth for anomalies, traditional classification metrics
(e.g., accuracy, precision, recall) were not applicable. Instead, an internal clustering metric,
silhouette score, was employed to evaluate the quality of the anomaly detection (Rousseeuw,
1987). The silhouette score measured how well each data point fitted within its assigned cluster
compared to other clusters. A positive score close to 1 indicated clear separation between clusters,
while a score near 0 suggested overlap between them. The rationale for using this metric was to
assess whether the model correctly identified distinct patterns of normal and anomalous behavior
in the data. By evaluating the clustering of anomalies, this step helped ensure that the model was
not just identifying random noise, but rather grouping anomalies that shared common
characteristics, thus reflecting meaningful irregularities in the voting patterns. The Silhouette
Coefficient is calculated using the mean intra-cluster distance (a) and the mean nearest-cluster
distance (b) for each sample. The Silhouette Coefficient for a sample is (b - a) / max (a, b). To

clarify, b is the distance between a sample and the nearest cluster that the sample is not a part of.

3.8.3 Visualization of Anomalies

Visualization played an essential role in the evaluation process. Dimensionality reduction
technique, t-SNE, was applied to project the high-dimensional data into a 2D space (Maaten &
Hinton, 2008). This step was important because anomaly detection often deals with complex, high-
dimensional data, and visualizing this data allows better qualitative assessment of the model
performance. The choice of t-SNE was due to its ability to preserve the local structure of the data
and reveal non-linear relationships, making it well-suited for distinguishing between normal and
anomalous data points. The visual exploration helped provide insights into how well the anomalies
were separated from normal data in practice. This step also served as a sanity check—ensuring
that the detected anomalies did not form arbitrary clusters but instead exhibited distinct separations

when projected into lower dimensions.

3.9 Model Deployment via Streamlit Web Application

The final step in the methodology involved deploying the model in a practical, accessible manner.
Streamlit was chosen as the platform for deployment because of its ease of use in creating
interactive web applications (Trevett, 2019).
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The rationale for this choice was to provide stakeholders with a tool that allowed for real-time
exploration of the dataset and visualization of the anomalies without requiring advanced technical
expertise. This deployment strategy ensured that the model's results were not static or confined to
technical reports but could be interactively engaged with by various users. This interactive
approach enhanced the usability of the model and supported decision-making by providing a more
dynamic and transparent view of the electoral data (Mohanty et al., Electoral Integrity in the Digital
Age).

3.10 Policy Development Methodology

To fulfill the objective of proposing governance policies for mitigating electoral anomalies in Kenya,
this study adopted a data-driven policy formulation approach grounded in the empirical findings of the
anomaly detection model. After training and testing the Isolation Forest algorithm on Israeli electoral
data spanning 1996-2015, the anomalies identified, such as unusual spikes in voter turnout,
inconsistencies between registered and valid votes, and elevated rates of invalid ballots—were
systematically categorized and analyzed. These patterns were then mapped against known electoral
challenges documented in Kenyan elections, using comparative insights from reports published by the
Independent Electoral and Boundaries Commission (IEBC), the Election Observation Group (ELOG),
and the Kenya Human Rights Commission (KHRC). Further alignment was achieved by referencing
global election governance standards from the International Institute for Democracy and Electoral
Assistance (IDEA), the International Foundation for Electoral Systems (IFES), and the Organisation
for Economic Co-operation and Development (OECD). This comparative policy mapping informed
the development of evidence-based governance proposals aimed at improving transparency, anomaly
accountability, and public trust in Kenya’s electoral process. The resulting policies emphasize
algorithm transparency, third-party auditability, stakeholder accessibility through digital tools, and
real-time anomaly response—ensuring that they are both contextually relevant and implementable

within Kenya's electoral infrastructure.
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Chapter 4: System Design and Architecture

4.1 Introduction

This chapter outlines the system design and architecture of the electoral anomaly detection system.
The system integrated machine learning models, a user-friendly interface, and scalable backend
architecture. The primary objective was to ensure that the system is efficient, scalable, and secure.
Through a modular design, the system enabled high performance while managing large-scale

electoral data, making it accessible to stakeholders for real-time analysis and insights.

The system facilitated the processing of electoral data, detection of anomalies, and visualization
of results, thus promoting transparency and stakeholder engagement. The cloud-based architecture
ensured scalability and supported real-time interactions with the system.

4.2 System Requirements

Before diving into the architectural specifics, understanding the system’s software and hardware
requirements was crucial. These requirements formed the basis of the system’s functionality,

particularly for the model’s API integration.

4.2.1 Model AP1 Requirements

The anomaly detection system relied on several key dependencies, which were integral to the

model’s operation and overall system performance. These included:

Model APl Requirements:

Python 3.9+: The platform was developed using Python 3.9 to maintain compatibility with core
libraries.

Scikit-learn 1.0 Utilized for implementing the Isolation Forest algorithm and other machine
learning models.

Pandas 1.3.0: This library was used for data manipulation and preprocessing.

Numpy 1.21.0: Supported matrix operations required for model computations.

Matplotlib 3.4.2 & Seaborn 0.11.2: These were used for visualizing the detection of anomalies.
Streamlit 1.0: Facilitated the development of an interactive web interface for real-time data

visualization.
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Flask 2.0.1: Acted as the API framework that connected the model with the frontend.
SQLAIchemy 1.4: Supported potential database integration for data persistence, though a database

was not implemented in the current system.

4.3 Overview of System Architecture

The system architecture was designed with a modular approach, which enhanced scalability,
robustness, and maintainability. The architecture integrated the frontend, backend, and

machine learning models as separate components.

4.3.1 Data Layer

Responsible for importing and storing electoral data. This layer interacted with external data
sources and processed the raw data for anomaly detection.

4.3.2 Model Layer

Contained the machine learning model (Isolation Forest), which processed the data to detect

anomalies and generate outputs for visualization.

4.3.3 API Layer

Served as the communication channel between the frontend and backend, using Flask to manage

user interactions with the system.

4.3.4 Fronted Layer

The Streamlit interface was designed for end-users to upload datasets, adjust detection

parameters, and view real-time visualizations.

4.3.5 Database

In the current implementation of the anomaly detection system, a traditional SQL/NoSQL database
was not utilized. Instead, data was processed in-memory during runtime, and temporary storage
was managed through local files. This approach was well-suited for the system's real-time analysis
requirements, as there was no immediate need for long-term data retention or future audits.
However, this design could be extended to incorporate a database layer if the system's scope
expanded to include historical analysis or the need for persistent storage of electoral data for audit

purposes
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4.4 Frontend Development

The frontend design focused on simplicity, interactivity, and intuitive user experience. The

primary components of the interface were:

4.4.1 User Interface Design

The user interface enabled stakeholders to interact with the system and explore electoral data

anomalies without requiring technical expertise.

Data Upload: Users could upload datasets in formats such as CSV or Excel, with real-time
validation.

Parameter Control: Detection thresholds and model parameters could be adjusted by users to see
immediate effects on visualizations.

Visualization: Interactive scatter plots and t-SNE visualizations allowed users to understand
detected anomalies through Matplotlib and Seaborn.

4.5 Backend Development

The backend was designed to manage the model’s operations, data processing, and system

scalability.

4.5.1 API Integration for the Machine Learning Model
The API facilitated communication between the frontend and backend through Flask. Key

aspects included:

Model Integration: The anomaly detection model was deployed as an API endpoint, where
uploaded data was processed, and results were returned to the frontend for visualization.
Parallel Processing: The system was built to support multiple users simultaneously without
performance degradation.

Security: Authentication and encryption methods were implemented to safeguard data integrity

and user privacy during interaction.
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4.6 Physical Architecture

The physical design of the system involved cloud-based deployment to ensure scalability and

real-time interaction:

Cloud Infrastructure: The system was deployed on cloud platforms, enabling dynamic resource
allocation. This ensured optimal performance even when processing large electoral datasets.
Backend Infrastructure: The backend was based on Python libraries for anomaly detection, while
the Streamlit framework handled frontend deployment. The architecture also allowed for
potential database integration in the future.

Visualization Tools: The frontend used Seaborn and Matplotlib to visualize anomalies in real-

time.

4.7 Security and Data Integrity

To ensure the security and integrity of the system, several measures were implemented.
Communication between the frontend and backend was encrypted using HTTPS, protecting data
transmissions from unauthorized access and ensuring data integrity. Additionally, authentication
mechanisms were put in place to restrict access to only authorized users, safeguarding electoral
data from unauthorized modifications or breaches. To further enhance security and transparency,
the system-maintained audit logs, which recorded data changes and access history. These logs

allowed administrators to monitor system activities, detect anomalies, and ensure accountability.

4.8 Deployment Strategy for Anomaly Detection Model

The deployment strategy focuses on making the anomaly detection model both accessible and
effective for diverse electoral stakeholders through a user-friendly Streamlit web application. This
platform enabled users to analyze electoral datasets and gain insights into potential irregularities.
Designed for simplicity, the application facilitated data uploads in formats like CSV and Excel,
ensuring seamless integration of datasets that include features such as Registered Voters, Votes,
Invalid Votes, and Valid Votes.
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Once uploaded, the model processed the data using the Isolation Forest algorithm, detecting and
highlighting anomalies. The platform provided real-time feedback with interactive visualizations
like scatter plots and heatmaps, allowing users to easily identify irregular voting patterns or trends.
To support decision-making, the application generated detailed, downloadable reports
summarizing the findings. Security and scalability were central to the platform. Data encryption
ensured the confidentiality of uploaded datasets, while user authentication prevented unauthorized
access. The use of cloud-based infrastructure allowed the system to handle large datasets
efficiently, making it robust during periods of high usage. Additionally, the application was
tailored for both technical and non-technical users, featuring an intuitive interface, step-by-step
guidance, and responsive support to ensure inclusivity. By offering an accessible and secure
deployment solution, this strategy bridged the gap between advanced machine learning techniques
and real-world electoral applications. It equiped stakeholders with actionable insights to enhance

transparency and integrity in electoral processes.
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Figure 4: 1 Schematic diagram illustrating the system architecture for your electoral

anomaly detection system.
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Chapter 5: System Implementation and Testing
5.1 Introduction

This chapter provides a detailed account of the system implementation process and the testing
approaches adopted to verify and validate the functionality and performance of the electoral
anomaly detection system. The implementation process covers the frontend and backend
components as well as the machine learning model deployment. Testing methods, including unit,
integration, and performance testing, were crucial in identifying potential issues and ensuring the
system meets its functional and non-functional requirements. The chapter concludes with the
results of these testing procedures, discussing how the system performed under various conditions

and highlighting areas where optimization was necessary.

5.2 System Implementation

The system was developed following a modular architecture, where each core component
(frontend, backend, and machine learning model) was implemented, tested, and integrated
independently. This modularity facilitated flexibility during development and testing, allowing for

individual components to be iterated upon without significantly affecting the overall system.
5.2.1 Frontend Implementation

The system's user interface (Ul) was implemented using Streamlit, a Python framework for
building interactive web applications, chosen for its simplicity and powerful integration with data
visualization libraries. The design of the Ul was focused on providing a smooth and intuitive user
experience while ensuring that users could interact with the anomaly detection model effectively.
The frontend of the system was designed with several key features to enhance usability and
functionality. A file upload mechanism was implemented, allowing users to upload electoral data
in multiple formats, including CSV and Excel. To ensure a seamless experience, robust error-
handling mechanisms were incorporated to notify users of any file format mismatches, corrupted
files, or missing data fields, preventing potential issues during data processing. A parameter
control panel was introduced to enable users to configure essential settings for the anomaly

detection model, such as the contamination rate and threshold for labeling outliers.

37



This functionality was seamlessly integrated using Streamlit's sidebar feature, providing an
intuitive interface where users could make adjustments and instantly observe the impact of their
changes in real time. To facilitate data interpretation, interactive data visualizations were
embedded within the application using Matplotlib and Seaborn. Various graphical representations,
including scatter plots and t-SNE (t-distributed stochastic neighbor embedding) maps, were
utilized to highlight anomalies detected in the electoral datasets. These visualizations dynamically
updated to reflect user-modified model parameters, ensuring a highly interactive and insightful
analytical experience. Additionally, a user feedback interface was implemented to enhance
transparency and user guidance. A system of real-time notifications informed users about
successful operations, errors, and processing statuses, ensuring a smooth and informed data

analysis process.

filenamel
encoding =

dfl = pd.read_csv(filenamel, encoding=encoding)
dfl.head()
1.1s

Labour

Party

year settlement name_hebrew settlement code settlement name english Booth number Registered voters votes invalid votes valid votes

any 7 SHAHAR 10 3 256 0 256
winm TIROSH 1.0
"N NIR HEN 10
nayn 3 HAZEVA 10

oyn 5 NO'AM 10

Figure 5. 1: Upload mechanisms using csv format
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t-SNE Visualization of Voting Data
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Figure 5. 2: t-SNE visualizations showing well-separated clusters of normal data and

anomalies
5.2.2 Backend Implementation

The backend was implemented using Flask, a lightweight web framework that integrates
seamlessly with Python. It handled tasks such as APl development, data preprocessing, and
machine learning model integration. The backend of the system was designed with several key
components to ensure efficient data processing and seamless interaction between the frontend and
the machine learning model. One of the core functionalities was API development, which
facilitated communication between the frontend and the backend through restful API endpoints.
These APIs were built using Flask, chosen for its minimalistic and lightweight architecture,
allowing for rapid development and deployment. The endpoints were responsible for processing
user inputs, such as uploaded datasets and model parameters, forwarding them to the machine
learning model for analysis, and returning the results, including anomaly labels and visualizations,
to the frontend for interpretation. Another crucial component was the data preprocessing pipeline,

which ensured that electoral data was properly prepared before analysis.
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This involved handling missing values, scaling numerical features, and encoding categorical
variables to make the data suitable for machine learning algorithms. Pandas and NumPy were
employed to efficiently manage these processes. Additionally, the system incorporated
mechanisms to detect potential data quality issues, such as inconsistent or incomplete entries, and
alert users before proceeding with the analysis. Together, these backend components ensured a
smooth and efficient workflow, enabling accurate anomaly detection and seamless user interaction

with the system.
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Figure 5. 3: Backend training of the model before deployment

Machine Learning Model Integration: The system employs the Isolation Forest algorithm, a
well-suited unsupervised machine learning technique for detecting anomalies in high-dimensional
datasets. The model was trained using electoral datasets and integrated into the backend to allow
real-time detection of anomalies. The model's parameters, such as contamination (i.e., the expected
proportion of outliers), were exposed to users for fine-tuning, allowing customization based on the

dataset being analyzed.
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Figure 5. 4: Model training using isolation forest

Data Storage and Security: Although the system did not implement a full-fledged SQL/NoSQL
database for long-term storage, the backend was designed to manage session-based data
efficiently. All data exchanges were secured using HTTPS to prevent unauthorized access,

ensuring the integrity of the electoral data.

5.3 Testing Procedures

Testing was conducted iteratively throughout the development process to ensure that the system
components functioned correctly and delivered the expected performance. The testing process was
divided into three main categories: unit testing, integration testing, and performance testing. Each
of these testing methods helped identify issues early in the development cycle and validate the

system against the project’s requirements.
5.3.1 Unit Testing

Unit testing was conducted to evaluate individual components of the system, ensuring that each
module functioned as expected. For the frontend, each element was tested in isolation, including
the file upload functionality, parameter control panel, and real-time visualizations. Test cases for
the file upload component covered various scenarios, such as handling large datasets, detecting

malformed files, and managing unsupported file formats. To verify the accuracy of the
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visualizations, sample datasets were used to ensure that the generated graphs correctly represented
the underlying data and responded appropriately to user inputs. On the backend, unit testing
focused on API endpoints, data preprocessing routines, and machine learning model predictions.
Test cases addressed edge scenarios, including datasets with missing values, invalid parameter
inputs, and variations in dataset size and complexity. By thoroughly testing these components, the
system was validated for reliability, robustness, and its ability to handle diverse real-world

conditions.
5.3.2 Integration Testing

Integration testing was a crucial step in validating the interaction between the frontend and backend
components, ensuring seamless data flow and reliable APl communication. One key aspect of the
testing process focused on data transmission, verifying that uploaded files, parameter inputs, and
user settings were correctly passed from the frontend to the backend for processing by the machine
learning model. Additionally, tests ensured that the model’s predictions were accurately
transmitted back to the frontend for display and visualization. Another important area of testing
involved real-time updates, where the system’s responsiveness was evaluated based on how
parameter adjustments influenced the displayed anomaly results. Integration testing confirmed that
these updates were reflected without significant delays or performance degradation, ensuring a
smooth and interactive user experience. By rigorously testing these interactions, the system was

validated for efficiency, accuracy, and reliability in handling real-world data and user interactions.
5.3.3 Performance Testing

Performance testing was conducted to evaluate the system's ability to handle large electoral
datasets and multiple concurrent users, ensuring its scalability and reliability in real-world
scenarios. The testing process involved assessing how well the system managed peak usage
periods, increasing data sizes, and key operational response times. To simulate real-world
conditions, load testing was performed by generating multiple simultaneous user interactions,
including data uploads and model parameter adjustments. This helped determine whether the

system could maintain stability and functionality without experiencing slowdowns or crashes.
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Scalability testing further examined the system’s efficiency as the size of electoral datasets
increased, ensuring it could process and visualize large datasets, even those several gigabytes in
size, without significant performance degradation. Throughout the testing phase, response times
were carefully measured for critical operations such as file uploads, model predictions, and
visualization updates. The system demonstrated an average response time of 1.5 to 2 seconds under
normal load, with only minimal delays observed during peak usage. These results confirmed that
the system remained efficient, responsive, and capable of handling demanding workloads while

maintaining a smooth user experience.

5.4 Results of Testing

The results of the testing phase demonstrated that the system met most of the expected functional

and performance criteria, although a few optimizations were identified during testing.
5.4.1 Frontend Test Results

The frontend testing produced positive outcomes, demonstrating the system's reliability and
responsiveness. The file upload functionality performed as expected, successfully handling
datasets of varying sizes and formats, from small test files to large electoral datasets. In cases
where invalid file formats were uploaded, the system’s error-handling mechanisms were triggered
correctly, ensuring users received appropriate notifications. The visualizations generated using
Matplotlib and Seaborn were accurate and responsive, effectively representing the data processed
by the model. Additionally, real-time updates based on user parameter adjustments were smooth,

with no noticeable lag, ensuring an interactive and seamless user experience.
5.4.2 Backend Test Results

Backend testing confirmed that the system effectively processed data and delivered accurate
results. The API endpoints were tested under various conditions and consistently responded within
the expected timeframes. The system successfully handled edge cases, such as empty datasets and
incorrect parameter inputs, without failures, ensuring robustness and reliability. In terms of model
performance, the Isolation Forest model demonstrated high accuracy in identifying anomalies
within the test datasets.
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It correctly flagged outliers, and the results aligned with expectations based on the known
characteristics of the test data. These findings validated the effectiveness of the backend

components in supporting accurate anomaly detection and efficient data processing.

2. Use silhouette_score for internal cluster evaluation: Even without ground truth, you can apply cluster evaluation
techniques like silhouette score, which measures how similar each point is to its assigned cluster (normal data or
anomaly).

from sklearn.metrics import silhouette_score

# Use silhouette score to evaluate how well the anomalies are separated
sil_score = silhouette_score(df_selected, anomaly labels)

print(f"Silhouette Score: {sil_score:.2f}")

/' 1m321s

Silhouette Score: .48

Figure 5. 5: Model accuracy using the silhouette score

5.4.3 System Performance

Performance testing demonstrated that the system-maintained efficiency and responsiveness under
various levels of load. During load testing, the system successfully handled up to 50 concurrent
users uploading large datasets without any significant degradation in performance. While minor
delays were observed when exceeding this number, these issues were mitigated by optimizing
backend processes to enhance scalability and responsiveness. Scalability testing further confirmed
the system’s ability to process electoral datasets of varying sizes, ranging from a few megabytes
to several gigabytes. As anticipated, larger datasets required additional processing time; however,
the system remained responsive throughout, ensuring a smooth user experience even when

handling extensive data loads.
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Chapter 6: Discussion and Results

6.1 Introduction.

This chapter presents a thorough discussion of the findings from the anomaly detection system
applied to Israeli electoral data from 1996 to 2015. The chapter interprets the detected anomalies,
evaluates the effectiveness of the Isolation Forest machine learning model, and assesses how
feature engineering, scaling, and data visualizations contributed to the results. The section also
explores broader implications for electoral integrity, drawing on insights from the results of the
machine learning model and relevant visualizations such as line plots, scatter plots, t-SNE
projections, and correlation heatmaps. The chapter concludes with an analysis of the model’s

performance and the limitations of the approach.

6.2 Anomaly Detection Results

The Isolation Forest algorithm was applied to detect anomalies in key features of the electoral
dataset, such as Registered_voters, votes, invalid_votes, and valid_votes. This section provides a
detailed breakdown of the patterns that emerged, the role of feature engineering and scaling, and

insights derived from data visualizations.
6.2.1 Overview of Detected Anomalies

The Isolation Forest model flagged 9,856 anomalies out of more than 60,000 data points across
various election years and districts. These anomalies were concentrated in specific regions and
election periods where voting behavior deviated significantly from expected patterns. Three key
categories of anomalies were identified: abnormally high voter turnout, high levels of invalid

votes, discrepancies between valid and invalid votes.

For abnormally high voter turnover, several districts showed unusually high voter turnout,
deviating from historical voting trends. Such anomalies could be indicative of ballot stuffing or

mobilization efforts inconsistent with typical voter behavior (Birch, 2011).
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For high levels of invalid votes, it was observed that certain regions had disproportionately high
numbers of invalid votes, which could signal administrative issues, such as poor ballot design or
deliberate attempts to disenfranchise voters (Norris, 2014). Discrepancies between valid and
invalid votes was observed in some districts, with the ratio of valid to invalid votes being highly
irregular, suggesting potential issues with vote counting or anomalies related to voter education or
manipulation (Lehoucq, 2003). The anomalies aligned with prior electoral studies that highlight
unusual voter turnout or invalid votes as key indicators of potential fraud or administrative failures
(Beber & Scacco, 2012).
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from sklearn.ensemble import IsolationForest #
selected_feat s = _ »
df_selected = df_scaled[selected_features]

# Initialize the Isolation Forest

isolation_forest IsolationForest(random_state=42)
# Fit t

edict outliers/anomalies
outliers = isolation_forest.predict(df_selected)

Convert pre s t pinary 1
anomaly_label np.where(outlier:

# Count the number of anomalies dete
num_anomalies = np.sum{anomaly_label = 1)
print("Number of anomalies detected:", num_anomalies)

Number of anomalies detected: 9856

Figure 6 1: The number of anomalies detected using isolation forest model

6.2.2 Feature Engineering and Scaling

Feature engineering and scaling were critical steps in ensuring the dataset was optimized for
anomaly detection. These processes helped the model focus on the most relevant voting features,
ensuring that subtle but significant voting irregularities were captured. For feature Selection, four
primary features—Registered_voters, votes, invalid_votes, and valid_votes—were selected based
on their significance in understanding voter behavior. These features are directly linked to voter

participation and electoral outcomes and were essential for anomaly detection.
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Prior research has demonstrated that features like voter registration and vote count are useful in
detecting voting irregularities (Kotsiantis et al., 2007). The anomalies detected primarily involved
inconsistencies between Registered_voters and votes, where certain regions showed voter turnout
levels that far exceeded what would be expected based on historical patterns. This type of anomaly
often correlates with possible instances of ballot stuffing, a key indicator of electoral fraud (Birch,
2011).
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FEATURE ENGINEERING

AGGREGATED STATISTICS

# Defined the features of interest
features_of_interest = ['Registered_voters', 'votes', 'invalid_votes', 'valid_votes']

# Define the summary statistics to compute
summary_stats = ['mean’', ‘median’', ‘sum', ‘std', 'min', 'max', lambda x: np.percentile(x, 25),

| |lambda x: np.percentile(x, 75)]

# Group the data by 'year' and compute summary statistics for the features of interest
yearly aggregated_stats = df_scaled.groupby('year')[features_of_interest].agg(summary_stats)

# Flatten the multi-level column i
yearly_aggregated_stats.columns = ['{}_{}'.format(col[®], col[1]) for col in yearly_aggregated_stats.columns.values]

# Reset index to make 'year' a column again
yearly aggregated_stats.reset_index(inplace=True)

# Merge the aggregated statistics back into the original dataset
df_scaled = df_scaled.merge(yearly aggregated_stats, on='year', how='left')

Figure 6 2: Feature selection

Feature scaling was performed to standardize the range of the numerical features. Each feature was
rescaled to have a mean of zero and a standard deviation of one, ensuring that no feature dominated
the others due to differences in magnitude. This step was crucial for the Isolation Forest algorithm,
as it is sensitive to feature magnitudes. Feature scaling improved the model’s precision, especially
when detecting subtle deviations in variables like voter turnout and invalid votes across different
districts (Chandola et al., 2009).
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FEATURE SCALING USING STANDARDIZATION

Scaling numerical features to a similar range to prevent features with larger magnitudes from dominating the model.

from sklearn.preprocessing import StandardScaler # type: ignore

# Select numerical features for standardization (excluding non-numeric or binary columns)
numeric_features = df_encoded.select_dtypes(include=['float64', 'int64']).columns

# Initialize the StandardScaler

scaler = Standardscalerl) 0000000000000 |

# Fit and transform the numerical features
df_scaled = df_encoded.copy() # Create a copy of the dataframe
df_scaled[numeric_features] = scaler.fit_transform(df_encoded[numeric_features])

Figure 6 3: The implementation of feature scaling.

The feature engineering and scaling processes were instrumental in preparing the data for effective
anomaly detection, allowing the model to identify voting patterns that deviated from expected

norms.
6.2.3 Data Visualizations

In conjunction with the Isolation Forest model, various data visualizations were employed to
explore the dataset and interpret the results. These visual tools provided further evidence of the

anomalies detected and offered insights into the underlying patterns of electoral behavior.

Line plots were used to track temporal changes in Registered_voters, votes, invalid_votes, and
valid_votes across different election years. These visualizations helped identify trends over time
and highlighted key moments where voting patterns appeared abnormal. In these visualizations,
one was able to see how each variable has changed with different election periods and hence be
able to notice any rise, drop or even unusual fluctuation in voting. (Tukey, Exploratory Data
Analysis). For example, a line plot comparing Registered_voters and votes over the 1996-2015
period revealed several instances where the number of votes cast far exceeded expectations based

on the number of registered voters.
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This trend was particularly pronounced in certain regions during the 2003 and 2006 elections,
where the discrepancy suggested potential voter fraud or administrative errors (Norris, 2014).
Similarly, line plots of invalid_votes over time revealed a concerning rise in invalid votes in several
districts, indicating potential issues with ballot design, voter confusion, or deliberate suppression
efforts. These temporal trends helped contextualize the model's anomaly detection results, offering

a deeper understanding of how voting irregularities evolved over time.

Trends of Registered Voters, Votes, Invalid Votes, and Valid Votes Over the Years
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Figure 6 4: Trends of registered voters, votes, invalid votes and valid votes over the

years

Scatter plots were employed to examine the relationships between key features, such as
Registered_voters vs. votes and invalid_votes vs. valid_votes. These visualizations revealed
significant outliers, where the number of votes greatly exceeded the number of registered voters,
a known sign of ballot stuffing (Birch, 2011). The scatter plots also highlighted regions with

disproportionately high invalid votes relative to valid votes, providing further evidence of potential
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voting irregularities. This visual evidence reinforced the credibility of the anomalies flagged by
the Isolation Forest model, supporting the hypothesis that certain regions experienced voting

behavior that deviated significantly from the norm.

Registered Voters vs. Votes Registered Voters vs. Invalid Votes Registered Voters vs. Valid Votes

1000 4 . 1000 1000
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Invalid Votes
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Figure 6 5: the relationship between registered voters and votes, invalid votes and
valid votes

t-SNE Visualizations: The t-distributed stochastic neighbor embedding (t-SNE) technique played
a crucial role in illustrating how the high-dimensional voting data, including features such as
registered voters, votes, invalid votes, and valid votes, was projected into a 2D space to visualize
patterns within the data (van der Maaten & Hinton, 2008). The t-SNE plots depicted clear
distinctions between normal voting behavior and anomalies, where each data point represented a
voting record. Blue points indicated normal voting patterns, while red points represented
anomalies detected by the Isolation Forest model. The visualizations showed well-defined clusters
of normal voting data, demonstrating consistency in typical voting behavior. Anomalous data,
depicted by red points, were distinctly separated from these clusters, suggesting deviations from
the norm, such as unusually high invalid votes or irregular voter registration patterns. This

separation visually confirmed the model’s effectiveness in detecting abnormal voting behaviors.

Moreover, the t-SNE visualizations provided an intuitive understanding of the model’s
performance by revealing how well the Isolation Forest model identified regions of irregular voting
behavior. By isolating outliers, the visualization (van der Maaten & Hinton, 2008) enhanced the

interpretation of the results, making it easier to discern patterns of normalcy and irregularity.
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This confirms the model’s success in identifying potentially fraudulent or erroneous voting
records, and it provides a transparent view of how the algorithm distinguished between normal and

anomalous voting patterns.

t-SNE Visualization of Voting Data
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Figure 6 6: Distribution of voter anomalies

51



Correlation Heatmaps: A correlation heatmap was constructed to explore the relationships between
numerical features such as votes, Registered voters, valid votes, and invalid votes. The heatmap
revealed strong correlations between votes and valid votes, which is expected in any electoral
system. However, it also showed unexpected correlations between invalid votes and registered
voters in certain regions, suggesting that anomalies may stem from administrative inefficiencies

or deliberate voter manipulation (Kotsiantis et al., 2007).
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Figure 6 7: Relationships between numerical features such as votes, registered voters,

valid votes, and invalid votes.

52



The heatmap provided a visual summary of how variables were related to one another, making it
easier to identify areas where electoral outcomes deviated from expected patterns.

6.3 Model Evaluation

In addition to evaluating the performance of the Isolation Forest model, a comparative assessment
was conducted to validate its selection among alternative anomaly detection techniques. The
models tested; Isolation Forest, Local Outlier Factor (LOF), and One-Class SVM; were trained on

the same dataset and evaluated using silhouette scores and visual clustering outputs.

Table 6. 1: Comparative Performance of Anomaly Detection Algorithms on Israeli
Electoral Dataset (1996-2015)

Model Silhouetig Remarks
Score
lIsolation Forest /040 |[Clear anomaly boundaries, low runtime, high scalability |
Local Outlier 0.21 Performed inconsistently across precinct clusters
Factor
One-Class SVM 0.18 Compu_tatlonally heavy, less effective in visual
separation

Among the three, Isolation Forest demonstrated superior performance in clustering separation,
runtime efficiency, and visual interpretability of results using t-SNE projections. These advantages
solidified its selection as the core model for anomaly detection in this study and for deployment
within the Streamlit-based monitoring system.

As a result, due to the unsupervised nature of the Isolation Forest algorithm and the absence of
labeled ground truth in the electoral dataset, standard evaluation metrics such as accuracy,
precision, and recall were not applicable. Instead, internal validation techniques, such as silhouette
score and visualization tools like t-SNE, were employed to assess the effectiveness of the model
in clustering normal and anomalous behavior. These methods are appropriate and widely accepted
in anomaly detection contexts, particularly when labels are unavailable, as was the case in this
study. This approach ensures the evaluation remains both methodologically sound and aligned
with the constraints of electoral data analysis.
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6.3.1 Percentage of Anomalies

The Isolation Forest model detected anomalies in 16.41% of the data points, which is relatively
high compared to typical anomaly detection applications. However, in electoral data, such a
percentage can reflect underlying complexities such as administrative inefficiencies or
manipulation (Hyde & Marinov, 2012). In this context, a high anomaly rate may be justified.
According to Beber and Scacco (2012), high turnout and voting irregularities often correspond to
areas of concern regarding ballot tampering or fraud. The model's high anomaly detection rate is
consistent with studies that find electoral manipulation often manifests in these outlier behaviors.

# Calculate the percentage of anomalies in the dataset
total_points = df_selected.shape[@]
anomalies_percentage = (num_anomalies / total_points) * 1ee

print(f"Percentage of anomalies detected: {anomalies_percentage:.2f}%")

v/ 0.0s

Percentage of anomalies detected: 16.41%

Figure 6 8: Percentage of anormalies

The 16.41% anomaly rate suggests that systemic electoral irregularities may have been present in

specific districts or election years, warranting further investigation by electoral bodies.
6.3.2 Silhouette Score for Cluster Evaluation

The silhouette score for the Isolation Forest model was calculated as 0.40, which indicates
moderate separation between normal and anomalous data points. This score reflects how well the
algorithm was able to distinguish outliers from the bulk of normal voting patterns (Rousseeuw,
1987). A silhouette score closer to 1 would indicate clearer separation between normal and
anomalous clusters, while a score closer to 0 suggests some overlap between the two groups. The
moderate score in this case is acceptable, given the complexity of electoral data and the nuanced

nature of voting anomalies (Mebane Jr., 2006).
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2. Use silhouette_score for internal cluster evaluation: Even without ground truth, you can apply cluster evaluation
techniques like silhouette score, which measures how similar each point is to its assigned cluster (normal data or
anomaly).

from sklearn.metrics import silhouette_score

# Use silhouette score to evaluate how well the anomalies are separated
sil_score = silhouette_score(df_selected, anomaly_labels)

print(f"Silhouette Score: {sil_score:.2f}")

/' 1m321s

Silhouette Score: ©.48

Figure 6 9: Silhouette Score

6.4 Interpretation of Anomalies
6.4.1 Electoral Integrity Implications

The detected anomalies provide important insights into the integrity of Israeli elections. High
turnout discrepancies, especially when the number of votes far exceeds the number of registered
voters, are strong indicators of ballot stuffing or voter manipulation (Birch, 2011). The line and
scatter plots, in particular, illustrated that these irregularities occurred in specific regions during
certain election periods, which suggests that these areas may require further scrutiny from electoral
oversight bodies. In districts where invalid votes were disproportionately high, further
investigation is warranted to determine whether administrative errors or deliberate efforts to
disenfranchise voters were at play (Norris, 2014). These patterns underscore the potential of
machine learning models to identify and flag regions with suspicious electoral behaviors in real

time, offering valuable tools for enhancing electoral transparency.
6.4.2 Broader Impact on Electoral Research

The results of the anomaly detection model demonstrate the power of machine learning in electoral
monitoring. Traditionally, electoral fraud has been difficult to detect in real-time or with a high
degree of precision. By applying machine learning techniques like the Isolation Forest algorithm,
electoral bodies can now analyze large datasets more effectively, identifying anomalies that would

otherwise go unnoticed (Norris, 2014). This approach opens new avenues for electoral research,
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providing data-driven methods for improving the integrity of elections. The integration of
advanced techniques such as feature engineering, scaling, and dimensionality reduction (t-SNE)

further enhances the ability to detect complex patterns of voting behavior (Mebane Jr., 2006).

6.5 System Design and Deployment

The system for anomaly detection in Israeli elections was designed with scalability, efficiency,
and user accessibility in mind. This section describes the overall system architecture, its
components, and the deployment process. The system integrates a machine learning model
(Isolation Forest) with a user-friendly web interface, allowing users to upload datasets, configure

model parameters, and visualize anomaly detection results in real time.
6.5.1 System Design

The system was built using a modular architecture, ensuring that each component functioned
independently while integrating seamlessly with the overall framework. This design allowed for
flexibility, scalability, and ease of maintenance. The key components included the data layer,
model layer, API layer, and frontend layer, each playing a distinct role in processing electoral data
and detecting anomalies. The data layer was responsible for collecting and preparing electoral data
for analysis. Information such as registered voters, total votes, invalid votes, and valid votes was
gathered from official sources and public repositories. To maintain data quality, this layer handled
missing values, ensured consistency, and applied necessary transformations, such as scaling, to
make the data compatible with the machine learning model. The model layer housed the Isolation
Forest algorithm, which analyzed the electoral data to identify potential anomalies. By processing
key electoral features, the model generated anomaly scores that flagged unusual voting patterns.
To enhance accuracy, the system allowed users to fine-tune parameters such as the contamination
rate and anomaly detection thresholds. Performance monitoring was an integral part of this layer,
with metrics such as precision, recall, and the silhouette score used to evaluate how effectively the
model detected irregularities. The API layer served as the bridge between the frontend and
backend, facilitating seamless communication. Developed using Flask, it handled user inputs such
as dataset uploads and model configuration settings, sending them to the model for analysis. Once
the model processed the data, the API returned the results, allowing users to view and interpret

them through the frontend interface. The frontend layer provided an intuitive and interactive
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platform for users to engage with the system. Built using Streamlit, it allowed stakeholders to
upload datasets, configure model parameters, and visualize results in real time. Various graphical
representations, including scatter plots, line plots, and t-SNE projections, helped users explore data
trends and anomalies effectively. These dynamic visualizations ensured that stakeholders could
easily interpret the results and gain valuable insights into electoral data. By adopting this modular
and user-friendly approach, the system ensured smooth data processing, reliable anomaly

detection, and an engaging experience for users analyzing electoral data.
6.5.2 Deployment

The system was deployed using a Streamlit-based architecture, providing users with a seamless
and interactive web interface for anomaly detection in electoral data. Streamlit was chosen for its
simplicity and efficiency in deploying Python-based applications with minimal configuration. By
leveraging cloud infrastructure, the system ensured scalability, flexibility, and real-time
responsiveness, allowing it to handle large datasets and multiple users without performance
degradation. To support seamless access and high performance, the system was deployed on the
Streamlit Community Cloud, which provided the necessary computational resources to run the
model efficiently. Cloud deployment allowed for dynamic resource allocation, ensuring that as
user activity increased or datasets grew in size, the system could scale accordingly. This approach-

maintained performance levels even under heavy usage, preventing slowdowns or crashes.

One of the key benefits of using Streamlit was its ability to provide real-time interaction with the
machine learning model. Users could upload datasets, adjust model parameters—such as
contamination thresholds—and instantly visualize results through dynamic graphs, including line
plots, scatter plots, and t-SNE projections. Streamlit’s interactive widgets, such as sliders and file
upload buttons, further enhanced the user experience by allowing stakeholders to explore different
parameter settings and immediately see the impact on anomaly detection results. This functionality
was particularly useful for election officials and researchers, enabling them to experiment with
different configurations and interpret results intuitively. The system was designed to provide real-
time updates, ensuring that any user input—whether uploading a new dataset or adjusting detection
thresholds—was processed instantly by the backend and reflected in the frontend visualizations.

This rapid feedback loop eliminated lengthy processing times, allowing users to analyze electoral
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anomalies efficiently. Given the sensitivity of electoral data, security and data integrity were
prioritized. All communication between the frontend and backend was encrypted using HTTPS to
prevent unauthorized access and ensure secure data transmission. Additionally, a basic
authentication system was implemented to restrict access to authorized users, preventing
unauthorized data uploads or manipulations. A major advantage of deploying the system in the
cloud was its scalability and performance. The cloud infrastructure dynamically adjusted based on
workload, ensuring smooth operation even when handling datasets ranging from megabytes to

gigabytes in size.

During performance testing, the system demonstrated the ability to process and visualize electoral
data with an average response time of 1.5 to 2 seconds under normal load conditions. While minor
delays were observed when processing extremely large datasets or handling high-traffic scenarios,
backend optimizations minimized these issues, allowing the system to scale effectively without
significant performance degradation. The flexibility of deployment was another important
consideration. The modular design allowed the Streamlit-based interface to be deployed on various
cloud platforms or even run locally, depending on the needs of the electoral body. Additionally,
the architecture supported future enhancements, such as integrating more advanced anomaly
detection models or incorporating real-time electoral data feeds. By combining cloud deployment,
real-time interactivity, security measures, and scalability, the system provided a reliable and
efficient solution for analyzing electoral data, ensuring accessibility and ease of use for
stakeholders.

6.6 Governance Policy Results

Based on the Isolation Forest model’s detection of 9,856 electoral anomalies, including statistically
significant deviations in voter turnout, discrepancies between registered and actual votes, and
irregular invalid vote distributions, this study proposes a set of governance policies informed by
both empirical analysis and global best practices.

Algorithm-Auditable Elections: The Independent Electoral and Boundaries Commission (IEBC)
should require that any machine learning models deployed in electoral oversight be fully auditable.
This ensures transparency in how anomalies are flagged, reducing the risk of algorithmic bias or

manipulation.
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Threshold-Based Review Protocols: Anomalies exceeding predefined statistical thresholds should
automatically trigger a review by a cross-sector oversight team comprising representatives from
the Election Observation Group (ELOG), and the Kenya Human Rights Commission (KHRC),
and other civil society organizations.

Public-Facing Monitoring Interfaces: Platforms like the Streamlit application developed in this
study should be deployed by election management bodies to allow for real-time monitoring,
interactive anomaly visualization, and increased transparency for observers and the public.
Legislated Data Integrity Protocols: Drawing on frameworks from International Institute for
Democracy and Electoral Assistance (IDEA), the International Foundation for Electoral Systems
(IFES), and the Organization for Economic Co-operation and Development (OECD), Kenya
should adopt electoral legislation that mandates periodic audits of voter registers, verification of
polling data, and secure digital infrastructure for tally transmission and storage.

Capacity Building and ML Literacy: Training programs should be institutionalized for the
Independent Electoral and Boundaries Commission (IEBC) staff, election observers, and civil
society to understand, interpret, and act upon machine learning outputs. This will support rapid

responses to anomalies during election periods.
These recommendations not only respond directly to the anomalies identified through machine

learning but also reflect a governance model that is participatory, transparent, and data-informed—
anchoring electoral trust in both technology and accountability.
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Chapter 7: Conclusions, Recommendations, and Future Work

7.1 Introduction

This chapter summarizes the key findings from the anomaly detection applied to the Israeli
elections and discusses how these insights can be adapted to the Kenyan electoral context.
The conclusions focus on the effectiveness of machine learning, specifically the Isolation
Forest algorithm, in detecting voter fraud. Recommendations for improving the system are
provided, and potential areas for future research are explored, particularly regarding how
the methods and insights gained from Israeli elections can enhance the integrity of Kenyan

elections.
7.2 Conclusions

The research demonstrated the effectiveness of the Isolation Forest algorithm in identifying
voting anomalies in Israeli elections from 1996 to 2015. These findings can serve as a basis
for applying machine learning techniques to Kenyan elections, where electoral fraud
remains a critical issue. The ability of the Isolation Forest to detect irregularities such as
ballot stuffing, voter manipulation, and discrepancies in voter turnout provides a

foundation for implementing similar methods in Kenya.
7.2.1 Key Findings
Effectiveness of Anomaly Detection:

The Isolation Forest model was successful in identifying voter fraud anomalies in Israeli
elections. These findings are directly applicable to Kenyan elections, where similar patterns
of electoral irregularities—such as inflated voter turnout and invalid votes—have been
reported. The Israeli case provides a useful benchmark for detecting such irregularities in

Kenya.
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Feature Engineering and Scaling:

The process of feature engineering and scaling played a crucial role in detecting voting
anomalies in Israel. By focusing on features like Registered_voters, votes, invalid_votes,
and valid_votes, this method can be directly adapted to Kenya's electoral data to ensure
accurate detection of outlier behavior, particularly in regions known for electoral disputes.

Comparison with Kenyan Elections:

The primary motivation for analyzing Israeli electoral data is to compare and apply these
findings to Kenyan elections. Kenya has faced electoral irregularities in multiple election
cycles, similar to the patterns detected in Israeli data. The anomalies flagged in Israeli
elections, such as suspiciously high voter turnout and inconsistent vote counts, provide a

framework for identifying and addressing similar issues in the Kenyan context.

7.3 Limitations

Several limitations were observed during the research, particularly when considering the
direct application of these methods to Kenyan elections:

Contextual Differences:

While the machine learning techniques were effective in the Israeli electoral system,
Kenyan elections may present different challenges, including data quality issues, regional
disparities, and political complexities. These differences may require additional
adjustments to the model.

Data Availability for Kenya:

The success of anomaly detection in Kenyan elections will largely depend on the
availability and quality of electoral data. Unlike Israel, where data is more structured and
accessible, Kenya may face challenges in ensuring data completeness and accuracy,

impacting the system's overall performance.

61



Model Sensitivity:

The Isolation Forest algorithm's sensitivity to anomalies might require fine-tuning when
applied to Kenyan elections, particularly in regions where voter behavior varies

significantly due to political or social factors.

7.4 Recommendations

The following recommendations are made based on the findings in Israeli elections and
their potential application to Kenyan elections:

Tailoring the Isolation Forest for Kenya:

The Isolation Forest algorithm should be adapted to fit the specific characteristics of
Kenyan electoral data, including voter demographics, regional voting patterns, and
historical irregularities. This will ensure that the model is sensitive to the nuances of
Kenya’s political landscape while maintaining accuracy in fraud detection.

Improving Data Collection in Kenya:

Ensuring that Kenyan electoral data is collected systematically and is made readily
available will be crucial for accurate anomaly detection. Government bodies and electoral
commissions should focus on improving data accuracy, especially in regions with a history
of voter fraud or discrepancies.

Collaborating with Electoral Commissions:

In both Israel and Kenya, collaboration with electoral commissions is essential for
integrating machine learning into election monitoring. Election officials in Kenya should
be trained to interpret the model's results and use the findings to take preventive actions

during and after elections.
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7.5 Future Work

Future research should focus on the direct application of the findings from Israeli elections
to Kenyan elections, with particular attention to the following areas:

Testing on Kenyan Electoral Data:

The insights gained from Israeli elections should be tested on real-world Kenyan electoral
datasets. This will involve applying the Isolation Forest algorithm to detect voter fraud in
past Kenyan elections and identifying regions most prone to irregularities.

Real-Time Anomaly Detection for Kenyan Elections:

Future work should aim to implement real-time monitoring of Kenyan elections, where
machine learning models can be used during election day to flag suspicious voting patterns
as they occur, allowing election officials to take immediate corrective action.

Developing Regional-Specific Models for Kenya:

Since Kenya has regions with varying political dynamics, developing regional-specific
models using the Isolation Forest algorithm would improve detection accuracy.
Customizing models for high-risk areas, such as those with a history of electoral disputes,
would help capture irregularities more precisely.
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Appendix I11: Election Streamlit Application

Below is the Python code for the election anomaly detection application using

Streamlit.

import streamlit as st

import pandas as pd

from sklearn.ensemble import IsolationForest

import numpy as np

import joblib # For saving/loading the trained model

# Function to load and preprocess data
@st.cache_data
def load_data():
df = pd.read_csv ("israeli_elections_results_1996 _to_2015 _scaled
.csv'™)
return df

© 0 N O N~ W N P

[
o

11

12 | # Function to train and save the lIsolation Forest model
13 | @st.cache_resource
14 | def train_model (df):

15 model = IsolationForest(random_state =42)
16 model. fit(df)
17 return model

18
19 |# Function to detect anomalies
20 | def detect_anomalies(model, input_data):

21 prediction = model. predict(input_data)
- return "Anomaly_Detected" if prediction[0] == -1 else "Normal_
Data™

23

# Main function
def main ():
st. title (" Election _,Anomaly Detection App")

24
25
26

= # Load dataset

28 st. subheader(" Dataset_Overview ")

20 df = load_data(

s0 st.write (df. head () # Show first few rows
31

32 # Train the model (cached)

33 model = train_model (df)

st. success (" Model_trained _ successfully !")
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34
35
36
37
38

40
41

42

43
44
45
46
47
48
49
50
51
52
53
54
55
56
59
60
61

if _name__ == "__main__":

# Sidebar for user input
st. sidebar. header(" Input_Election _Data")

registered_voters = st.sidebar. number_input ("Registered Voters"
, min_value =0)

votes = st.sidebar. number_input ("Votes", min_value =0)

invalid_votes = st.sidebar.number_input("Invalid_Votes",
min_value =0)

valid_votes = st.sidebar. number_input ("Valid Votes", min_value
=0)

# Ensure user input is in the correct format
input_data = pd.DataFrame ({
*Registered_voters’: [registered_voters],
’votes ’: [votes],
*invalid_votes’: [invalid_votes],
’valid_votes’: [valid_votes]

b

# Detect anomalies

st. subheader(" Anomaly Detection _Result")

if st.button("Detect_Anomaly"):
result = detect_anomalies (model, input_data)
st. write (f"Result: _**{result }**")

main ()
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