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Problem definition and justification

• Worrying rate of the prevalence of fake academic certificates in the 

country

• The universities’ role of issuing, storing and validating certificates 

is slow and expensive

• Detected during vetting for jobs especially in the public office

• Corruption has contributed to the spread of this malpractice



Research objective

• To digitize university academic 

certificates in an immutable, non-

repudiable and easily verifiable way



Towards the solution

• The learning institutions have to take charge by:

• Implementing systems that ensure ease of issuing, maintaining, 

tracking and retrieval of their graduate records and,

• Allow for effective verification of the authenticity of these 

records



Proposed Solution

• Using Blockchain technology

• Brief introduction to blockchain technology

• Blockchain is a trusted distributed ledger with 

shared business processes

• It allows for the creation of permissioned and 

immutable records



Features of Blockchain that allow the 
achievement of our goals

• It allows for the creation of permissioned and 

immutable records

• Permissioned

• Distributed (Shared)

• Provenance and 

• Immutability



With these capabilities we can: 

• Created digital certificates

• Sharable and verifiable online

• Verify existing certificates to ascertain their authenticity

• Physical and digital (Using the stored hash)

• Expedite reference of peoples  credentials and qualifications 

online

• From anywhere

• No need to contact the institution directly – incase the institution closes down



Methodology

• Agile implementation

The Agile software methodology was proposed by the Agile 

team in 2001. It allows for  a team of software developers 

to deliver working software to users at regular short 

intervals called sprints (Dingsøyr, Nerur, Balijepally, & 

Moe, 2012). 



Blockchain platform decision:

• User base/ popularity

• Bitcoin

• Hyperledger

• Ethereum

• Privacy/ Public

• Hyperledger vs Ethereum

• Other smaller platforms not so widely used: e.g. Gravity, 
Tendermint, Belrium, Hydrachain, IOTA etc



Other Considerations:

• Suitability for certificates/ Document maintenance

• Other institutions using it

• Consensus algorithm

• Supported languages

• Compatibility with different systems

• Blockcerts



• The process will involve no other products but a 
blockchain

• The process will allow anyone to authenticate a 
Strathmore University certificate without having to 
contact Strathmore.

• The whole process is based on document hashes and 
leverages the merkle root hash principle

Design decisions for the A Blockchain 
platform: 



- The record is stored on the bitcoin blockchain as an 

unspendable transaction. 

- For self verification to work, extra metadata is included along 

with the certificate containing the merkle root hash, merkle 

proof, transaction identifier and public address used. 

- Validity can be confirmed by comparing the hash of the 

certificate and  the hash stored in the OP_RETURN code in the 

blockchain transaction at a certain time using an explorer such 

as https://www.blockchain.com/explorer

Design decisions for the Bitcoin Blockchain: 



Blockcerts

• Blockcerts is an open standard for building apps that issue and verify 
blockchain-based official records. These may include certificates for 
civic records, academic credentials, professional licenses, workforce 
development, and more.

• Opensource

• Versatile  - Hashes can be posted to Bitcoin, Ethereum and 
Hyperledger blockchain platforms [platform lock-up eliminated]

• The above platforms defined on Blockcerts, then the credentials are 
pushed to the blockchain of choice.

• Other institutions using it: Mit, University of Melbourne, UNIC, Gvt of 
Malta etc



Certificate tools module on blockcerts



Workflow depicting the actors in the system: 

• Issuer 

• Recipient

• Verifier

Figure 1 Workflow of the blockchain based credential prototype



System and database architecture



Creating the certificate

• Create a CSV file with the details of the certificates and their 
recipients - for a batch.

• Hash of hashes 

(Merkle tree)

• A note on privacy 



The results:



Verification of the certificate:

Sample verification portal



Legitimate certificate: 

Fake certificate: 



Future project scaling

• Replicate to all the courses in the university

• Scaling to other institutions
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